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PED®EPAT

Brimmycknast kBanmudukanmonHas pabota mo Teme «Pa3paboTka KIMEHTCKOMN
4yacTH BeO-cepBUCa JJIsl PETUCTPAIMU CITyYyaeB HAPYIICHUS TEXHUKUA 0€30IacHOCTH B
TPAaHCTIOPTHOM (pUITHAIIC KOMIIAHUW» COACPIKUT 42 CTPaHUIIBI TEKCTOBOTO JOKYMEHTA,
18 mimoctparuit, 5 Tabsmi, 11 UCTIOIB30BaHHBIX HCTOYHUKOB.

BEb CEPBUC, BA3A JJAHHbIX, CEPBEP, AVYTEHTUDUKAILNA,
ABTOPU3ALIUA, REST, ASP NET CORE, KESTREL.

OOBEKTOM UCCIIeIOBaHUS SIBIISIETCS 3anospHbIA TpaHCHopTHBIN ¢unuan [TAO
«I'MK "HopuiibCKHA HUKETbY.

[Ipenmerom uCCIeAOBaHUS SIBISETCA TMPOIIECC MOAAYU Kalod O HApYIICHUH
TEXHUKU 0€30MaCHOCTH Ha TEPPUTOPUH (UIHAIA U TTOJAKOHTPOJIBHOTO €My MOpTa.

[lempro paboOTHI ABISIETCS aBTOMATH3AIMs M YIIPOIIEHHWE TIpoIlecca MoIauu |
00paboTKH aob 3a CYET BHEIPEHUSI BeO-CepBuUca.

3agaun:

- aHaJIM3 MPEAMETHOM 00JIACTH U BBISIBIIEHUE MTPOOJIEM;

- coOece0BaHUE C 3aKa3UYNKOM;

- aHAJIN3 CYIIECTBYIOIIUX TEXHOJOTHI M OCYIIIECTBIIEHNE BBIOOPA;

- COCTaBJICHNE TEXHUYECKOTO 3a/1aHus;

- pa3paboTKa CepBEpHOM YacTH BeO-CEpBUCa;

- TECTUPOBAHUE;

- IPEJI0CTABIICHUE MTPOIYKTA 3aKA3UHUKY.

B pesymbrare Obuta pa3paboTaHa cepBepHas 4acTh  BeO-cepBuca,
00€eCIeynBaOIIEr0 aBTOMATU3UPOBAaHHYIO pPabOTy € »KajlobamMu O HapyIIEHUH

TEXHUKU 0€30MaCHOCTH Ha TEPPUTOPUU TIPEITIPUSTHS.



CONEPKAHME

PEDEPAT ..ottt st s e s e e e s n e sne e s ane e e snneesnreen 2
1 AHanu3 npeaMeTHON 00IACTH U TTOCTAHOBKA 3ATAUM «.c.nuvveeeurrreasurneessnneessaneeessaseeeens 6
1.1 IIpoGieMaTHKA MPEIMETHOM OOTTACTH +vvvvruvereirsreresssrersssseesssnssessssseesssssesssssnessnes 6
D20 U Lo Yol 120 (0= 02 Tc 7 Vi € = 0 2 GO 6
1.3 TEXHUUECCKOE BAIIAHIIE .. eevvrueeeeeesnsseesenssssesesnnasssssssnssssssnnnsssssssnsssssssnnssesesnnnsees 7

J IR IR @153 8007 (S5 (013 (07 =35 15 (AT 7
1.3.2 OyHKIUOHATBHBIE TPEOOBAHI ...uveenveeeneeeeseeesseessnreesseesseessseessssessnsessseess 8

1.3.3 TPCOOBAHMS K XPAHEHUED ... veeureeeureesureesseessseesssseessseessessnsessasesssssesssessnseess 9

IR TN\, (001 (=01 0 3001 €21 05 25 0. <o 9
1.3.5 TIEPCIIEKTUBBI PABBHTHS .....ceeeureeeaureeesnneesssseesasseessseessasesssansesssssnessnnneas 14

A NT0) 0T 07 e (G103 9 (S 1501 (5) 1. 6 PR RTSPR 15
2.1 BEOCOPBHIC . ..cuuteiiuteeetieetee ettt e sttt e st ettt et e b e e sse e e sareesane e s be e s neeesneeesnneennreeas 15
2 B B0 110157 (S (532 1 (ST UP PSP 15
2.1.2 TIPOTOKOT SOAP ...t 16
2.1.3 TIpoTOKOT XML-RPC ... 16
2.1.4 REST -aDXHTEKTYPA..ccuveeueeereesseesseesseaseesseessesssessssessessseessesssssasesssesssesns 17

2.2 BEO-COPBEP -reeuureerureesreerreeeaseesaseeessneesnreesneesseesaneesaneeesnreeaneesne e e ne e e nneennneennree s 18
R T 5 1T 01 €212 05 1 0. < 19

3 O030p aKTyaJbHBIX TEXHOJOTHH I pa3pabOTKK cepBepHOil yacTu BeO-cepBuca 22

Ll APBCNE. ... ettt reenreennaennee s 22
T 1 1 TSRS 22
G 1 [ 1 0 RSP PR 22
I3 oo [ PSP 23
S5 ASP.INET COlE.....oiiiiiciectecteeeeeeie sttt s tesbesresaesreene e ennennas 23
G === (= SO TRRRSPSPSIN 24



4 TlpoextupoBanue b u pa3zpaboTka CEpBEPHOM YACTU BEO-CEPBHUCA ..eevruveerrruvernnns 25

4.1 TIPOTPAMMHBIE CPEIICTBA ..cvvveerureerureessneesaseesssneesneessessanessssesssnseessessanessaseesannes 25
4.2 IIpoekTupoBaHue APXUTEKTYPBL B/ ....eviiiiiiiiiiiie e 25
4.3 APXUTEKTYPA TIPOCKTA +eveuuvrererurresssssessssssessssssesssaseessssssesssssssssssssesssssessssssessssssees 26
4.3.1 CIIOM JOCTYTIA K JTAHHBIM .....eeeeeuereeeaseeesauseeesansnessasseessassesssassssssnseesssnseessanes 26
LR I O3 (017 B01 021 < 02 1.3 0. <O 28
4.3.3 CTIOM OUBHEC-TIOTHKH ...veeuveesuressseessseessssesssessssessasesssssssssessasessnsessssessssenss 29
4.3.4 CIIOM TIPEICTABIICHIS .uvvveeiuvtessssreessssreesssssesssssseesssssesssnsesssssssssssssessssssessnnes 33

4.4 MUKDPOCEPBUC ABTOPHBALIMY -...rvveenreersneeessneessseesnessnsessasssssssessseesnsessnsessaseesanees 35
4.5 MexaHu3M ayTeHTU(DUKAIIUU U ABTOPUBALIMH «....veenreernneeeneeesseeessneessessnseesnses 36
4.6 JIOKYMEHTHUPOBAHUE KOJIA ..eeeeuuvrrerureeesanneessneressaseessassseesansesssanseessansesssassesssnsens 38
BAKITHOUEHUE ...ttt sttt st s st nnes 40
CIINCOK UCIOJIb3OBAHHBIX UCTOYHUKOB .......cccoviiiiiiiiieeeeeecee 41



BBEJAEHHUE

B Hacrosmiee BpeMs HWHTEPHET-TCXHOJIOTHHM W IU(POBBIC yCTPOHCTBA
CTPEMHTEIIbHO pa3BUBAIOTCA. B CBI3M ¢ dTuM, Omaromaps aBTOMAaTHU3AINH
OOJBIIMHCTBA OW3HEC-TIPOIECCOB, CTajJ0 BO3MOXHBIM H30aBHTBHCS OT PYTHHHOM
paboThI, KpOME TOTO aBTOMAaTH3aIus AAET BO3MOXKHOCTh COOMpaTh CTAaTHCTHUKY U
aHAIM3UPOBATh PA3JINYHBIC TAHHEIE.

Ileapr0 BBITYCKHOH KBaTU(DHUKAIMOHHOW pPAOOTBHI SBJISCTCS COKpAICHUE
KOJMYECTBA CJIy4aeB HAPYIICHWS TEXHUKU OCE30MaCHOCTH ¥  IIOBBIIICHUE
3¢ HEeKTUBHOCTH pabOTHI HA TIPEANPUATAN ITyTEM aBTOMATU3AIMH MPOIIEcca TOauH U
00paboTKHu kano0 Ha HapyIIeHne TPEOOBaHNN TEXHUKH 0€30ITaCHOCTH B OpTraHU3alluH
3T® ITAO «I'MK Hopuiibckuii HUKEIb.

JIns JOCTHOKEHUS TTOCTaBJICHHOM e HEOOXOAMMO BBHIIOJHHUTH CICAYIOIINE
3aJ]a4H:

- aHaJIM3 MPEAMETHOM 00JIACTH U BBISIBIIEHUE MTPOOJIEM;

- co0eceIoBaHNE C 3aKa3YHUKOM;

- aHAJIN3 CYIICCTBYIOIINX TEXHOJOTHIA U OCYIIECTBICHUE BEIOOPA;

- COCTaBJICHHE TEXHUYECKOTO 3aJIaHus;

- pa3paboTka MOOMIILHOTO BeO-cepBrCca — B JaHHOM paboTe OyaeT pa3paboTaHa
CEpBEpHasl 4acTh BeO-CepBUCa,;

- TECTUPOBAHUE;

- IPEIOCTABJICHUE MPOYKTA 3aKa3UHKY.



1 AHaju3 npeaMeTHOM 00J1aCTH ¥ MOCTAHOBKA 33/1a4HU
1.1 IIpobdsieMmaTHKa NpeAMETHO 00J1acTH

Ha cerognsmnuii MOMEHT mpoiiecc 00pabOTKU CIy4yaeB HapYUICHUS TEXHUKH
0€30MacHOCTH Ha MPEANPUITHH JTOCTATOYHO TPyAOeMKHH. CBHUIETENI0 HapyIICHUS
HEO00X0UMO 3a(pMKCUPOBATh JAaHHBIM (DAKT ¢ MOMOUIbIO (OTO- UM BUIEOCHEMKH,
3aTeM JMOO COCTaBUTh IMCBMEHHOE 3asBICHHE, JMOO HCIONB3YsS KOMIIBIOTED
OTIIPaBUTh 3JIEKTPOHHOE MUCHMO AUPEKTOPY MPUIIOKUB Meaua (aitnbl. J{upextopy, B
CBOIO 04epe/ib, HEOOXOAUMO MPUHSATH 3asBICHHUE, pa300paThcs C JaHHOU CUTyaluei u
COCTaBUTh OTBETHOE NHUCHbMO. B Takux YCIOBUSAX HEBO3MOXHO ONEPATHBHO
OTCJIEKMBATh U MIPENOTBPALIATH CIydau HapyIIEHHsI TEXHUKH O€30IMaCHOCTH. A TaKke
JIOCTATOYHO CJIOXHO aHAJU3UpPOBAaTh YAaCTOTY HACTYIUIEHUS TaKHUX CIy4yaeB, HUX
KOJIMYECTBO U XapaKTep HAPYIICHUM.

Emé oaHoli mnpoOsemoil sBISETCS HeXelaHue pabOTHUKOB COCTABIIATH
3asBieHUs Mo (opMme, TaKk Kak 3TO OTHMUMAaeT HUX Bpems. Takum oOpa3oM OHHU
IPEINOYNTAIOT HUKAK HE pearnpoBaTh Ha Cllydan HapylleHUs! TEXHUKU O€30MacHOCTH,
YTO, B CBOIO OYEPE]lb, YBEIIMYMBAET BEPOSITHOCTh €€ HAPYILICHUS, TaK KaK HaKa3aHUs

3a 3TO HE MOCJICAYET.
1.2 IlocTaHOBKA 3aa4U

B cBsa3u ¢ yyacTUBUIMMHCS HECYAaCTHBIMU CIIy4asMH, CBSI3aHHBIMHU C
HapyILIEHUEM TEXHUKH O€30MaCHOCTH, OBLIO MPHUHATO PEIICHHE O CO3AaHUU TaKOTro
MPOEKTa, KOTOPBIM MO3BOJIMII OBl CIIEUTH 32 COOJIOJICHNEM TEXHUKH 0€30MacHOCTU
pabOTHUKaMHU TMPEANpPUSITHS, aHaJU3UpPOBATh CIIy4al HapyLIEHUs, a TaKxKe
npeaoTBpanaTh ux.

JUis OCyIIecTBICHMsI JAHHBIX 3a/a4, HEOOXOJUMO OOECIEUUTh MOAJEPKKY
CBOEBPEMEHHOM 110/1a4y a100bl 0 HAPYIIEHUH U BO3MOKHOCTh OBICTPOTO U YA0OHOTO
PACCMOTPEHUS STOU 3asIBKU.

Takum 0Opazom, y1si CO3aHMsI MPOEKTa TPeOyeTCs:
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- CIIPOEKTHPOBATh ApPXUTEKTYPY 0a3bl JaHHBIX M pa3padoTaTh cepBep, KOTOPHIi
Croco0eH paboTaTh Kak ¢ MOOMJIBHBIMH KJIMEHTAMH Pa3IHUYHBIX OIEPallHOHHBIX
CHUCTEM, TaK U ¢ BeO-caliToM;

- pa3paboTaTh MOOMILHOE IIPHIIOKEHHUE JIJIs OIepalliOHHOM crcTeMbl Android.

AKTyaJIbHOCTh TPOEKTa 3aKJIFOYaeTCs B TOM, YTO TOTOBOTO PEIICHHS IS

MIEPEUYNCIICHHBIX 3a/1a4 Ha JAHHBIA MOMEHT HE CYITIECTBYET.
1.3 Texuuueckoe 3agaHue
1.3.1 O6mme moJ10:KeHust

B Hacrosiiem nOKyMeHTE TPHUBOJUTCA TOJIHBIA Habop TpeboBaHuii k Bel-
CEpBUCY, HEOOXOAUMBIX JJIsl peaIhu3aluu.

[Tonmucek 3akazunka v VICIOJIHUTENS HA HACTOAIIEM JOKYMEHTE MTOATBEPKAAET
UX COIJIACHE C HMIKECIEAYIOIUMHU (PaKTaMu U yCIOBUSMH:

- IpHU pean3aluy HEOOXOAUMO BBINOJHUTH pabOThl B 00BEME, YKa3aHHOM B
HACTOSIIEM TEXHUYECKOM 3a/1aHUU;

- BCE HEOJHO3HAYHOCTH, BBISBICHHBIE B HACTOSILIEM TEXHUYECKOM 3aJaHUU
IIOCJE €ro MOMNHUCAHUA, TOMJIEkKAT ABYXCTOPOHHEMY COTJIACOBAHUIO MEXKIY
CropoHamu.

enu coznanust Beb-ceppuca:

- C TOUKU 3peHus cozaaTeneit BeG-cepBurca: ynmpocTuTh MpoLece MoAauu ajaod
Ha HApYyLIEHUS TEXHUKU OE30MACHOCTH U CHAENaTh €ro yAOOHBIM Jii KOHEYHOI'O
IIOJIB30BATENS, MPEJOCTABUTh OPraHU3AIMN BO3MOKHOCTD ISl AHAIN3a MTOJYYEHHBIX
JAHHBIX;

- C TOYKHM 3pEHMS OPTaHU3ALMMU: PErucTpauus ciaydaeB HapylieHus 1b ms
JAJIbHEHIIETO IPUHATHUS PELICHUN UX YCTPAHECHUS,

- C TOYKM 3pEHHs TOJb30BaTENsA: YNPOCTUTh MpPOIECC MOAAauM >kKajlold Ha

HapymieHue Th, cienaTe ero MOOMJIBHBIM U IOCTYITHBIM.



1.3.2 ®yHKIIHOHAIBHBIE TPEOOBAHUSA

CepBep moimkeH OBITh pa3paboTaH ¢ ucmoiab3oBaHueM TexHoioruu ASP.NET
Core u BeO-cepBepa Kestrel.

MobuiibHOE MPUIIOKEHHUE JOHKHO OBITH pa3paboTaHo moxa ycrpoiictBa ¢ OC
Android 4.4 Bepcuu u BhIIIIE.

AyTeHTuUKaIMsI 1 aBTOpU3AIIHS:

- TpeOyeTcsi  BBIHECTH  MOJAYJIb  ayTeHTU(PUKAIMKM U aBTOPU3ALINH,
B3aMMO/ICHCTBYIOIIEH ¢ OCHOBHOM 0a30i IaHHBIX OpTraHU3allUM, B OTJICJIbHBINA CEPBUC
JUJIS BO3MOKHOCTH €T0 MCIIOJIb30BaHUA B IPYTUX MPOEKTAaX;

- ayTeHTU(UKAIUA  JOJDKHA  OCYIIECTBIATHCS  MOCPEACTBOM  (haMuInu
COTPYJIHHUKA U €r0 TabeJIbHOTO HOMEPA, XPaHSIIUXCS B KopropaTtuBHou cucrteme 1C;

- BXOJl B TMPUIOKEHUE JOJDKEH OCYIIECTBIATHCA Kak JJIsi OOBIYHOTO
MOJIb30BATENs, TaK M JJISI PYKOBOJAMTEINSI; HEOOXOIUMO MPETyCMOTPETh CO3/IaHUE
HOBBIX POJIEH;

- moOOW  TOJB30BaTEeb  JIOJDKEH  MMEThb  BO3MOXHOCTh  YCTAaHOBHUTH
JOTIOJTHUTENBHYIO Mepy 0€30ITaCHOCTH B BUJIE MTAPOJISL.

OO6muue TpeboBaHus:

- MIOJIL30BATENb JOJKEH UMETh BO3MOXHOCTh OTIPABUTH 3as1BKY Ha HAPYIIECHUE
Tb, no0aBuUTH K HEMl ONMMCcaHue U MPUKPENuTh (HOoTo U BUAEO (aiasl. Beibop agpecara
3asIBKU JOJKEH OCYIIECTBISTHCS aBTOMAaTUUECKU;

- I0JIb30BATENb JAOJKEH UMETh BO3MOKHOCTh PEAAKTHUPOBATh 3aBKH, €CJIM HA
HUX €lI€ HE MOCTYMNUJI OTBET;

- PYKOBOJIUTENIb JIOJKEH HMETh BO3MOXKHOCTh OTBETUTh Ha 3asBKy U
JIETIETUPOBATh €€ PENICHUE KypaTopam;

- KaK MoJIb30BaTeNb, TAK U PYKOBOJIUTENb JOJKHBI BUJIETh CITMCOK BCEX 3asBOK,
KOTOpPBIC ObLIIM OTIPABJICHBI WM MPUCIIAHBI;

- BCE€ JICVCTBUS B MPUIIOKEHUHU TOJKHBI UMETh BO3MOYKHOCTh YBEJOMIIEHUS HX

YU4aCTHHUKOB KaK HCTIOCPCACTBCHHO B IIPUJIIOKCHHUH, TAK U 110 BHCKTpOHHOﬁ ITOYTEC.



1.3.3 TpeGoBanusi K XpaHeHUIO

JIOMKHO OBITH MPEAYCMOTPEHO XpaHEHHE BCEX JAHHBIX IO HapyIICHUAM

TEXHUKH 0€30ITaCHOCTH Ha CepBepe HE MEHEe Toa.
1.3.4 Moaeab JaHHBIX

B npoekrte OyyT HCNOJIB30BaHbI CIAEAYIOIINE CYIIIHOCTA MOJIENIN JaHHBIX:

- User — npencraBisieT noib30BaTes;

- Auth — ucnionb3yercst 115t ayTeHTU(DUKAIMHA ¥ aBTOPH3AIINHY;

- Attachment — Brnoxenue, mpuKpersieHHOe K 3asiBKe ((oTo M BUIEO);

- Application — 3asBka o HapymeHun Th.

[TonpoOHast MoeNs JaHHBIX, COACPIKAINAS TTOJISI CYITHOCTEH, MX TUITBI TaHHBIX

Y ONMCaHUE MpeJicTaBieHa B Taduie 1.

Taodmuua 1 - Monesnb JaHHbIX

ITons
CymHoCTh
HasBanue Tun nanHeIX Onucanue
Id Integer Wnentuduxarop
Roleld Integer WaeHtudukaTop posiy nojabp30BaTes
FirstName String Nms
User LastName String Damunust
Personnel Number String TabenbHblii HOMEP
Email String AJzpec 3JIeKTPOHHON TOYTHI
Password String [Maposs
Id Integer Wnentuduxarop
Role i
Name String Hazpanue ponm
Id Integer Unentudurarop
Userld Integer WnenTnduxaTop moap30BaTeNs
Replyld Integer Wnentnduxarop orsera
Theme String Tema 3asBku
Application Message String Texcr 3asBku
Cratyc 3asBKu:
Status Integer 0 — He paccMOTpeHa;
1 - oTBeueHa;
CreatedAt Date Iara co3nanus
ModifiedAt Date Jlata u3sMeHEHUs




Oxkonyanue Tadmuner 1

ITons
CymrHocTh
HasBanue Tun naHHbBIX Onwmcanue
Id Integer Wnentudukarop
Applicationid Integer Wnentudukarop 3asBKu
Tun:
Attachment Type I nteger 0- ¢oro;
1 - Bugeo.
Url String Anpec TocTymna K BIOXKCHHIO
Thumbnail Url String Anpec ocTyna K MUHAATIOPE
Id Integer Wnentnduxarop
Userld Integer Wnentnduxarop noiap3oBareis
Message String Tekcr oTBeTa
| VYpoBeHb OMaCHOCTH:
Reply o
Danger Int 0 — nerkwuii;
1 - cpennuii;
2 — TSOKETIBI,
CreatedAt Date Jara co3manus
ModifiedAt Date Jlata usmMeHeHust
Id Integer Wnentuduxarop
Userld Integer Wnentrdukatop moap30BaTess
Notification Applicationld Integer Wnentudukatop 3asBKu
Tum:
Type Integer 0 — co3mano;
1 — oOHOBIICHO;

B rpaduueckom popmare MOJENb TaHHBIX MOYXKHO MIOCMOTPETh Ha pUCYHKE 1.

Notification
| a integer User
,V Userid integer ——»| Id integer
| f Applicationld integer — I}’ arIeId integer
Type integer FirstName string
[ LastName string
: -FersannelNumber-integer
[Application _ [ Emai  stng
—*| Id integer L Password slrmg
[If useld  integer
a‘f’ Replyid lnleﬁer E——
Theme string I_Q_nl_e_ - -
Message string _"' ld integer
Status integer ,!\I?,”,“? 75!ﬂﬂ97
CreatedAt  date
ModifiedAt  date
Reply
Attachment ¥ k e e 0]
i —— |#1 Userld integer

2 1d

Type
ur
ThumbnailUri

integer

Applicationld  integer

integer
string

string

|
‘ I
|
o
\

M

Danger integer

lessage string

reatedAt  date
odifiedAt  date

Pucynox 1 - Mogenb TaHHBIX
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JlanHble, KoTOphle OyayT mepemaBaThess B Tenme HTTP 3ampoca (body) npu

oOpallleHuH K cepBepy OTOOpakeHbI B TaOIHIIE 2.

Ta6muma 2 - Buast HT TP 3anmpocoB k cepBepy

Teno 3ampoca
HaunmenoBanue
HasBanue Tun ga"HHBIX

last_name String
] personnel_number String

SigninRequest :
password (Heo0s3aTeabHO) String
client_id String
refresh_token String

RefreshTokenRequest _ :
client_id String
UpdatePasswordRequest password String
last_name String

RecoverPasswordRequest i
personnel_number String
theme String
CreateApplicationRequest message String

files Maccus Multipart

id Integer
o theme String

UpdateA pplicationRequest :
message String

files Maccus Multipart

application _id Integer
CreateReplyReguest message String
danger Integer
reply_id Integer

UpdateReplyRequest :
message String

Jlanubie, koTOpblie OyayT mepenaBathesi B Tene HTTP orsera (body) mpu

oOpaIeHny K CepBepy OTOOpaKeHBI B TabuIe 3.

Tabnuna 3 - Bunet HTTP oTBeTOB cepBepa

Teno oTBeTa
HanmeHnoBanue
Hassanne Twun maHHBIX
access _token String
AuthResponse refresh_token String
role Integer
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OxkoH4aHue Ta0IUIBI 3

Teno oreera
HaumenoBanue
HasBanue Tun gaHHBIX

id I nteger

first_name String

UserResponse last_name String
email String
role Integer
id Integer
user_id Integer
reply id I nteger

ApplicationResponse theme Str? "9
message String

status String

created at Date

modified_at Date
id Integer
application_id Integer
AttachmentResponse type Integer
url String

thumbnail_url String
id Integer
user_id Integer

ReplyResponse message Sring
danger Integer
created_at Integer
modified at Integer
id Integer
NotificationResponse application _id Integer
type Integer
applications_number Integer
StatisticsResponse replies_number Integer
danger_average Integer

date Date

B Ta6nuite 4 mpencTaBiieHbl BO3MOXKHBIE 3aIIPOCHI K CEPBEPY C YKa3aHUEM ITYTH,

TUIIA 3aMpoca, ero KPaTkoro OMUCAHUS, HEOOXOIUMOCTH aBTOPU3AIMU U BUAOB TEJ
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HTTP 3ampoca u oTtBera (mis moapoOHON MHPOPMAIMK O HUX CM. MPEAbLIyIIUe

TaOJIUIIbI).

Tabnuna 4 - Bo3aMoxHbIe 3a1IpOCHI K CEpBEPY

Asto | GET napametpst
Tun Temo HTTP Temo HTTP
IIyts pusa Omnmcanue 3amnpoca
3ampoca Tun 3ampoca OTBeTa
uus | [lapamerp
JIAaHHBIX
AyTeHTH()HUINPOBATH
) o SigninRegues TOJTE30BATENS TI0
api/auth/signin POST - - AuthResponse
t MIEPCOHAILHOMY
HOMeEpY
api/auth/refreshtok RefreshToken TTomuts TOKEH
POST - - AuthResponse
en Request aBTOpH3aLUU

) UpdatePassw CMeHUTh UIn

api/auth/password PUT + - -
ordRequest YCTaHOBUTH MAPOJTh
) BoccranoButs napomnb
api/auth/recoverpas RecoverPass
POST - - - yepes AICKTPOHHYIO
sword wordReguest
MoYTy
. . . ITomyuuts nanHele O
api/userg/{id} GET + id Integer - UserResponse
0JIb30BaTENe
page Integer Maccus ITonyuuts ciucok
api/applications GET + | per_page | Integer - ApplicationRes | 3asBok 0 HapyIeHHH
query String ponse Tb

) o ) o [MomyanTs naHHbIE

api/applications/{id ) ApplicationRes
GET + id Integer - 3asiBKM O KOHKPETHOM
} ponse
3as1BKe
POST
] o (multipa CreateApplica| ApplicationRes | Co3naTth HOBYIO
api/applications + - .
rt/form- tionRequest ponse 3as1BKY
data)
PUT

) o (multipa UpdateApplic | ApplicationRes

api/applications + - ] PemakTupoBath 3asBKY
rt/form- ationRequest ponse
data)

i/applications/{id Maccus -

I Ications{ | OJIyYHTh CITUCOK
pIP GET + id Integer - AttachmentRes ¥
}/attachments BIIO)KEHHH

ponse

13




OxkoH4anue Tadnunel 4

api/attachments/{id ) AttachmentRes | [Tony4urs 1aHHBIE O
GET id Integer -
} ponse BJIOKEHHUH
api/attachments/{id | DELET )
) E id Integer - - V 1anuTe BIOKECHUE
i o ] Ionmyuuts nanHbBIC 00
api/replies/{id} GET id Integer - ReplyResponse
OTBETE Ha 3asBKY
) ] CreateReplyR JlobGaBuTh OTBET Ha
api/replies POST ReplyResponse
equest 3asBKY
) . UpdateReply PemaktipoBaTh OTBET
api/replies PUT ReplyResponse
Request Ha 3asiBKY
S NotificationRes | [Tonyuuts ciucok
api/notifications GET -
ponse YBEIOMJIIEHUI
Maccus
. . o [TomyYuTh CTaTUCTHKY
api/dtatisticymonth | GET - StatisticsRepon
3a MecsI]
se
Maccus
. L o ITonyuurs cTaTUCTUKY
api/statistics/year GET - StatisticsRespo
3a rof
nse

Konwl Bo3aMoxkHBEIX HT TP oTBEeTOB:

- 200 — Bo3BpamiaeTcs Npu KakJ10M yCIEIIHOM 3arpoce;

- 400 — Bo3BpariaeTcs Mpu HEBEPHOM 3arpoce, CPOPMUPOBAHHBIM KIIMEHTOM;

- 401 — Bo3BpaImIaeTcs, €CIIM MOJIB30BaTEh HE ABTOPU30BaH;

- 403 — Bo3BpaIaercs, eciii ypoBeHb JOCTYIIA MOJIb30BaTEeNsI HEIOCTaTOYCH,

1.3.5 IlepcnekTuBbI pa3BUTHS

IIpu pa3paboTke BeO-cepBHCa HEOOXOAUMO MPEAYCMOTPETh BO3MOKHOCTh

OyayIieit nHTerpanuy Kak KIMeHTOB HHBIX MoOMIIbHBIX OC, Tak 1 BeO-caiiTa.
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2 TeopeTnueckue cBeaeHMsI

2.1 Be6-cepBuc

2.1.1 Onpenenenue

Beb-cepBuc — 310 cereBasi TEXHOJIOTHS, 0OeCIeUnBaroias MEKIPOrpaMMHOE
B3aMMOJICHCTBHE Ha OCHOBE BeO-CTaHIapTOB. [1]

BeO-cepBuchl He3aBHUCHUMBI OT si3blka M IUIaT@opMbl  peanuzanmu. OHH
CIIOCOOHBI B3aUMOJIEMCTBOBATH JIPYT C APYIOM, a TAKXKE C APYTUMU MPUIIOKEHUSIMH,
OOMEHHBAsICh COOOUIEHUSIMU C TIOMOILBIO CETEBBIX IPOTOKOJIOB.

CranmapTHbIM MPOTOKOJIOM s oOMeHa uHpopmarueit sBisercs SOAP, Ho
TaK)Xe CYIIECTBYIOT  apyrue. OHU OyIyT paCCMOTPEHBI B CIASAYIOIMNX ITyHKTaX.

Jlist onucanusi MHTEpQEcoB BeO-cepBrUCa UCHOJIB3YETCS CIEUUATBHBIN A3BIK
onucanus — WSDL (Web Services Description Language).

Taxxe BeO-CepBHC COACPKUT YHHBEPCAIBbHBIA HHTEpQEIC pacrmo3HaBaHMS,
onucanus u uaTerpanuu — UDDI (Universal Discovery, Description and Integration),
KOTOPBIN HCIOIB3YETCS JIJISl MOMCKA CYIIECTBYIOIIUX BEO-CEPBUCOB M 0OECTICUCHMUSI
JIOCTYTIAa K HAM.

TpanuuuonHas KOHIENIHs BeO-cepBHca MpeACcTaBiIcHa Ha pUCYHKE 2.

CepBUCHLIN DEECTD

uDDl

Motpeburens cepemcos - > MocTagw nK cepencoe

WSDL

Pucynok 2 — Konuernmus Be6-cepBuca
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2.1.2 Ilporoxkoa SOAP

SOAP (Simple Object Access Protocol) —mpoTokoa jgoctyna K oObeKTam
(KOMITOHEHTaM pacIpeIeIICHHON BEIYUCIIUTESIILHOW CUCTEMBI), TIPEAHA3HAYCHHBIH TS
oOMeHa CTPYKTYpPHUpPOBaHHOM HH(pOpMaIIKEH.

[Tpome roBopst, SOAP — 3T0 mpoTOKOI /1S B3aUMOJIEHCTBUS ¢ BeO-CepBUCAMU,
co3nmaHHbIi Ha ocHoBe XML — pacmmpsieMoM si3bike pa3MeTkd. MOKHO cKa3aTh, YTO
SOAP — 310 cornamienue o ctporo ¢opmatupoBanHoM XML-nokymente. CoriaacHo
emy, XML-10KyMEHT JO/DKEH CoJiepKaTh OMPEICIICHHBIC AJIEMEHTHI U ITPOCTPAHCTBA
UMEH, a TaK)Ke CICIHATbHBIC TETH.

Coobmenns SOAP odopmisitorcst B BUIe 0CO00M CTPYKTYpPHI (PUCYHOK 3),
KOTOpast Ha3biBaeTcst KoHBepT (Envelop). Ona BritouaeT B ceOs 3aronoBok (Header) —

HeoO0s3aTeIbHBIN JIeMEHT U Tejio (Body).

Envelop

Header

Header entity

Body
| Body entity |

Pucynok 3 — Ctpykrypa SOAP-coobuienus

2.1.3 llporokoa XML-RPC

XML-RPC (Extensible Markup Language Remote Procedure Call) — nporokon
JUUIS1 BBI30BA yAJICHHBIX TIporieayp. OH oueHb MpocT U 3(PEKTUBEH B UCIIOIb30BaHUH,
onHako, B orinunu oT SOAP, He mpeaHa3HaueH Jis penieHus rio0anbHbIX 3a1a4. Ho
HECMOTpPS Ha 3TO, JAHHBINA MPOTOKOJ UCHOJIB3YETCS JOCTATOUHO IIMPOKO BO MHOTHX

BeO-pa3paboTKax.
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Ha pucynke 4 mnpezacrtaBieHa KOHIENIMS BeO-cepBepa, HCIONb3YIOIIETO

npotokos XML-RPC.

XML-RPC
MoTpebiuTent CepEMCOB -« MoCTaB WL MK CEPEUCOR

Pucynok 4 — Konuernus XML-RPC

2.1.4 REST -apxurtekTypa

B otimmunn ot SOAP u XML-RPC, REST (Representational State Transfer)
HeNlb3sl Ha3BaTh IMPOTOKOJIOM. OTO CTWIb apPXUTEKTYpbl B3aUMOJEHUCTBUSA
KOMIIOHEHTOB B PacIpe/IeJICHHON CEeTH.

REST oOasupyercs na HTTP mportokone, u cJeI0BaTeNbHO, MOXKET
UCII0JIb30BaTh BCE CYIIECTBYIOMINE HapaOoTku Ha O6aze HTTP.

Be06-cepBuc MoxxHo HaszBath RESTful cepBucom, ecim oH He Hapymiaer
obs3aTenbHBIX TpeboBanuii k REST-apxurtekrype:

- apXUTEKTypa cepBHCa JOJIKHA ObITh IPUBEACHA K MOJIEIIU KIHUEHT-CEPBED;

- Ha CepBepe HEe MOXKET XPAHUTHCS HUKaKasi WH(GOPMAIIKs O COCTOSHUU KITHEHTA,
B IIEPUOJ MEXKIY €ro 3arpocaMu;

- KJIMEHTBhl MOTYT KA3IIMPOBaTh (COXpPaHATb) OTBETHI OT cepBepa. [losTomy
OTBETHI cepBepa JOHKHBI 0003HAUATHCS KaK KAIIUPYEMBIE WM HEKIUIUpyeMbIe, s
IpEeIOTBPALCHHS TTOYYEHHs] YCTapEBIINX JaHHbIX;

- uaTepdeiicel REST-cepBrUCOB TOKHBI OBITH €IMHOOOPa3HBI [2].

Ha pucynke 5 npencrasinena moaens RESTful cepuca.

GET
POST
PUT =

b
DELETE 3} Gepaep <>

KnuenT

| Cepsep B,

JSON/HTML

Pucynox 5 — RESTful cepsuc
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2.2 Be6-cepBep

Be6-cepBep — 310 cepBep, mpuHuMaromuii HT TP-3ampockl OT KJIMEHTOB,
00bI4HO BeO-Opay3epos, u Beiaaromnmii uM HT TP-otBetsI [3].

OcHoBHBIE PYHKITUN BeO-CcepBeEpa:

- YIIPaBJICHUE COCTMHEHUEM;

- MpueM B 00paboTKa 3ampoca;

- paszeneHue A0CTyna K HECKOJIBKUM 0OCITY)KMBa€MbIM HaOOpaM PeCypCoOB;

- OTJa4a CTaTUYECKOTO CONEPKUMOTO;

- B3aUMOJICHCTBHUE C MPWIOKEHUSMU IS TONYYSHUSI M JajdbHEHIIel oTaadu
KIUCHTY JUHAMHYECKOTO COepKUMOro [4].

[Ipu 3amycke BeO-cepBepa €My MPHUCBAMBACTCS HOMEP IMOpTa — CETEBOMU
uneHTudukarop. [Ipu 3ToM roBopsAT, 4TO CepBep CiymiaeT mopt. Ha 3ToT mopT KiueHT
noceutaeT HT TP-3anpochl.

Anroput™M paboThl BeO-CepBepa 3aKIIOYaeTCs B CIEAYIONIEM: Ha CepBep
MOCTyHaeT 3ampoc OT KiaueHTa. Jlajmee 3ampoc aHamM3UPYyeTCs: MPOUCXOIUT
ayTeHTuduKanus, oopadaTbiBaeTCs aJIpec, MPOBEPSIOTCS BUPTYaIbHBIE XOCThI. 3aTeM
MPOUCXOIUT 00pabOTKa 3ampoca: €clid 3ampaliuBaeTCs CTaTUYECKUN KOHTEHT, OH
CUMTHIBACTCA W3 (PailjIoBOM CUCTEMBI; €CIIU 3aMpallluBaCTC JUHAMHUYECKUM KOHTEHT,
TO cepBep o0palaercs K MporpaMMHOMY KOJAY U T€HEpUPYET HOBBIE JAHHBIC; CEPBEP
TaKKe MOXXET MepeaaBaTh 3ampoc ajsa 00paboTku aApyromy ceppepy. [locie atoro

npoucxoauT GopmupoBanue HT TP-oTBeTa 1 oTHpaBKa ero KIUEHTY (CM. pUCYHOK 6).
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MonyyeHHe EXOQALLETD
HTTP-sanpoca

f

Axanul sanpoca

4

OfpafoTka sanpoca

CTaTMyeckmi
KOHTEHT

CUNThIBAHHE W3
halinosoll clcTEMbE

¥

Y

OvHaMuuEcEni
KOHTEHT

¥

Mepegays Jpyromy
ech-cepespy

BranonHeHwe SHEWHErD
NpOrpaMMHOrD K003

r

DO pMUpOBEHWE
HTTP-oTaeTa

!

Ompaeka HTTP-0TBET2 EMUEHTY

Pucynok 6 — Anroput™m paboThel BeO-cepBepa

2.3 Ba3a naHHBIX

baza maHHbIX — COBOKYITHOCTh B3aUMOCBSI3aHHBIX, XPAHSAIINXCS BMECTE JAHHBIX
npyl HAIAYUK TaKOW MHUHUMAIBbHOM HM30BITOYHOCTH,

HCIIOJIB30BaHHUEC OIITUMAJIbHBIM 06p330M JJIA OAHOI'0 NN HCCKOJbKHX HpI/IJ'IO)KeHI/Iﬁ

[5].

ba3nl JaHHBIX MOKHO pa3aCIMTb HAa ABC OoJbIIHE I'pynIibl: pCIIIMUOHHBIC 0a3sl
JaHHBIX W HEPCIAIHUOHHBIC 0asbl JAaHHBIX. OcHOBHEBIC pasiuusa MCEKAY HHUMHU

3aKJIIOYal0TCd B TOM, KaAK 0a3bl

JAHHBIX XPaHAT WHOOPMAIHIO,

CIIPOCKTUPOBAHLI U KAKUC TUIIbI AAHHBIX ITOAJCPKHUBAIOT.
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PensitonHbie 0a3bl JAHHBIX XPAHAT CTPOTrO CTPYKTYPUPOBAaHHbIE AaHHbIe. OHU
OCHOBAHbI Ha PEISLIMOHHON MOJIENU MPEJCTaBICHUS JAHHBIX U TOJJIEPKUBAIOT SI3bIK
CTPYKTYypUpOBaHHBIX 3ampocoB (SQL).

Pensitnonnas 0a3a JaHHBIX MPEACTABIISIET COO0N MHOKECTBO B3aMMOCBSI3aHHBIX
Ta0NHII, KakKaast W3 KOTOPBIX COACPKUT MH(MOpMAIHi0 00 00BEKTaX OMpPEeIeICHHOTO
BUJIA.

Takue 6a3b1 JTaHHBIX COOTBETCTBYIOT TpeboBanusam ACID, 3To 3Ha4YMT, UTO OHU
aTOMapHbIe, HEMPOTUBOPEUMBLI, W30JUPOBAHBI M JOITOBEYHBI. M3 3TOTO Ciemyer
OCHOBHOE MPEUMYIIECTBO PEISLUOHHBIX 0a3 JaHHBIX: OHM HAJIEKHBI — BEPOSITHOCTD
HEOKUJAHHOTO MMOBEACHUS CUCTEMBI IOCTATOYHO Maja; a TaKXKe JlaHHble TPeOOBaHUs
00eCTeunBalOT 1IEJIOCTHOCTh 0a3bl JaHHBIX.

OpHAaKo CyIIECTBEHHBIM HEJOCTATKOM SIBJISIETCSI MEJIJICHHBIN JTOCTYII K JaHHBIM
Y OrpaHUYEHHAs MacIITadUPyeMOCTh 0a3bl TAHHBIX.

Jist pemieHust npoOnemMbl OBICTPOJAEHCTBUSA M MacIITAOUPYEMOCTH JTaHHBIX,
ObUIM TPUIYMaHbl HOBBIE MOJXOABI K IMOCTPOCHHUIO 0a3 JAHHBIX. OTHU MOIXOMbI
0003HAYAIOT KaK HEPEeISIMOHHbIE 0a3bl TaHHBIX.

PaznuuaroT yeTbipe OCHOBHBIX THIIA HEPESIIMOHHBIX XPaHUITUII;

- XpaHWIUIIE BUa KI0Y-3HAYCHUE — 3TO MPOCTEHIINi BUT 0a3bl JaHHBIX, T
KOKIOMY 3HAUEHHUIO COOTBETCTBYET YHUKAIbHBIA KITIOY. Takass mpoctoTa
o0OecrieynBaeT HEOTPAHMUYEHHYIO MacmiTadbupyemocts 0as3pl. OmgHako H3-3a
HECBSI3HOCTH OTJICIBHBIX 3amuceil B 0a3e, CTAaHOBUTCS HEBO3MOXKEH OBICTPBIN aHAIN3
umeronieiicss nHpopmanuu B 0a3ze JaHHBIX. ba3a JaHHBIX Takoro BHAa Hallla CBOE
IPUMEHEHHE B KaYeCTBE K3IIeH 111 O0BEKTOB;

- TOKyMEHTHO-OPHEHTHPOBAaHHbIE 0a3bl JAHHBIX XPaHAT UHGOPMAIUIO B BUJE
UEPAPXUUYECKOM CTPYKTYpPbI JaHHBIX. DTO MO3BOJIAET OCYIIECTBIATH OBICTPHIN MOUCK
JlaXke MpU JOCTATOYHO CJIOXKHOM 00IIel CTpyKType XpaHuiuiia. Takue 6a3bl ya100HO
NPUMEHATh, KOTJa TpeOyeTcs yHopsAoYeHHOE XpaHeHWe HHQopMaluu, HO HET

MHO>XECTBA CBS3CH MCXKY JaHHBIMU,
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- rpaoBbie  0a3bl JAHHBIX MCIOJNb3YIOT CETEBYKD MOJIENb IPEACTAaBICHUS
NaHHBIX. Yamie BCero MX MCHOJB3YIOT, KOIJA JaHHBIE HMEKOT €CTECTBEHHYIO
rpadoByIO CTPYKTYPY.

- bigtable-mono6HbIe 6a3bl JaHHBIX cONEPkKAT JaHHBIC, YIOPSIIOYCHHBIC B BUJIC
pa3psHKEHHOM MaTpHIbl, CTPOKH M CTOJIOII KOTOPOW HCIOJB3YIOTCSA B KayecTBE
KJiroueid. Takoi Th 0a3bl JAHHBIX HAXOJUT IPUMEHEHHUE B 3a]1a4ax, MPEANoIaratoumux

OrpOMHBIE 00BEMBI JaHHBIX [6].
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3 0030p aKkTyaJbLHBIX TEXHOJIOTHIA 1J151 pa3paboTKH cepBepPHOii YacTH Bed-

cepBHca
3.1 Apache

Apache — BeO-cepBep C OTKPBITBIM HCXOJHBIM KOJIOM. JTO 3HAYHUT, YTO
[10JIb30BaTENb MOKET PENAKTUPOBATh U aallTUPOBATh IIATGOPMY MO CBOU HYKJIBI.
Apache paboraeT Ha BCEX MONMYJSIPHBIX OINEPAIMOHHBIX cHucTeMaX. OCHOBHBIM
JIOCTOMHCTBOM JIJaHHOTO BeO-cepBepa sBIAETCA €ro ruOkocTb. OH BKIIOYAET B ceOs
OOIIMPHBIA  (YHKIMOHAN, TpPUd OSTOM €ro MOXKHO pacHIMpuTh, J100aBUB
JOTIOJTHUTENbHBIE MOAYJIIH.

JlanHbIN BeO-cepBep HaJEKHBIM U JIOCTATOYHO MOIIHBIN BeO-cepBep, OAHAKO
uMeeT U HenocTaTku. DyHKIMOHAJa HACTONBKO MHOIO, YTO BO3MOXXHO, OH JaXKe
n30bITOYEeH. B OCHOBHOM mMOJB30BaTeNpb 3aAeiicTByeT Bcero Jmmb 10% 0T 3THX
BO3MOXKHOCTEH. Takxke, ¢ TOUKM 3peHUst apxXUTEKTYypbl, Apache paboraeT mo Moaenu
«IPOLECCOBY». DTO O03HAYAET, YTO IJs KaXI0ro coenuHeHus Apache Bbiaenser

OTJCJIbHBIN TOTOK JJAHHBIX, YTO BBI3bIBACT OOJIBIIYIO HArPY3KYy [7].
3.211S

1S (Internet Information Services) — BeO-cepBep oT komnanuu Microsoft, u
no3TOMY, JaHHas Iulargopma pabOTaeT TOJBKO C ONEPAlMOHHBIMH CHUCTEMaMHU
Windows. Ho Hecmotpst Ha 370, IS siBsleTcss BTOPBIM 10 MOJSPHOCTH Ha PHIHKE,
nocie Apache. O oOnamaeT AOCTATOYHO MIMPOKUM (PYHKIIMOHATIOM, HAAEKEH, U
0e3omaceH, Tak Kak ero moyiep)kkoi opuimansHo 3anumaercs Microsoft. Ogxako on

YCTYHIacT B IIPOU3BOAUTCIBHOCTH CBOCMY KOHKYPCHTY.
3.3 Nginx

NgiNX — 70CTaTO4YHO MOMYJISAPHBIN BeO-cepBep, KOTOPBIN Y4acTO UCIOJIB3YIOT B
KauecTBe oOpaTHOro Tpokcu-cepBepa. OH cmocobeH o00pabaThiBaTh OOJIBIIOE

KOJINYECTBO COCTMHECHUH, IPU TOM PACXOLysl MUHUMYM CUCTEMHBIX pecypcoB. Nginx
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MOXHO Ha3BaTb OAHHUM M3 CaAMbIX IIPOHU3BOANTCIILHBIX BC6-C€pB€pOB, OH JIy4YIIC BCEX
OTI[aéT CTaTUYCCKHUC HNAHHBIC CPCAU IIOIIYJIAPHBIX CCPBCPOB. O,ZIHaKO OH HC HMCCT

BO3MOYKHOCTH CAMOCTOSITEIBHO 00padaThIBaTh 3alIPOCHI K JTMHAMHUYECKOMY KOHTEHTY.
3.4 Node,js

Node.js— mnardopma uist pa3pabOTKH pacipeieICHHBIX CETEBBIX MPUIIOKCHUH,
TakuX Kak BeO-cepBep. JlaHHas miuaTdopma mpenHa3HayeHa sl UCIIOJIb30BAHUS HA
BCEX TUIAX ONEPALMOHHBIX CUCTEM; OHA JJOCTATOYHO MPOCTA, JIOCTYIIHA U CTa0UIIbHA.

Nodejs ocHoBam Ha paBmwkke V8, a OH SBIIETCS OIHUM W3 CaMBIX
NPOU3BOIUTENLHBIX Ui JaVaScript Ha TaHHBIA MOMEHT. 3a CUET HCIIOJIL30BAHMS
JAHHOT'O JBMXKa, KOJ BBINOJIHAETCS HaMHOro ObicTpee. Kpome Toro, emie oJHO
npeumytectBo V8 — 310 a3 pexTuBHOE yrpaBIeHUE MaMAThHIO.

Taxke mams Nodejs cymecTByeT o4eHb MHOTO OMOJIMOTEK M HMHCTPYMEHTOB,
KOTOPBIE aKTUBHO pa3BUBAOTCS. OIHAKO 3TO MOKHO OTHECTH M K HETOCTAaTKAM — TaK
KaK HET KaKUX-TMOO OCHOBHBIX OMOJMOTEK WJIM MHCTPYMEHTOB — Yy Ka)KJOrO €CTb
MHO>KECTBO aJIbTEPHATHUB, CBOU IUTKOCHI U MUHYCBI, KOTOPBIE HE BCET]a MOYKHO ITOHATH
U3 JoKymMeHTauuu. Kak UTor — He mpocTo clienaTh BbIOOP B CTOPOHY TOW WMJIM MHOM
OMOMMOTEKH, U HE BCETJIa TOT BHIOOP OKA3bIBAETCS MPABUIIbHBIM.

Nodejs — orHocuTenbHass Moiofas IwATPOpMa, MOITOMY JUISI MHOTHX

CTaHJAPTHBIX 33/1a4 HET KaKOTr0-TO TOTOBOTO M 3aKOHYEHHOT'O PEIICHUS.
3.5ASP.NET Core

[Tnarpopma ASP.NET Core — paspaborana koprnopamnueii Microsoft u
npeaHa3HavueHa JJis pa3paboTKu pa3IuyHbIX BEO-MPUIIOKEHUH.

OCHOBHBIM  TIPEUMYIIIECTBOM  JaHHOW  TEXHOJOTUM  SIBIAETCS €€
kpoccmiargopMmerHocth. Tak kak oHa ocHoBaHa Ha .NET Core, to mpumoxenue,
pa3paboTraHHoe Ha 3ToM T1IaThopMe, MOXKET OBITh Pa3BEPHYTO HE TOJIHBKO Ha
OIEPAIMOHHBIX chUcTeMax cemeiictBa Windows, HO ¥ Ha BCeX APYIMX MOIMYJISAPHBIX

OIICpAllMOHHBIX CUCTCMaAX.
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ASP.NET Core cocTout 13 HECKOJIBKMX KOMIIOHEHTOB, OJ1aroiapsi 4eMy MOXKHO
JIETKO pacIIMpsTh 0a30BbId PyHKIIMOHAT (PperMBOpKA.

['maBHBIM HETOCTATOK JAaHHOW MJIATPOPMBI COCTOUT B TOM, YTO OHa ObLIA
BBINyIIIEHAa HEe Tak JaBHO. OHa aKTUBHO Pa3BUBAETCS, W JOIMOIHSIETCS B HACTOSIIEE

Bpemsi. [loaTomy MHOTHE IpUBBIYHBIE (PPEHMBOPKH U MAKETHI €11I€ HE YMEIOT padoTaTh

¢ ASP.NET Core.

3.6 Kestred

Kestrel — 5310 KXpoccmnaTgopMeHHBIE BeO-cepBep KOTOPBIA  OOBIUHO
UCITOJIB3yeTCsI ¢ prIokeHus MU Ha ocHoBe ASP.Net core. Ero M0okHO HCTIOIB30BaTh
KaK OTJEJbHBIA BeO-CEpBEP, TaK U C OOpAaTHBIM MPOKCHU-CEPBEPOM, TakuM Kak 1S,
Apache nau Nginx. Mcronb3oBanre 00paTHOTO MPOKCU-CEpBEpa He 005A3aTeIbHO, HO
BCE ke xenaTenbHo. Tak kak oH nomydaetr HTTP 3ampocsl u3 cetu u HanpaBisieT ux B
Kestrel mocie nepBoHayanbHOM 00pabOTKH. ITO MO3BOJISET OOJCTYUTD PACIIPe/IeIiCH

Ue Harpy3Ku, o0ecreyuTh 0€30MacHOCTh U MOJACPKKY SSL .
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4 IIpoexTupoBanue b/l u pazpabdoTka cepBepHOii YacTH BeO-cepBHCca
4.1 IlporpamMMHBbIe CpeACTBA

st pa3paboTku BeO-cepBepa OBUIO PEIMICHO WCIIONIB30BaTh IIATHOpMY
ASP.NET Core, cepep Kestrel, u s3p1k nporpammupoBanus CH#. Orta tuiardopma
NOSIBUWIACh OTHOCUTEJIBHO HEJABHO, OJHAKO YXKE yclela CcTaTh JOCTaTOYHO
nomynsipHoit B |T-cooOmectBax. OmHUM M3 TJIaBHBIX JOCTOMHCTB IIAT(POPMBI
ABJISIETCS €€ KpOCCIIaT(OPMEHHOCTb, & 3TO 3HAYUT, YTO MPUJIOKEHUE MOXKET OBITH
pa3BEPHYTO HA BCEX MOMYJISPHBIX ONEPALMOHHBIX cUCTEMaX. Takxke MpeuMyIecTBOM
ASP.NET sBnsiercs Bctpoennsiit | OC-konTeiHeD.

B kaudectBe |DE 0Obu1a Beiopana Visua Studio 2017 Community ot Microsoft.
Tak kak Ha CEroAHSANIHUM [J€Hb OHA MpeQIaracT CaMbld MIMUPOKUM CIIEKTP
(GYHKIIMOHATBHBIX BO3MOXKHOCTEH IS pa3paboTKu Ha si3bike CH.

B xauectBe CYB]] 6p11a BeiOpana MS SQL. Ona xopo1io paboTaeT B CBI3KE C
BBIOpaHHON MUIaTGOPMOIl U TO3BOJISIET MOJHOCTBIO YAOBJIETBOPUTH TPeOOBaHUS K

IOCTPOEHUIO CTPYKTYPbI 0a3bl JAHHBIX U1 IPUIIOKEHUS.
4.2 IlpoekTupoBaHue apxutekTypbl b/l

JIst co3maHust CTPYKTYPBI 0a3bl JaHHBIX, B IPUIOKEHUN UCIIONIB3YETCS MOIXO/
code-first. 9To 3HauMT, YTO TAOIHUIIBI O3Bl JAHHBIX TEHEPUPYIOTCS Ha ocHOBe CH Kof1a.
CyIIHOCTH peain30BaHbl B CJIOC JaHHBIX.

basa maHHBIX TPUIOKEHHS COACPXKUT CIEAYIONIME CYIIHOCTH: 3asBKa
(Application), ITonezoBatens (User), Oteer (Reply), [punoxenue (Attachment), Poss
(Role), Yeenomnenue (Notification). Cxema JaHHBIX MPEACTaBICHA B TEXHHUESCKOM
3ananuy B 11. 1.3.4 Ha pucysnke 1.

B Tabaume Users xpausTcs AaHHbIE TOjb3oBareis. Iloap3oBareib MOKET
CO31IaTh WM PEIAKTUPOBATH 3asIBKY, U B 3aBUCHMOCTH OT POJIH, KOTOPBIE COACPKATCS
B Tabnuie ROlES, o MoXeT co31aTh WK penakTupoBaTh O0TBET. CO37aHHbIC 3asBKH

xpausTcs B Tabnuie Applications, co3nannsie otBeThl — B Tabmie Replies. Kpome
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TOrO, II0JB30BATENh MOKET IMPHKPENUTh IPUIOKEHHE K 3asBKe. [IpHIOKEHMS
xpausTcs B Tadbmuie Attachments. Taoauma Notifications cogepxut nndpopmManmio o
CO3JIaHHBIX, HE PACCMOTPCHHBIX WM OOHOBJICHHBIX 3asfBKaX JJISI TOTO YTOOBI

CBOEBPEMEHHO YBEAOMJISATH [10JIb30BATENS O U3MEHEHHUSX.
4.3 ApXUTeKTypa NpoeKTa

CTpyKTypa IpHUIOKEHUS COCTOUT U3 YEThIPEX OCHOBHBIX CJIOEB: CIIOH JIOCTYIIA
K JaHHBIM, CJIOH JaHHBIX, CJIOM OM3HEC-JIOTMKH M CJIOW IIPEICTaBICHHS. ABTOPHU3AIIHS
B IIPHIIOKCHHUH PealIn30BaHa OTACIbHBIM MUKpOCepBHCOM. Jliis oOecrieueHus ciraboi
CBSI3aHHOCTH B IIPOEKTE MCIOJIb30BaH marrepH Dependency Injection. Cron u cBsizu

MCIKIAY HUMHU ITOKA3aHbl Ha PUCYHKC 7.

Authorization

|Ckueries
IRepository

IURitORN ork Zolll

. : Data Business logic Wiew

|

IMessagePipeline

Pucynok 7 — CtpykTypa npuaoKeHus

-

4.3.1 Cuioii nocTyna K JaHHbIM

B »TOoM crnoe mnpousBoAuTCA MOJKIIOYEHHWE K 0a3e MaHHBIX, a TaKXKe
peanu3oBanbl martepHbl Repository u Unit of work.

B nmanHOM crioe Takyke XpaHsITCs MUTPAIH, KOTOPBIE CIYKaT JJIsT OOHOBJICHUS
CTPYKTYPBI Oa3bl TaHHBIX, HE TEPsIs COAEpKAIICHCS B Hel MHPOpMAIIHH.

B kadectBe 0a3bl qanabIx ucnoaszyercss MSSQL, a miis ynoO6Hoi paboThl ¢ Hel

ucnonb3yetrcst (ppeiimBopk Entity Framework Core (EF). Takum o0pa3om MbI He
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pabotaem Hampsmyro ¢ SQL 3ampocamu B 06a3y JAaHHBIX, a HUCIOJIb3YeM JJIsi 3TOTO
00EpTKy, KOTOpyro mpemoctaBisier Ham EF. Takum oOpa3oM 3HAYUTEIBHO
ympoinaercs: padoTa ¢ 0a30i U3 NPUIIOKEHUS, HAIIPUMeEp, Ha pUCYHKE 8 mpeicTaBIeH
SQL 3ampoc 11st TOTydYeHHs OJTHOM 3asBKH M3 0a3bl JaHHBIX, U KaK 3TO peaTn30BaHO

C TIOMOIIBI0 (PperiMOBOPKa.

SELECT *
FROM [dbo].
WHERE Id =

[Apps]
2

var application = await _repository.FirstOrDefaultisync(app =»* app.Id == id);

Pucynok 8 — 3anpoc B 6a3y ¢ nomomsto Entity Framework Core

OnHako IpUIOKEHKE HE 3aBI3aH0 Ha OJIHOM 0a3e TaHHBIX, U 10 HEOOXOAUMOCTH
e€¢ MOXHO 3aMEHHTh Ha o0y apyryro. i  oOecrieueHuss  Takoi
B3aMMO3aMCHSIEMOCTH, B IPUJIOKECHUN peali30BaHbl maTTepHbl Repository u Unit of
work.

[Tpumenss natTepH RePOSItOry, Mbl MOXKEM JIETKO K3MEHUTh HCTOYHHUK JTAHHBIX,
HE MEHSS HUYETO B OCTaJbHBIX CJIOSX MPUIIOKEHUs. TakuMm 00pa3oM cioil Ou3Hec
JIOTUKM W CJIOH JaHHBIX HUYETr0 HE 3HAIOT O TOM, OTKyAa OepyTcs MaHHBIC, H
UCIIOJIB3YIOT JJIs1 paOOThI BUPTYATIbHBIN PEMO3UTOPHUIA.

Jlis peanu3anuu marrepHa ObuT co3naH uHTepderic |Repository, a takxke ero
peanmu3anusi Repository. UaTepdetic |REPOSItOry comepxuT ornpeieieHue CUrHATyphbI
o0IUX Il BCEX PEMO3UTOPUEB (DYHKIIMM, TaKMX Kak M00aBUTh B PEMO3ZUTOPUN U
ynanuTh. Kpome Toro, B HeM ompeserneHa curaatypa Meroaa QUery mist moydeHusI
sx3eMmiutsgpa tuna |Queryble. Repository coepkKuT HMILIEMEHTAILINIO STHX METOJIOB.

Penosuropuit co3maércsa OTAEIBHO I KAXKIOW CYIIHOCTH, CJIENOBATEIBHO, B
KPYITHOM TPOEKTE BO3MOKHO JIOCTATOYHO OOJIBIIOE KOJIMYECTBO PETIO3UTOPHUEB, IS
ymo0cTBa paboThl ¢ HUMU MpUMeHsieTcs martepu Unit of work.

[Tarreprn Unit of work m0CIOBHO mNepeBOIUTCS Kak eIuHUIlAa PabOThl, OH

COZIEP)KUT B ce0e IK3EMIUISIPHI PEMO3UTOPUEB IS KAXKIAOW CYITHOCTH. JTO OYEHb
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yInoOHO, BEeb HAM HE HYKHO TOJKIIOYaTh K MPOCKTY MHOMXECTBO PEMO3UTOPHEB,
nocTaToyHo nmoakmouuTh oauH Unit of work. Taxke naHHbIM ma®aoH MO3BOJSET
CHavaJla MPOU3BECTH BCE HY)KHBIC JIEHCTBHSI C PEMO3UTOPHUSMH, a 3aT€M COXPAHUTh
U3MeHeHHd B 6a3y. 3a CuéT TOro, 4YTo HET HEOOXOIMMOCTH JeNaTh 3aIpoc B 6a3y mocie
KaXJIOTO HEOOJBIIOT0 M3MEHEHHUs, CYIIECTBEHHO CHW)KAeTCs Harpyska Ha 0Oa3sy
JTAHHBIX.

Peanusarus Unit of work B mpuimoskenuu coctout u3 uurepdeiica |UnitOfWork
u ero ummuieMentanuu UnitOfWork. MaTepdeiic conepxuT onpeeneHusi CHTHATYPBI
PETIO3UTOPHEB NI 3asIBKH, OTBETA, TIOJIB30BATEINS, TPHIIOKECHHUS U POJIA, METOJIOB IS
MUTpanuy 0a3bl JaHHBIX U COXPaHEHHs W3MEHEHHH, a TakKe UX AaCHHXPOHHBIC
ananoru. B UnitOfWork peanusyrorcst naHHbIE METOMBI U CO3JAIOTCSI PETIO3UTOPHH,
UCIolNb3ys marTepH Singletone. DtoT mabnoH obecrieYnBaeT CO3JaHUE PEIIO3UTOPHSI
OJIH Pa3 3a BCE BPEMs KH3HH MTPHIIOKCHHS.

JIi1st TOro 4yTOOBI MCHOJIB30BaTh ACUHXPOHHBIE METOBI ITPU pabOTE C TaHHBIMH,
ObuTH co3aanbl uHTEepdeiic dpadpuku |AsyncQuerybleFactory u ero peanusanus, mis
co3manus sk3eminuiapa tuna lIAsyncQueryble. A raxke untepdeiic |AsyncQueryble,
KOTOPBII CONEPKUT CUTHATYPY ACHHXPOHHBIX METOJIOB, C HMILIEMEHTAIHEH

AsyncQueryble, koTopasi COIEpXKUT peATM3aALMIO ITUX METOAOB.

4.3.2 Cioii JaHHBIX

B cnoe naHHBIX OMMCaHbl CYITHOCTH B BUJIE KJIACCOB, KOTOPHIE HCTIOIB3YIOTCS
JUTSl TEHEpaIuu CTPYKTYPhI 0a3bl JTaHHBIX.

Tak kak B mpoekTe ucmonb3dyercs moaxon CQRS, B cioe maHHBIX Takke
XPaHSTCSI KOMaHAbl U UHTEPQENCHI 3aTPOCOB I Kak10¥ cymHoctd u DTO-monenu.

Komanap! mpeacTaBisroT co6oi Habop JaHHBIX, KOTOPBIE MIEPEAAIOTCS CEPBEPY
JUTSL COBEPIICHUSI KaKoro-nmnbo nedcTBus. [Ipumep KOMaHABI JJIsS CO3JaHUS 3asSBKH

MPEACTABIICH HA PUCYHKE 9.
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public class CreatefppCommand
1
[Regquired]
[MaxLength(B4)]
public string Theme { get; set; }

[Required]
[MaxLength(4896) ]
public string Message { get; set; 7

Pucynok 9 — Ilpumep KomMaH b1

B kBajpaTHbIX CKOOKax HaJ ONpPEICICHUEM CBOWCTBA MEPECUHCIISIOTCS
aTpuOyTHI 11 BAIMAALNHU TaHHBIX, HanpuMmep, Required — o603HavaeT 00s3aTelIbHOE
cBolicTBO, a MaxLength — makcuManbHO BO3MOXKHYIO JIUTHHY CTPOKH.

Wurtepdeiicel 3anmpocoB copepkaT ONpEACICHUE CHUTHATYPHI METOJIOB JUIS
TIOJTYYCHHSI JAHHBIX U3 PEIIO3UTOPHSL.

DTO-monenu (Data Transfer Object) — cocrost u3 Habopa CBOWCTB, KOTOPbIE
UCIIONIB3YIOTCSL JUTSL TIepefaddl JaHHBIX MEXIY MPHIOKCHUSIMH (B HAlIeM cliydae

MEXIY CEPBEPOM U KIIUEHTOM ).
4.3.3 CJ10ii OU3HeC-JT0THKH

B nanHOM cioe xpaHsaTcst 00padoTunku komMaHa. OHU UCTIONB3YIOT JaHHBIC U3
KOMaH/IbI ¥ COJIEPIKAT B ce0€ JIOTUKY BBITIOJTHEHUS] KAKOTO-JTHOO0 JIEHCTBHSI.

B namem npunoxenun peanmzoBaH mnoaxon CQRS (Command Query
Responsibility Segregation). Ox mpearnonaraet pasaciicHUE ONepanuii CUNTHIBAHUS
JAHHBIX M WX OOHOBJIEHHA. OJTO O3HA4YaeT, YTO I 3alpoCcOB U OOHOBJIECHHM
UCTIONB3YIOTCS pa3HbIe MOJICIH JaHHBIX.

Monenb 3anmpocoB Ui YTCHUS JaHHBIX M MOJECb Ui OOHOBJICHUS JTaHHBIX
Jaie BCero oOpamarTcsl K pa3HbIM (U3NYECCKUM XPAHWIIMIIAM, 3TO 00CCIICUMBACT
MIOBBIIIIEHUE MPOU3BOAUTEIBHOCTH, MACIITAOMPYEeMOCTH B 0e30MacHOCTH (PHCYHOK
10). Ongnako nAaHHBIE MOJENTM MOTYT OOpamaTbCi W K OIHOMY (pu3nyeckoMy

XPaHWINILLY.
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View

Cramiain _— —
— Queries
|

Lagic

Save data 4T

Pucynok 10 — O0paiienre kK pa3HbiM (PU3MUECKUM XPaHUIIHIIAM

OOBIYHO B Ka4yeCTBE XPaHWJIUINA JJII YTCHHS JTAHHBIX HCIIOIB3YIOT KOITHIO
XPaHWIUIIA JJIS 3aHCH C IOCTYIIOM TOJIbKO Ha YTCHHE.

Takum ob6pazom, ocHoBHas ujest npuHimna CQRS cocrour B TOM, 9TO 115
WU3MCHEHHUS COCTOSIHHMSI CHCTEMBI MCHOJb3yeTcs kiacc Command, a mis BeIOOpKH
JTaHHBIX Kiacc Query.

HemoctatkoM Takoro moaxojia SBISETCS HEBO3MOXKHOCTH aBTOMATHYECKOMN
reHepalny KoJia Ha OCHOBE MTA0JIOHOB.

B nHameM mpoekTe mpu peanm3alyie JaHHOTO IMOAX0Ja Obljla MCIOJh30BaHa
CTOpoHHsisl OubOnmmoreka Saritasalools. BeimonHeHne KOMaHIBI TPOMCXOIUT C
TIOMOIIIBIO HECKOJBKUX MPOMEKYTOUHBIX 00padoTurnkoB — middlewares.

Konseiiep 00pabOTKM KOMaHABI MO YMOJYAHUIO COCTOUT U3 CIEAYIOIIUX
00pabOTUYHNKOB:

- CommandHandlerLocatorMiddleware — HaxoauT pacroyioKeHHE KIacCOB-

00pabOTYHKOB;

- CommandHandlerResolverMiddleware — comnocrasisier komaHay ¢ e
00paboOTIHKOM;

- CommandHandlerExecutorMiddleware — BBIIOJIHSAET HalCHHBII
00paboTIHK;
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Taxxke ObUT 100aBIEH JOMOJHUTEIBHBIA TPOMEKYTOUHBIH OOpPaOOTUUK —
CommandV alidationMiddleware, koTopblii CYKUT I BaTUIAIMH JaHHBIX KOMaHIbI

(cxema 00pabOTKHM KOMaH b TPECTaBIIcHA HA pUcyHKe 11).

Walidate command > Locate handlers »  Resolve handler »  Execute handler

Pucynox 11 — Konseiiep 00pab0OTKH KOMaHIbI

[Ipumep KoOH(pUrypauuu KOHTEHHEpa, COJEpKAIIEr0o MPOMEKYTOUYHBIE

00paboTYMKH MPEACTaBICH Ha pUCyHKe 12.

var pipelineContainer = new DefaultMessagePipelineContainer();

pipelineContainer.AddCommandPipeline()
.AddMidd]leware(new CommandValidationMiddleware())
JAddstandardMiddlewares(options =2

1
options.InternalResolver.UseInternalObjectResolver = false;
options.UseExceptionDispatchInfo = trus;

Y H

pipelineContainer.AddQueryPipeline()

.AddstandardMiddlewares (options =3

1
options.InternalResolver.UseInternalObjectResolver = false;
options.UseExceptionDispatchInfo = true;

b

Pucynox 12 — Konduryparus pipeline kontelinepa

B mnHamem mnpuioxeHHMH peamu3oBaHO 2 Kiacca-oO0paboTdHKa, KOTOPHIC
coziepKaT MeTo bl it 00padoTku komana: ApplicationHandlers u ReplyHandlers. A
Takke 4 Kkjacca, cojepxkamme o00paboTky 3ampocos: ApplicationQueries,
RepliesQueries, NotificationQueries u StatisticQueries. B kauyectBe mnpumepa
00paboTKH 3ampoca Ha pUCYHKe 13 mpencTaBiieH METO, KOTOPBIA COOMpPAET U OTHAET
CTaTUCTHKY. Takxke Ha pHUCyHKe 14 mpenctaBieH mpuMep oOpaOOTKH KOMAaH]IbI

CO3aaHMs 3as1BKHU.
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public async Task<list<StatisticRezponsze>»» CreateStatistic{int? month, int year)
{
List<StatisticResponser response = new List¢StatisticResponse>(};
if {month != null)
i
var apps = await _factory.CreatefsyncQueryable(_vow.Applications.Query(app =* app.Reply)
.Where(app =» app.CreateDate.Year == year &% app.Createlate.Month == month)
.GroupBy(app = app.CreateDate))
.ToDictionaryAsync{group =% group.Key.Date, group => group.ToList{));
foreach {var date in apps.Keys)
1
response. Add{new StatizticResponse
{
ApplicationsHumber = apps[date].Count,
Replieshumber = apps[date].Count(a =» a.Reply != null},
Date = date
i3 H

r
glge
{
var apps = awalt _factory.CrestefsyncQueryable(_uow.Applicaticns.Query(app =* app.Reply)
Mhere{app =» app.Creat=Date.Year == year)
.GroupBy(app = app.CresteDate))
.ToDictionaryAsync{group = group.Key.Month, group =* group.Tolist());
foreach (var mon in apps.Keys)
1
response.Add{new StatisticResponse
I
ApplicationsMumber = apps[mon].Count,
Replieshumber = apps[mon].Count(a =» a.Reply != null),
Date = new DateTime(year, mon, 1)
1)

hy

return response;

Pucynox 13 — Meton 1uist co31aHUs CTATUCTUKA

public async Task HandleCreateApplicationCommand(CreatefppCommand command)
{
var app = _mapper.Map<CreatefppCommand, Application:({command);
var user = await _pipelineService.Query<IlUserQueriess()}
JithAsyncl(g =» g.GetUserfAsync{command.UserId));
app.User = user;

_uow.Applications.Add(app);
_uow.Notifications.Add{new Notification
i

User = user,

Application = app,

Type = Type.Created
1

await _uow.CommitAsync();
Pucynox 14 — Meto 06paboTKu KOMaHAbI CO3/IaHNUsI 3asBKH
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Taxoke cimoit OM3HEC-JIOTHKHU BKJIIOYaeT B cedst coopky Infrastructure, koropas
copepxkut middlewares, api-kiaueHT, U Apyrre BCIOMOIaTeabHbIe KJIacChl (PUCYHOK

12).

Infrastructure

Exceptions
ValidateException cs
Middlewares
DomainExceptionMiddleware.cs
Extensions
SenviceCollectionsExtension.cs
API
AuthenticateClient.cs

Pucynok 12 — Ctpykrypa coopku Infrastructure

Exceptions comepxuT HalTMCaHHbIC HAMH MCKJIFOUCHHSI, KOTOPBIC BBI3bIBAOTCS
TP OITMOKE BHITIOJIHEHUS KOJIa.

B Middlewares coaepxarcs NpOMEXyTOUHbIE OOpaOOTYHMKH, TaKHE Kak
DomainExceptionsMiddleware, kotopblii oTIaBIMBaeT U 00pabaThIBACT pa3IUUHbIC
BUAbBI UCKIFOUCHUIA.

Extensions coxmepxxutr B cebe pacmmpeHus IS KiaccoB. Hampumep,
ServiceCollectionExtensions — pacmmpenne st kimacca |ServiceCollection, o
npennasHadeH ais perucrpaiuu | OC-koHTeliHepa U 3aBUCUMOCTEH B HEM.

APl Bkmrouaer B ce0si KiacChl MNPEAOCTABISAIONIME JOCTYN K CTOPOHHHM

CCpBHUCAaM, B HAIIICM CJIydac K CCPBUCY aBTOPHU3ALINH.

4.3.4 Cnoii npeacraBjieHUus

B cnoe npencraBnenus HaXOAATCS KOHTPOJIIEPHI, KOTOPHIE MPeTHA3HAYCHBI JJIS
B3aMMOJICUCTBUSA C KJIMEHTOM. KIMEHT OTHpaBiIseT KOMaHAy WM 3alpoc, B
KOHTpOJUIEpE MPOUCXOAUT 00paboTka M oOpaiieHue K clioro OusHec-Ioruku. [lo

3aBEpIICHUIO 3ampoca, KOHTpoyuiep OTAaéT naHHble kimeHty B (opmare JSON.
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ITonnas cxema BBaHMOﬂCﬁCTBHH CIIOEB ITPH IMOJYYCHHH 3aIIpocCa II0Ka3aHa Ha pPUCYHKE

13.

b

JSON

Qluery
Command

L
b

|
K <—>»| Repository
L4 [

DB

Pucynok 13 — Cxema B3auMOJICHCTBUS CIIOEB MPU 3aIipoce

B HaireM npuiokeHuu pean30BaHO MIECTh KOHTPOJUICPOB:

- UserController — mig BEITTOIHEHHUS OEWCTBHI C IIOJIB30BATENIEM, TAaKHX KakK
HOJIYYMTb MOJIB30BATEIS MM CITUCOK IOJIb30BaTEICH.

- ApplicationsController — mist BeIOIHEHUS Pa3IMYHBIX JCHCTBUN C 3asiBKAMH,
TaKUX KaK CO3/1aHUE 3asBKHU, €€ MOJyYCHHE U M3MEHEHHE, MTOJyYCHHE CIMCKA 3asBOK.

- RepliesController — nnst co3nanus oTBeTa M €ro MOIU(BHKAIIHH.

- AttachmentsController — s nony4yenust meaua-¢haityioB u UX yaajieHusl.

- StatisticsController — st mosydeHust CTAaTUCTUKU 33 MECSIT U 3a TO/I.

- AuthController — myst aBTOpH3aIiK MOJIB30BaTEIIS.

[Tocme mocCTymjieHWs KOMaHIbI WM 3alpoca B METOJ KOHTpOJUIEpa OHa
o0pabaTbIBaeTCs C MOMOIIBIO YETHIPEX MPOMEKYTOUHBIX 00paOOTUUKOB, OTTMCAHHBIX
B MpeapiaynieM myHkTe. [Ipumep oOpabOTKH 3ampoca W KOMaHIBI MIPEICTaBIICH Ha

pucyske 14.
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HttpPost]

[

[ProducesResponseType(281, Type = typeof(ApplicationResponse))]
[ProducesResponseType(488) ]

public async Task<IActionResult:> CreatefppAsync([FromBody]CreateAppCommand command)
1

await _messagePipeline.HandleCommandAsync(command);
var userId = {((ClaimsIdentity) User.Identity).FindFirst("Id").Value;
var response = await _messagePipeline.Query<IApplicationQueries>()

Mithasyne(q =» q.GetApplicationAsync(userId, command.Id));

return Created(Url.RouteUrl{new { response.Id }), response);

[

Pucynok 14 — Ilpumep 00paboOTKH 3ampoca U KOMaHIbI

Taxke B JaHHOM cloe, B Kiacce Startup, NPOUCXOIUT OCHOBHOE
KOH(UTypUpOBaHUE TMPUIIOKEHUS. PerucTpupyroTcss 3aBUCUMOCTH, MOJKIIOYACTCS

aBTOPH3AINS U MPOMEXKYTOUHBIE 00padoTunku (Middlewares).
4.4 MukpocepBHC aBTOPU3ALUA

Jlns peanuzanyiyi aBTOPU3AIMUM B TPWIOKEHUM OBLIO TPHUHATO PEIICHUE
WCITOJIB30BaTh OTACIBHBIH MHKPOCEPBUC, TaK KakK JJaHHBIC [JI1 aBTOPHU3aIlUU
MIOJIb30BaTeIsl O€pyTCs U3 TJIABHOM 0a3bl JaHHBIX MPETTPUSTHS.

OCHOBHOE TIPEHIMYIIIECTBO CO3JIaHUS MHKPOCEPBHICA, 3TO €ro IOBTOPHOE
UCIIOJIb30BAaHUE B JPYTUX TMPHIOKEHUSAX. OTO 3HAYUT, YTO KOT/MAa KOMITAHWUU
noTpedyeTcs co3AaTh eIl OJJHO BHyTPEHHEEe MPUIIOKECHHE, TO €l He IPUACTCS ITUCaTh
JIOTUKY aBTOpH3alMK TOBTOpHO. K MHMHycaM Takoro MOAX0Ja MOXKHO OTHECTH
JIOTIOJIHUTEIIPHOE BpeMsl Ha 00paboOTKy 3ampoca 3a CuéT €ro NepechlUIKHM ero Ha
MHKPOCEPBHUC.

MUKpOCEpBUC COAEPNKUT CJIOW JOCTyNMa K JaHHBIM, TJI¢ MPOUCXOIUT
MOJKTIOYCHNE K 0a3e JaHHBIX, CJIOW OM3HEC-TIOTUKH, BKIIOYAIOIINI B Ce0s JIOTUKY
aBTOPH3AITUH TI0JIB30BATEIIS M CIIOHM TPEICTAaBIICHUS, KOTOPBIH COMEPKUT KOHTPOJLIEP
JUJISL TIOJTyYeHUsI 1 00pabOTKHU 3aIIPOCOB.

Jlns Toro, 4toOBI CBs3aTh HAIllE OCHOBHOE IPHJIOKEHHE U MHUKPOCEPBHLC,

ucnonp3oBajcs maker nporpamm NSwag. Ilocne HexoTopoit kKoHpUTypamuu (cwm.
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pucynok 15), NSwag renepupyet untepdeiic 1 ero peajausaliio Ha OCHOBE KOJa U3
KOHTpoJUIepa  MHKpocepBuca.  llomydeHHBId  aBTO-CTCHEPUPOBAHHBIA  KOJ

HCIIOJIB3YCTCA AJIA AOCTYIIA K KOAY MUKPOCEPBHUCA B OCHOBHOM ITPHJIOKCHUU.

"codeGenerators™: |
"swaggerTolSharpllient™: |

"generateClientllasses": true,
"generateClientInterfaces": trus,
"generateDtoTypes": false,
"injectHttpllient": true,
"disposeHttpllient": false,
"generateExceptionClasses": trus,
"exceptionllass": "SwaggerException",
"wrapDtoExceptions": true,
"useHttpClientlreationMethod": false,
"httpClientType": "System.Net.Http.HttpClient",
"useHttpRequestMessageCreationMethod": false,
"useBas=eUrl": true,
"generateSyncMethods": false,
"clientClassAccessModifier": "pubklic",
"generateContractsOutput": false,
"parameterDateTimeFormat": "s",
"generateUpdatedsonSerializerSettingsMethod™: true,
"zclassName": "RuthenticationClient"™,
"namespace": "Wek.Infrastructure",
"additionalWamespaceUsages": [

1+

Pucynok 15— Yacts koHpurypanuu Swagger
4.5 MexaHu3M ayTeHTU(PUKAIMH U ABTOPU3ALMU

AyTeHTuduKaImsa B IPUJIOKEHIH OCHOBaHA Ha ucnoyib3oBaHuu JWT TOKEHOB.

JWT (JSON Web Token) — comepxut Tpu 0jI0Ka, pa3ICiICHHBIX TOYKAMHU:
3aronioBok (header), Habop moseir (payload) u curnarypy. IlepBeie nBa Oiioka
npezcrasicHbl B JSON-(hopMaTe 1 TOMOJIHUTEIBHO 3aK0IMPOBaHbI B popmare base64.
CurHarypa MOXET TE€HEPHUPOBATHCS MPU TOMOIIM W CHUMMETPHUYHBIX aJITOPUTMOB
mupoBaHus, 1 ACHMMETPUYHBIX.

CxeMa ayTeHTU(PHUKAIIUN BBITISIUT CICAYIOIMIMM 00pa30oM: KIMEHT TOCHIIAeT
3arpoc ayTeHTU(UKAIIMK Ha CepBEp, CEPBEP MepEChIIacT 3arpoc MUKpocepBucy. Eciu
B MHUKPOCEPBHUCE ayTEeHTH(HKAIUS MPOIIa YCIEIIHO, CEPBEp T'€HEPUPYET TOKEH U

OTIpaBIIsIET €ro KiIMeHty. [Ipu Bcex mocieayromux oOpaeHus X K CEpBePY KIUEHT
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00s13aTh IMPUCHLIATE 3TOT TOKCH B 3aroJIOBKE 3aIrpoca. Ecan xe ayTGHTI/I(bI/IKaHI/I}I HE
npoijaa, CCPpBECp OTIIPABILACT KIHCHTY CTATyC OIINOKH U COO6HICHI/I€. bnok-cxema

ayTeHTHU(UKALMK B OCHOBHOM MPUJIOKEHUH TIPEJICTaBICHA Ha pucyHKe 16.

Janpoc aETOpUIaALIMK

m——————— e ————————— OTHaa
Cwubka
Y
: ABTODPHICEAH
Controfier
A I
OTeeT oT cepeepal
peEpa)
Y }
Authorzation o ! Infrastructure/Ar! I
senvice B AuthClient I
|
|
|
|

Pucynok 16 — Cxema aBTOpU3aLny MOIb30BATEIS

[Ipu renepamuu JWT TOkeHa, B HEro TaKXe 3alUCHIBAIOTCS JaHHBIE O
nosb3oBarene. UToObl XpaHWTh NaHHBIE O TOJB30BATENle U HMETh BO3MOKHOCTH
yIpaBJIATh MMH, HCHoONb3yercs OmoOmmorexka AspNet.ldentity. Jlns sToro B cioe
MPEICTaBICHUS] KOHPUTYPUPYETCS MOTUTHKA OC30MaCHOCTH, a TAKXKE PeaTn3yrTCs
unTepdericel u3 stoit OmbnmoTekn UserStore m RoleStore. Jlannbie peanu3ariu
coJiepKaT B ce0e METO/IbI MOJIy4YeHHUs U 100aBJIEHUS M0JIb30BaTENIEeH U POJIEH.

[Tocre MoOJIOKUTENBHOTO OTBETa OT MHUKPOCEpPBHCA Mbl COOOIaeM Hallemy
NPUJIOKCHUIO, ¢ MOMONIBI0 MeTona u3 Oubmmorekn ASpPNet.ldentity, uro nanHBIH
M0JIb30BaTeNb MPOIIEN CTOPOHHIOK ayTeHTH(uKanuio. Ilociae yero mpoucxoaut
[OCHEenOBaTebHBIM  BbBI3OB  MeTonoB w3 UserStore u  RoleStore wu
ayTeHTUPUIIUPYEMOMY TIOJIB30BATENIO CTABUTCS B COOTBETCTBUE 3aIUCh M3 HaIleH
0a3bl qaHHbIX. [lomHas cxema aytentudukanuu ¢ ASpNet.ldentity npeacrasiena Ha

pucyHke 17.
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3anpoc aBTOPH3aLNN

OTKaz

i Y / Yenex
|
| Controller
|
I ¥
| ASP.MET ldentity
Y
|
Authorization = | Infrastructure/aPl A

service " ! AuthClient X v
! IQueries —
! Commands _,:i ,'
|
| DB __

Pucynox 17 — ITosiHas cxema aBTOpU3aLAN

ABTOpH3alMs B NPWIOKEHHM CO3/1aHA HAa OCHOBE pOJIEN MOJIb30BaTENEH.
Kaxmoil ponu cOOTBETCTBYEeT HEKOTOpbIM Habop paspemenuid. Hampumep, User
MOJKET IPOCMAaTpHBaTh TOJHKO CBOM 3asBKM WM OTBEThl Ha HHMX, a Head moxer
MIPOCMATPUBATH 3a8BKU OT BCEX IMOJIb30BATENICH M J100aBIsATh OTBETHI. [Ipu Kaxkaom
3ampoce MOJIb30BATENS MPOBEPSIETCA €r0 POJib, M, €CIU Y ITOH POJIM OTCYTCTBYET
pa3pelieHUe Ha BBINOJHEHUE 3alpalliBaeMOrO JCHUCTBUSI, KIMEHTY BO3BPAILLACTCSA

ommnbka co crtatycom 403 — 0TKa3aHO B IOCTYIIE.

4.6 lokyMeHTHpPOBaHHE KO/

be3yciioBHO, BaXXHBIM acleKTOM B pa3padOTKE MPUIIOKEHUS SBISETCA €ro
nociaeayroIas moaaepxka. s Toro, 4ToObl 3TO HE JOCTABISIO OCOOBIX MPOOIEM,
KOJI HEOOXO0JIUMO JJOKYMEHTHPOBATh.

Jns pokymentaunu kojga B C# wucnonb3ytorcss XML kommentapuu. [ns
n00aBICHNS KOMMEHTApHs HEOOXO0IMMO TTOCTAaBHUTh «///» a 3aTeM 100aBUTh OAUH WJIU

HECKOJIBKO TeroB. YacTo ucnosib3yeMble Terd MPUBEICHBI B TA0IUIIE .
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Ta6muia 5 — OCHOBHBIC TETH I JOKYMEHTAITUN

Ter Omnucanue
<summary> OO061iee onmcanne
<inheritdoc> Ormncano B nHTEphEiice
<exception> Hckrouenne, KOTOpOe MOXKET BBIIATh METOJ
<returns> OrnucaHue TOro, YTO BO3BpaIlaeT METO
<see> [lo3BonsieT yka3aTh CCBUIKU
<value> ITo3BoasgeT ONIUCHIBATE CBOMCTBA

Ha PUCYHKC 18 nmoxa3aHbI HECKOIBKO IMPpUMCPOB IOKYMCHTAIINH KOJAa U3 HAIICTO

IIPOCKTA.

' <summary:
Extension methods for service registration.
f </ summary >
public static class ServiceCollectionExtensions

(/! <summary:
Register application services.

f </ summary >
public static void AddServices(this IServiceCollection services, IConfiguration comfiguration)

{

services.AddDbContext<AppDbContext>
(options =» options.UseSqlServer(configuration.GetConnectionString("Context™)));

services.AddScoped<IAppUnitOfiork, AppUnitOfiWork>();
RegisterDatafccess<AppDblontext>(services);

services.AddScoped<IAuthenticationClient»(sp => new AuthenticationClient(mew HttpClient()));

Pucynok 18 — IIpumep noxymeHTanuu Kojaa
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3AK/IIOYEHUE

B mnpomecce BBIMOMHEHHS] BBIMYCKHOW KBaJIHM(PUKAIIMOHHONH pabOThl ObLI
OpOBEAEH aHalu3 MpeAMETHONM o0O0JacTH, BBIABIEHBI MpPOOJEMBI U OOBEKT
apromatu3zauuu. [lpoBeneHo coOeceqoBaHME C  3aKa3YMKOM M COCTABIIEHO
TEXHUYECKOE 3aJlaHne Ha pa3paboTKy BeO-cepBHca. A Takxke paspaboTaHa u
IPOTECTUPOBAHA €T0 CEPBEPHAs 4acTh.

Ha nmanHoMm 3Tare ocyiiecTBisieTCsl BHEIpeHE BeO-cepBrca Ha npeanpusitue. B
pe3ysibTaTe pabOTHUKU NPEAIPUATHS OYyT UMETh BO3MOKHOCTB OIIEPATUBHO MOJATh
3a8BKYy O HAPYIIEHUU TEXHUKHU O€30IaCHOCTH, a AUPEKTOP — BO3MOKHOCTH OBICTPOIO
U yIOOHOTO paCCMOTPEHHUSI 3TON 3aBKH.

Takum o6Gpa3oM, HamHu pa3paboTaH MPOEKT, KOTOPBIM MO3BOJISET CIEIUTH 3a
COOJIIOJIEHUEM TEXHHUKH O€30MaCHOCTH PAa0OTHHKAMHU MPEINPUATHS, aHAM3UPOBATH
Cllydad HapylIeHHs, a TakKe IpenoTBpamarth ux. CienoBarenabHO, 3a1a4d JaHHOU
BBIIYCKHOM KBaJM(UKALMOHHONW pabOThl MOXKHO CUHMTATh BBIIOJHEHHBIMH, a II€Jb

JOCTUTHYTOM.
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CIIMCOK UCITOJIb3OBAHHBIX HCTOYHUKOB

1 [Tarrepr CQRS [DnexTpoHHbIii pecypc] : nokymenTaius Microsoft — Pexxum

nocryma: https.//docs.microsoft.com/ru-ru/azure/architecture/patterns/cars.
2 OOmue apXUTEKTYphl BEO-IPUIIOKEHUN [DIEKTPOHHBIA pecypc|

nokymeHnramusi Microsoft — Pexum pmoctyma:  https://docs.microsoft.com/ru-

ru/dotnet/standard/modern-web-apps-azure-architecture/common-web-application-

architectures.
3 bubnuotexka Saritasa Tools [DnexkTpoHHbIN pecypc] : cTpanuiia Ha github.com

— Pesxum poctyma: https://github.com/Saritasa/Saritasal ool s.

4 Joxymentauus oubmmortexku Saritasa Tools [DnekTpoHHBIN pecypc] : cailT
saritasa-tool s.readthedocs.io — Pexum JOCTyTIA: http://saritasa-
tools.readthedocs.io/en/latest/.

5 ASP.NET Identity u cucrembl ayTeHTU(QUKALMKU [DIEKTPOHHBIN pecypc] :
caiT professorweb.ru — Pexxum JOCTYTIA:

https://professorweb.ru/my/ASP NET/identity/level 1/.

6 BeO-cepBuchl Kak CpeACTBO HWHTErpanuu mpwioxkeHud B WWW
[OnexTpoHHBIN pecype] : YueOHO-METOauYecKue MaTepuaibl JJisl CTYJICHTOB. —

Pexxum moctyna: http://www.4stud.info/networking/web-services.html.

7 REST [Onextponnbsii pecypc] : Bukunemus - Pexum pgoctymna:

https://ru.wikipedia.org/wiki/REST.

8 Urto takoe BeO-cepBep? [DnektpoHHbI pecypc] : VPS Xoctunr — Pexum

noctyna: https.//vmlab.ru/ArticlesWhat_is web_server.

9 OcHoBHble TOHATUS 0a3 JaHHBIX [DnekTpoHHbIM pecypc| : Caiit FOxHO-
YpanbCKoro TOCYAapCTBEHHOTO YyHHMBepcuTeTa — Pexum mocrtyma: http://inf.s-

su.ac.ru/Klinachev/lc sga 26.htm.

10 TlpeumyiecTBa U HEAOCTATKH HEPEISLIMOHHBIX 0a3 TAaHHBIX [DJICKTPOHHBIN

pecypc] : Caiit komnanuu VEESP — Pexxum moctyna: https://veesp-.com/ru/blog/sal-
or-nosgl.
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11 Apache unu IIS cpaBHeHue u npeumyiiecTBa [InekTpoHHbii pecype] : UT
basa 3nanuii — Pexxum qoctyma: http://wiki.merionet.ru/servernye-resheniyal/3/apache-
li-iig.
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