YJIK 004.725, 004.418.

MOHUTOPHUHI' U YIIPABJIEHUE CETBHIO IIEPEJAYUN JAHHBIX
[peiiman U. A., Kanycra A. 11,
HAY4YHbIi PYKOBOAMTEIb KaH. TexH. Hayk Ky3neunon A. C.
Cubupckuit gpedepanvuslii ynugepcumem
Hucmumym xocmuueckux u uH@OpMayuoOHHbIX MEXHOI02UTL

Y MHOTHMX COBPEMEHHBIX NPEANPUATUN UMEIOTCSA JIOKAIBHBIE CETH, B COCTaB KOTOPBIX
BXOJISIT: CEpBEpPbI, TOYKH JOCTyINa, IMEpCOHANbHbIE pabo4yHMe CTAaHIMH U IpOoYee CETeBOE
000pyJIOBaHUE, BBINOJIHAOLIEE BCIOMOraTelbHbIE, W OJHOBPEMEHHO, OYEHb Ba)KHBIC
¢ynkunu. Kak npaBuiio, J10KkanbHas CETh MPENNPUATHI UMEET OAHY MM 0oJiee TOUEK BBIXO0JIa
BO BHEIIHKE IJI00alIbHbIE CETH, B TOM 4Kcie B VIHTepHeT.

BOonpmMHCTBO KOMIIAHUMN M NPEANPUATHH, IOCTOSHHO Pa3BUBAIOT CBOIO CETEBYIO
UHPPACTPYKTYpY, [100aBisisi HOBbIE cepBepa M CETeBOE 000OpylOBaHME [UId CO3IAHUSA
JIOTIOJTHUTEIbHBIX UHPOPMAIIMOHHBIX PECYPCOB.

C KaXAbIM JIHEM MOSBISIOTCS 00Jiee HOBbIE, BHICOKOIPOU3BOIUTEIbHbIC TEXHUUECKUE
pelIeHus, KOTOphIe IO3BOJISIOT YBENWYHTh 3(dexTuBHOCTs MHDpacTpykTypsl cereil. Ha
IIPEIITPUATHSIX CpeIHEro u KpYITHOTO MmaciTada IIPUMEHEHHE OJTHOTO
BBICOKOTEXHOJIOTMYHOTO PEIIEHUsI [03BOJSET 3HAYUTENIbHO YMEHBIIUTh 3aTpaThl Ha
coJepxkaHue Oosiee TPOMO3AKOW M pPa3pO3HEHHOW apXUTEKTYphl, CO3/JaHHOW Ha OCHOBE
Pa3IUYHBIX IPOAYKTOB, KOTOPHIE 3a4acTyl0 MUMEIOT MPOOJIEMBbI C B3aUMOJEHCTBUEM MEXKIY
coboii. Ho COBMECTHO € MOJIOKUTEIBHBIMU CTOPOHAMH 3THX CHUCTEM MOXKHO BBIJICJINUTh
HECKOJIBKO OTPULIATENIbHBIX (DaKTOPOB:

- Oonblue (pUHAHCOBBIE 3aTPAThl HA PEOPTaHU3ALMIO;
- CJIOKHOCTb IMAarHOCTUKH aBapHii;
- Heo0XOAMMOCTh JIONOJIHUTENIBHOTO 00yYeHHs ITepCOoHAIA.

VY4uuThIBasi BHICOKYIO CTOMMOCTh TaKUX PEIICHUH, HEOOXOAMMO CO3/1aTh YCIOBUS AJIs
CTaOMIbHOM paboThl 000pYNOBaHMA M MCKIIOYMTH BO3MOXKHOCTh BBIXOJIa €r0 U3 CTpPO,
KOTOpPBIN MPUBEAET K KPYIHBIM 3aTpaTaM Ha BOCCTAHOBJICHHUE.

Pemmte pnaHHBIE 3a7a4M MOTYT CHCTEMBI LEHTPAJIN30BAHHOTO MOHMTOPHMHIA U
ynpasieHus cetbio nepenaun qaHHbix (CII). CymecTByeT MHOKECTBO TOTOBBIX CUCTEM, KaK
CBOOOJTHO paclpoCTPaHsAEMbIX, TAK U KOMMEPUECKHX, HO MPEXKAE YeM BHEAPATh KaKyr0-1100
U3 HUX B IIPOM3BOJCTBEHHBIN MPOLIECC, HEOOXOAMMO IPOBECTH TIIATEIbHBINA aHATIN3 U YUECTh
BCE PHMCKH, CBSI3aHHBIE C MPUMEHEHUEM TaKHX CHCTEM Ha OTJENIbHO B3ATOW MH(ppacTpykType
CIIA.

Lenb nanHO# pabOTHI COCTOUT B TOM, UTOOBI pa3paboTaTh aJrOPUTM JIJIsl IPUMEHEHUS
CUCTEM LEHTPAIN30BAaHHOIO MOHUTOPUHIA M YIPAaBJIECHUs, a TaK K€ MU3yYUTb BO3MOKHOCTh
aJlanTalyy UX K KOHKPETHBIM 3a/ladaM Ha MPeIpUsITHH.

Jns Ttoro uyto OBl BHEIPUTH CUCTEMY B YK€ JEHCTBYIOUIYIO HHQPACTPYKTYypy,
HEOO0XOMMO y4ecTh HECKOJBKO MapaMmeTpoB. CucreMa J0JKHA BKJIIOYaTh B ce0sl MOIYNH
MO3BOJISIOIINE OCYIIECTBIIATh YIPABJIEHUE CETEBBIM 000pYyJOBaHUEM, paOOUNMH CTAHIMSIMU
U cepBepaMu, KaK B py4HOM PEKHMe, TaK 1 aBTOHOMHOM. Tak ke cucTeMa JI0JKHA OTBeYaTh
HECKOJIbKUM TpeOOBaHUSM:

-  MHMHHUMAaJIbHOE KOJIMYECTBO MaTE€pPHANIbHBIX 3aTpaT Ha BHEAPEHUE,;
- BbICOKasi 0€30IaCHOCTb;

- BBICOKAsi CKOPOCTb BHEJIPEHUS,

- NOAJEP>KKAa COBPEMEHHBIX CETEBBIX IPOTOKOJIOB ¥ TEXHOJIOTUH;

- B3aUMOJICHCTBUE C UMEIOIIUMUCS IPOrPAaMMHBIMU MTPOTYKTaMH.



Heo0xoquMblii GyHKIIMOHAJ cMCTeM MOHUTOPHHra v ynpasJjenuss CII/{

Taxum 06pa30M, JJIs1 OCHOBHBIX CETCBBIX C.]'Iy}K6e MO>XHO BBIIBUTH CJ'IG,I[YI-OI_HI/Iﬁ

HEOOXOIUMBIN (DYHKITMOHATI CHCTEMbl MOHUTOPUHTA U yIIpaBJiIcHHs (PUCYHOK 1):

HTTP (aurn. HyperText Transfer Protocol — «mportokon nmepenaun rumeprekcray);
FTP (anrn. File Transfer Protocol — npoTokon nepenaun ¢aiinos);

SSH (anra. Secure SHell — «6e3omacHas 06010uKay);

SMB (cokp. ot anri. Server Message Block);

NFS (Network File System);

SNMP (anrn. Simple Network Management Protocol — mpoTokom mpocToro
YIIPaBJICHUS CETSIMH);

POP3 (anrn. Post Office Protocol Version 3 — mpoTOKOJ MOYTOBOTO OTHEJIEHUS,
Bepcus 3);

RTMP (anrn. Real Time Messaging Protocol);

MySQL (TCP 3306).

HeobxonuMeIii pyHKIIMOHA CUCTEMBI MOHUTOPHHTA JIJISI CHCTEMHBIX PECYPCOB CEPBEPOB:

cBOOOHOE MECTO Ha KECTKOM JIUCKE;
oriepaTUBHAS TAMSITh;

3arpy3ka CPU;

UCIIOJIb30BaHNE BUPTYAIBHOMN TTAMSITH.
[ToMrMO OCHOBHBIX PECYpCOB, HEKOTOPBIM cepBepaM TpeOyeTcsi MOHUTOPHUHT

CHEIHaIN3UPOBAHHBIX PECYPCOB:

cocrogaue RAID maccuBa;
o0mee ucronb3oBanue pecypcon VPS.
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Pucynok 1 — Heobxomumblit pyHKIIMOHAT

Ha maHHBIE MOMEHT CymICCTBYCT MHOXCCTBO CHCTCM MOHUTOPHHTA W YIPABJICHUA,

MO3BOJIAIOIIMX pellaTh MHOTHE MpPOOJIEMbI, BO3HHMKAIOUIME IPH DKCIUIyaTallud CETEeBOTrO
oOopynoBanusi. sl COKpalleHus pacXxo/0B Ha BHEAPEHHE TAKHX CHUCTEM JKENaTesbHO (a B
HEKOTOPBIX Cllydasx HEOoOXOJMMO) paccMaTpHUBaTh MPOTrpaMMHbIE IMPOAYKTHI, paboTaroume



MO/ YIPABJICHUEM OIEPAIlMOHHBIX cHUcTeM cemeicTBa Linux. Jlns mocnenyromero aHaansa
ObUT 0TOOpaH psizl CHCTEM, MPEJICTaBICHHBIX B Tabuie 1.

CpaBHHUTE/IbHBII aHAJTU3 CBOOOTHO PACTIPOCTPAHSIEMbIX CHCTEM MOHUTOPHUHIA U
ynpasJenust CII/I

Tabmuua 1 — OO0we qaHHbBIE IO BCEM CUCTEMaM

. - . Pandora PRTG Network
Cuctema Nagios Icinga Zabbix EMS GroundWork Monitor Zenoss
[Onarpammbl Aa Het Aa JiE] Aa fa Aa
OTy4éTbl SLA Yepes nnarvH Yepes nnaruvH Het [a Yepes nnarvH fa Aa
Jlornueckoe
rpynnuposaHune Aa Aa Aa Aa Ha Aa Ha
Trending
H
(cobbiTns) Ha Aa Ha Aa e Aa Ha
Trend Prediction
(nporHosupoBaHue Het Het Aa JiE] Het JiE] Aa
cobbITuin)
ABTOMaTHyecKoe
o6HapyKeHe Yepes nnarvH Yepes nnarvH Aa JiE] Yepes nnarvH JiE] Aa
AreHT Aa JiE] Aa JiE] Aa JiE] Het
SNMP Yepes nnarvH Yepes nnaruvH Aa JiE] Yepes nnarvH JiE] Aa
Syslog Yepes nnarvH Het Aa JiE] Yepes nnarvH JiE] Aa
BHewHwWe ckpunTbl Aa JiE] Aa JiE] Aa JiE] Aa
MnaruHbl Aa JIE] Aa JIE] Aa JiE] Aa
CnoxHocTb
co3gaHua JNlerkui Jerkuit CpeaHuin CnoxHo JNlerkuni CnoxHo JNlerkuit
nnarMHoB
Tpurrepbl/ la fa lla fa lla a la
Tpesorun
MpocmoTp, MpocmoTp, . . MpocmoTp, .
" . MonHbin NonHbIn . . MonHbin
OocTyn yepe3 Web OTYETHI, OTYéThI, ocTvn ocTvn OTYETHI, MonHbIM gocTyn ocTvn
YnpasneHue YnpasneHue Aocty Aocty! YnpaBneHue Aoty
PacnpeaenéHHbii
MOHUTOPUHT Aa Aa HAa Aa Ha Aa Ha
WHBeHTapusauma Yepes nnarvH Yepes nnarvH JiE] JiE] Yepes nnarvH JiE] JIE]
salite, MysaL ana
cobbITni,
MeTopg, xpaHeHua Mnockas 6asa Mnockas 6asa Mysal, MysQL Mnockas 6asa saL Zope i
LaHHbIX AaHHbIX, SQL JAaHHbIX, SQL PostgreSQl, ¥ AaHHbIX, SQL cher'?
Oracle
0CTa/IbHOTO
GNU GPL;
K
JueHsua GNU GPL GNU GPL GNU GPL GPLV2 GNU GPL ommepdeckas, | (flocrynua
6ecnnatHas pefakuma
Enterprise)
[AunHamunyeckue OuHamunyeckue, JAunHamunyeckne Ha Gase
KapTb! ! ! [Oa Oa ’ Oa Google
HacTpauBaemble | HacTpausaemble HacTpanBaemble Map
Ynpasnexve
AocTynom Aa Aa Aa JIE] Aa JIE] Aa
CobbiTua Aa Aa Aa Aa Aa JIE] Aa
PHP — Zope,
A C C C C PHP, C
3blK $poHTEHA, Python

OdeBHIHO, YTO HE BCE CHCTEMbl MOHMTOPHMHTA M YIPaBJICHUS B TOTHOW Mepe
MOKPBIBAIOT HEOOXOUMBINA (HYHKITHOHAI. J[71s BCeX MpOrpaMMHBIX IPOAYKTOB, YIaCTBYIONTUX
B aHaJIM3€e, OBLIN BBISBIEHBI OCHOBHBIE KPUTEPUU U 3aMHCAHBI B IEPBOM KOJOHKE TaOIHIIHI 1.

[Tocre mpoBeneHUs CPAaBHUTEIBHOTO aHAJIM3a CHCTEM MOHHTOPHHTA W YIPABICHUS
BUJIHO, YTO TaKHe CUCTEMBbI, Kak Nagios, Zennos, Zabbix OTBE4alOT BceM TpeOOBaHHSIM.



Kpome Toro, 3t cucreMbl SIBIAIOTCS HaumOosiee YAOOHBIMH JUIsl CO3JIaHUS Ha HX

OCHOBE COOCTBECHHOTO pelICHUs, TAK KaK OHU:

IIO3BOJIAIOT CO3aBaThb COOCTBEHHBIE IIPOBEPKH,

IIO3BOJIAIOT CO3aBaTb COOCTBEHHBIE KOMIIOHCHTBI,

IMO3BOJIAIOT JICTKO UHTCTPUPOBATH APYTUE CUCTEMBI;

SIBIISIFOTCSL OCHOBOM paaa CUCTEM MOHUTOPUHIA,

IIO3BOJIAIOT CO31aTh COOCTBEHHBIH MCTO KOH(bI/Il"ypI/IPOBaHI/Iﬂ.

Ilocne TOro, KakKk CHCTCMbl HCHTPAINM30BAHHOI'O MOHHUTOPUHIA W YIIPABJICHHA Ha

ocHoBe Zennos u Nagios ObLiv pa3BepHYThl B PEKUME TECTUPOBAHHS HA OTHOM U3
TEJIEKOMMYHUKALMOHHBIX Ipeanpustuii r. KpacHosipcka ypamoch aBTOMaTH3UMpPOBATh
CJIEIYIOLUE ITPOLIECCHI:

MOHUTOPHHT PabOTOCIOCOOHOCTH M TNPOU3BOAMTEIBHOCTH CEPBEPOB U OTACIBHBIX
CEPBHCOB, a TAK)KE CETEBBIX YCTPOUCTB;

OMOBEIIEHUsI O Tpo0ieMax TEXHUYECKHX CIICHUAIMCTOB, OTBETCTBEHHBIX 34
COOTBETCTBYIOIIME KOMIIOHEHTHI MH()OPMAIIMOHHOW HHQPPACTPYKTYpPBI A0 TOTO, Kak
OHHU HAHECJIH CYIIECTBEHHBIN yIIepO U MOBIHMSIIN Ha pabOTy MOJIh30BATENICH;
KOHTPOJIb HaJl COCTOSTHUEM 000PYAOBaHUS U PACXOIHBIX MaTepUasOB;

y4eT BpeMEHHU Pa0dOThI M MIPOCTOSI CUCTEM, a TaK)K€ BO3HUKAIOIIUX MPOOJIeM U aBapHid
JUTSI TIOCJIEYIOIIErO aHallN3a,

pearupoBaHMe Ha TMpeICKazyeMmble MpoOiieMbl 0e3 ydacTus Jojei (Hampumep,
nepesamnyck CUCTEM WM Ipolecca B ciaydyae c0os).

JUis ocyliecTBICHUS LEHTPAJIU30BAHHOIO YIPAaBICHUS U MOHUTOpPHHIA, HE OBLIO

3aTpauyeHO HUKAaKUX CPENCTB, MPH 3TOM CHUCTEMbl OBLIM pa3BEpHYTHl Ha 0a3e CBOOOIHO
pacipoCTpaHseMbIX MPOIAYKTOB, YTO OOECIECUMIO MaKCUMalbHO 3(P(EKTHBHOE PpEIICHHE,
KOTOPOE B PE3YJbTATE BHEAPEHUS [IO3BOJIUIIO:

NOBBICHTh  OTKAa30yCTOMYMBOCTh HMH(POPMAIIMOHHOW HWHPPACTPYKTYPHl 32 CYET
ONEpPAaTUBHOrO, BIUIOTh A0 (PAKTUYECKOTO BO3HMKHOBEHMs, pearupoBaHMs Ha
BO3HUKAIOIIIKE TPOOIIEMBI;

HOBBICUTH 3()(PEKTUBHOCTh TpyZa COTPYAHHUKOB MH(OPMAIIMOHHBIX OTIENOB 32 CYET
CHI)KEHMSI TPYAO3aTpaT Ha IMOUCK MPOOJIEM U MX NMPUYMH, a TAaKKe€ aBTOMAaTU3alUU
psiia pyTUHHBIX OIlE€palyii;

CHU3UTh OKCIUIyaTallUOHHBIE pacXoJpl 3a CYEeT MHUHUMH3aUuu ymepoa ot
BO3HHUKAIOIIMUX IMPOOJIeM, COKpAIIeHUsl Yucia cOOeB U OTCYTCTBHUS JIUIEH3MOHHBIX
IIaTexei 3a MpaBo UCIONIb30BaHUS PEIICHMUS

00OCHOBAHHO BBIAETATH JEHEXKHBIE CPEJICTBA HAa MOJAEPHM3ALMI0O O0OpYJOBAaHUS U
IPOTPAaMMHOTO 00ECIEUYeHHUsI C Y4eTOM HMMEIolIeics CTaTUCTUKHU OTKa30B, a TaKxkKe
3arpy3Ku pecypcoB 000OpyIOBaHUsS U PE3yJIbTaTOB aHAIN3a UX IPUYUH.
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