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PA3PABOTKA U UCITIOJIb30BAHUE YHUBEPCAJIbHOM CTPATEI MU
SAINUTHI BUPTYAJIBHBIX HHOPPACTPYKTYP

Yrpomos /I.B.
Hayunbiii pyxkoBogurtesb —aoueHtT Ocunenxo JLII.

Ky6anckuit 2ocyoapcmeennslii mexnonocuueckuil ynugepcumem

B HacTosimiee BpeMs TEXHOIOTUS BUPTYaIU3aluH SABJSIETCS OHOW M3 Hanboee
NEPCIEKTUBHBIX U OBICTPO Pa3BUBAIOIIUXCSA. DTO CBSI3aHO C TE€M, YTO BHEIPEHUE TOJOOHOM
TEXHOJIOTUH MTO3BOJISIET CHU3UTD 3aTPaThl HA HH(POPMAIIMOHHYIO HH(PPACTPYKTYPY, TOBBICUTH
rHOKOCTb yIpaBlieHUs, 00ECIIEYNTh BHICOKYIO HAJIS)KHOCTh Pa0OThI MPUIIOKEHUHN TPU COOSIX,
a TaKkke TOOUTHCSI SKOHOMHUH SHEPTHH U IUIONIAIU CEPBEPHBIX MIOMEILICHHH.

CTOUT OTMETHTB, YTO HAPSAY C MIPEUMYLIECTBAMH BUPTYAIN3AIMN TOSBISIOTCS U
JIOTIOJTHUTEIIBHBIE TPO0JIeMBbl HHPOPMALIMOHHOM 0€3011aCHOCTH, KOTOPBIE TOXe TpedyeTcs
pemats. [1o 3Toil mpuuMHE cineayeT yaenuTh 3HaUnTeIbHOe BHUMaHUe polieme
HecaHKIMOHupoBaHHOTO Aoctyna (nanee — HCJl) BpeOHOCHBIX MpOrpamMM K pecypcam
BUPTYaJIbHBIX HH(OPMAIIMOHHBIX CUCTEM, a TAKXKE OMACHBIX JICHCTBUI 37I0yMBIIUICHHUKOB.

Taxum 00pa3oM, BOSHUKAIOT aKTyalbHbIE BOIPOCH HH()OPMAIIMOHHON 0€301acHOCTH:

1. Kak ompenenuts  KOPPEKTHOCTh  CO3/[aHUS, KJIOHUPOBAHMS, IIEPEMEIICHUS
BUPTYAJIBHBIX MAIIUH?

2. Kakum o0pazom o0e30macuTh BHUPTYaJIbHYIO HWHOPACTPYKTYpY OT aTak Ha eé
KJIMEHTCKHE KOMIIOHEHTHI ?

3. Kak n30exars HEKOHTPOJIUPYEMOT'0 pOCTa KOJTUYECTBA BUPTYAIbHBIX MAIIUH?

4. Kakum o00pa3oM 3amTUTh CpEACTBA  YHPABIEHHS M aJIMHHUCTPHPOBAHUS

BUPTYaJIbHON MHPPACTPYKTYpPO?

Tak kak paccMaTpuBaeMas cpea MpeAcTaBIsIeT COOON TOTOITHUTEIBHBIN
pOTpaMMHO-aNIapaTHBIN YPOBEHb, TO JTI000€ N3MEHEHHE apXUTEKTYPhI U TIOSBICHHE HOBBIX
KOMITOHEHTOB BeJIeT U K TOSBJICHHUIO HOBBIX yrpo3. Jlist pa3paboTku 23 peKTUBHON cTpaTeruu
3aIIUTHl BUPTYAJIBHBIX CUCTEM TpeOyeTcsl, B IEPBYIO 04epeb, KIacCH()UIIPOBATH
BO3MOJKHBIE YTPO3BI:

1. Ataka Ha runepsuszop. Cienyer OTMETHTh, 4TO BpefoHocHoe 1O Moxer mosrydntsb
HCJI x cepBepy BuUpTyalu3alMM, TUIEPBU30pPY U CpEACTBaM aJAMUHUCTPUPOBAHUS
BCJIEZICTBHE TOTO, YTO CaM CEpBEP BUPTYAIU3ALUN MOXKET COAEPKATh YA3BUMOCTH U OLIMOKU
KOH(HUTYPHUPOBAHHS.

2. Ataka Ha KECTKMH IUCK BHUPTYaJbHOW MAIIMHBI. BHUPTyallbHas MalllMHA OOBIYHO
3alylleHa Ha CepBepe BUPTyalIM3allMM, a €€ KECTKUU IJUCK XPAHUTCS HA ONPEACIEHHOM
HOCHUTEJE. 3JIOYMBIIUICHHMK MOXET UW3MEHATh M KOIUPOBATh JAHHBIE Ha JUCKaX
BUPTYaJbHBIX MAIIMH, JaX€ KOTJa OHHM BBIKIIOYEHbI M HE (DYHKIMOHHUPYIOT, 0e3 ydacTus
IIPOTPaMMHOTI0 00eCIieueHHs! JaHHBIX MAIllUH.

3. ATaka Ha CpeicTBa YIpaBJIEHHUS BHUPTyalbHOW MamMHON: npu noaydeHun HCJL
BpenoHocHoro IIO k cpexncrtBaM agMUHUCTPUPOBAHHMS, BO3HMKAIOT PUCKU XMILEHUS WIIU
MOIU(HUIMPOBAHUS TaHHBIX B BUPTYaJIbHOW HHPPACTPYKTYpE.

4. ATtaka Ha OJHY BHPTYaJbHYI0 MalIMHYy C JPYrOd BHUPTYaJbHOM MAalIMHBIL
BUPTyaJbHbIE MAIIMHBI OJHOTO (HU3UYECKOTO CepBepa MOTYT OOMEHHUBATHCS TpapUKOM



HanpsAMyI0, MUHYs (QU3UYECKHE KOMMYTATOPbI, CJIE€0BATENIbHO, UCIIOJIb30BaHUE (PU3MUECKUX
MEKCETEBBIX IKPaHOB HEI(D(HEKTUBHO.

5. ATaka Ha ceThb peIIMKAlMM BUPTYalbHbIX MAIIMH: C IOMOIIBIO CETH pPEIIMKalUU
NEPEJAIOTC CETMEHTBI ONEPATUBHOM MaMATH BUPTYaJIbHBIX CEPBEPOB, 3HAYMT, CYILIECTBYET
pPHUCK IepexBaTa TaKuUX JAHHBIX. TakxkKe 3JI0YMBIIIJICHHUK MOET KOIUpPOBaTh, U3MEHATHh U
OJIOKMPOBATh IMOTOK MAHHBIX, WAYIIMH Ha BCE YCTPOMCTBA. HAKONMMTENH, NepudepuiiHoe
obopyoBaHue.

6. BecKkOHTPOIBHBIN POCT KOJWYECTBA BHPTYAIbHBIX MAIIWH: AUHAMHYHOCThH, OJHA U3
OCHOBHBIX OCOOEHHOCTEH BUPTYalIbHOH Cpenibl SIBJIETCS KaK JOCTOMHCTBOM, IO3BOJISIOLIMM
OBICTPO BBINOJIHATH Pa3BEPTHIBAHUE M MUTPAIMIO BUPTYAJIbHBIX MAIIHMH, TaK U HEJOCTATKOM
cUcTeMbl 0€30MAaCHOCTH, €CJIM K BUPTYaJbHbIM MAalllMHAM HE HPUMEHSIOTCS IOJIUTUKU
0€30IacCHOCTH.

Hanee cnenyer pacCMOTPETh BO3MOXKHBIE CIIOCOOBI BBISIBIICHHS HapyIIEHU I
0€3011aCHOCTH B BUPTYaJIbHOU HH(PpacTpyKType. I 1aBHOI 0COOEHHOCTHIO IPY BBISBICHUH
HapyLEHUH B BUPTYaJIbHOM Cpejie BIISIETCS TO, YTO B HEH HeJlb3sl [10JIaraThCsl Ha
CTaHJApTHBIC MEXaHU3MBI BeJICHU KyPHAJIOB U ayAUTa ONEPALMOHHBIX CHCTEM U
npunoxenuid. s Boisaienns ¢pakroB HCJ He00X0IMMO OCYIIECTBISATS MOHUTOPUHT U
ayJuT CIEIYIOUINX YPOBHEH!

1. ['unepBu3opa Ha ypOBHE €ro OmNepanuoHHOH cucrteMbl. CHCTEeMHBIE COOBITHS
ABJISIFOTCS HU3KOYPOBHEBBIMH U MX HEJIb3S5 CBSI3aTh C JEHCTBUSMH Ha YPOBHE BUPTyaIU3aLUU
(komMpoBaHKe, U3MEHEHHE, NIEPEMEIICHIE BUPTYAJIbHBIX MAIUH), HO 3TO HEOOXOIUMO IS
BBISIBJICHUSI aNapaTHBIX M MIPOrpaMMHBIX cOOEB, HeE3allJIaHUPOBAHHBIX MEpe3arpy3ok
(U3NIECKUX XOCT-CEPBEPOB U T.JI.

2. MoHUTOpPUHT ypOBHsS BUpTyanuszanuu. Ha naHHOM ypoBHE HpoUCXOIsaT Haubosee
Ba)XKHbIE COOBITUH C TOUKM 3peHMs 3amMThl nH(popMmanuu. CieayeT OTMETHUTh, UYTO HE BCe
CUCTEMbl MOHUTOPUHTA CTIOCOOHBI CIEIUTH 32 JaHHBIM YPOBHEM.

3. MOHUTOPHHT COOBITUI TOCTEBOH ONEPAIIMOHHON CUCTEMBI U MTPUIIOKECHUH.

4. MonuTopuHr  coObITUH  (u3uMYecKOl  WHOPACTPYKTYphI,  OOCITYKUBAIOIICH
BUPTYaJIbHbIE CEPBEPA.

[ToMrMO MOHUTOpPUHTIA U AyJUTA, HYKHO TaKX€E MCI0JIb30BaTh IIpaBUjla BbISIBICHUS
Y3KOCTIEITUATM3UPOBAHHBIX HHIIHICHTOB, IPUCYIINX BUPTYAIbHON HHPPACTPYKTYPE,
UCIIOJIB3Ysl CUCTEMY KOPPEJISIMU COOBITHI HHPOPMAIIMOHHOM Oe30macHoCTH (nasiee -
Security Information and Event Management, SIEM+ema). /lanHbIC CHCTEMBI
BBITMOJIHSIOT BaXKHbIE QYHKIIMHU: cOOp CUTHAJIOB TPEBOTH OT PAa3IMUHBIX CPEJCTB 3aIIUTHI,
aQHAJIN3 UX, IOUCK CKPBITHIX 3aBUCUMOCTEN U MPOIYIIEHHBIX OTAEIbHBIMU CPEACTBAMU
3amuThl nHpopmaiun (nanee — C3U) arak, 1 peKOMEHIAIUS ONPEIeIEHHBIX
KOPPEKTUPYIOLIUX BO3IECHCTBUM.

Jlanee crieqyer mpoaHaIM3UPOBAaTh OCOOCHHOCTH MPUMEHEHHSI CTaHIapTHBIX
MOJIXOJIOB M CPEJICTB UIS 3allUThl KOMIIOHEHTOB BUPTYAIbHBIX HHPPACTPYKTYP.

PaccmoTpum obecrieuenne 0e30macHOCTH Ha ceTeBoM ypoBHE. Kak Obl10 ckazaHo
panee, Tpapduk Mexay AByMs BUPTyaIbHbIMUA MallMHAMH, HAXOSIIMMHUCS HA OJJHOM XOCTE,
HE MMOKUIAET €ro, CIe0BaTeIbHO, OH HE MIPOXOAUT Yepe3 MeKceTeBoi sKpaH. Ommdo4Ho
1oJlarathb, 4To JaHHas yrpo3a akTyalbHa, TOJBKO B IIPEesiax OJJHOTO XOCTOBOTO cepBepa.
[IpencraBuMm cutyanuto, Korja cHauyajia CKOMIIPOMETUPOBAHHAS MAIIMHA MOJYYUT KOHTPOJIb
HaJl OCTAJIbHBIMH BUPTYaJIbHBIMH MalIHHAMH Ha CBOEM XOCTE, a Jlajibllie, IPU MUTPALlUU Ha
JIPYroi XOCT, KOMIIpOMeTalus OyAeT pacinpoCTpaHsATHCS Aajiee.

Crenyromieil BaxHONH 0COOCHHOCTBIO BUPTYAIbHBIX HHPPACTPYKTYP SABISAETCS TO, UTO
HEeJIb3s 110JIaraThCsl TOJIBKO HA CTAaTHYECKUE MPaBUiIa Ha KOMMYyTaTopax. B ¢pusnueckom mupe



HENPUBBIYHOMN SBJISICTCS] CUTYyAlMsl, KOT/Ia CEpPBEPbI MOT'YT MEHSITh (PU3NYECKUE MTOPTHI, TOT /1A
KaK B BUPTYaJIbHOI CTPYKTYpE B IIPOLIeCcCe MUTPAIIUH TaKasi CUTyallHsl CTaHJapTHA.

Tem He MeHee, UCTIOIB30BAHUE MEKCETEBBIX IKPaHOB (1anee — MD) mo3Bosiser
YMEHBIIUTh KOJIMYECTBO aTaKyeMbIX BUPTYaJIbHBIX CEPBEPOB, & TAKXKE MPEIOCTABIISICT
CJIEYIOIINE BO3MOXKHOCTH: U30JIALIUI0 BUPTYaTbHOW MAITMHBI BHYTPU CETEBOTO CETMEHTA,
dbunpTpanuio Tpadduka;, aHaaM3 MPOTOKOJIOB; IPeIOTBpalieHue aTak Tuna DOS;BHenpenne
HOJIUTHK 0€30MacHOCTH; CKAHUPOBAaHUE CETEBOTO OKPY)KEHHSI HAa BUPTYalIbHBIX CEPBEPAX.

Paccmotpum npumenenue Cucrem OOHapysxenus u [Ipenorspamenns Bropxennit
JUI SKPAHUPOBAHMS YSI3BUMOCTEH ONepaliMOHHBIX CUCTEM U NPHIIOKEHUH 10 yCTaHOBKU
oOHOBNIEHHI Oe30MacHOCTH. BHeApeHne NoJOOHBIX CUCTEM Ha BUPTYAJIbHBIX MAIIMHAX
II03BOJISIET 00ECIEUUTh JOCTATOUHBIH YPOBEHB 3aIlUThI OT aTaK, HAIIPABJICHHbIX Ha
HEKOTOPbIE U3BECTHBIE YA3BUMOCTH 0€3 YCTaHOBKM OOHOBJICHHUH, a TaK)Ke OJIOKHMPOBATH aTaKH
tuna XSS MexcaiitoBbiii ckpuntiar) u SQL Injection.

BaxxHo oTMETHTH HEOOXOIUMOCTh MPUMEHEHHSI IIOACHCTEMbI KOHTPOJIS IIEJIOCTHOCTH,
KOTOPAsi IO3BOJISIET BBISIBIISITh U3MEHEHM S, BOZHUKAIOIIUE BCIEICTBUE KOMIIPOMETALINU
cuctembl BpenoHocHbM [10. JlaHHAas mojicucTeMa BBIMONHSIET CIeyomue GyHKINN:
IIPOBEPKY I10 3aMPOCy UJIU IO PACTIMCAHUIO; KOHTPOJIb aTpUOYTOB (paiiyioB, UX CBOMCTB;
KOHTPOJIb Ha YPOBHE KaTaJlOrOB; HACTPONKY OOBEKTOB KOHTPOJISI; COCTaBJICHUE OTYETOB.

Heo0OxommuMo Takke OCyIIeCTBISATh aHAIIN3 KyPHAIOB, BKIFOUYAIONINI cOOp U
POCMOTP JKYPHAJIOB paOOTHI ONEPALMOHHBIX CHCTEM U TIPUIIOKEHUH, YTO TIO3BOJISICT
BBISIBJISITH COOBITHUSI HAPYIIIEHUST OE30MMACHOCTH BO BCEM MACCHBE 3aIKCE: MOA03PUTEIBHOE
TIOBEJICHHE TI0JIh30BATENCH M MPOIECCOB; MOHUTOPHHT JICHCTBUI aJIMUHICTPATOPa
0e30macHOCTH; COOp COOBITHH C PU3HUECKUX, U BUPTYAJIbHBIX CEPBEPOB.

Kpaiine Ba)XHO ¥ IPUMEHEHUE CTIELUAIN3UPOBAHHBIX CPEJICTB 3aLIUTHI OT
BPEIOHOCHBIX IPOrPaMM, YUUTBIBAIOIUX OCOOCHHOCTH BUPTYyalIU3aluu Oaaronaps
CHeHMaIbHBIM ITPOrPAaMMHBIM HHTEp(delicaM IHIepBr30pa, KOTOPHIE MO3BOJISIOT MPOBOJUTH
CKaHUPOBAHKE B PEeaJIbHOM BPEMEHH, 00eCIIeunBaeMOe aHTUBUPYCHBIM areHTOM BHYTPHU
BUPTYaJIbHON MAIIMHbI, U CKAHUPOBAHHME BUPTYaJIbHBIX MAILIMH LIEJIMKOM Ha YPOBHE
TUIIEPBU30pA, YTO TapaHTUPYET O€30MaCHOCTb JJake BBIKJIIOYEHHOM BUPTYaJIbHOW MalllUHBI.
[TooOHBIN OAX0 TO3BOJISIET 3AIIUTUTHCS OT BPEIOHOCHBIX TPOTPaMM, OJIOKHPYIOLTHX
paboTy aHTHBUpYCA.

OnHuM u3 HanboJee NePCIeKTUBHBIX U COBPEMEHHBIX HAIPaBJICHUN B 00ecIiedUeHur
0€30I1aCHOCTH BUPTYaJIbHBIX HH(YPACTPYKTYP SIBJISAETCS TEXHOJIOTUS CO3/IaHUsI 30H
6e30macHOCTH. 30Ha 6€30MaCHOCTH MPEICTABIISET CO00I COBOKYIHOCTh PECYPCOB, KOTOPBIE
IIOJIBEPKEHBI HEKOTOPBIM 00IMM puckam OezomnacHoctu. [Ipu nocrpoeHnu no1o00HbIX 30H
JUIS 3aIIMTHI BUPTYaAJIbHBIX HHYPACTPYKTYp HY)KHO YUUTHIBATh CIEAYIONINE IPaBUIa;

1. Bce KOMIIOHEHTHI OJJHOM 30HBI 0€30MaCHOCTH MOIBEPIKEHBI OJTHUM PHCKAM.

2. Bce koMnOHEHTBI OIHOM 30HBI O€30ITACHOCTH UMEIOT PAaBHYIO IIEHHOCTD.

3. KommioHeHTsI, TpaHUyalie ¢ UHTEPHETOM, HUKOTJA HE PACIOJIAraloTCsa B CETH, TIe
HaxXOJsTCSI KOMIIOHEHTBI, HE TpaHUYallie C HUM.

4. B3110M 0HO# 30HBI HE JOJKEH BECTH K B3JIOMY JIPYTOM 30HBI.

5. 30HBI 0€30MMaCHOCTH HYXXHO BBIICIATH C MOMOIIBID (DU3UYECKON MO0 JIOTHYECKOM

CETMEHTAIlMU; HEOOXOAMMO OOECIeYUTh MUHUMAIBHBIC MPUBWIETUU JIOCTYIA YCTPONCTB
Pa3IUYHBIX 30H APYT K APYTY.



Jlanee paccMOTpUM HampaBlieHUs B 00ecrieueHnr 6e301MacHOCTH KOHKPETHBIX
KOMIIOHEHTOB BUPTYaJIbHON HHPPACTPYKTYPHI.

HpI/I aTaKe Ha TUIICPBU30p CICAYCT IPHUMEHSITh CICAYIOIINE MEPhI 3alUTHI:

1. VYcraHoBKa MpaB J10CTyMNa K (PU3NYECKOMY CepBEpY BUPTYaTH3ALHH.

2. CBoeBpeMeHHasi yCTaHOBKa OOHOBJIEHHH 0€30MacHOCTH Uil  MPOrPAMMHOIO
o0ecrieyeHns Cpeibl BUPTYaIH3aIHH.

3. OrpanuueHue npaB Ha 3aIlyCK IPOrpaMM.

IIpu aTake Ha cpencTBa YNpaBICHUs BUPTYaJIbHOW MAIIMHOMN CJIEAYET UCI0JIB30BATh
3alUTy IEPUMETPA CETU IIyTeM Pa3sTpaHUYEHUs JOCTYIA K CEpBEPAM BUPTYaIbHBIX MAIlUH U
CpeAcTBaM yIpaBieHHUsI UHYPACTPYKTYPHI. 3aIIUTa JTOCTUTAECTCS KOMILJIEKCOM
OpPraHM3alMOHHBIX U TEXHUYECKUX MEP, CPEIU KOTOPBIX: OTIEICHUE CETH
aJIMUHUCTPUPOBAHUS BUPTYaJIbHON HHPPACTPYKTYPHI C TOCIEAYIOUISH 3alIUTOMN epuMeTpa
naHHOH ceTn. Heo0XxoauM Takke KOHTPOJIb LIEIIOCTHOCTH U IOBEPEHHAs 3arpy3Ka XOCT-
CepBEPOB BUPTYAIH3AIMH; OTPAaHUYCHUE (PU3UUECKOTO JJOCTYIA K CEpBEpaM; CBOEBPEMEHHas
ycTaHOBKa 0OHOBiIeHU Oe3omacHocTy ais [10 BupTyanu3anuu u psj TOMOJIHUTEIBHBIX MEp.

[Tpu aTake Ha )KECTKUI TUCK BUPTYAITbHON MaIIMHBI HY)KHO 00ECIIEUYUTD 3aLIUTY
oOpabarbiBaeMOil MH(OpMAIMK BUPTYaJIbHBIX MAalIMH IyTEM pa3rpaHUUYEHHs JOCTYIa K
(aiinamMm TUCKOB BUPTYaJIbHBIX MAIIMH.

JIist 321U TEL OT aTaK Ha OJHY BUPTYAJIbHYIO MALIUHY C IPYTOM BUPTYyaJIbHOU
MallluHbI TpeOyeTCs UCIOIb30BAHNE CIIEHUATN3UPOBAaHHBIX MO, KOTOpBIE MOT'YT
HCII0JIb30BaThCs B BUPTYaJIbHOU CpEJE.

JUJis 321U THI OT aTaK Ha CETh PEIUIMKAIIMHA BHPTYaTbHBIX MAIIMH HEOOXOIUMO
U30JIMPOBATh CETh PEITUKALMU OT OCTAJIBHBIX CeTeH, JINOO UCII0JIb30BaTh CPENICTBA
MOCTPOCHUS BUPTYaIbHBIX YacTHBIX ceTeid VPN i kaHana peruiuKaniu.

I[J'IH MMpEaoOTBpaAIICHHUA 6CCKOHTpOJ'IBHOFO PoOCTa 4Yuciia BUPTYyAJIbHbBIX MalllnH
Tpe6yeTc;1 opranusanusa HEHTPAIN30BaHHOTI'O IIpOo1eCCa YIIPAaBJICHUA ) KU3HCHHBIM TUKJIOM
BUPTYAJIbHBIX MAlllMH, COTJIACOBAHHOT'O C MOJUTHUKOMN 0€30IMacHOCTH OopraHu3aluu.

Tak kak TeXHOIOIUs BUPTyaIU3alMU TOJIbKO HaOUpaeT 000POThl U CTPEMUTENIBHO
pa3BUBaeTCs, TO HEOOXOIMMa €AMHAs CTpaTerust ooecneueHust 6€30MacHOCTH,
o0ecneunBaroas HAASKHYIO 3alUTY OT HOBBIX BUI0B Yrpo3. CUTYyalUIO OCIO0XKHSET
OTCYTCTBHE Ha CErOTHAIIHUN leHb B Poccuiickoit @enepannu ohuuaabHbIX CTAaHAAPTOB U
UHBIX PYKOBOJSIINX JOKYMEHTOB, OIIMCHIBAIOIINX OCOOCHHOCTH IOCTPOCHUS U OpraHu3aluu
3alIUThl BUPTYaJIbHBIX HHQPACTPYKTYP.

Cremyer OTMETUTB, YTO 337aya 00eCreueHus T0CTaTOYHOTO YPOBHS
nH(GOPMalMOHHON 6€30MaCHOCTH B CpellaX BUPTyaU3allUui OCYIIECTBUMA U PEaTU3yeTCs
HOCPEICTBOM CIIEAYIOMINX JACHCTBHIA: pa3paboTKa BHYTPEHHUX HMOJIUTHUK O€30MaCHOCTH,
ClIeJOBaHHE PEKOMEHIALUAM SKCIIEPTOB, NCII0JIb30BaHUE CIIELIMATU3UPOBAHHBIX PEIICHUH.

B pe3ynbrarte pa3paOOTKu CTPATETHUH 3alIUTHI MOXHO CAENATh CIICAYIONINE BHIBOIBI:

1. B BupryanpHOW WHOpPACTPYKType HYKHO HpuMeHsATh HOBble C3M, yuuThIBarommue
0co0eHHOCTH obecrieueHus: 0€30MaCHOCTU Cpesl BUPTyallu3aliH.
2. BosIbIIMHCTBO TpPaAMIMOHHBIX aNMapaTHBIX CPEACTB 3allUThl OyayT HEKOPPEKTHO

paboTaTh B BUPTYaJIbHOM cpejie.



3. HoBble KOMIOHEHTHI HMHQPACTPYKTYphl. THMIIEPBU30p, CpPEACTBAa  YIPaBICHUS
BUPTYaJIbHON MH(PPACTPYKTYPOH TaKkKe HAJ0 3aIUIIATh.
4. IIpu opranuzanuu 3amUThl, MMOMHMMO CHELHUAIU3UPOBAHHBIX MeEp, HEOOXOIUMO
NPUMEHSTh U CTaHIAPTHBIE MEphl oOecredeHns: 0e30IacHOCTH (PU3MUECKUX UHPPACTPYKTYD,
TOJIbKO MCII0JIb3Ysl KOMIUIEKCHBIM IOJXOJ, MOXKHO OBITh YBEPEHHBIM B HaJI&XKHOM 3aluuTe
BUPTYaJIbHBIX PECYPCOB.

CrenoBarenbHO, pa3paboTaHHAs CTPATETUs 3aILUTHI SABJISAETCS KpailHe akTyallbHOM, a
pe3ybTAThl PeATH3alMK CTPATETHH KaYeCTBEHHBIM 00Pa30M MOBBICAT YPOBEHb 0€30I1aCHOCTH
BUPTYAJIbHBIX CPEI IPEANPUATHI U OPTaHU3ALUM.



