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PE®EPAT

Brinycknast kBanmupukanuonnas padora nmo teme «Cuctema aHaiuza morpa-
HUYHOTO Tpaduka Ha OCHOBE IITyOOKOT0 aHaiM3a MakeTOB» COJEPKHUT 64 CTpaHUIIbI
TEKCTOBOTO JIOKyMEHTa, 36 pUCYHKOB, 13 HCIOJIb30BaHHBIX HCTOYHUKOB, 10 caiiioB
Mpe3eHTaIUH.

Llens — co3maHue aBTOMATU3UPOBAHHOTO pPabOYEro MecTa CIENHAIUCTa IO
nH()OPMAITMOHHON 0€30MaCHOCTH Ha OCHOBE BUPTYaJILHOTO CepBepa.

JIJIst TOCTHKEHHMSI TIOCTABIICHHBIX 1eJIei HEOOXOIMMO BBITIOTHUTE CIICTYIOITHE
3aJ1ayu:

— CO3JIaHUE BUPTYaILHOTO cepBepa Ha Oasze runepsusopa Hyper-V:

— yCTaHOBKA M HACTPOMKa CUCTEMbI OOHAPY>KEHUSI BTOPKEHHM SNOIt;

— YCTaHOBKA W HACTPOKa reHepaTopa mpaBuiI 0€30MMacHOCTH I SNOrt;

— MPOBEJICHUE TECTOB CUCTEMBI ITIOCPEACTBOM IMYJISIIIUU ATAK;

— co3laHue ¥ MoAM(UKAIMS MPaBUJI OE30MACHOCTH MJisi TMPEAOTBpALICHUS
MPOHUKHOBEHUS.

B pesynbrare BbITyCKHOW KBaTIM(DUKAIMOHHOW pabOTHI MPOU3BENCH aHAINU3
MpEeAMETHON 00JIacTH, IO pe3yIbTaTaM KOTOPOTO JJIsl pealii3alii CUCTEMbI BBIOPaHO
cJIeIyIolee MporpaMMHOE 00eCTICUeHHE:

— Ccpelod pa3BepThIBaHUS BUPTYAJIbHOTO cepBepa ObUI BHIOpaH TUIEPBU30P
Hyper-v;

— MPOrPaMMHBIM 00ECIIEUCHHUEM JIJIsi IPOBEACHUS TIIyOOKOTO aHaIn3a MaKeTOB
OBLJIO BRIOpaHO MpOTpaMMHOE obecreueHrne SNOrt m OmOIMOTeKa 3axBaTa MAKETOB
Npcap;

— TeHepaTop NPaBWJI Ha OCHOBE WeD-mpuitoskeHus 11 mporpaMMHOTO odecrie-
4yeHus SNOrt, pa3BepHyTHIH MPH MOMOIIK TexHoJiorun Docker-konrteiinepa Snorpy;

— MPOU3BEJICHA YCTAHOBKA U HACTPOMKa BHIOPAHHOTO MPOTPaMMHOr0 obOecrie-
YCHMUS;

— MPOU3BEAECHBI TECTOBBIE 3AMyCKH CHCTEMBI, NMPOCKAHUPOBAHBI 3TAJIOHHBIE
aitsibl, U3yueHbI TOTyUYeHHBIC |0g-daitbr;

— CO3/ITaHbI HOBBIE TIPABMIIA, JUIsl 00JI€€ TOHKOT'O TECTUPOBAHUS CUCTEMBI.

[Tomydyennast B pe3ynbTare paboThl cUCTeMa Ha 0a3e BUPTYaJTbHOTO cepBepa
MOXXET CIY>KUTb B Kaue€CTBE CHCTEMbI OIMOBEIICHUS 00 arakax, CUCTEMOW MOHHUTO-
pPHUHIra, CUCTEMOM JTOTIOJHUTEIILHOTO yIpaBjeHHus cucTeMbl Tuna «Firewally, a Takxke
cucrema 00J1aj1aeT BHICOKOM CTENEHBIO MMOPTATUBHOCTHU U OTJIMYACTCS MajbiM BpeMe-
HEM pa3BepTHIBAHMUS.
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BBEJAEHUE

O0bexTOM pa3padoTKH JAaHHOW BBITYCKHOW KBaTU(DPUKAMOHHOW pabOTHI BbI-
CTyIaeT CHUCTEMa aHaju3a MMOTPAaHUYHOTO Tpad@uka Ha OCHOBE IIyOOKOIO aHajau3a
naketoB (DPI).

3agaum padoTHI:

— CO3/1aHHE BUPTYaJIbHOIO cepBepa Ha 0ase runepsuszopa Hyper-V;

— yCTaHOBKA M HACTPOMKa CUCTEMbI OOHAPY>KEHUSI BTOPKEHHM SNOIt;

— YCTaHOBKA U HACTpoOMKa reHepaTopa MpaBuil 0€30MacHOCTH Ui SNOrt;

— MPOBEJICHUE TECTOB CUCTEMBI ITOCPEACTBOM IMYIISILIUN ATAK;

— CcO3JjaHue W MOJAM(UKALMS TPaBHII O€30MaCHOCTU MJIA TNMPEJOTBPALLECHUS
IIPOHUKHOBECHUS.

B nepBoM pa3zaesie BhITYCKHOW KBanU()UKAIIMOHHOW pabOTHI Mbl paccMaTpu-
BAeTCsl NMPUHLUN JEHCTBUS CHCTEMbI IIyOOKOro aHaiu3a Tpaduka, OMHCBIBAIOTCS
CYILIECTBYIOIME PELICHUs U IUIIOCBI U MUHYCBhI KaKJIOIO0 U3 HUX. JOIOJHUTEIBHO
MPOU3BEACH KPATKUIl 0030p UCIOIB3YIOMMNXCS TEXHOJIOTHUM, B3aUMOJICUCTBYIOIIUX C
CHUCTEMaMH INTyOOKOTO aHalln3a MaKeToB.

Bo BTOpOM pa3zaesie BbIMYCKHOM KBaNU(UKAIMOHHONW pabOThI MPOU3BEAECH 00-
30p BBIOpPAHHBIX pEIIEHUH, MOJPOOHOE ONMHUCAaHWE HUCIOJIb3YEMOTO MPOTrPAMMHOIO
obecricueHUsT W TOAPOOHBIM 0030p ACHCTBHM, HEOOXOAMMBIX IS 3aIlycka H
HACTPOWKH CUCTEMBI.

Tpernii pa3gen nocBslleH onucaHui0 (YHKIMOHUPOBAHUSI OCHOBHBIX 3Jie-
MEHTOB CHUCTEMBI INIyOOKOro aHanu3a naketoB. O030p MPUHUHUIIOB PaOOTHI AJIEMEH-
TOB CHUCTEMbI M ONTMCAHWE CUHTAKCHCA KIIFOYEBBIX KOMaH[ AJid pabOThl C UCTOJb3Yye-
MBIM IIPOTPAMMHBIM 00ECIICUEHUEM.

B yerBepTOM pa3neiie BHITYCKHON KBaIM(UKALMOHHON pabOThl MPOU3BEICH
3aIlyCK CHCTEMBI, TECTUPOBaHUE €€ B pa3IMUHbIX pexumax. lIpeacrasieHsl pesyb-
TaThl IPOU3BEIEHHBIX TECTOB C HCIOJIb30BAaHUEM 3TAJIOHHOTO (aiia.

AKTYaJIbHOCTH JaHHOI PadoThl 00yClIOBIEHA HEOOXOAUMOCThIO KAUECTBEH-

HOTO pocTa HHGOPMAIMOHHOK 0€30MacHOCTH B CBSI3H C MPOUCXOISIIIMMH MHUPOBBIMH
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coObiTusiMU. Hanpumep, u3z-3a snuaemuonorunueckoi curyauuu 2019-2021 ronma B
MHUpPE MHOTOKPATHO BO3POCJIO KOJMYECTBO COTPYAHUKOB HA YAAJIIEHHOM PEKHUME pa-
OOTHI.

Ha Ttekymuii MOMEHT BpeMEHHM COTPYIHUKU cdepbl MH(POpPMALUOHHON Oe3-
OIIaCHOCTU HE B COCTOSIHUU OOECIEUUTh JOCTaTOUHYIO CTENEHb 3alUIIEHHOCTH KOP-
NOPATUBHBIX JTaHHBIX HAa JOMAIIHUX KOMIBIOTEpPaxX paOOTHUKOB, YTO 3aKOHOMEPHO
BEJIET 3a CO00I KOJIMYECTBEHHOE YBEIUYEHHUE MOIMBITOK HEIETUTUMHOTO MPOHUKHO-
BEHUSl BO BHYTPEHHIOIO CE€Th KOMIIAHUM U KOJIMYECTBO YTE€UEK KOPIIOPATUBHBIX AaH-
HBIX.

OpHrM U3 BapUaHTOB pelIeHHs MPoOIeM C aTakaMH Ha KOPTIIOPATUBHYIO CETh C
JIOMAITHUX KOMIIBIOTEPOB COTPYAHHUKOB MOTYT CIIYXKHTh MEKCETEBbI€ dKpaHbI, UC-
noJe3ytome TexHojoruu DPI, koTopeie moMumMo QyHKIIMK CKaHUPOBAHUS MAKETOB
TaKKe MO3BOJISIIOT COOUPATh CTATUCTUKY.

Ha ocHOBaHMU 3TOM CTaTUCTHKHU CIIELUAIMCT 10 MH(GOPMalMOHHON Oe3omac-
HOCTH CIIOCOOEH OOHapyUBaTh HEXapakKTEPHBIA JUIsl MOJb30BATENs Tpapuk U

MpcaoTBpalaTh IMOIILITKH ITPOHUKHOBCHHUA.



1 Ananu3 npeaMeTHoi o0J1acTu

1.1 O630p TexXHOJI0THM ITYOOKOI0 AHAIU3A IAKETOB

Texnomnorus riay0okoro ananusa mnakeroB (nanee DPI) mpeacrasisier coboit
CUCTEMY aHAJIM3HUPYIONIYIO MAaKeThl Tpaduka Ha BEpXHUX ypoBHAX mozenu OSI.

CereBas monenb OSI(Open Systems Interconnection) [6] — mozenb cereBoro
cTeka, pazpaboranHas B kKoHue 1970-x romoB. Mojenb kiaccupUUUpPyeT YpPOBHH
B3aMMOJICHCTBHSI CETEBBIX MPOTOKOJIOB U O0OPYIOBaHUS, YPOBHU KiacCHU(UKALNU

cornacHo mojenu OSI npencraBnensl Ha pucyHke 1.

' BauHbie MpuknapHoi OcylLecTBAsET B3aUMOAECTBIE MEXAY NO/b30BATeNeM U CeTbi0. B3auMOAENCTBYET C NPUOXEHNSMIA Ha ;H'ITP.FI‘I'-‘.Te_Insl,
CTOPOHE KineHTa. SSH, SNMP

; [anHble Mpepcrasnexus OcyujecTensieT npeobpa3osBaHne AaHHbIX B HYXXHYIO (hopMy, WwWinpoBaHne/KoanposaHme, cxarme. . MIME, SSL
(npeacrasnexve u

DanHble CeaHcoBblit YnpasnsieT cosfaHvem/noaaepxxaHuem/3aBeplleHnem ceaHca CBsiaun. L2TP, RTCP

Brnoku  TpaHCnoOpTHbIA MpepHasHayeH Ans AOCTaBKK AaHHbIX 6e3 owmnbok, NoTepb 1 Ay6NMpoBaHUs B TOW NOCNEA0BATENBHOCTH, TCP, UDP
(6e3onacHoe 1 HapexHoe — Kak OHM Bbinn nepeaaHbl. BbiNOHAET CKBO3HOW KOHTPO/b Nepeaayy AaHHbIX OT OTNpasuTens Ao
coefivHeHne To4YKa-To4Ka) nonyyarens.

Maketl CeTteBoi Ero ocHoBHbIMK 3apa4amm SIBASIIOTCS MapLUpyTU3auus — onpefeneHne onTMManbHoOro nyTv nepegayv IP, ICMP, IGMP,
onpepenexue nytu u IP AaHHbIX, loruyeckas agpecauvs yanos. Kpome Toro, Ha aToT ypoBeHb MOryT 6biTb BO3/IOXKEHbI 3aaa4u no BGP, OSPF
(noruyeckas anpecauus)  novcky Henonanok B cetn (npotokon ICMP). CeteBoit ypoBeHb paboTaeT ¢ nakeTamu.

Pucynok 1 — Yposau moaenu OSI

Monens OSI pazpaborana mis:

— corjlacoBaHus PabOTHl YCTPOMCTB pa3paOOTaHHBIX PAa3HBIMU MPOU3BOIUTE-
JISIMH,

— obecrieueHHsI B3aUMOJICUCTBHS CETEH, KOTOPBIC MCIIOB3YIOT Pa3HbIE CPEIbI
pacrpocTpaHeHus CUTHAJIA.

Mogens mocTpoeHa MO0 HUepapXUYecKOMy MPHU3HAKY, B KOTOPOM KaXKIbIid W3
YPOBHEW TPEJOCTABISIET CEPBUC YPOBHIO BBIMIECTOSIIEMY H IOJB3YETCS CEPBUCOM

HIDKecTosAIero ypoHs. O0padoTka JaHHBIX HAYMHAETCS C CEABMOTO (MPUKIATHOTO)
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YPOBHSI, TIOCJIE YETO JaHHbIC, IPOXO/Is Yepe3 BCE YPOBHHU MOJENH MONAaAaroT Ha (Pu-
3MYECKU YPOBEHb M OTMPABIAIOTCS B KaHal CBsA3W. Ha mpuHMMaromeil ctopoHe
JaHHBIC TIPUHATHIC HAa (PU3MUECKOM YPOBHE 00pabaThIBAIOTCSI B 0OPaTHOM TOPSIKE.

Mogpens OSI BBoguT nBa ocHOBOMoJararonux nousatust — «lIporoxom» n «H-
Tepdeiicy:

— TIPOTOKOJ — HAaOOp MpaBWII, HA OCHOBAHUU KOTOPBIX YPOBHHU Pa3IUIHBIX OT-
KPBITBIX CUCTEM B3aMMO/ICHCTBYIOT MEXKIY COOOI;

— uHTep(elic — COBOKYIMHOCTh METOJOB M CPENICTB, IO KOTOPHIM B3aMMOJICH-
CTBYIOT DJICMEHTBI OTKPBITBIX CHCTEM.

Eme ogauM HEManIoOBa)KHBIM TEPMHHOM, TTO3BOJISIONIAM TOHSTH, KAKUM 00pa-
30M TaKeThl JAHHBIX MOJTOTABJIMBAIOTCA K IMepenave, sBisieTcs Mukancymsaus [8].
WHKancyasiys — 3T0 METOJI, TIPH TIOMOIITH KOTOPOTO MPOUCXOIUT YIIaKOBKA ITaKETOB
JTAHHBIX, BO BPEMsI KOTOPOM HE3aBUCUMBIE IPYT OT JIpyTra 3arojOBKU MAaKEeTOB a0CTpa-
TUPYIOTCS OT 3arojIOBKOB YPOBHEH HIIKECTOSIINX, IyTEM UX BKJIIOYEHUS B YPOBHU

BhiecTosiue (PucyHok 2).

| HTTP Headet=s I Data

| TCP Header | HTTP Headers | Dt

| IP Header TCP Header | HTTP Headers | Data

| Ethermet Heaer [ IP Header ] TGP Header | HTTP Headers[ Dt

Pucynok 2 — [Ipumep nHKAnCyaMpoBaHUs 3aroJI0BKa

Paccmotpum kOHKpeTHbIM npumep. JlomyCTUM, Mbl XOTHUM IIOINACTh C IEPCO-
HaJIbHOT'O KOMITbIOTEpA Ha CalT. AJITOPUTM JEHCTBUSI KOMITbIOTEpA OYI€T BBITJISICTh
CJIETIOITUM 00pa3oM:

— noArotoBka http-3ampoca Ha mojiydeHHe pecypcoB BeO-cepBepa, Ha KOTOPOM
XpaHUTCA HEOOXO0AMMasi HaM CTpaHMIlA CalTa;

— Ha TIPUKJIAJHOM YPOBHE K JaHHBIM Opaysepa nodasinsercs HT TP-3aromnoBox;



— Ha TPAHCIIOPTHOM ypOBHE K makery npubasisercs TCP-3aronoBok, coaep-
xamuid B cebe HoMepa mopToB oTnpaButens u nomydatens (s HTTP sto Oyzer
nopt 80);

— Ha ceTeBOM ypoBHE OyneT chopmupoBan |P- 3arooBok, KOTOPBIA COAEPIKUAT
B ceOe IP -ampec ornpasutens u IP -agpec momydarens;

— B MOMEHT Iiepe]] mepenavell Ha KaHalbHOM ypoBHe noGaButcs Ethernet-
3aroJIoBOK, KOTOphIi conepxkuT B ceoe MAC-anpeca (pusnyeckue aapeca) oTnpaBu-
TEJs ¥ OoJy4daTess.

[lo oxkoHYaHHIO BCEX ATHUX JNEUCTBUU MakeT B BUAEC OMTOB MH(pOpManMU OT-
npaBisAeTCs MO0 (QU3NIECKOMY YPOBHIO ceTd. [IpuHHMMaromas cTopoHa MPOU3BOIUT
BBIIIICYKA3aHHbBIC TIPOLIEAYphl B oOpatHOM mopsake. \Web-cepBep OyneT mpoBepsTh
COOTBETCTBYIOIIMM 3aroJ0BOK Ha KaXJOM YPOBHE. B cirydae ecnu npoBeEpKa MporuaeT
yZlaqyHO, TO 3arojIOBOK OyJeT OTOpOILEH M MaKeT NEepeleT Jaybllie MO0 YPOBHIO, B
cllydae eclii IpoBepKa OyJeT MpoBaJieHa, TO BECh MakeT OyAeT OTOpOLIEH.

Ha ocHOBaHUU BBIIIEU3I0KEHHBIX JAHHBIX MBI MOKEM 0oJiee yriTyOJeHHO pac-
cMoTpeTh cucteMbl DPI ux pyHkimonan u npumeHeHue.

Cuctemsr DPI [3] momuMo yxke M3I0KEHHBIX (QYHKIHIA CIOCOOHBI OCYIIECTB-
JISITH MIOBEICHYECKHI aHanu3 Tpaduka. J[aHHBIN aHAJIU3 MO3BOJISIET PACIIO3HATH MPHU-
JIOKEHUS, KOTOpbIE HE HCIOJIb3YIOT JIJIsi OOMEHa JaHHBIMU HU3BECTHBIE 3ar0JIOBKU U
CTPYKTYpPBI NaHHbIX. ONWH U3 SPKUX MPUMEPOB TAKUX MPHIIOKCHUH MOXKET BBICTY-
naTh npuaokenue Bittorrent. s naeHTHGHKAIINN 1T0100HBIX IPUIOKEHHH HCIIONb-
3yeTcsl aHaJli3 MOCJIEOBATEIbHOCTEW MaKeTOB, KOTOPbIE 00Jalal0T OJMHAKOBBIMU
NpU3HAKaMH, TAKUMH KakK TMapbl «IIOPT MCTOYHWUKA — MOPT HA3HAYEHHUSA», Pa3MEphI
MAaKETOB, YaCTOTa OTKPBITHUSA HOBBIX CECCUH U T.J., IO IBPUCTUUYECKUM (TIOBEICHYE-
CKHM) MOJIEJISIM, COOTBETCTBYIOIIUM TaKUM MPHIIOKCHHUSM.

O4eBUAHBIM SIBISETCA TOT (DAKT, YTO IBPUCTUUECKUE MOJENIN CO3/aI0T pa3pa-
ootunku DPl-cucteM, a cieiacTBeHHO Kaxkaas cucTeMa o0jagaeT CBOMM HaOOpOM
MOBEICHYCCKUX IIa0JIOHOB IS aHAJIN3a, a 3HAYUT U TOYHOCTH JCTCKTHPOBAHUS TaK-

K€ Pa3HUTCHL.



OmgHuUMU U3 CaMbIX MIAPOKO M3BECTHBIX MPOU3BOIUTENCH MOJOOHBIX CUCTEM
SIBJISTFOTCSI

— Allot Communications;

— Procera Networks;

— Cisco;

— Sandvine.

Bcé€ Oounblield monyaspHOCTbIO HAYMHAKOT MOJIb30BATHCS PELIECHUSI C UHTETPHU-
POBaHHBIMHU B MapiupyTuzatopsl DPl-cuctemsbl, Kk TakuMm pelieHusiM npuleraror Ta-
ke komrmannu kak Cisco, Juniper, Ericsson u Hekotopeie apyrue. Takoe pericHue
MPUHATO CYUTATh KOMIIPOMUCCHBIM, K COXKAJICHHIO, OHO HE TIO3BOJISIET ITOJTYYUTh BECh
CIIEKTP BO3MOYKHOCTEH JOCTYIHBIN MOJHOIICHHBIM, HHa4Ye ToBops, Standalone DPI-
cuctemaM. OgHAKO 11 OOJBITUHCTBA 3a/1a4 XBaTaCT M TAKUX PEIICHUH.

Baxxnast ornmuunTenbHas cnocoOHocTh DPI-cucteM 5T0 BO3MOXHOCTH aHAJH-
TUKH TpaduKka 3a cueT coopa pa3IuyHOU CTATUCTUKU C pazOueHueM e€ mo mpuiioxe-
HUSM, Tapu(HBIM IJIaHaM, TI0 PETHOHAM, IO THUIaM a0OHEHTCKHUX YCTPOMWCTB, YTO
MOKET ObITh OYEHb aKTYyaJIbHO JJII KOMIIAHUMN MPEJOCTABIISIONINX COTOBYIO, CITyTHU-
KOBYIO, THOO K€ MPOBOHYIO CBSI3b.

Cucremsl DPI, xak mpaBmiio, ycTaHaBIMBAIOTCS HAa TPAHUIIC CETEH, B Pa3phiB
CYIIECTBYIOIIUX JIMHUW CBSA3U BHEIIHUX UHTEP(EHCOB MOTPAHUYHBIX MapIHIpyTH3a-
TopoB (Pucynok 3). biarogapsa uemy Bech TpaduK KOTOPHIM MOKUIAET WK MOCTYyMa-
€T B KOHTPOJUPYEMYIO CEeTh moctymnaet yepe3 DPl-cucremy, a cieacTBeHHO cucTema
MOKET TMPOU3BOJIUTh MOHUTOPHHT W KOHTPOJIb TpaduKa UCXOJs U3 3apaHee MPOITH-
caHHBIX TIpaBuiI. [ pemenus criennuaeckux 3a1ad MOKHO YCTAaHOBUTH CUCTEMY U
HUKE TIO CeTH, ONMMKE K KOHEYHOMY TOJB30BATENI0. DTO MOXXET OBITh IOJIE3HO,

HaIrpuMep, JU1sl KOHTPOJISI BHYTPEHHUX KaHAJIOB CETH.

MorpaHnyHbIA MorpaHnyHbIA
MapwpyTusatop MapwpyTusatop
I'Ipennpvmﬂm I'Ipoaavm.epa

Cetb CeTb
Mpeanpuatua DPI-Cuctema MNpoBangepa

Pucynok 3 — Cxema orpaHu4HoOro COeIMHEHUS
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http://www.allot.com/netenforcer.html
http://www.proceranetworks.com/pre-packetlogic-real-time-enforcement.html
http://www.cisco.com/en/US/products/ps9591/index.html
http://www.sandvine.com/products/policy_traffic_switch.asp

1.2 OcHoBHbIe podaembl DPI-cucrem

OcHOBHOI TIPOOJIEMOH BCEX CYMIECTBYIOMUX Ha TeKymuii MomeHT DPI-cuctem
SBJIIETCSI HEOOXOAMMOCTh OJJTHO3HAYHOTO OMPEIEICHUSI TOTO WM MHOTO TOTOKA JaH-
HBIX K OJTHOMY W3 MPHUJIOKEHUN HCTOJB3YIOMHUX CETh. DTO HEOOXOIUMO IJisi TOTO,
4yTO OBl CHCTEMa MOHUTOPUHIA MOTJa pacro3HaTh 00a HampaBlIeHUs MOTOKa Tpadu-
Ka, KaK OT IMPWJIOKEHHUS K XOCTYy, TaK W OT XOCTa K IpuiioxeHuto. MHaue rosops,
BXOJISIIIANA ¥ UCXOSAIININ TpapuK B Ipeaesiax OJHOTO MOTOKA TOJDKHBI TPOUTH Yepes
OJIHO M TO K€ yCTpocTBO. Eciu ke cucremMa BUAUT TOJILKO OJHO HaIpaBJjeHUE MO-
TOKa B paMKaX CECCHH, TO OHa HE UMEET BO3MOKHOCTH COTIOCTaBUTh JIAHHBIM MOTOK C
KaKOM-TMOO0 U3BECTHOM KaTeropuei Tpauka u CieayolMy U3 3TOro MpodIeMamMu.

B cBsi3u ¢ 3TUM, KOT/1a MOJJHUMAETCS BOIIPOC KOHTPOJIS TMHUM CBA3U BHEIIHUX
UHTEep(ECOB MOrpaHUYHBIX MapIIPYyTU3aTOPOB, BO3HHUKAET MpoOJeMa KOHTPOJIS
aCUMMETPUYHOTO TpaduKa, KOTOPBIA B KPYIHBIX CETAX SIBISET COOOM peryssipHoe
SBJICHUE, HEXEIH HUCKIIoYeHHe. PaznuynHble pa3pabOTUYMKU PEIIAOT 3Ty IpoOiIemMy
pasHbIMU myTsivu [13]:

— xommanusi CISCO HMCIOJIB3yeT MOJOBHHY CECCHH, MBITASACh 1O HEH ompee-
JIUTh TUI CETEBOTO coenuHeHus. [Ipu gaHHON MeTonuKe, OYEBUIHO, CTpajaeT TOY-
HOCTh OIPEICIICHUs PUIIOKEHU, B OCOOCHHOCTH TE€X, KOTOpPbIE JJII OJHO3HAYHOTO
orpesieieHus: TpeOyoT aHAIN3 MOBeJACHYECKUX Mojeneil. Takke B JaHHOM criocobe
MOSIBJISIFOTCSL OTPAaHUYCHUS, HAKJIA/IbIBAEMbIC€ HA BapHaHThI YIPaBJICHUSI TaKUM Tpa-
buKom;

— Sandvine mns pemieHuss MpoOIeMbl C acCUMMETpHUed Tpaduka HCIONB3YIOT
uHKancysannio. OHM - MHKAICYJIHPYIOT acMMMETPHUHBIM Tpaduk B broadcast-
bpeitMbI U TIepEeChUIAIOT €T0 Mo BceM ycTporictBam DPIl-cuctemsr B nomene. B utore
JAHHOM CeCCUU YCTPOUMCTBO — OTIPABUTEND 3aPOCa CMOKET OOHAPYKUTh 00€ YacTH
ACUMMETPUYHOTO Tpaduka, Ha OCHOBAHUH TMOJYYSHHBIX JTaHHBIX U OyJET OCYIIECTB-
JSTHCSA aHAM3 M KOHTPOJh Tpaduka. HemocTtaTkoM JaHHOW CXEMBI MOXHO OJHO-

3HAYHO Ha3BaTh CEpbE3HbIE TPEOOBAHUS K MPOMYCKHON CIOCOOHOCTH CETHU, KOTOPAs
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TOJDKHA OBITH TeM OOJIbIe, YeM OOJbIllee KOJIMYECTBO aCUMMETPUYHOTO Tpaduka
IPUCYTCTBYET B CETH.

Procera 1 Allot nnst perienus 3Toi mpo0IeMbl HCITOIB30BAINA OJTHO U3 JTYYIITUX
pemieHuid Ha poiHKe. PereHue siBisieTcss pa3BuUTHEM Waed Kommanuu Sandvine, HO
BMECTO MHKAICYJIMPOBAHUS aCHMMETPUYHOTO Tpaduka W oTmpaBku ero broadcast-
bpeitMmoM  pa3pabOTUUKK TEPECHUIAIOT SBHO XapaKTEePU3YIOIIME aCHMMMETPUUYHBIN
TpauK MeTaJaHHble. 3a cueT MoJ0O0HOM ONTUMU3ALMK TPEOOBaHMS K KaHaJIaM CBSI3U
CHIDKAIOTCS BILIOTH J10 95% OTHOCUTEIbHO peanu3anuu Sandvine.

Bropas Baxnas mpobrnema DPIl-cuctem — 3T0 uyacTtora oOHOBIEHUS (hailIoB
CUTHATYp, HA OCHOBAaHUU KOTOPBIX MPOBOAUTCS aHaIn3 Tpaduka. Ecnu HexkoTopbie u3
nocTtaBiIMKoB DPIl-cucteM nemaroT perynspHble OOHOBJICHHUS (alIOB-CUTHATYP U
OOHOBJISIFOT MX pa3 B HEJENI0, TO JAPYTHE MOCTABIIMKU MOJOOHBIX YCIyI MOTYT 00-
HOBJISITH TU (ailyibl pa3 B KBapTai. Pazymeercs KpUTHUYECKHE OOHOBJICHMS BBIITYC-
KalOTCsl BCEMU IOCTABIIMKAMU B MPUMEPHO OJIHO U TO k€ Bpems. Yaie Bcero mo-
CTABIIUKH TOJIOKUTEIHHO OTHOCSTCS K MOXKETAHUSIM 3aKa34YuKOB J00aBUTH KaKOii-
JA100 IPOTOKOJ B CIIUCOK MOJJIEPKUBAEMBIX M BCAYECKH TOMOTalOT B 3TOM. Crieqryer
o0paTuTh BHUMaHHE, YTO B OOJBIIMHCTBE CTPAH CYIIECTBYIOT CBOM JIOKAIbHBIE MPO-
JYKTBI, TTOJB3YIOIIUECS OOJBIION MOMyJIAPHOCTHIO, HAanpuMep B Poccun Takoii mpo-

rpamMmoi MoxeT ObITh «Mail.ru arenm.

1.3 Ilpumenenue DPIl-cucrem

Bo Bpems skcrutyatanuu DPl-cucteMbl onepaTop MMEET BO3MOXKHOCTh KOH-
TPOJMPOBATh YTUIIM3AIUIO MOAKII0UEHHBIX uepe3 DPI kanaoB Ha ypoBHe mpuioxe-
Huii. Jlo BHeApeHus mogo0HBIX cucTeM 3anadn peaiamsanun QoS (Quality of Service)
pelagich CpeCTBaMHU MOCTPOCHHUS Odepesiel Ha OCHOBAaHUM MapKUPOBKU Tpaduka
ciy)keOHpIMH OuTamu B |P-3aronoBkax [2]. DTo mO3BOJISAIO BBIACIUTL Hawboliee
npuopuTeTHIM Tpaduk, Takue kak VPN-cepBucel, cnyx0b1 IPTV, ciyx6s1 SIP u
nonoOHeie uM. [IpuoputeTHOMY TpaduKy rapaHTUpOBaJIaCh OMpeeieHHAas, Mpeay-

CMOTpEHHas 3apaHee, MPOMYCKHas CHOCOOHOCTh B JIIOOOW MOMEHT BpPEMEHHU.
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OcrtanpHOl ke Tpaduk (HaKTUIECKH OCTaBaJICS OCCKOHTPOJBHBIM, YTO JABaj0 MPH-
JoXeHusM 1o Triry Bittorrent 3abpate cebe Bech CBOOOIHBIN KaHA B yIIepO apyrux
npuioxenuit. C ucnonb3oBanueM DPl-cucteM y KOHTpOIHMPYIOUIETro 3B€HA yIpaBJie-
HUS CETH TMOSBHUJIACH BO3MOXHOCTH OTPaHUYHMBAThH MOJOOHBIE MPUIOKEHUS, OTBOIS
UM MEHBIIYIO YacTh TpaduKa B 3arpy>KEHHbIE Yachl U BO3Bpallasi UM JOCTYIl B YaChl
MIPOCTOSI CETH.

JlpyrM TUNAYHBIM MPUMEPOM MOXET ObITh paborta ¢ SIP y HEKOTOpBIX MoO-
OWIbHBIX omepaTopoB. Jlo BHeapenus TexHosoruit DPIl mpoBaiiaepbl au00 MOJHO-
CTBbIO OJIOKMUPOBAIH MOAOOHBIN Tpaduk, TMO0 BHIIEIUIM €My MUHUMAJIbHO BO3MOXK-
HBII KaHaJl, YTO BEJIO 32 COOO0H COOTBETCTBYIOIIYIO ICTPAIAIIMIO KAUYeCTBA CBSI3H.

CriocoObl KOHTPOJISE CepBUCOB Tpu Tomoiu TexHosoruu DPI 6a3upyrorcs Ha
JIBYX OCHOBHBIX IMOJXOJaX — Per-service m per-subscriber. B mepBom cirydae KoH-
KPETHOMY NMPUJIOKEHUIO BBIICNAETCS MepcoHanbHas moyioca tpadguka. Bo Bropom —
MPUBSI3KA MPUIOKEHHS K BBIJIEICHHOM ToJyioce Tpaduka OCYIIECTBISIETCS ISl KOH-
KPETHOTO IOJIL30BATENS HITU TPYIIIBI TI0JIh30BaTENCH HE3aBUCHMO OT Ipyrux [1].

Eme oxgna u3 pynkiuii, ocodo akTyanbHas JJi1 KOMIIAHUNA TIPEIOCTaBISIOMIUX
JIOCTYT B CE€Th MHTEPHET WJIM MOOMJIBHBIX OMEpaToOpoB. DTa (PyHKIMS HE OTHOCHUTCS
HaMpsaMyto K cepe nHPOpMaIMOHHON OE30MaCHOCTH, HO TEM HE MEHEE MbI JOJKHBI
0 HeH YIoMsHYTh. DTa PyHKIMS — MapkeTUHT. DPI-cucTteMbl Mo3BOJISIOT TIpoBaiije-
pam OoJyiee TECHO B3aMMOJICHCTBOBATH C MOJB30BATEISIMH, MPHUBJICKATh TOTOIHU-
TEJBHYIO ayJIMTOPUIO U YIepKuBaTh KiueHToB. biarogaps DPI-cucremam mosxHo:

— pa3AeNATh MO CETMEHTaM KIMEHTCKYI0 0a3y, Mpeaiarath ISl Ka)XJIoro cer-
MEHTa TapreTHPOBAHHBIC YCIYTH U TapUDHI;

— OOpOTHCS C HECAaHKIIMOHUPOBAHHOM pa3fiayueii 10cTymna B r00aIbHYIO CETh;

— TMOKO HaCTpamBaTh MPEUIOKESHUS IO/ KKIOTO MOJIb30BATEIIs.

Taxxke mpu nomomu DPl MOXHO MOBBIIIATH KA4e€CTBO MPEIOCTABISEMOTO
MOJKTIOYCHUS K CETH MHTEPHET

— MIPUOPUTHU3UPOBATH U Pa3rPaHUYUBATh TPADPUK;

— OpraHU30BBIBATH PABHOMEPHOE MPOXOXKICHHE TpaduKa,

— NOBBINIATH KAYECTBO U CKOPOCTH COCIMHCHMUS,
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— TIPOU3BOANTH MPODUIAKTUKY TTEPETPY30K CETH;

DPIl-cucteMpl TMO3BOJISIOT OJIOKHPOBATH TMOO3PUTEIBHBIC W 3allpEIICHHBIC
CailThl, HAIPUMEP U3 peecTpa 3anpelieHHbIX cailToB PockoMHaazopa. BaxHo yuyuThI-
BaTh, YTO JJIsl BBIMOJHEHUS 3Tod (QyHKIMU K DPl-cucteme OyayT mpencTaBiieHBI
KpaiiHe BBICOKHE TPeOOBAaHMSI MO MPOU3BOAUTEIBHOCTU: OHU JIOJDKHBI OYyT aHAIIH-

SUPOBATb OI'POMHBIC MACCHUBBI JadHHBIX B PCKHUMC PCAJIbHOI'O BpCMCHU.

1.4 CpaBHeHHe NpeaIaraeMoro NporpaMMHOro odecrneveHust

Ha momeHT pa3paboTku BBITYCKHOM KBadu(HUKAIIMOHHOW palOOThI JHACpaMHU
Ha PBIHKE TTOI00HOTO IPOTPAMMHOTO 00ECIIeUEHHUS BBICTYIAIOT CUCTEMBI SNOIt u Su-
ricata. O0e crcTeMbl ITPEICTABIISAIOT COOOH CHCTEMBI TIPEIOTBPAIICHHS TPOHUKHOBE-
HUW pacrpocTpaHsieMbIX Ha ocHOBe julleH3un GPLV2, 001anaroT OTKPBITEIM MCXO/I-
HBIM Koj10M [9].

XPpOHOJIOTHYECKH TIEPBOM cHcTeMoM Oblia paszpaboTaHa SNOIt, ATO SABIAETCS
OJIHOBPEMEHHO M TUTFOCOM, U MUHYCOM CHCTEMBI.

IIaroChI:

— BBUY 00JIee ITTUTEILHOIO CPOKa KM3HHM KaK MIPOrpaMMHOTO TIPoayKTa pado-
Taet 0osiee CTaOMWIBLHO, OOJBIIAs YaCTh OMMOOK B KOJI€ MPOTPAMMBI YK€ HCIIpaBIie-
HBI,

— Oosiee OOITUPHOE OOIIECTBO MOJIL30BATENICH;

— OoJTbIIIee KOJMYECTBO PYKOBOJICTB U JINTEPATYPHI MO JAHHOMY IIPOTPaMMHO-

My 00€CIeUYeHHIO.

Munycsr:

— ycTapeBiiasi cpeia paszpaboTku (Sapo mporpaMMbl HCIOJHEHO Ha SI3BIKE
C++);

— HEBO3MOKHOCTh 3(DPEKTUBHOTO UCIOJIb30BaHUSI MHOTOTIOTOYHBIX BBIYHCIIC-
HUM.
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Cucrema Suricata 6pi1a pa3paboTaHa JIFOJbMH, OTACTUBIIUMHUCS OT KOMITAHHH-
pa3zpaboTuuka SNOIt, U CJIEACTBEHHO XPOHOJOTHYECKH CYIIECTBYET MEHBIIE, UTO
TaK)Ke HECET B ce0e KaK MOJIOKUTENbHBIE, TAK U OTPUIIATEIIEHBIC CTOPOHHBI.

[Lrocer:

— CTPEMHUTEIBHO Pa3BUBAIOIIEECS MPOTPaMMHOE 00eCIIeUCHHE;

— Omarojjapss HOBOMY SAPY OTJIMYHO B3aUMOJICHCTBYET C MHOTOIIOTOYHBIMH
BBIYHCIIUTEILHBIMU CHCTEMaMU;

— pacCIIUPEeHHBIN PYHKIIMOHAI OTHOCUTEIBHO SNOIt,

Munycsr:

— pa3paboOTYMKH TIOKa HE WCIPABWIN BCE OIMMOKH, MPOU3OIISANINE BO BPEMs
pa3paboTKu MPOrpPaMMHOTO 0OECIICUECHHS,

— MeHbIIIasg 0asa IMOJIB30BaTENICH, CIIECTBEHHO MeEHbINas oOpaTHas CBS3b C
pa3pabOTUNKOM;

— MaJjioe KOJMYECTBO JINTEPATyphl U PYKOBOJACTB MO pabOTe C MPOTPaMMHBIM
obecrieueHuEM.

CpaBHUB U NMPOAHATN3UPOBAB TUTFOCH 1 MUHYCHI TIPEJICTABIICHHOTO MTPOTpaMM-
HOTO OOECIeUeHMsI, OCTAHOBUMCS Ha IIporpaMMHOM obecrieueHnu Snort. [Iporpamm-
HOe oOecrieueHre SNOIt cuuraercs 6oJjiee CTAOMILHON CHCTEMOM, pabOTOM HaJl KOTO-

pOii 3aHMMaeTCs 00JIbIIee KOJTUISCTBO Pa3pad0TUNKOB.
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2 ApXHUTeKTypa npeajaraeMoii cucTeMbl

2.1 IloaroToBKa BUPTYaJBLHOIO cepBepa

B nanHO# BBIMYCKHOM KBaJM(PHUKAIMOHHOW paboTe MBI paccMaTpUBAaeM IpPO-
IIECC CO3/IaHUsl CHUCTEMBbl aHalIM3a MOTrpaHUyHOro Tpad(uka Ha OCHOBE TIIyOOKOTO
aHaJM3a MaKkeToB.

JIist co3manust cucTeMbl HaM TIOTpeOyeTcsl pa3BepHYTh BUPTYaJIbHBIN CepBep,
Ha KOTOPOM BIOCIEACTBHU OYAYT BBIMIOJHATHCS BCE HEOOXOAMMBIC TPOIEAYPHI.
Cpenoii BUpTyanu3allid B HallleM clydae BRICTYNUT cpeaa Hyper-V, npousBojcrsa
xomnanuu Microsoft [5]. Hyper-V — ato cuctema ammapaTHOW BHPTyaau3alluu JJis
cucteM Ha 0asze 64-OuTHOU apxuTekTypbl. Hyper-V paspaboTaHa Ha OCHOBE THIIEp-
BU3opa. Yao0ctBo Hyper-V 3akitodaercst B JErKOCTH YCTAHOBKH, JUIsl Pa3BEepPThIBA-
HUs 00o0uku Hyper-V Ha koMibroTepe ¢ YCTAaHOBJICHHOM OonepalmOHHON CUCTEMOM
Windows 10 HeoOX0IUMO OTKPBITH CHCTEMHOE OKHO «BKJIIOUEHHE MM OTKIFOUCHUE
xommoHeHToB Windowsy. Jlanee cinemyer HaiTh myHKT «HYper-V» u yCTaHOBHUTH

ciryxeOHbIi (raxok (PucyHnok 4).

[Fl Komnonentel Windows — O *
BrnroueHre maw oTKIHIUEHWE KOMIMOHEHTOE o
Windows

YUToBel BENHIYMTE KOMIOHEHT, YCTaHOEWTE erc dnaxok. Ytobel
OTEHIUMTE KOMIOHEHT, CHUMWTE erc gunaxok. JaTeHEHHBIN Gnaxokr
O3HAYEET, YTO KOMMDHEHT BEJIHIYEH YACTUYHD,

+ [m] MET Frarmework 3.5 (Bxnrouaer JMET 2.0 1 3.0) ~
+ [m] MET Framework 4.8 Advanced Services

[] | Application Guard & Microsoft Defender
:

® Mnargopma Hyper-V

+ Cpeactea ynpaeneHua Hyper-Y

Internet Explorer 11

] | Windows ldentity Foundation 3.5
1 [ Windows PowerShell 2.0 ~
£ >

Pucynok 4 — Okno «Komnonentsr Windows
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[locme Toro kak omepandoHHas CHUCTEMa MOATOTOBUT HEOOXOTUMBIA MaKeT
YCTaHOBIINKA, TOSIBUTCSI CHCTEMHOE COOOIIEHHE O HEOOXOIMMOCTH Tepe3arpy3KH,

nocJje nepe3arpy3ku odonouka Hyper-V yxe Oyner pa3BepHyTa, M TOTOBa K paboTe

(Pucynoxk 5)

[; B sanenepe Hyper .=
ncrerucs Hyper -
[C———
Baeaemme o
c cxn G scoeress B B o
c s Bp— -

Pucynok 5 — O6omnouka Hyper-V

ITo oxOHYAHHIO BCEX BBINIEONMMCAHHBIX IEHCTBHI HAM HEOOXOIMMO CO31aTh

HOBBII BUPTYyaJIbHEIN cepBep (PucyHok 6).

3 Macrep cozganna BUpTYansHOi MaLINHEI X

= YHaMuTe HMA H MECTOHAX0MXOEHHE

MpucTynas k pafore BrifepuTe MMA 1 MECTOHEXOWAEHME ANA STOMH BHPTYANEHOA MALUMHEL

VKEKHTE MMA 1

MECTOHAXOHAEHAE Wms oTofiparaeTca 5 ancneTyepe Hyper-V, PEKOMEHAYETCA MONONL30BATE NEMKO Y3HABAEMOE MMA,

HaNPMMED, UMA ONEPALMOHHON CCTEMBI Ha BMDTYanbHOI MaWKHE Mk pafiouel Harpysim,
VKaEMMTE NOKONEHNE

[{iEH
BLlAenuTs NaMATE

HacTpoiika cati [INA COXPaHEHIA BMPT YaNbHOIA MALMHBI MOXHG MCONB30BATE CYWECTBYIOWYIO WK CO3AETE HOBYID

nanky. Ecni nanka He eeibpana, BMpTyansHas MawnHa ByAeT coXpaHeHa B NanKke No yMonHaHno Ans

MoAKMONUTE BUPT YaNbHLIH sToro cepsepa.

MECTHMIA ANCK
COXDEHWTE BUPTYANEHYKD MALWWHY B APYIOM MeCTe
MapaMeTphl YCTEHOBKM L Coxp SR VB

Ceoaxa C:\ProgramData Wicrosoft\Windows\Hyper-v\,

A

< Haszan OTmera

Pucynok 6 — Mactep co3aaHusi BUpTyajdbHOM MallluHbl B cpene Hyper-V
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2.2 IlonroToBKa NpPOrpaMMHOro odecrev4eHust

[Tocne pa3BepThIBaHMS BUPTYAIbHOTO CepBEpa, HEOOXOJUMO MOATOTOBUTH €0
K YCTaHOBKE INporpaMMmHoro otecredenus Snort. /{ns sroro HeoOX0AMMO yCTaHO-
BUTH ONEPAIMOHHYI0 cucTeMy. MHO0 ObUta BeIOpaHa ornepanuonHas cucrema Win-
dows 10 ot komnanuu Microsoft.

3aKOHYMB YCTAHOBKY OIIEPAllMOHHOM CHUCTEMBI W MPOU3BENS IEPBUUHYIO
HACTPOWKY pabodeil cpensl, cienyer ycraHoBuTh mnaker Microsoft Visual C++
Redistributable jyis1 onepaiMoOHHBIX CUCTEM MO YIIpaBiieHUEM 64-OUTHBIX apXHUTEK-
Typ, Bepcun 14.34 unu crapmie. OH HEOOXOIUM TSI KOPPEKTHOU pabOThI MpOrpamMM-
HOTO obOecreyeHus, siIpo KOTOpoil OblI0 HamucaHo Ha s3bike C++, KoTOpoe MBI Oy-
JIEM HCII0NIb30BaTh B JJalbHEHUILIEM.

AHanu3 MOrpaHuYHOTrO TpaduKa Ha OCHOBE IITyOOKOTO aHaiH3a MakeTOB OCY-
IIECTBJISAETCS IIPU MOMOILM ITPOrPaMMHOT0 oOecnieueHrs Ha 6a3e MpuiiokeHus Snort.
Snort — 3To cBOOOAHO pacnpocTpaHsemMas cucTeMa IpeJOTBpalleHUs] U OOHAPYKEHUS
BTOPKEHHUH C OTKPBITHIM UCXOAHBIM KOJIOM.

Cucrema Snort cnocoOHa B peajlbHOM BPEMEHU BBINOIHITH PETUCTPALMIO Ma-
KETOB, a TAK)KE OCYIIECTBISATH aHAIN3 TpaduKa MPOXOIIIIETO YEPE3 CUCTEMY.

Cuctema Snort (PucyHok 7) u3HayanbHO pa3padarbiBasiack MapTruHOM PErem,
Jlajiee pa3BUBAIACh U MOJAEPKUBAJIaCh KOMITAHWENH, OCHOBaHHOM MEpPBbIM pa3palboT-
9rKOM Iporpammbl — Sourcefire, koropast Obuta moruomeHa rpynmnoi komnanuid Cis-
co B 2013 roay [10].

[TporpamMma Snort ocyrmiecTBisieT BeJeHHE MPOTOKOJIOB, IOUCK COACPKUMOTO,
aHalln3, a TaKKe aKTUBHO MPUMEHSETCS ISl aKTHBHOTO OJIOKWPOBAHUS WM XKE Tac-
CUBHOTO OOHApy>KeHMsI HamaJeHuM, MONBITOK 30HANpoBaHus. [IpuMepoM Takux atak
MOT'YT OBIThH TOIBITKH aTaKk uyepe3 IepernoiaHeHue oydepa, ckaHUpOBaHUE MOPTOB B
CKPBITOM PEXHUME, MOTMBITKHA atak Ha Web-npunoxenus, 3onnupoBanne SMB mpoTo-
KOJIa, U Ja)Ke TOMBITKU ONpEICNICHUs] OMEpPAlMOHHON CHCTEMbl Ha 3alllUIaeMOM
yCTpoiicTBe WM ycTpoiicTBax. OCHOBHOE Ha3HA4YeHHE MpOorpaMMbl Snort — 1o

npeaoTBpaliCHUC CCTCBBIX aATaK /M 6J'IOKI/IpOBaHI/Ie IIOIIBITOK IIPOHUKHOBCHMA.
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B Buifpate snort

Running in packet dump mode

54-420B-OAEB-4EFBDFA74B75}".

Pucynox 7 — Pabouee okHO mporpammsl Snort

Cucrema Snort pacrnpoctpansierca noj auneHsuer GPLV2, a siapo mpoekra
pa3paboTaHo Ha s3bike C++. JIaHHBIN THI JUIICH3UH 10JIpa3yMeBacT, 4TO aBTOP WJIH
KOJUIEKTUB aBTOPOB TMepe/laeT MpOrpaMMHOE oOecriedeHHue B OOIIECTBEHHYIO COO-
CTBECHHOCTb.

JIyist Hadana paboThl ¢ MPOrpaMMHBIM OOecTiedeHrneM SNOrt HeoOXoauMo Tpo-
W3BECTH WHCTALIAINIO IPOoAyKTa. [lakeT ycTaHOBKHM HAXOIUTCSI B OTKPBITOM JIOCTYTIC
U pacrojiokeH Ha caiite B paszaeiie Downloads. TTocie ckaunBaHus MmakeTa yCTaHOB-

KU TIPOM3BOJIUM YCTaHOBKY MporpaMMHoro ooecneucHus (Pucynok 8).

(&) Snort 2.9.20 Setup — *

License Agreement e
Please review the license terms before installing Snort 2.9, 20, ||‘ ¢ ]

Press Page Down to see the rest of the agreement.

zzzzzz

The text that follows is the GNU General Public License, Version 2 (GPL V2)
and governs your use, modification and/or distribution of SMORT,

Section 9 of the GPL V2 acknowledges that the Free Software Foundation may
publish revised andfor new versions of the GPL V2 from time to time, Section 9
further states that a licensee of a program subject to the GPL V2 could be

free to use any such revised and/or new versions under two different scenarios:

1. "Failure to Specjfy. " Section 9 qf Ihe GPL 1-'2_al!0ws a Iicenseg lof a ]

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Snort 2.9.20.

I Agree Cancel

Pucynok 8 — OxHo ycranoBku [10 Snort
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B mpouecce ycTaHOBKM HEOOXOJMMO YyKa3aTh IyThb YCTAHOBKH, B KOTOPOM B
nanbHeneM OyAyT pacroiaraThCsi yCTaHOBJICHHbIE (ailnbl mporpammbl. B koHie
npoliecca yCTaHOBKH MPOrPaMMHOT0 o0ecrieueHus cuctema yenoMut (Pucynok 9) o
HEOOXOJMMOCTH YCTAaHOBKH JOIMOJHUTEIBHOTO BCIIOMOTATEIBHOTO MPOTPAMMHOIO

obecrieueHus 1 IporpaMmMbl SNOIt.

(51 Snort 2.9.20 Setup >

Snort has successfully been installed.

Snort also requires Mpcap 0.9984 to be installed on this machine,
Mpcap can be downloaded from:
https://nmap.org/npcap/

It would also be wise to tighten the security on the Snort installation
directory to prevent any malicious modification of the Snort executable,

Mext, you must manually edit the "snort.conf’ file to
specify proper paths to allow Snort to find the rules files
and classification files.

Pucynok 9 — YcranoBumk uHQoOpMUpYyeT 0 HEOOXOIUMOCTH YCTAaHOBKHU

nomnonaureisHoro 110

Npcap — aTo OubnuoTeka Jy1sl aHaliM3a MakeToB MpoekTa Nmap jig ceMelcTBa
onepannonubix cucteM Windows [12]. Npcap siBisieTcst mporpaMMHBIM HHCTPYMEH-
TOM JIJIsl B3aUMOJICUCTBUS C JipaliBepoM ceTeBoro uHtepdeiica. OyHKImoHan mpo-
rpammbl Npcap moapasymeBaeT oOecrieyeHue JOCTyIa K 3aXBaTy W Mepeadyu ceTe-
BBIX IMAKETOB B 00X0j cTeka mporokosoB. biaromaps Npcap ymaercs omepaTHBHO
BBISIBJISITH CETEBBIC MPOOJIEMBbI U 3aHUMATHCS OJIOKUPOBAHUEM aTak, I€Jb KOTOPHIX
MOJIYYUTh HEJIETUTUMHBIN TOCTYT K HHTEp(]Eiicy ceTeBoi KapThl.

BoJbIIMHCTBO CETEBBIX MPOrPAMM HCMOIB3YIOT TaK HA3bIBAEMbIE COKETHI JJIs
MOJIYYeHHS IOCTYyNa K CETEBBIM pecypcam, 3TO MPEJOCTABISIET MPOrpaMMaM JOCTYII
Ha HU3KOM ypPOBHE, HO YK€ 00paOOTaHHBIM OmNepalMoHHOM cucteMoil. HexoTopbie
MPUJIOKEHUST TPEOYIOT JIaHHBIE, KOTOPHIE JI0 ATOTO HE ObUIM 00paboTaHbI Omepaliu-

OHHOM cucTeMod. B nmaHHOM KOHKpeTHOM ciiydae NPCap mo3BOJIUT MPOrpaMMHOMY
19



obecrniedeHno SNOIt OecHpensTCTBEHHO U CBOEBPEMEHHO IMOJIy4aTh HMH(POPMAIUIO
HETIOCPEJICTBEHHO C BHPTYAIBHOM CETEBON KapThl BUPTYaIbHOTO cepBepa. [Ipomsse-

JIeM yCTaHOBKY miporpammel (Pucynox 10).

(3 Mpcap 1.72 Setup — =

License Agreement

Please review the license terms before installing Npcap 1.72.

Press Page Down to see the rest of the agreement.

MPCAP COPYRIGHT / EMD USER. LICENSE AGREEMEMT

Mpcap (hitps:/fnpcap.com) is @ Windows padket sniffing driver and
library and is copyright (c) 2013-2022 by Mmap Software LLC ("The Nmap
Project™. Al rights reserved,

Even though Mpcap source code is publicly available for review, itis

not open source software and may not be redistributed or used in other

software without spedal permission from the Nmap Project. The

standard (free) version is usually limited to installation on five W

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Mpcap 1,72

I Agree Cancel

Pucynox 10 — Okno ycranosmuka Npcap

ITocne ycTaHOBKM ONEPAIMOHHOM CHCTEMBI, BCIIOMOTATEIbHBIX OMOJHMOTEK,
OCHOBHOTO U BCIIOMOTATEJIbHOTO MPOTPAMMHOTO 0OECIeUeHUs CIIeyeT MPUCTYIUTh

K HacTpoiike KOH(UTypallMOHHBIX (DaityioB mporpamMmel SNOrt.
2.3 HacTpoiika nporpaMmMHOro ooecnedenusi Snort

ApxuTekTypa mporpammbl SNOIt UMeeT B CBOEM COCTaBE€ TPU OCHOBHBIX KOM-
MMOHEHTA, OIHUIIIEM UX:

— nemmdpaTop MaKeTOB — MOATOTABINBACT MAKEThl TIEPEXBAUYCHHBIC TPOTPaM-
MO#1 B (hOopMy THIA JaHHBIX, B TIOCJIEICTBUE 00pabaThiBaeMble MEXaHU3MOM OOHApY-

YKEHUS B MOHATHOM eMy Bujie. Jlemmdparop nakeToB Mo3BOJSET peruCTpUpPOBaTh Na-

ketsl Thna Ethernet, SLIP u PPP naxkersr;
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— MEXaHU3M OOHAPYKCHHsI — 3aHMMAETCSl aHaTU30M M OOpabOTKOW TMaKeTOB
npecTaBieHHbIX eMy JlemmndpaTopoM makeToB. AHaIN3 U 00pabOTKA MPOU3BOAATCA
Ha Oa3ze 3apaHee MOATOTOBJICHHBIX MpaBWJ IS MPUJIOKeHUs SNOort. YHuBepcaib-
HOCTh MporpaMMbl SNOIt 3aKioyaeTcs B BApHATUBHOCTH HAOOPOB MpaBUII, a TAKKe
BO3MOKHOCTBIO MOJKIIOUEHHS WM OTKIIOYEHHUS JOMOJHUTEIBHBIX MOJYJIEH IyTeM
n00aBJICHUS WM yIaJICHUsI T€X WM UHBIX MTPaBui,

— PErucTpaTop — MO3BOJISIET MOJIB30BATENIO IPOrPAMMHOTO 00ECIIEYEHUS PETH-
CTPUPOBATH MOJYUYECHHYIO B X0Ji¢ paboThl HH(MOPMAIUIO B JIor-(haiii, KOTOPbIA B TO-
CJIEJICTBUU BO3MOKHO aHAJIM3UPOBATh B (popMaTe MOHATHOM U YAOOHOM IOJIb30BaTE-
JIO.

[Ipu pabote ¢ nmporpaMmMHbIM oOecrieueHueM SNOIt MoIb30BaTEN0 JOCTYIIHBI
TPH OCHOBHBIE peknMa [6]:

— PEeXHM TMaKeTHOro cHU(depa — mporpamma, paboTaroiias B 3TOM PeKUME YH-
TaeT U JemudpyeT Bce JOCTYITHBIE CETEBbIC MAKEeThl U popMuUpyeT Aamil. B manHoM
pexXuMe paboThl TPOrpaMMa CUUTHIBAET TOJIBKO 3ar0JIOBKH IMAKETOB, TAKXKE JIOCTYIIECH
PEXUM YTEHUS MMaKETOB B (JopMaTe 3arojoBKa U COJIEP>KMMOTO TTaKeTa, HO ISl ATOTO
noTpedyeTcst K3MEHUTD KITIOU 3aIlycKa MpOrpaMMbl;

— PEXKUM pErucTparopa MakeTOB — B ITOM PEXKUME NporpaMma 3amnuChiBaeT
MPOXOSIIME Yepe3 YKa3aHHBI CeTeBOM HMHTep(deic MmakeThl U ACKOAUPYET HX B
dopmat ASCII, ynoOHBIIT 1 MOHATHBIN JJIS TTOJIH30BATEIS;

— peXHM OOHAPYKEHHSI BTOPXKEHHSI — B JJAHHOM PEXKHUME MOCTYIAIOIINE CHUT-
HaJbHBIE JTAHHBIE PETUCTPUPYETCS MEXAHU3MOM OOHAPYX EHUs, MOCIIE YEro MOoJb30-
BaTEJI0 MPOrPaMMHOI0 OOECleYeHUsl MOCTyNaeT CUTHal COOTBETCTBYIOIIUNA MpaBU-
JaM, TIPONTMCAaHHBIM B (aiiax mpaBuil.

[locne Toro kak Mbl ONMHUCAIM OCHOBHBIE MEXaHU3Mbl PabOTHI MPOrPaMMBbI,
MOKHO TIPUCTYTATh K HACTPOHKE caMmoro npuioxkeHus. OCHOBHOU (aiii HaCTpOKU
HaXOJWTCS B IMMAIKe YCTAaHOBKH B Tojmanke etc, o HaspBaetcs snort.conf. He cmot-
ps Ha pacupenue Qaiina oH mpeacTaBisieT co00il OOBIYHBINA TEKCTOBBIN (haiisl, KO-

TOPBI MOKHO OTKPBITH JIOOBIM TEKCTOBBIM PEAAKTOPOM, PACIIO3HAIOIIUM (opmat
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daiinos tuma .tXt. Jlyis ynoOcTBa mpeasiaraio MCIoib30BaTh OSCIUIATHO PacpoCTpa-

Hsemyto nporpammy Notepad++ wm e€ ananor (Pucynok 11).

[&f crsnortietc\snort.conf - Notepad++ - m] X
Waiin  [paska [MMouck Bug  Koaupoekn  Cuwrakencer  Onumm  Wuetpymentol  Makpocer  3anyex  Mnarwder  Benagen  F + v X
=] s la @ | | &b g | o x| ST EEEGRe® @ ]
[ snort.conf E3 1
1 # A

VRT Rule Packages Snort.conf

For more information visit us at:

http://www.snort.org
http://vrt-blog.snort.org/

Snort Website
Sourcefire VRT Blog

Mailing list Contact:
False Positive reports:
Snort bugs:

snort-users@lists.snort.org
fp@sourcefire.com
bugs@snort.org

Compatible with Snort Versions:
VERSIONS : 2.9.20

Snort build options:
OPTICNS : --enable-gre --enable-mpls --enable-targetbased --enable-ppm --enable-perfprofiling --enable-zlib --enable-ac

Additional information:

This configuration file enables active response, to run snort in
test mode -T you are required to supply an interface -i <interface>
or test mode will fail to fully validate the configuration and
exit with a FATAL error

¥
b

# This file contains a sample snort configuration.
# You should take the following steps to create your own custom configuration:
£
# 1) Set the network wvarisbles.
# 2) Configure the decoder
1 # 3) Configure the base detection engine
2 # 4) Configure dynamic loaded libraries
# ©5) Configure preprocessors
34 # &) Configure output plugins v
< >

Mormal text file length : 26 798  lines: 690 Ln:1 Col:52 Pos:52 Unix (LF) UTF-8 INS

Pucynok 11 — ®aiin koHpUTypanuu oTKpeIThIH pu momoru Notepad++

[lepBuuyHO yKa3aTh mporpamMme MmyTH, Uit ¢GaiIoB HACTPOEK M MPABHII, IS
KOPPEKTHOIO B3aWMOJECHCTBUS C HUMH. KaXaplii NyTh 3alKUCBHIBAETCA B COOTBET-
CTBYIOLIYIO €My nepeMeHHYr0. CHUMBOJI «#» HCIOIb3YETCS B KOH(PUIYPALMOHHOM
daiine KaKk UHAUKATOP KOMMEHTAPHs CTPOKH, CIIEICTBEHHO CTPOKH HAYMHAIOITUECS C
ATOr0 CUMBOJIA HUTHOPHUPYIOTCS  KOMIWJISTOPOM  TIpH

cOOpKEe  IPUIIOKEHUS

(Pucynox 12).

var RULE_PATH

.. frules

var SO_RULE_PATH

..f30 rules

Lo T Y

var PREPROC_RULE PATH ..lpreproc_rules

108 # If you are using reputation preprocessor set these
109 $# Currently there is a bug with relative paths, they are relative to where snort is
110 # not relative to snort.conf like the abowve wariables
111 # This is completely inconsistent with how other wvars work, BUG 89586
112 # Set the absolute path appropriately
113 var WHITE LIST_ PATH ../rules
..frules

114 var BLACK LIST PATH

Pucynok 12 — [lepBoHauanbHbIid BUJ IEPEMEHHBIX — YKa3aTeNIen IyTen
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—nepemennass RULE_PATH yka3biBaeT myTh Ha (ailsibl mpaBuil, 0 KOTOPHIM
mporpamma SNort aHaTM3UPyeT MOCTYMAONTH TpaduK;

— nepemenHas SO_RULE_PATH yxka3biBaer myTh Ha (ailibl B KOTOPBIX OIH-
caHbl paBuiia A (aiioB o0IIETo T0CTYIIA;

— nepemennass PREPROC_RULE_PATH yxka3eiBaer nmyTh Ha (ailyibl Moaro-
TOBKH MCIIOJTHUTEIBHOTO MPEIpolieccopa,;

— nepemenabie WHITE_LIST_PATH u BLACK_LIST_PATH yka3siBatoT Ha
(daiiabpl CIUCKOB, XpaHsAIMX B ce0e nHGopMaIHio 0 0€JIOM U YEpHOM JIMCTE JOCTyIa
COOTBETCTBEHHO.

HcnpaBuM 1yTh BHYTPH MEPEMEHHBIX B COOTBETCTBHH C (PaKTUUECKHM MECTO-

HoJIOXKeHHEM (aisioB paBwI s mporpammsel Snort (Pucynok 13).

I
i
H

RULE PATH c:\snorth\rules
10E var S0 RULE PATH c:\snnrtksu_rales
106 var PREPROC RULE PATH c:\snorthpreproc rules

i

=

n

using reputation preprocessor set th
PATH c:“Zsnortirules
PATH c:“Zsnortirules

Pucynox 13 — UcnipaBieHnsie (aitsibl myTei

[locne ucmpaBiaeHUs MCMHOJB3YEMBIX NMyTeW HEOOXOAMMO YyKa3zaTh MPHUIIOXKeE-
HUIO MyTh K MaIlKe, B KOTOPOU MpHIIOKEeHHE OyIeT co3AaBaTh U XpaHUTh JIOT-(ailibl.
Homumiem 3to crpokoit «config logdir: c:\snort\log» B xoHIle KOH(UTYpalMOHHOTO
Gaiina.

B cBs31 ¢ Tem, 4TO M3HAYAIbHO MpOrpaMMa pa3padaThiBajlach ISl CEMENCTBA
OIEPAIMOHHBIX CHCTEM Ha 0a3e Linux, Oosbinas 4acTh MyTel yKa3aHHBIX B KOH(U-
rypanmoHHOM ¢aiijie yka3aHa Ha OCHOBaHHMH Buja (HaljIOBOM CHCTEMBI OMepalioH-

HBIX cucTeM Ha 0ase Linux (PucyHok 14).
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2449 # path to base preprocessor engine
2510 dynamicengine fusr/local/lib/snort dynamicengine/libsf engine.so

252 # path to dynamic rules libraries
253 dynamicdetection directory /usr/local/lib/snort dynamicrules

Pucynox 14 — [lepBoHavanbHbIN BUJ KOHGUTYpPAITMOHHOTO (aiiina

Jlanee HEOOXOUMO yKa3aTh MPOrpaMMe MyTh, 0 KOTOPOMY HaXoJsATcs (ailiibl
OMMHCHIBAIOIIHE (DYHKIIMOHATI OCHOBHOTO SIJIpa MPOTPAMMBI U TUPEKTOPHIO JIJIS THHA-

MHUYECKHX MPaBHJI, HCIOJIb3YeMbIX TIporpammoii (Pucynok 15).

# path to dynamic preprocessor libraries
dynamicpreprocessor dirsctory C:\SnuItElib\snuIt_dynamicpreprucessur
4L

#F path to base preprocessor engine

dyvnamicengine C:\Snort\lib\snort dynamicengine\sf engine.dll

Pucynok 15 — HcnipaBiieHHbIe yTH K SAPY MPOTPaMMbl U THHAMUYECKUM IPABUIIAM

Eite ogHMM IyHKTOM MOATOTOBKH KOH(MHUI'YPAIIMOHHOTO (aiiia sBiIsSeTCs HC-
IpaBJIEHUE MyTH K KaXKIOMY OTIACIbHOMY (haily MpaBHII, HUCIOIB3YIOIIMXCS IPO-
rpaMMOM.

[TpuunHa, MO KOTOPOH 3Ta HEOOXOAMMOCTHh BO3HHKIIA TAKXKE 3aKIFOYAETCS B
TOM, YTO MEPBOHAYAIBHON OIMEPAIMOHHOW CHUCTEMOM MOATOTOBICHHON K paboTe ¢
IPOrpaMMOii IBIIIETCS HE ornepanronHas cucrema Windows.

B cBs3u ¢ 3TMM HaM HEOOXOAMMO B KaKIOW CTPOKE MyTH 3aMCHHTH CHMBOII
«/» Ha cuMBOI «\», UIT TOrO YTO OBI MPOrpaMMa KOPPEKTHO BOCIPOM3BOIWIA ITYTh

JUTSL KaXKI0T0 KOHKPETHOTO (haiiia mpasui (Pucynku 16, 17).
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[&f casnortietc\snort.conf - Notepad-++ — a X

+
<
x

aiin [Opaska Monck Bwa Koampoekw Cuntakcucsr Onumn  Wecrpymentsl  Makpoce  3anyck  Mnarmper  Beonggn 2
o B9 2 B &) |8 Bg| % x| L1 EREDRa® | ® ]
Hsnun.comml

4 Step #7: Customize your rule set
4 For more information, ses Snort Manual, Writing Snort Rules
#

4 NOT

in this conf file

1 categories are snabled

4 site specific rules
include SRULE_PATH/local.rules

include SRULE FATE/app-destect.rules
include $RULE_PATH/attack-responses.rules
include $RULE_PATH/backdoor.rules

include $RULE_PATH/bad-traffic.rules
include $RULE_PATH/blacklist.rules
include SRULE FATH/botnet-cnc.rules
include $RULE_PATH/browser-chrome.rules
include $RULE_PATH/browser-firefox.rules
include $RULE_PATH/browser-ie.rules
include $RULE_PATH/browser—other.rules
include $RULE_PATH/browser-plugins.rules
include $RULE_PATH/browser-webkit.rules
include $RULE_PATH/chat.rules

include $RULE_PATH/content-replace.rules
include $RULE_PATH/ddos.rules

include SRULE_PATH/dns.rules

include SRULE_PATH/dos.rules

include $RULE_PATH/experimental.rules
include $RULE_PATH/exploit-kit.rules
include SRULE_PATH/exploit.rules

include $RULE_PATH/file-executable.rules
include $RULE_PATH/file-flash.rules
include $RULE_PATH/file-identify.rules
571 include SRULE_PATE/file-image.rules v

Nermal text file length: 26798 lines: 630 Ln:538 Col:52 Pos:21366 Unix (LF) UTF-8 INS

Pucynok 16 — 3nauanbHbIi BUJ KOHPUTYpallMOHHOTO (aiina

(&’ casnortietcisnort.conf - Notepade - X
@ain Mpaska Mowck Bua Koawpoekw Cuemaccace Onumi  MWcrpywestsi Mekpocsr 3anyek Mnarmwel Benaa + v ox

Fy=] B8 I [ | ® x| E EGER=® @ 2]
[ snott.conf £3 ‘

# site specific rules

include $RULE PATH\local.rules

include $RULE_PATH\app-detect.rules
include SRULE_PATH\attack-responses.rules
include SRULE_PATH\backdoor.rules
1include $RULE_PATE\bad-traffic.rules
include SRULE_PATH\blacklist.rules
include $RULE PATH\botaet-cac.rules
include SRULE_PATE\brouser-chrome.rules
include $RULE PATH\browser-firefox.rules
include SRULE_PATH\browser-ie.rules
include $RULE_PATH\browser-other.rules
include SRULE_PATH\browser-plugins.rules
include SRULE PATH\browser-webkit.rules
1include $RULE_PATH\chat.rules

include SRULE_PATH\content-replace.rules
1include $RULE_PATH\ddos.rules

include SRULE_PATH\ans.rules

include $RULE PATH\dos.rules

include SRULE_PATH\experimental.rules
include $RULE PATH\exploit-kit.rules
include SRULE_PATE\exploit.rules
include $RULE_PATH\file-executable.rules
include SRULE_PATH\file-flash.rules
include SRULE PATH\file-identify.rules
1include $RULE_PATH\file-image.rules
include SRULE_PATH\file-java.rules
include $RULE PATH\file-multimedia.rules
include SRULE_PATE\file-office.rules
include SRULE_PATH\file-other.rules
include SRULE_PATH\file-pdf.rules
include $RULE_PATH\finger.rules

include SRULE_PATH\ftp.rules

include SRULE PATH\icmp-infs.rules
1include $RULE_PATH\icmp.rules .

Properties file length:30613 lines: 717 Ln:531 Coli1 Pos:23572 Unix (LF) UTF-8 INS

Pucynox 17 — McnipaBieHHbIM KOHPUTYPAITUOHHBIN (haiii

[TocnenHuM MyHKTOM HW3MEHEHWH KOHGUTypanmoHHOro ¢aitna Oyaer ycra-
HOBKa ajpecoB ceteit (Pucynok 18), koTopslie mporpamMma OyaeT CYMTaTh BHYTPEH-
HUMU U BHEITHUMH. [ ympoleHus mpoBeAeHUsI TECTOBBIX pa0dO0T yKaKeM Juara-
30HOM aJ[pECOB JIOMAIIHEN CETH MOJCETh BUPTYAJbHOTO cepBepa. AJpecaMy BHEI-

Hel ceTu OyAyT CUMTAThCS BCE APYTrUe ajpeca, HE BXOAIIYIO B ATY CETb.
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i # Setup the network addresses you are protecting

hE ipvar HOME NET 172.23.79.207/20

<47 # Set up the external network addresses. Leave as "any" in most situations
48 ipvar EXTERNAL NET !SHOME NET

Pucynok 18 — Ykazanue auamna3oHa ajipecoB JJisi BHYTPEHHEH U BHEUTHUX CeTel

Ha stom paboty ¢ KOHPUTYpanrOHHBIM (aiijIoM MOXKHO CUHTATh 3aKOHYCH-
HOM, UTOTOBBIN BUJ KOH(PUTypallMOHHOTO (haiiia MPUBEAEH B IPUWIOKEHUN A.

Craenyronium sTanoM OyeT ycTaHOBKa MpaBUil Juid mporpammbl Snort. daiims
MpaBWJI TaKXKe€ HAxXOMSITCA B CBOOOJHOM JOCTyINe Ha caiite paspadoruuka. [locne
CKauMBaHMs apxuBa ¢ ¢aiiamMu ImpaBuil TpeOyeTcss pa3MECTUTh UX, COIVIACHO yKa-
3aHHBIM paHee B KOH(pUrypauuoHHoM ¢aiine nytsam. [IpaBuia npencrasiser cooon
¢aiin, B MMEHU KOTOPOIrO 3alMcaHa KpaTkas MH(poOpMauus O TOM, K KaKOMYy BHUIY
B3aMMOJIEUCTBUI OTHOCHUTCS JAHHOE MPaBUJIO, BCE (pailyibl UMEIOT pacIIMpPEHUE BUIA
ules. ®aiinel npaBun (Pucynok 19) comepikar BHYTpH ONKMCAHWE COOBITHN WIIH BH-

J0B TpaduKa, KOTOphIE TOKHBI OBITH 00paboTaHbl KaK yrpo3a.

[ cASnort\rules\app-detect.rules - Notepad-+ - X
®aiin Opsska Momck Bua Koanposen Cwrmakcucs: Onuwnn  Mecrpymenmer Makpoce 3anyer  Maarwmer Brnaaxn 2 + v X

s 2B (5] |88 % | % x| [ = EoRc®® Lz

B snot corf 3 [ app-detect ules 1 ‘

Copyright 2001-2023 Sourcefirs, Inc. ALL Rights Reserved. ~

This file contains (i) proprietary rules that were created, tested and certified by
Sourcefire, Inc. (the "VRT Certified Rules") that are distributed under the VRT
Certified Rules License Agreement (v 2.0), and (ii) rules that were created by
Sourcefire and other third parties (the "GPL Rules") that are distributed under the
GNU General Public License (GPL), ¥2.

The VRT Certified Rules are owned by Sourcefire, Inc. The GPL Rules were created
by Sourcefire and other third parties. The GPL Rules created by Sourcefire are
owned by Sourcefire, Inc., and the GPL Rules not created by Sourcefirs are owned by
their respective creators. Please see http://www.snort.org/snort/snort-team/ for a
list of third party owners and their respective copyrights.

In order to determine what rules are VRT Certified Rules or GPL Rules, please refer
to the VRT Certified Rules License Agreement (v2.0).

v
¥

£200] (msg:"APP-DETECT GoToMyPC remote control attempt”; flowito_server,established; content:"jedi"; nocase; content:”
LPP-DETECT remote desktop protocol attempted administrator connection request”; flow:to_server,established; conte
55 23945 (msg:"APP-DETECT Data Rescue IDA Pro startup license check attempt”; flowito_server; dsize:40; content:"IDA|00 01 00 00
EXTERNAL NET any (msg:"APP-DETECT Quagga password challenge detected”: flow:to_client,established; content:"Hello, this is Quagga
AL_NET SHTTP_PORTS (msg:"APP-DETECT HITFTunnel proxy outbound connection detected”; flowite server,established; content: "/index.html?c
:"APP-DETECT Intel AMT DHCP boot request detected”; flow:to_server; content:"|0l 01 06|"; depth:3; content:"|37 09 06 03 01 OF 42 43 OD 2
HTTP_SERVERS SHITE_PORTS (msg:"APE-DETECT OpenVAS Scanncr User-Agent attempun; flow:to_server,established; content:"OpenVAS"; fast_patte
.1 SHITP_PORTS (msg:"APP-DETECT Bloomberg web crawler outbound connection™; flow:to_server,established; content:"User-Agent: BLP
EXTERNAL NET HOME NET SHTTP_PORTS (msg:"APP-DETECT Jenkins Groovy script access through script console actempt"; flow:to_server,established; content:
CME_NET any P-DETECT Hola VEN startup attempt”; flowito_server,established; content:"/be_client_cgi/perz?browser="; fas
223] (msg:"RPP-DETECT Hola VEN cunnel keep alive"; flow:to_server,established; content:"/hola trigger?ping
,22223] (msg:"APP-DETECT Hola VEN non-http port ping”; flowite server,established; conten!
SETTP_PORTS (msg:"APP-DETECT Hola VBN X-Hola-Version header attempt”; flow:to_server,established; content:™
any (msg: "APP-DETECT Hola VEN X-Hola-Version header neastandard port attempt”; flow:to_sezver,established;

PP-DETECT Hola VPN startup Etten‘pt”, flow:to_server, establls'\ed content:"/www/hola/pub/
PP-DETECT Hola VPN startup attempt”; flow:to_server,established; content:"/access/popular”;
H PP-DETECT Hola VPN installation atten‘pt”; flnw:tn_server,Establisned: content:"User-Agent: I
SHEITE_PORTS (msg:"APE-DETECT Hola VBN installation attempt"; flow:to_server,established; content:"User-Agent:

alert udp ME_NET any -> any 53 (msg:"APP-DETECT 12P DNS request attempt”: flow:to_server; byte test:l, content:"|03|b32]03|12p|00|"; fast pattern:only; met
alert udp SEXTERNAL NET 53 —> any any (msg:"APP-DETECT Your-Freedom DNS tunneling query response attempt"; f£1 o_client; byte_test:l,!s,0x01,2; content:"|03|s"; nocas
alert udp $HOME NET any -> any 53 (msg:"APP-DETECT Your-Freedom DNS tunneling query attempt”; flow:ito server; byte test:l,!s,0xFg,2; content:"|03|s"; nocase; content:"
alert tep EXTERNAL NET SHEITE_PORTS (msg:"APE-DETECT TeamViewsr remote administration tool owchound connection attempt"; flow:to_server,established; oc

alert tcp SHOME NET any -> $
alert tep SEXTERNAL NET any
alert udp any any -> 255.2

lert tep $HOME NET [2601:
alert
alert v
alerc
alert
alerc
alert
alerc
alert
alerc
alert
alert
alert
alerc 5
alerc EXTERNAL NET

RNAL NET [80,443
HOME_NET 3389 (m

»E
[
=
r
5]

content:

alert TERNAL NET any (msg:"APP-DETECT I2F traffic transmission attempt”; flow:to_ssrver,established; content:"Host:"; content:".i2p|0D OA|"; wit

45 alerc HOME_NET any (msg:"APB-DETECT I2P UPNP query attempt"; flow:to server, established; content:"/upnphost/udhisapi.dll?content"; fast_pattern:cv
< >
Normal text file length : 67526 lines: 184 Ln:19 Col:19 Pos:1022 Unix (LF) UTF-8 INS

Pucynok 19 — CrannapTthsiii BUJ (aiisia mpaBui 1€TEKTUPYIOUIETO BPEIOHOCHBIE HIIH

KOMIIPOMCTHUPOBAHHBIC IIPHUIIOKCHU A
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[IpousBens Bce BBILIEONUCAHHBIE ACHCTBUS HEOOXOIMMO IPOU3BECTH TECT
IpOrpamMMbl Ha HaJIW4YKE OMMOOK B MPOU3BEAEHHBIX AelcTBUAX. [ aTOoro HeoOxo-
IMMO 3aIlyCTHTh KOMaHIHYIO CTPOKY orepanuoHHoi cucrembl Windows, mpu momo-
A KOMaHJbl «Cd» M3MEHUTH pabodyro TUPEKTOPUIO Ha AUPEKTOPHIO MCIOTHICMBIX

daiinos nporpammel Snort (Pucynok 20).

BE C:\Windows\system32icmd.exe — O b

d snort/bin

C:\Snort\bin>_

Pucynok 20 — [lepememienre B pabouyro JUPEKTOPHIO

VYnpaBnenue TpUIIOKEHUEM SNOIt OocymiecTBIsSETCS MPU TOMOIIM 3arycKa
MIPUJIOKEHHS YEPE3 KOHCOJb IIPU MOMOIIM KOHTPOJBHBIX KiIrouen. IlepBocTenenHon
3ajlayeil OyJIeT YCTaHOBJIEHHE HEOO0XOJUMOTo MOPSIKOBOTO HOMEpPa CETEBOIrO
YCTPOMCTBA, 4Yepe3 KOTopoe OyAeT MPOUCXOAUThH OOMEH JTaHHBIMU BUPTYaJIBHOTO
cepBepa C BHEIIHEH CeThl0. 3alyCTUM MPHIOKEHHE ¢ KIIIoUoM «—W» 1J1 IpocMOoTpa
JOCTYITHBIX ceTeBbIX HHTEpdeticoB (Pucynok 21).

Hcxons u3 naHHBIX, MPETOCTABICHHBIX HAM IMPOTPAMMOM, JEIaeM BBIBOJ O
TOM, YTO HEOOXOUMBIH ISl HAIMX 3a7a4 HHTepdeiic pacmonaraercs o1 HHISKCOM
4, 3apukcupyeM 3TOT pe3ysbTaT, OH MOTPeOyeTCss HaM B JaJIbHEHIIIEM.

Y6enaumcsi, 4TO BCE IEUCTBUSI, BBHITIOJIHEHHBIC HAMU paHee KOPPEKTHBI, U MPO-
rpaMma 3amycTurcs 06e3 omuOok. JIJis 3TOro 3amycTuM Mporpammy C KiIo4doMm —I

(Pucynok 22), yto nepeBeAeT €€ B PeKUM CaMOTECTHMPOBAHUSA, TAKKE HEOOXOAUMO
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Oyzaer ykaszaTh myTh K KOH(pUryparmoHHomy (aiinmy u uHaekc unrepdeiica, ¢ KOTo-

pPBIM IIpOrpaMMe IPECTOUT padoTaTh.

BN C\Windows\system32icmd.exe

Pucynok 21

disabled

disabled

0060 : 0006 : 608

[ /v . snort.
affiliates.

420B-0AEB-4EFBDFA74B75}
9-BOD94237664D}
65E66B4}
\NPF_{F3E618D8-218C

: 0B : BOB0: 6000 : 6000 : 0008 \De

Miniport (N

Miniport (IP|

I Miniport (IP

— Pe3ynbTat 3amycka nporpammsl Snort ¢ kiouom —\W

BN C\Windows\system32icmd.exe

_POP Vers

“MODBUS  Ver
_ Version :
GTP Version 1.

_FTPTELNET
DNS Versi

:Build
<Build
Build 1>

Version 1.
Build 4>
<Build 1
<Build 3

Pucynox 22 — [Iporpammuoe coodiienre 06 yCrenHoM TeCTUPOBAHUHT

KoH(pHrypamnmu
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Hanee co3maguM OpaBWIO, JJIA MPOBEPKUM KOPPEKTHOCTH B3aMMOACHCTBUS
nporpaMMbl SNOIt ¢ cereBoi kaprtoil. Jlns sToro B kartanore c (aimamu MpaBHil

HeoOxoaumo HaiiTu (daiin Local.rules (Pucynok 23) u 100aBUTh B HETO CJIEIYIOIIHE

rmapaMeTphl:
T T

1 # Copvright 2001-2023 Sourcefire, Inc. RAll Rights Resexrwved.

2 i

3 # This file contains (i) proprietary rules that were created, tested and certified by
4 # Sourcefire, Inc. (the "VRT Certified Rules") that are distributed under the VRT

5 # Certified Rules License Agreement (v 2.0), and (ii) rules that were created by

5 # Sourcefire and other third parties (the "GPL Rules") that are distributed under the
T # GNU General Public License (GPL), v2.

#
# The VRT Certified Rules are owned by Sourcefire, Inc. The GPL Rules were created

1 # by Sourcefire and other third parties. The GPL Rules created by Sourcefire are
11 # owned by Sourcefire, Inc., and the GPL Rules not created by Sourcefire are owned by
12 # their respective creators. Please see http://wWwWW.snort.org/snort/snort-team/ for a
1 # list of third party owners and their respective copyrights.
15 #
117 # In order to determine what rules are VRT Certified Rules or GPL Rules, please refer
1 # to the VRT Certified Rules License Agreement (v2.0).
17 #
1 oo
1 # LOCAL RULES
2 -
22 alert icmp any any -> any any (msg:"Testing ICMP"; sid:1000001)
23 alert tcp any any -» any any (msg:"Testing TCP"; sid:1000002)
24 alert udp any any -»> any any (msg:"Testing UDP"; sid:1000003)

Pucynok 23 — Co3ganue TecTOBOro npasuia

OmnucaB npaBuIio, 3aIlyCTUM MPOTPaMMy B pabodeM PEKUME , C BBIBOJOM OTIO-
BEILICHUI B KOHCOJIb JJII HEMOCPEACTBEHHOTO KOHTPOJSI MPOUCXOASIINX COOBITHIMA
(Pucynok 24). Ilociie BBITTOJHEHUSI KOMaHIbI OTKPOEM €Ill¢ OJHO OKHO KOMaHIHOMN
CTpOKH omeparoHHoi cucrema WINdows, B KOTOPOM BBITOJHUM KoMauay Ping Ha

IPOU3BOJIbHBIN JOCTYynHBIN |P-anpec.

BN C:\Windows\system32\cmd.exe - snort -i 4 -c c\snort\etcisnort.conf -4 console - O x

Pucynok 24 — OT4eT nporpaMMbl O pETUCTPUPYEMBIX COOBITHUSIX
29



3aBepmiaem paboTy mporpamMmbl. CHEIyIONUM ATaroM TECTUPOBAHUS CTaHET
IpoBepKa Ha JOCTYMHOCTh U co3AaHue Jor-(aiia. s 3Toro moBTOpUM Ipeabiay-
HIyI0 KOMaHJy, 100aBUB yKa3aHUE MporpamMme cojeprkaiiee B cede KIto4U 3alucy B
daiin u ykazanue myTH K ¢aiiny. Jlamee moBTOPHO OTKPOEM eIie OJHO OKHO KOMaH -
HOU CTPOKHM omeparmonHoi cucrema Windows B KOTOPOM BBIIOJHUM KoMaHAy Ping
Ha MPOU3BOJBHBIN qocTymnHbId |IP-agpec. [1o okoHYaHUIO TECTOBOIrO 3alycKa PeKo-

MEHIYETCS TIPOBEPHUTH JOCTYITHOCTH TOJIYyYeHHOTO Jor-daitia (Pucynok 25).

ERRERNT - o x
El - e o o
Bupesats - 5 OTkpHTs BugenuTn Bce
Y H w enuTh e
%l CKONUPOBATH MYTE J - ¥ UsmeruTs CHaT BhigeneHIe
3akpenuTs Ha naHeU Konupoeats BerasuTs Mepemectute KonuposaTs  YAanuTh Mepeumerosats  Hosan Csoiicrea
ey ] BerasuTs apasik 5 Z > T - lg>Kyphan OBpaTUTS BHAENEHIE
Byep obmeHa ¥nopagouuTe Cozpate OtrpeiTe BrgeniTs
« v > 30T komnetoTep > Jlokanskbif anck (C) > Snort > log v O Mouck: log
Vs [Jata wsmerenia Tun Pazmep
7 BeicTpeiii goctyn
= snortlog 09.05.2023 16:32 TexcToBbiil AOKYM... 1KB
doc
rules
@ OneDrive
[ 3rot komnstaTep
¥ Cems

Pucynox 25 — Jlor-daiin co3nannbiii mporpamMmoii Snort

I/ICXOI[SI M3 BCCX IIOJYYCHHBIX HAMM JAaHHBIX, 4 TAKIKC IIPOU3BCIACHHBIX TCCTO-
BBIX 3aI1YCKOB, CACJIACM BBIBOJA O TOM, YTO CHUCTCMa YCTAHOBJICHA, HACTPOCHA U I'OTO-

Ba K pabore.

2.4 UtoroBblii BH MpeaiaraeMoii CHCTEMbI

[Tocne 3aBepiieHUsT BCEX MOATOTOBUTEIBHBIX IMPOIECCOB OIMMUIIEM HTOTOBYIO
apXMTEKTYpPy CHCTEMBI M IMIPHUHIUI paboThl. Ha 3amyIiieHHOM BUPTYalbHOM CEPBEDE,
pa3BEpHYTOM TIpU MOMOIIK THIepBU3opa Hyper-v, ycraHoBieHa orepanuoHHas CH-
crema Windows 10. YcraHoBieHO mporpaMMmHOe oOecriedeHne SNOrt, B3anmoei-

CTBYIOIIIEE C BUPTYaJIbHOM ceTeBOi kapToil mpu nomoiu 6udauorexku Npcap. Cpen-
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crBamu Docker pa3zBepHyTO BCIIOMOTATENBHOE MPHIIOKEHUE SNOIPY Ui TeHepaluu
mpaBuiI SNort.

CereBoii Tpaduk, MPOXOASIINIA Yepe3 BUPTYATbHYIO CETEBYIO KapTy, 3aXBaThl-
BaeTcsi bubnmorekoit 3axBata Npcap, oubnuoreka Npcap mepemaer Tpapuk B U3Ha-
YaJIbHOM BHJI€ TPOrpaMMHOMY obOecrieueHruo SNort juist ananusa.

[lepBuuHBIi aHamU3 TpaduKa BHIMOIHAETCS MPENPOIECCOPAMU TPOTPAMMHOTO
oOecrniedyeHus SNOIt, BTOPUUHBIN aHanu3, OoJjiee MPOJBUHYTHIN, MPOUCXOIUT MPHU HC-
TI0JIb30BAHUH TIPABUII, ONTMCAHHBIX B rUles-gaiinax.

[Tpu HEOOXOAMMOCTH YCTAHOBKH JOMOJHUTENBHBIX (PailyIoB MPaBMII UCTIONb3Y-
eTCs JIOKAJIbHO pa3BepHyTas BeO-hopma SNOrpy. ApXUTEKTypHAs cxeMa Ipe/ICTaB-
JieHa HIKE Ha pUcyHke 26.

JIns KOppeKTHOro pabOThl CUCTEMBI B pealbHON CceTeBOM HHOpACTPYKType

HeoOxoauMa pabouas cTaHIUs JTUO0 cepBep, ¢ MOAAePK KO runepuzopa Hyper-V.

External_net

Home_net

N

Snort

Pre-
processor

Docker-container

o

BHelwHun CeTeBon :>
Tpadpuk CeteBoe

coeauHeHne

Pucynok 26 — ApxuTekTypHasi cxema CUCTEMBbI

B pa3pbiB ceTu, NOAKIIOYEHHON K MOTPAaHUYHOMY KOMMYTATOpPY, YCTaHABIIU-
BaETCs CETEBOM CIUTUTTEP, KOTOPBIA AyONHpyeT Bech Tpapuk Ha ceTeBOM HHTEepdeiic

MPEICTABJICHHON CHCTEMBI.
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Cxema NoJKIIOYEHHUS MPEJICTaBIeHa HA PUCYHKE 27.

I
LoOOl——m00-/\
o vrlyy)
e - O
ABGOHEHTbI CeTb Doctyna CnnutTep MapLupyTu3aTtop
3epKanupoBaHue
Tpadwmra
10010 | :
01010 3
g101n H
Q i ...... A
Pa6oyee MecTo AHanusatop
coTpyaHuKa Ub

PI/IcyHOK 27 — Cxema MOAKIIIOYCHUA CUCTEMbBI K CCTMCHTY CCTU
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3 Onucanue (GYHKIMOHUPOBAHHUSI M OCHOBHBbIE AJTOPUTMbI aHAJIU3A

C031aBaeMOM CHCTEMBI

3.1 Onucanue GyHKIMOHUPOBAHHUA SNOIt

OcHOBOW (YHKITMOHUPOBAHKS TPOTPAMMHOTO oOecmedeHus: SNOrt ssisieTcs
paboTa ¢ MpeaBapUTENbHO 33JaHHBIMU I1A0JOHAMHU BpPEIOHOCHOrO Tpaduka, ITH
111a0JIOHBI Ha3bIBatoTCs TpaBuiaMu (rules). I[paBuiia MO3BOJISIFOT ONPEACTUTh KaKOH
TUT TpapuKa PETUCTPUPYEMOTO ITPOTPAMMOM SIBISETCS BPEIOHOCHBIM, a KaKoi 0e3-
OIAaCeH U HE HECEeT yrpo3bl cucteMe. B HEKOTOPOM CMBICIIE 3TOT MPUHIIMI HATIOMHU-
HaeT paboTy COBPEMEHHBIX aHTUBUPYCHBIX ITPOTPaMM, KOTOPBIE pabOTArOT, ONUPAsCh
Ha 0a3bl HHPOPMAIIUK O BUPYCAX, M TEM CAMBIM PETHCTPUPYIOT UX CUTHATYPHI.

Takum xe 00pa3oM, Kak U aHTUBUPYCHBIE TTPOTPAMMBbI, IPOrPaMMHOE oOecIie-
yeHue SNort HeoOXOAMMO PETYISIPHO OOHOBIISATS.

W3 BhIlIENIEpEYUCIIEHHOTO MOXKHO CJiejaTh BBIBOJ O TOM, YTO MPOTPAMMHOE
oOecrieueHue SNort o6sagaer ys;3BUMOCTBIO TIEpe]l BCEMH HOBBIMU TUIIAMHU aTak, HE
M3BECTHBIMH pa3pabOTUYMKy U OOIIMPHON TpyIIe Moab30oBaTenei Snort.

[TockonpKy mporpaMmHoe obecrniedeHre SNOrt pacmpocTpaHsieTcss Ha 6ase Jiu-
nensun GPLV2 [2], Texymmii 6a30BbIN MakeT MpaBHi s SNOIt sBisieT coO00H KOM-
MUJISIUIO BCEX CO3JIaHHBIX MOJIB30BATENSIMUA U Pa3padOTUYNKAMH TTPaBUJI, JOCTYITHBIX
B OTKpBITOM jocTyrne. CIUCOK MpaBUil PETYISIPHO MOMOJIHIETCS KaK MOJIb30BaTes-
MU, Tak U pazpadotunkoM. [lonp3oBaTenbCKue MpaBuUiia MPOXOIAT MPOBEPKY pas3pa-
OOTYMKOM, MPEXK/IE YeM IMOTAJAI0T HA CAalT B CITUCOK PEKOMEHIYEMBbIX.

[IpaBuna mporpamMMHOTo obOecmiedeHHss SNOIt MMEIT JOCTaTOYHO MPOCTOM

cunTakcuc (Pucynok 28), onuiinem ero Huxe.

<action> <protocol> <first host> <first port> <direction> <second host> <second
port> (<rule options>;)

Pucynok 28 — CuHTakcuc npaBuia
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— mapameTtp «action» — geiicTBue, NPEANMUCAHHOE K UCIIOJIHEHUIO MpH cpada-
ThIBaHUU TipaBwia. [Ipumepamu neiictBuii MoryT ObITh neiictBus alert wim log, nep-
BOC BO3BpalllaeT CUTHAJI TPEBOTH, KaK ATO YKa3aHO B HACTPOWKAaX MPOTPAMMHOIO
obecniedeHus SNOrt, BTopoe 3amuchiBaeT coobiThe B 10g-daii;

— mapameTp «pProtocol» — ykassiBaeT ¢ KakMM MPOTOKOJIOM OyJIeT B3aMMOJICH-
CTBOBATh MPABUIIO, OCHOBHBIC MPOTOKOJIBI, UCTIONB3YIONINECS MPH HAITUCAHUH TIpa-
w1 3to TCP, UDP, IP u ICMP;

— nmapametpsl «first host» u «second hosty — ykaseiBaroT Ha agpeca oOpadaThl-
BaeMbIC MPABUIIOM, 3TO MOTYT OBITh KaK KOHKPETHBIC aJpeca B CETH, TaK M MOJCETH
win nepemennsie SEXTERNAL _NET wmm $HOME _NET ortBeuaromue 3a BHeI-
HIOIO ¥ BHYTPEHHIOIO CETh COOTBETCTBEHHO;

— mapametpsl «first porty m» second port» — yka3piBaroT Ha MOPTHI, 00padATHI-
BaeMbI€ TPABUIIOM;

— mapameTtp «direction» — oTpaxkaeT HampaBJieHHE ABIXKCHUS Tpadduka, 000-
3HAYACTCS CUMBOJIAMU «->»HUITU «<-»;

— mapametp «rule optionsy — xpaHut B cebe koMMeHTapuii u Sid-Homep coObI-
THSI, BBI3BIBAEMOTO IpaBmiioM. [lapaMeTp co3an B OCHOBHOM JJisi 00JIeTYeH s pabo-
ThI TOJIL30BATENS MPOrpaMMHOT0 obecrieuenus Snort. Hampumep, mo Sid-Homepy
BO3MOXKHO OCYILECTBIICHHE TIOUCKa 1o 10g-daiiny, Ui BBISIBICHHS KOHKPETHBIX CO-
OBITHI 32 BpeMsl HAOJTIOJICHUS.

[TpumMepoM rOTOBOTO TECTOBOTO MPABUIIA MOXKET BBICTYIATh CIEAYIOIIEE BhI-
paxxenue: «alert icmp any any -> 192.168.1.1 any (msg: «ping»;)». DTO IpPaBHIIO
oxugaer ICMP-naker ¢ nr060ro y3mia, HampaBieHHble Ha agpec 192.168.1.1, u npu
TOSIBJICHAH TaKOTO TAKETa OTIIPABIISIET COOOIIEHUE O TOM, YTO HAa YKa3aHHBIN alipec
nocrynaer Ping-3ampoc. bosee cioxHble MpaBwiia MOTYT COJIEp)KaTh MEPEMEHHEBIE,
KaK HalpuMep AUAna30HbI IP-apecoB I BHEITHEH WM BHYTPEHHEH CETH.

Kpome mpaBun mporpammuoe obecriedeHue SNOrt mMo3BONSIET HACTPaWBaTh
MPEANPOIIECCOPBI, KOTOPbIE CKaHUPYIOT Tpad (UK 10 TOTO Kak HauMHaeTcs: 00pabdoT-
ka npaBuil. OCHOBHAs 3ajja4a mperpoieccopa — padoTa ¢ OOBIYHBIM HITH U3BECTHBIM

tpaddukoM, HampuMep CKaHWPOBAHUE TOPTOB WM PINQ-TIAKEThI, KOTOPHIE MOTYT
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CHUXKAaTh CKOPOCTh 00pabOTKM Yepe3 OOBIUHBIE MPaBHiia, KOTOPhIE TPEOYIOT OOJIbIIe
peCypcoB.

daiin Snort.conf mpezacrabiser coOol KOH(PHUIypallMOHHBIN (aiia, KOTOPBIH
OTKCHIBACT MYTHU AJISl TUPEKTOPUH C MpaBUiIaMH, TyTH (PailioB MPEnpoIeccopos, 3a-
JTaeT TIepeMEeHHbIEC OTBEYArOIUe 32 0003HaYE€HNE BHYTPEHHEHN 1 BHEIIIHEH CETH.

OcHOBOI B3aMMOJEHUCTBUS C MPOTrpaMMHBIM oOecriedeHueM Snort sBisieTcs
KOMaHJHasi CTPOKa, B HAIlIeM ciydae — koMmaHaHas ctpoka Windows. Hecmotps nHa
OMIIMH yKa3aHHbIE B KOHGUTYpAIIMOHHOM (haiisie, oMUY 3aIlycKa MPUIIOKEHHS B KO-
MaHJHOM CTPOKE UMEIOT OoJbIIMK TpHOpUTET. II0CKOIBKY OCHOBA B3aMMOJECHCTBUS
C IpOTpamMMOii — KOMaH/Hasl CTPOKa, pa3paboTUrK MPEAOCTaBIsIET HAM BO3MOXKHOCTh
OOIIMPHOr0 HCIIOJIb30BAHUS MPEPUKCOB 3aIlycKa, JUIsl pElIeHUs JOKaJIbHBIX 3aj]ad,
u3MeHeHus (aitna koHpuUrypauuu ik KOTOPBHIX ObUIO Obl M30BITOYHBIM, BBULY,
HaIpuUMep, €IMHO Pa30BOM HEOOXOIUMOCTH UCIIOIHEHHUS KOMaH bl WJIA BBIIIOJHEHUS
npoBepku. [IpuMeps! Takux npepukcos:

— npedukc A — MoxkeT npuHuMarth 3HadeHus: fast, full, console wim none. Fast
npeaHa3HayeHa JUisi ObICTPOro N€HEPUPOBAHMS aJEPTOB. DTOT HapaMeTp PEKOMEH-
JYIOT UCTIOJIb30BaTh HE TOJIBKO pa3pabOTUMKH, HO W CIIEIUATIUCTHI B WH(OPMAIIMOH-
HOM Oe3zomacHocTH. Full — camblif MeIeHHBIN c10Cc00, UCTIONB3YyeTCs TPH HE0OXO0-
JTUMOCTH,;

— npedukc b — xypHanupoBarh nakersl B popmare tcpdump. (3To Hambosee
OBICTPBIN U TPOU3BOAUTEIILHBIN BapUAHT);

— nipedukc h — BEIBOIUT SKpaH MOMOIIH;

— npedukc | — 0003Ha"aeT UCTIOJIB3YyEMBIH ISl IPOCTYIIMBaHUS HHTEPGEC;

— npedukc N — otkarouaet Benenue 10g-gaiina.

[Tocne ToOrO, Kak yKa3aHbl 3TH OMIIMH, MOKHO HMCIIOJIH30BAaTh TaK HA3bIBAEMbIC
omuu punsTpoB BPF. 3T0 n0BOSMEHO MHTEpEcHass BO3MOKHOCTD, TIO3BOJISIFOIIAS HC-
KJII0YaTh OINpEAENIEHHbIE XOCTHI JUIsl TOrO, YTOOBl UTHOPUPOBATH MX Tpaduk. ITO
OBICTPBII cI0Cc00, Tak Kak SNOIt mpu 5TOM BOOOIIE HE «BUIUTY MAKETHI, TAK KaK OHU

cOpaceiBatotcs Ha uHTepdeiic BPF.
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[Ipumep MCHOB30BaHUsI KOMAH]Ibl, KOTOpask MO3BOJUT UTHOPUPOBATh BCE Ia-
ketbl oT IP-ampeca 127.0.0.1: «snort <ommmu KoMaHIHOHM cTpokm> not host
127.0.0.1».

[Ipumep komaHAbI, MO3BOJSIONICH uUrHOpHpoBaTh Bech ICMP  Tpaduk:
«snort<ommmu_KoMmaHmaHoi ctpoku> nhot ( (icmp[0] = 8 or icmp[0] = 0)

and host )" '».

3.2 I'enepaTop npaBuj SNOrpy

['eneparop mpaBui ajig mporpaMMmHoro odecriedueHus SNOrt mpuszBaH o0er-
YUTHh pabOTy MO CO3aHUIO MEPCOHATBHBIX MpaBwI. ['eHepatop mpaBui SNOrpy pac-
npoctpansiercs o juneH3nu GNU General Public License v2.0 u npexncrasmisier co-
ool BeO-popmy (Pucynok 29), kotopasi aBTOMaTHYECKH T€HEPHUPYET NpaBuiIa s
nporpammHoro obecredenus Snort. Be6-dhopma moctymHa Ha ceiite paspaboTymka
npuioxeHus, 1100 B kauectBe docker — konTeitHepa. Pa3zsepuys docker-konreitnep,
M0JIb30BATENIb MOJYYUT JIOKAIBHYIO BEpPCHIO BeO-(DOpPMBI, TOCTYIHYIO, HAIpUMED,

IIPU OTKJIFOYEHHUH OT riao0anbHOM cetn MHTEepHeT.

alert v|| icmp v ‘ |an'_-,' » |-:,i!: ”: num |

|pirg ” lass-Type ||Pri0rt}' A Hgli: |

| ICMP TYPE v I |

|icmP cope v| |

|Data Size v| | |

Reference A | | |

|T1|’esm|d Tracking Type VHTRK BY V||C-:JT.= ||-Ee::::nr::« |

alert icmp any any -> 192.168.1.1 any ( msg:"ping"; )

Pucynoxk 29 — Be6-popma Snorpy
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Snpom mpoekra BBICTYIIAeT KOJ, MCIIOJHEHHBIN Ha SA3BIKE IPOTrPaMMHUPOBAHUS

JavaScript, Be6-popma ormcana nmpu momorm HTML.,

3.3 bubauoreka 3axBara nmakeroB Npcap

bubnnoreka 3axBara makeTtoB Npcap — 3T0 OMOIMOTEKa 3aXBaTa M OTIPABKU
MakeToB MmpoekTa Nmap, I ceMelcTBa onepannoHHbIX cucteM Windows, oHa pea-
mu3yeT oTKphIThI APl «Pcap» ¢ ncnonp30BaHrEM MOJIB30BATEIHLCKOTO IpaiiBepa siI-
pa Windows. DTo mo3BosisieT mporpaMMHOMY obecrieueHnto Windows 3axBaThIBaTh
HeoOpaboTaHHBIN ceTeBOM Tpaduk (BKIIOYas OECIPOBOAHBIC CETH, MPOBOJIHYIO CETh
Ethernet, nokanbHbiii Tpaduk 1 MHOTHE VPN), a Takxke 1mo3BOJIsSET OTIPABIIATh HEOO-
paboraHHble makeThl. Nmap — cokpaienue ot «Network Mapper», Hanbonee kop-
PEKTHBIM TEPEBOJAOM 3TOT0 BBIpaKE€HUS OyneT cioBocoueraHue «CeTeBoW KapTo-
rpad», yTo Hanboee MPaBHIBHO OTPA3HUT CYTh PaOOTHI TaHHOW mporpamMmbl. DyHK-
nuoHan Npcap oOmupeH, mpuMepamMu JIEHCTBUM BBITIOJIHAEMBIX MPO oMol Npcap
MOTYT OBbITh:

— 3aXBaT HEOOPAOOTAaHHBIX MTAKETOB,;

— (bunbTpaIus NakeToB Mepe OTIPABKON COTTIACHO 3aJaHHBIM MPaBUIIAM;

— TIepeiaya UCXOJHBIX TaHHBIX B CETH;

— cOop uHGOPMAITUH O CETEBOM TpaduKe.

B nannoit pabore 6mubnmoTeka 3axBata maketoB NpCcap mo3BojsieT mporpaMm-
HOMY o0OecreueHuI0 SNOrt B3auMo/IeiiCTBOBATh C CETEBBIMH MAaKeTaMU B TOM BHJIE, B
KOTOPOM OHHM MOMAJal0T K 00pabOTUMKY ONEPAIMOHHON CHUCTEMBL. JTa HEOOXOmu-
MOCTb OOYCJIOBJIEHA T€M, YTO OOpa0OTUMK MAKETOB OMEPAIMOHHON CUCTEMBI MOCIE
00pabOTKM CETEBOTO MakeTa 0TOpachiBaeT OOJIBIIYIO YaCTh CIyKeOHOW MHPOopMaluu
3aKytoueHHOM B makete. [IporpammuHomy oOecrieuenuro Snort HeoOXoauma IoJIHAs
uHpOpMaIKs O TIaKeTe, B TOM BHJE, B KOTOPOM OH TOCTYMHJI B PaCHOpsIKEHHUE CH-
CTEMBI. DTO HEOOXOUMO JIJIsi CHMYKCHUSI BEPOSATHOCTH OITMOOYHON MHIUKAITUU CHT-

HATYyphI aTaKH, WIK )K€ HA000pOT, CpadaThIBAaHUS JIOKHON TPEBOTH.
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4 TecTUpOBaHUE CUCTEMBI

4.1 O6paboTKa 3TaTOHHBIX (paiiaioB

Jlns mpoBepku pabOThI MpaBUJI MPOrPaMMHOI0 obecriedeHuss SNort HeoOXo -
MO TOJIYYUTh HAOOp STAJOHHBIX (PailyioB. DTaMoOHHBIE (Pailyibl MPEACTABISIOT JaMII
oA03pUTEILHOTO Tpaduka B popmare pcap. Pcap — 6ubimoTreka, npeamecTByoas
oubmmoreke Npcap. HecMoTpst Ha mepexoa Ha HOBYIO BepcHio OMOIMOTeKH (popmar
JAaHHBIX B HEMl coxpaHuics 0e3 U3MEHEHH, 3TO CAENaHO ISl BO3MOKHOCTH COXpa-
HeHus kpoccratdhopMeHHoi 00padoTku. [locne 3arpy3ku nakera 3TaIOHHBIX (aii-
JIOB MX HEOOXOAMMO MPOCKAaHUPOBATH MPOrpaMMHBIM obecrieuenreM Snort. Bocopo-
U3BEJIEM B KOMaHJIHOW CTpPOKe OOpalieHne K mporpaMMHOMY obecriedeHrnio Snort B
creayromeMm Bujae: «Snort -pcap-dir=c:\test -c c:\snort\etc\snort.conf —K ascii -l
c:\snort\log»:

— aprymeHT «-pcap-dir=c:\test» ykaspiBaeT, Kakyr ManKy HEOOXOIUMO IPO-
CKaHUPOBATh, C UCIOJIB30BAHIEM UHCTPYKIIMI OMOIMOTEeKH pcap;

— aprymeHT «-C c:\snort\etc\snort.conf» ykaseiBaer mporpamMmmHOMy obecrieue-
HUIO SNOrt Ha Qaitn koHpUTrypanuu, ¢ KOTOpPbIM OyAeT MPOUCXOJUTh B3aUMOJCH-
CTBHUE;

— apryment «—K ascii» mo3Bossier koauposath l0g-aiin B dopmate ascil,
YIOOHBIM JIJIsl IPOYTEHUS TI0JIb30BATENIEM;

— aprymenT «-| c:\snort\log» yka3pIBaeT myTh K JUPEKTOPHH, B KOTOPOH OYIyT
cosnanbl 10g-daiibl.

Pe3ynbrar nucnomHeHus 3Toil KoMaH eI M300paxeH Ha pucyHkax 30, 31.
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ER Bribparte C:\Windows\system32\cmd.exe - Snort -peap-dir=citest - c\snort\etc\snort.conf -K ascii -1 c\snorti\log — O X

%

. ,J
MMM MMM AT T M T
{1 |

[y Y A A |

=

Pucynox 30 — IIponiecc 00paboTku 3TaqOHHBIX (aiiioB

(e = | log - X
rnaeHas MogennTeca Bua [
DEs - OTkp y
Bripesate HiEneneC e et 3 OTKPHITE ‘_ﬂquean BCE
- W] CKOMWPOEaTE NYTh EJ' — W3MeHuTE CHATE BEIAENEHNE
3aKkpenwTe Ha naHenn Konwposate BoraswTe KONWpoBaTe B MepenmeHosaTe ~ HoBaA CeoicTea o
ELICTPOrO AoCTyNa BcTaBuTh APALIK nanka - ) KypHan - O6paTuTe BeldeneHue
Bydep obmeHa ¥NopajgounTe Co3gate OTEpBITE Bulgenute
e L » 37oT komneroTep * flokaneHeld guck (&) » Snert 5 log » v D Mouck: log
A
Hman [ata u3meHeHnA Tun Pasmep
7 BicTpbIf gocTyn
d 8.43.72.98 Manka c dhaiinamm
oc
12.133.121.224 Manka c daitnamm
rules 13.33.74.129 Manka c daiinanm
share 23.13.154.167 Manka c daiinamm
[ PaBounii cron 23.21.132.210 Manka c dhaiinamm
& OneDrive 23.36.33.160 Manka c daitnamm
23.36.34.146 Manka c daiinanm
[ 3vo1 kounsroTep 23.52.91.27 Manka ¢ paiinamm
23.62.6.32 Manka c daiinamm
| Ookymenol 23.218.50.120 Manka c daitnamm
23.218.54.73 Manka c daiinanm
3 3arpyskn
23.218.55.87 Manka c aiinamu
=/ Mzobpamerua
23.218.76.161 Manka c daitnamm
J’ Myssica 31.13.65.7 Manka c daitnamm
J OBwemHbie obbexT! 31.13.65.36 Manka c daiinanm
[ PaBouwii cton 34,228.89.11 Manka c daiinamm
. Nokansweiii guck ( 34.234.188.117 Manka c daitnamm
36.73.216.11 Manka c daitnamm
i Cere 40.77.228.69 Manka c daiinamm
3 DRAGN1R-PC 40.77.232.95 Manka c dhaiinamm
52.1.226.202 Manka c daitnamm
52.3.86.250 Manka c daiinanm
52.20.118.35 Manka c daiinamm

Pucynok 31 — PesynbpTaT 00pab0oTKH STaJIOHHBIX (pailioB

Pe3ynbraToM 00pabOTKM ATalOHHOTO (aiiina ABISIETCS TpyIa JUPEKTOPUM,

CrpynnupoBaHHbIX MO IP-aapecy, ¢ KoToporo ObUIH 3apeTUCTPUPOBAHBI OOPAIICHUS K
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CHCTeMe — UCTOYHHKY pcap daiina. Kaxmas AupekTopusi COACPKUT B ceOe OJMH UK
oonee log-daiin ¢ pacmupenneM «.ids». JIOMOJHUTENBHO CHUCTEMa CreHEpHpOBaJa
OOIIHiA OTYET coaeprKalinii B cebe 001yr0 HH(POPMAIIUIO O TIPOU3BEICHHOM aHAJIH3eE.
Oo6mmii o0beM (haiina ¢ ykazanuem Tpesor (alerts) cocraBun 36172 crpok. BayTpen-
usist uHdopmanms comepxaiiascs B 10g-¢aiine 3akomuposana B popmare ascii, 4ro
TI03BOJISICT U3BJICUbh UH(POPMALIMIO B YIOOHOM TOJIb30BaTeN0 BUae. O3HAKOMUMCS C

conepkumbiM |0g-daiina, ncronb3ys nmporpammy Notepad++ (Pucynok 32).

[of C:\Snort\laghalert.ids - Notepad-++ -
®ain [Mpaeka [Mowck Bug  Kogwpoekw Cuntakcucel  Onumn WVHorpymedter  Makpocer  3anyck  [Mnarwder  Brenagem 7 +
o = s e &l | | 8 Bg| & x| | = FENERRo=( @ ]

tjdeﬁhsﬁl

1 [*%] [120:3:2] (http_inspect) NO CONTENT-LENGTH OR TRANSFER-ENCODING IN HTTP RESPONSE [**]
2 [Classification: Unknown Traffic] [Priority: 3]

3 03/02-15:46:36.689390 €5.52.108.33:443 -> 172.31.64.17:49454
4 TCP TTL:99 T0S:0x0 ID:3617 IpLen:20 DgmLen: 6565 Dﬂ
= ARERE**F Seq: OxAFBCERASC Ack: 0x0 Win: 0x0 TcpLen: 20

[#%] [129:12:2] Consecutive TCP small segments exceeding threshold [*#]
[Classification: Potentially Bad Traffic] [Priority: 2]
03/02-15:46:37.562297 116.104.14.2:64729 -> 172.31.64.17:445

TCP TTL:104 TOS:0x0 ID:28554 Iplen:20 DgmLen:136é DF

1 AEERP**#® Seq: Ox1BFE1136€ Ack: OxDST48AET Win: 0x4089%9 TcpLen: 20

[**] [120:3:2] (http_inspect) NO CONTENT-LENGTH OR TRANSFER-ENCODING IN HITP RESPONSE [**]
[Classification: Unknown Traffic] [Priority: 3]

£ 03/02-15:46:40.844624 €3.141.142.121:443 -> 172.31.64.17:49465
TCP TTL:41 TCS5:0x0 ID:22814 IpLen:20 DgmLen:3163 DF
7 Aksp***F Seq: OxX9SEBEOSBE Ack: 0x0 Win: 0x0 TcpLen: 20

[**] [129:12:2] Consecutive TCP small segments exceeding threshold [**]
[Classification: Potentially Bad Traffic] [Priority: 2]

1 03/02-15:46:42.354018 116.104.14.2:65203 -> 172.31.64.17:445

= TCP TTL:104 TCS:0x0 ID:283701 IpLen:20 DgmLen:132 DF

AEEQPpE&& Seqg: OxESCOEFEDYS Ack: Ox835174DE Win: Ox408% Tcplen: 20

£ [*%] [120:3:2] (http_inspect) NO CONTENT-LENGTH OR TRANSFER-ENCODING IN HTTP RESPONSE [**]
[Classification: Unknown Traffic] [Priority: 3]

7 03/02-15:46:42.747563 €3.141.142.121:443 -> 172.31.64.1T7:49468
TCP TTL:41 TCS:0x0 ID:44475 Iplen:20 DgmLen:3163 DF
AREkpE**F Seq: OxFCEEleDD Ack: 0x0O Win: 0x0 TcpLen: 20

31 [*%] [120:3:2] (http_inspect) NO CONTENT-LENGTH OR TRANSFER-ENCODING IN HTTP RESPONSE [**]
32 [Classification: Unknown Traffic] [Priority: 3]

33 03/02-15:47:31.909801 40.77.228.69:443 -> 172.31.64.17:49481
il TCP TTL:99% TCS5:0x0 ID:27489 Iplen:2Z0 DogmLen:4836 DF

35 AREkpE**F Seq: OxTED9TAS Ack: 0x0 Win: 0x0 TcpLen: 20

37 [*%] [120:3:2] (http_inspect) NO CONTENT-LENGTH OR TRANSFER-ENCODING IN HTTP RESPONSE [**]
[Classification: Unknown Trafficl [Prioritv: 31

Mormal text file length: 1797015 lines: 36 174 Ln:4 Col:51 Pos:235 Windows (CRLF)  UTF-8

Pucynok 32 — Coaepxumoe l0g-daiina

Pa3bepem cTpykTypy omoBemieHus1, conepxaiierocs B 10g-daiiie, crenepupo-
BaHHOTO IPH MOMOIIM MIPOTrpaMMHOTO obecrieueHus: SNort. OnoBelieHrne ONnuchBaeT
MOJIb30BATENIO BpeMs U JaTy coObITHs, 3anuckiBaeT |P-aapec ormpaButens makera,
IP-anpec nieneBoro y3ma, TUI aTaku, ciy>ke0HyI0 HH()OpMAIUIO, COIEpPKAIIYIO B ceOe

napameTpbl CEeTH, U YKa3bIBAET MPUOPUTET COOBITHS, KOTOPbIH 00O3HAUEH BHYTpPU
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daiina npaBwi. JIOTIOHUTENBHO, €CJIA ATO yKa3aTh B ¢aije mpaBuia, OyIeT yka3zaH

sid coObITHSA, 111 00JIErYCHHMSI IIOMCKA OTIPEICIICHHBIX COOBITUH BHYTpH l0g-daiina.

4.2 O0paboTKa ITAJOHHOTO (paiijia pacHoI0KEHHOT0 HA YAAJIEHHOM X0CTe

[IporpamMmmHoe obecrieueHre SNOIt MO3BONSIET MPOU3BOIUTH CKAHUPOBAHHUE U
aHanu3 ¢aiaoB PCap pacroyiOKEHHBIX B YJIaJEHHBIX CETEBBIX AUpekTopusax. CkaHu-
poBaHue pcap — (aiiyioB pacroiI0KEHHBIX B yIaJE€HHBIX CETEBBIX JTUPEKTOPUSX PO-
U3BOJUTCS] aHAJIOTUYHO CKAaHHPOBAHUIO (DalIOB pacIoyiOKEHHBIX HEMOCPEICTBEHHO
Ha ECTKOM JMCKe cepBepa. Jlig mpous3BeAeHHs] CKaHUPOBAaHUS HEOOXOJUMO 3aMe-
HUTb MyTh K TUPEKTOPUH HA KECTKOM AUCKE, Ha aOCOJIFOTHBIN MyTh PACIOI0KEHHBIN

B ceTeBOM OKpy>keHuu (Pucynox 33).

BN C:\Windows\system32\cmd.exe — O b'e

rt\bin>Snort -r .30.96.1\test\capDESKTOP-AN3 -17: -c c:\snort ort . conf

Pucynok 33 — KoMmanna ckanupoBanusi pcap ¢aiina, pacroyioxKEeHHOTO

B YIQJICHHON JUPEKTOPUU

[TpousBens ckanupoBaHue pPcap (aitia pacrnogoKEeHHOTO B YIAJICHHON TUPEK-
TOPUHU U IIPOMU3BE/IS CONIOCTABUTEIBHYIO OLEHKY JUIMTEIbHOCTH aHAJIN3a 3TaJIOHHOTO
¢aiina caenaem BBIBOJ O TOM, YTO B CiIy4yae aHajiu3a ATAJOHHOTO (Qaiia pacrnoso-
KEHHOTO B YAQJICHHOW NUPEKTOPUH JTUMHUTHUPYIOMIUM (PaKTOPOM OBICTPOICHCTBHS

AJropruTMa aHajliu3a SBJIACTCA IPOITYyCKHAaA CIIOCOOHOCTH CETEBOTO KaHalla, KOTOopasd
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3HAUUTENBHO HHUXKE CKOPOCTH B3aMMOJICHCTBHUSI MPOTOKOJIOB MEPEAavyu JTaHHBIX HC-
MOJIB3YIOIIUXCS 111 0OMeHa MHpOpMaIel BHYTPpU OJHOTO BUPTYaJIbLHOTO CEpBEpA.
Takum 00pa3oM U3 MPOU3BEICHHBIX TECTOBBIX ONEpaIUii Mbl MOKEM CJIeJIaTh BBIBO]I
O TOM, YTO XpaHEHHEe U aHan3 (HaiiyIoB PCAP HA yAAJCHHBIX CTAHIUSIX BO3MOXKEH, HO
MPUBOIUT K 3aMEJICHUIO OOIIEro BpeMeHH pabdoThl cUCTeMbl. JlaHHBINH MOAXO0/] BO3-

MOJKXHO IIPUMCHATD B CIIy4asdax pa6OTBI C OIrpaHUYCHHBIM IHUCKOBBIM ITPOCTPAHCTBOM.

4.3 TectupoBaHHue CUCTEMBbI B pe;KUMe MOHUTOPHHIA

3aHYCTI/IM IIpOrpaMMHOC obecrieyenre SNOIt ¢ MCIOJIb30BaHUEM BBIPA’KCHHA
«snort -i 4 -c c:\snort\etc\snort.conf -A consoley». JlanHOe BhIpaskeHUE TTO3BOJIUT HAM
HaOMoAaTh TpapuK MPOXOIAIIMN Yepe3 CETEBYIO KapTy BUPTYyalbHOIO cepBepa B
PCKHUMC MOHHUTOPHHIA. I[JI}I HarJIAAHOCTH BOCIIOJIB3YCMCA IIPHUJIOKCHUCM Snorpy
(pucyHok 34) u creHepupyeM HECKOJIBKO MpPaBUJ, KOTOpbIE OyIyT CO3/1aBaTh yBe-
IoMieHUs THmna «alerty oOHapyXHWB MakeThl HCIOJB3YIOIIKUE MpoTokoasl 1CP,

UDP u ICMP.

|alert vH:cp v“am‘;,’ ”am‘ | » |ar\_.-' ”aﬂ;\-' ||1CCCDOQ ”: num |

|‘asting TCP ” ass-Type ||Friort'_-.' v ||gid

TCP
|HTTP REQUEST METHOI v || HTTP RESPONSE CODE v |
ack ] sy psu[ TRt [ e[ ure (][] :[]

| DIRECTION v | 7cp staTe -

|Data Size V‘ | |

Reference v ‘ | |

|T1|'eswcld Tracking Type « H TRKBY « | | Count #

Seconds |

tcp any any -> any any ( msg:"Testing TCP"; sid:1000002; )

Pucynox 34 — I'enepanus npaBuia st SNOrt mpu NOMOLIY TPUITOKEHHST SNOrpy
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Co3naB HE0OXOMMMBIE MPABHJIA TIPU TIOMOIITH MPUIIOKEHUS SNOIPY U 100aBUM
ux B ¢aitnr local.rules (Pucynok 35), coxpaHuM ero W 3aIyCcTUM MPOrpaMMHOE 00ec-

rnmeyeHue Snort.

Qi’ C\Snorthrules\local.rules - Motepad++

®aitn  Mpaska [Mowck Bug  Kopwposkw Cunrakcweer Onupw Weerpymenter Makpocer  3anyck  Maaruner  Benagew 7
= s a3 | | #h %8| % | S 1 EEE0RRe ®| @ B

= local rules E3 l
1 # Copyright 2001-2023 Sourcefire, Inc. All Rights Reserved.

This file contains (i) proprietary rules that were created, tested and certified by
Sourcefire, Inc. (the "VRT Certified Rules™) that are distributed under the VRT
Certified Rules License Agreement (v 2.0), and (ii) rules that were created by
Sourcefire and other third parties (the "GPL Rules") that are distributed under the

GNU General Pubklic License (GPL), 2.

The VRT Certified Rules are owned by Sourcefire, Inc. The GPL BRules were created
by Sourcefire and other third parties. The GPL Rules created by Sourcefire are
owned by Sourcefire, Inc., and the GPL Rules not created by Sourcefire are owned by
their respective creators. Please see http://Wwww.snort.org/snort/snort-team/ for a
list of third party owners and their respective copyrights.

In order to determine what rules are VRT Certified Rules or GPL Rules, please refer
to the VRT Certified Rules License Agreement (w2.0).

= ok e e e e e e e Sk sk e e e e e e

I
e = e
[

Q
H
o)
=]
=
=1
[}

22 alert icmp any any -»> any any (msg:"ITesting ICMP"; =id:1000001)
23 alert tcp any any -> any any (msg:"Testing TCP"; sid:1000002)
24 alert udp any any -> any any (msg:"Testing UDP"; sid:1000003)

Pucynok 35 — Coneprxumoe daiina local.rules Bo Bpems TectupoBanus

CUCTCMBI B pCKUMC MOHHUTOPHUHI'A

Bo Bpemst paGoTsl mporpamMmmMHOTO obecrieueHrs SNOrt B KOMaHAHOW CTPOKE
OyayT BO3HHMKaTh coObITHH THma «alerty (Pucynok 36). Ilpoussenem aHanu3 coObI-
THM:

— oomen TCP u UDP nakeramu c ip-agpecom 172.30.96.1 — oOMeH cepBHCHBI-
MU TIaKeTaMH C XOCT-MaIllMHOW BUPTYaJbHOTO CEpBepa Yepe3 BHYTPEHHIOK CETh T'H-
nepeuzopa Hyper-v;

— TCP-ceccust He BepuuUIMpPOBaHHAS METOJOM TPEXCTOPOHHETO PYKOIOXKa-
THS mocTynaromas ¢ ip-aapeca 13.69.109.131. JlanHblii agpec 3aperuCTPUPOBAH KaK
anpec kopropanuu Microsoft u ucmons3yercs st 0OMeHa CyKeOHBIMU COOOIIECHH-

SIMU C oTiepariioHHou cucremoir Windows.
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¥ C:\Windows\system32\cmd.exe - snort -i 4 -c ci\snort\etcsnort.conf -A console X
T e TP [** "
upp [*

. E

Pucynok 36 — KoMaHniHasi CTpoKa B MPOIECCE MOHUTOPUHTA

CECTEBOI'O COCANMHCHUA
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3AKJIIOYEHUE

B mepBoii yacTH BBIMYCKHON KBaMM(PHUKAIIMOHHON PabOTHI OBLI MPOU3BENCH
0030p texHosoruu DPI. Jlns 6osee rimyOoKoro moHUMaHUs TEMbI OblJIa paCCMOTPEHA
mozaenb OSI, Ha KOTOpyIO cchlaeTcs onucanne TexHojgorun DPI. Onucan npuHIMMI
JEUCTBUS U PACCMOTPEHBI OCHOBHBIE HENOCTAaTKM B HMMEIONIMXCS pelieHusx. Pac-
CMOTpPEHBI OCHOBHBIE MOCTaBIIMKU DPIl-cucteM, olleHEeHbl UX pEIeHUS, BBISBICHBI
CHJIbHBIE U c1a0ble CTOPOHBI PEIICHUH, a TaKKe BHIOpaH MpUMEp HauIydIlleld peanu-
3aIMH.

[IpuBenensl npumepsl ucnosib3oBaHuss DPl-cucrem B pa3nauuHbiX cdepax.
[IpoBenen kpaTkuil 3kckypc Bo B3aumojeiictBue cucrem DPl u DLP, npusenenst
npumepsbl kinaccudukauii DLP-cuctem u ux Bzaumopeiicteue ¢ DPI. CocraBnena
KpaTKasi CXeMa COTPSIKEHHS IBYX CUCTEM.

Bo BTOpO#i YacTH BBITYCKHOM KBaJIM(DPUKAITMOHHOW pabOThl ObLT MPOU3BEICH
0030p UCTOIB3YIOIUXCS TEXHOIOTHH. BplT paccMOTpeHbI TEXHOJIOTUY BUPTYyaln3a-
nuu Ha 0aze runepsuzopa Hyper-V. Kpatko paccMoTpeH nponecc Co3/1aHusi BUPTY-
anbHOTO cepBepa. O630p mpusoxkenust SNOrt u npunoxxenus Npcap, HeoOxoaUMOoro
JIJIs1 €r0 pabOoThI.

[Tocne storo GbuIa MpoU3BEEHA YCTAHOBKA M HACTPOWKA MPUIIOKEHHsT SNOIt,
npwioxeHuss Npcap, a Takxke Mmpous3BeleHA HACTPOIKa MpuUiokeHus Snort myrem
M3MEHEHUS] KOHPUTYpaIlMOHHOTO (aiija u ycTaHOBKa (haiiioB mpaBuil I IPHIIOXKe-
HUS SNort.

Hcnonb3yst TeCTOBOE MPaBWIIO IS OIEHKUA COCTOSIHUS U pabOTOCTIOCOOHOCTH
nporpaMMebl, ObUTa MPOU3BEACHA MPOBEPKA M OIICHKA COCTOSHUSI CHCTEMBI, a TaKKe
OLIEHKa pab0TOCIIOCOOHOCTH OT/ENIbHBIX 3JIEMEHTOB CUCTEMBI, U BCEX 3JIEMEHTOB CH-
CTEMBI B COBOKYITHOCTH.

TpeTbst 4acTh BBIMYCKHOM KBATU(DUKAITMOHHONW PAaOOTHI OMHUCHIBACT (PYyHKIIHO-
HUPOBAHUE CHCTEMbI U MPUBOJIUT KPATKUW Pa300p OCHOBHBIX QJITOPUTMOB COCTaB-

HBIX 3JICMCHTOB CHUCTCMBbI, BKIIFOUAIOIIIUE B ce0s1 orMcanue (bYHKI_[I/IOHI/IpOBaHI/IH Ipo-

45



rpaMMHOTO obecrieueHust SNOrt, omucanue pabOTHI TeHepaTopa MpaBuwil SNOIPY H
onucanue PyHKIIMOHAIa OMOIMOTEKH 3axBaTa makeToB Npcap.

B yetBepTOii 4acTH BBITYCKHOHN KBaTH(PUKAIIMOHHON pabOThI TPOU3BEICHBI Te-
CTOBBIC 3aITyCKU CHUCTEMBI, CUCTEMa MPOTECTUPOBAHA STAJIOHHBIM (ailiom, mpoTe-
CTUPOBaHAa BO3MOXXHOCTh CKaHMPOBAHHWS ATAJOHHOTO (haiija pacroioXeHHOTO Ha
yIAJIEHHOM XOCTE, a TaKKe TEeCTUPOBAHUE CHUCTEMBI B PEXMME MOHUTOPHHIA, BbI-
SIBUBILIETO, HEJOCTYMHYIO 0€3 HCIIOJIb30BAHMUS CHUCTEMbI, WH(OPMALIUIO O CETEBBIX
B3aMMOJICHCTBUSIX MPOUCXOSIINX HA BUPTYAIbHOM CEpBEpE.

[To uTOTy BBIMIOJIHEHHOW PaOOTHI MBI MOJIYYMIN CHUCTEMY aHaJIM3a MOTPaHUY-
HOTO TpauKa Ha OCHOBE ITyOOKOro aHanusa naketoB. Cucrema 0asupyercs Ha BUp-
TyaJIbHOM CepBepe MoJ PykKoBoacTBoM omeparmonnoi cucrembl Windows 10. Cu-
cTeMa CIoCOOHa MPOW3BOJUTH aHAIH3 MPEABAPUTENHHO 3aMHCAHHBIX PCap-(haiiios,
OCYILIECTBIISITh MOHUTOPUHI CETEBOr0 Tpaduka B peailbHOM BPEMEHHU U 3aLIUTY OT
U3BECTHBIX BUOB IOJIyYE€HUs HECAHKIIMOHHPOBAHHOI'O JIOCTYIA K CETEBBIM pECyp-
CaM.

K mrocam cucteMbl MOKHO OTHECTH:

— MaJbiii 00beM HEOOXOAUMOTO JAMCKOBOTO MPOCTPAHCTBA I pabOThI CHCTe-
MBI,

— HU3KHE TpeOOBaHUS K BBIUMCIUTEIbHBIM pecypcaM 0a30BOil CTaHLUY;

— IOPTAaTUBHOCTH;

— BO3MOXKHOCTh BCTpavBaHUs B Ooyiee KpyIHHbIE CUCTEMBI B KaueCTBE Pe3€pB-

HOT'O MJIKX BCIIOMOTaTCJIbHOT'O 3BCHA.
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HPUJIOKEHHUE A

Koundurypauuonnslii gaiia «Snort»

VRT Rule Packages Snort.conf

For more information visit us at:
http://www.snort.org Snort Website

http://vrt-blog.snort.org/  Sourcefire VRT Blog

Mailing list Contact:  snort-sigs@lists.sourceforge.net
False Positive reports: fp@sourcefire.com

Snort bugs: bugs@snort.org

Compatible with Snort Versions:
VERSIONS : 2.9.20.0

Snort build options:

OPTIONS : --enable-gre --enable-mpls --enable-targetbased --enable-ppm --enable-perfprofiling --

enable-zlib --enable-active-response --enable-normalizer --enable-reload --enable-react --enable-flexresp3

#
#

Additional information:

This configuration file enables active response, to run snort in

test mode -T you are required to supply an interface -i <interface>
or test mode will fail to fully validate the configuration and

exit with a FATAL error

H* O H O H H®

HAHHH R R R

# This file contains a sample snort configuration.

# You should take the following steps to create your own custom configuration:

#

HOHF OH O OH OH OH H H

1) Set the network variables.

2) Configure the decoder

3) Configure the base detection engine

4) Configure dynamic loaded libraries

5) Configure preprocessors

6) Configure output plugins

7) Customize your rule set

8) Customize preprocessor and decoder rule set

9) Customize shared object rule set
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HEHHHH R R

T
# Step #1: Set the network variables. For more information, see README.variables
B R

# Setup the network addresses you are protecting
ipvar HOME_NET 172.23.79.207/20

# Set up the external network addresses. Leave as "any" in most situations
ipvar EXTERNAL_NET I$SHOME_NET

# List of DNS servers on your network
ipvar DNS_SERVERS $HOME_NET

# List of SMTP servers on your network
ipvar SMTP_SERVERS $HOME_NET

# List of web servers on your network
ipvar HTTP_SERVERS $HOME_NET

# List of sqgl servers on your network
ipvar SQL_SERVERS $HOME_NET

# List of telnet servers on your network
ipvar TELNET_SERVERS $HOME_NET

# List of ssh servers on your network
ipvar SSH_SERVERS $HOME_NET

# List of ftp servers on your network
ipvar FTP_SERVERS $HOME_NET

# List of sip servers on your network
ipvar SIP_SERVERS $HOME_NET

# List of ports you run web servers on

portvar HTTP_PORTS
[36,80,81,82,83,84,85,86,87,88,89,90,311,323,383,443,444,555,591,593,623,631,664,801,808,818,901,972,1158,12
20,1270,1414,1533,1581,1719,1720,1741,1801,1812,1830,1942,2231,2301,2375,2381,2578,2809,2869,2980,3000,3
029,3037,3057,3128,3323,3443,3702,4000,4343,4444,4848,5000,5054,5060,5061,5117,5222,5250,5416,5443,5450,
5480,5555,5600,5814,5894,5984,5985,5986,6060,6080,6173,6988,7000,7001,7005,7070,7071,7080,7144,7145,718
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0,7181,7510,7770,7777,7778,7779,8000,8001,8008,8014,8015,8020,8028,8040,8080,8081,8082,8085,8088,8090,80
95,8118,8123,8161,8180,8181,8182,8222,8243,8280,8300,8333,8344,8393,8400,8443,8484,8500,8509,8511,8694,8
787,8800,8848,8852,8880,8888,8899,8983,9000,9001,9002,9050,9060,9080,9090,9091,9111,9200,9201,9290,9443,
9447,9502,9700,9710,9788,9830,9850,9990,9999,10000,10080,10100,10250,10255,10297,10443,11371,12601,130
14,15489,16000,16992,16993,16994,16995,17000,18081,19980,20000,29991,30007,30018,30888,33300,34412,344
43,34444,36099,37215,40007,41080,44449,49152,49153,50000,50002,50452,51423,53331,54444 55252 55555 567
12]

# List of ports you want to look for SHELLCODE on.
portvar SHELLCODE_PORTS !80

# List of ports you might see oracle attacks on
portvar ORACLE_PORTS 1024:

# List of ports you want to look for SSH connections on:
portvar SSH_PORTS 22

# List of ports you run ftp servers on
portvar FTP_PORTS [21,2100,3535]

# List of ports you run SIP servers on
portvar SIP_PORTS [5060,5061,5600]

# List of file data ports for file inspection
portvar FILE_DATA_PORTS [$HTTP_PORTS,110,143]

# List of GTP ports for GTP preprocessor
portvar GTP_PORTS [2123,2152,3386]

# other variables, these should not be modified

ipvar AIM_SERVERS
[64.12.24.0/23,64.12.28.0/23,64.12.161.0/24,64.12.163.0/24,64.12.200.0/24,205.188.3.0/24,205.188.5.0/24,205.188
.7.0/24,205.188.9.0/24,205.188.153.0/24,205.188.179.0/24,205.188.248.0/24]

# Path to your rules files (this can be a relative path)

# Note for Windows users: You are advised to make this an absolute path,
#such as: c:\snort\rules

var RULE_PATH c:\snort\rules

var SO_RULE_PATH c:\snort\so_rules

var PREPROC_RULE_PATH c:\snort\preproc_rules

# If you are using reputation preprocessor set these
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var WHITE_LIST_PATH c:\snort\rules
var BLACK_LIST_PATH c:\snort\rules

HHHHH A A R
# Step #2: Configure the decoder. For more information, sese README.decode
R R R R A R R

# Stop generic decode events:

config disable_decode_alerts

# Stop Alerts on experimental TCP options

config disable_tcpopt_experimental_alerts

# Stop Alerts on obsolete TCP options

config disable_tcpopt_obsolete_alerts

# Stop Alerts on T/TCP alerts
config disable_tcpopt_ttcp_alerts

# Stop Alerts on all other TCPOption type events:

config disable_tcpopt_alerts

# Stop Alerts on invalid ip options

config disable_ipopt_alerts

# Alert if value in length field (IP, TCP, UDP) is greater th elength of the packet

# config enable_decode_oversized_alerts

# Same as above, but drop packet if in Inline mode (requires enable_decode_oversized_alerts)

# config enable_decode_oversized_drops

# Configure IP / TCP checksum mode

config checksum_maode: all

config logdir: c:\snort\log

HAH R R

# Step #3: Configure the base detection engine. For more information, see README.decode

R R R R R B R R R TR R

# Configure PCRE match limitations
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config pcre_match_limit: 3500

config pcre_match_limit_recursion: 1500

# Configure the detection engine See the Snort Manual, Configuring Snort - Includes - Config

config detection: search-method ac-split search-optimize max-pattern-len 20

# Configure the event queue. For more information, see README.event_queue

config event_queue: max_queue 15 log 15 order_events content_length

config paf_max: 16000

T

# Step #4: Configure dynamic loaded libraries.

# For more information, see Snort Manual, Configuring Snort - Dynamic Modules
B R R

# path to dynamic preprocessor libraries

dynamicpreprocessor directory C:\Snort\lib\snort_dynamicpreprocessor

# path to base preprocessor engine

dynamicengine C:\Snort\lib\snort_dynamicengine\sf_engine.dll

# path to dynamic rules libraries (Shared Object (SO) Rules)
# Set this path to where the compiled *.so binaries are installed

# dynamicdetection directory C:\Snort\lib\snort_dynamicrules

M

# Step #5: Configure preprocessors

# For more information, see the Snort Manual, Configuring Snort - Preprocessors
B R

# GTP Control Channle Preprocessor. For more information, see README.GTP
# preprocessor gtp: ports { 2123 3386 2152 }

# Inline packet normalization. For more information, see README.normalize

# Does nothing in IDS mode

#preprocessor normalize_ip4

#preprocessor normalize_tcp: block, rsv, pad, urp, req_urg, req_pay, req_urp, ips, ecn stream
#itpreprocessor normalize_icmp4

#preprocessor normalize_ip6

#preprocessor normalize_icmp6
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# Target-based IP defragmentation. For more inforation, see README.frag3

preprocessor frag3_global: max_frags 65536

preprocessor frag3_engine: policy windows detect _anomalies overlap_limit 10 min_fragment_length 100
timeout 180

# Target-Based stateful inspection/stream reassembly. For more inforation, see README.stream5
preprocessor stream5_global: track_tcp yes, \
track_udp yes, \
track_icmp no, \
max_tcp 262144, \
max_udp 131072, \
max_active_responses 2, \
min_response_seconds 5
preprocessor stream5_tcp: policy windows, detect_anomalies, require_3whs 180, \
overlap_limit 10, small_segments 3 bytes 150, timeout 180, \
ports client 21 22 23 25 42 53 70 79 109 110 111 113 119 135 136 137 139 143 161 445 513 514 587
593 691 1433 1521 1741 2100 3306 6070 6665 6666 6667 6668 6669 7000 8181 32770 32771 32772 32773 32774
32775 32776 32777 32778 32779, \
ports both 36 80 81 82 83 84 85 86 87 88 89 90 110 311 323 383 443 444 465 555 563 591 593 623 631
636 664 801 808 818 901 972 989 992 993 994 995 1158 1220 1270 1414 1533 1581 1719 1720 1741 1801 1812
1830 1942 2231 2301 2375 2381 2578 2809 2869 2980 3000 3001 3029 3037 3057 3128 3300 3323 3443 3702
3901 4000 4343 4444 4848 5000 5054 5060 5061 5117 5222 5250 5416 5443 5450 5480 5555 5600 5814 5894
5984 5985 5986 6060 6080 6173 6988 7000 7001 7005 7070 7071 7080 7144 7145 7180 7181 7510 7770 7777
7778 7779 7801 7802 7900 7901 7902 7903 7904 7905 7906 7907 7908 7909 7910 7911 7912 7913 7914 7915
7916 7917 7918 7919 7920 8000 8001 8008 8014 8015 8020 8028 8040 8080 8081 8082 8085 8088 8090 8095
8118 8123 8161 8180 8181 8182 8222 8243 8280 8300 8333 8344 8393 8400 8443 8484 8500 8509 8511 8694
8787 8800 8848 8852 8880 8888 8899 8983 9000 9001 9002 9050 9060 9080 9090 9091 9111 9200 9201 9290
9443 9447 9502 9700 9710 9788 9830 9850 9990 9999 10000 10080 10100 10250 10255 10297 10443 11371
12601 13014 15489 15672 16000 16992 16993 16994 16995 17000 18081 19980 20000 29991 30007 30018 30888
33300 34412 34443 34444 36099 37215 40007 41080 44449 49152 49153 50000 50002 50452 51423 53331 54444
55252 55555 56712

preprocessor stream5_udp: timeout 180

# performance statistics. For more information, see the Snort Manual, Configuring Snort - Preprocessors -
Performance Monitor

# preprocessor perfmonitor: time 300 file /var/snort/snort.stats pktcnt 20000

# HTTP normalization and anomaly detection. For more information, see README.http_inspect
preprocessor http_inspect: global iis_unicode_map unicode.map 1252 compress_depth 65535 decom-
press_depth 65535

preprocessor http_inspect_server: server default \
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http_methods { GET POST PUT SEARCH MKCOL COPY MOVE LOCK UNLOCK NOTIFY POLL
BCOPY BDELETE BMOVE LINK UNLINK OPTIONS HEAD DELETE TRACE TRACK CONNECT SOURCE
SUBSCRIBE UNSUBSCRIBE PROPFIND PROPPATCH BPROPFIND BPROPPATCH RPC_CONNECT
PROXY_SUCCESS BITS_POST CCM_POST SMS_POST RPC_IN_DATA RPC_OUT_DATA
RPC_ECHO _DATA }\

chunk_length 500000 \

server_flow_depth 0\

client_flow_depth 0\

post_depth 65495 \

oversize_dir_length 500 \

max_header_length 750 \

max_headers 100 \

max_spaces 200 \

small_chunk_length { 10 5 }\

ports { 36 80 81 82 83 84 85 86 87 88 89 90 311 323 383 443 444 555 591 593 623 631 664 801 808
818 901 972 1158 1220 1270 1414 1533 1581 1719 1720 1741 1801 1812 1830 1942 2231 2301 2375 2381 2578
2809 2869 2980 3000 3029 3037 3057 3128 3323 3443 3702 4000 4343 4444 4848 5000 5054 5060 5061 5117
5222 5250 5416 5443 5450 5480 5555 5600 5814 5894 5984 5985 5986 6060 6080 6173 6988 7000 7001 7005
7070 7071 7080 7144 7145 7180 7181 7510 7770 7777 7778 7779 8000 8001 8008 8014 8015 8020 8028 8040
8080 8081 8082 8085 8088 8090 8095 8118 8123 8161 8180 8181 8182 8222 8243 8280 8300 8333 8344 8393
8400 8443 8484 8500 8509 8511 8694 8787 8800 8848 8852 8880 8888 8899 8983 9000 9001 9002 9050 9060
9080 9090 9091 9111 9200 9201 9290 9443 9447 9502 9700 9710 9788 9830 9850 9990 9999 10000 10080 10100
10250 10255 10297 10443 11371 12601 13014 15489 15672 16000 16992 16993 16994 16995 17000 18081 19980
20000 29991 30007 30018 30888 33300 34412 34443 34444 36099 37215 40007 41080 44449 49152 49153 50000
50002 50452 51423 53331 54444 55252 55555 56712 } \

non_rfc_char { 0x00 0x01 0x02 0x03 0x04 0x05 0x06 0x07 } \

enable_cookie \

extended_response_inspection \

inspect_gzip \

normalize_utf \

unlimited_decompress \

normalize_javascript \

apache_whitespace no \

ascii no \

bare_byte no \

directory no \

double_decode no \

iis_backslash no \

iis_delimiter no \

iis_unicode no \

multi_slash no \

utf 8 no\
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u_encode yes \
webroot no \
decompress_swf { deflate } \
decompress_pdf { deflate }
# ONC-RPC normalization and anomaly detection. For more information, see the Snort Manual, Configur-
ing Snort - Preprocessors - RPC Decode
preprocessor rpc_decode: 111 32770 32771 32772 32773 32774 32775 32776 32777 32778 32779

no_alert_multiple_requests no_alert_large_fragments no_alert_incomplete

# Back Orifice detection.

# preprocessor bo

# FTP / Telnet normalization and anomaly detection. For more information, see README.ftptelnet
preprocessor ftp_telnet: global inspection_type stateful encrypted_traffic no check encrypted
preprocessor ftp_telnet_protocol: telnet \

ayt _attack_thresh 20\

normalize ports { 23 } \

detect_anomalies
preprocessor ftp_telnet_protocol: ftp server default \

def_max_param_len 100\

ports { 21 2100 3535 } \

telnet_cmds yes \

ignore_telnet_erase_cmds yes \

ftp_cmds { ABOR ACCT ADAT ALLO APPE AUTH CCC CDUP }\

ftp_cmds { CEL CLNT CMD CONF CWD DELE ENC EPRT }\

ftp_cmds { EPSV ESTA ESTP FEAT HELP LANG LIST LPRT }\

ftp_cmds { LPSV MACB MAIL MDTM MIC MKD MLSD MLST }\

ftp_cmds { MODE NLST NOOP OPTS PASS PASV PBSZ PORT }\

ftp_cmds { PROT PWD QUIT REIN REST RETR RMD RNFR }\

ftp_cmds { RNTO SDUP SITE SIZE SMNT STAT STOR STOU } \

ftp_cmds { STRU SYST TEST TYPE USER XCUP XCRC XCWD }\

ftp_cmds { XMAS XMD5 XMKD XPWD XRCP XRMD XRSQ XSEM }\

ftp_cmds { XSEN XSHAL XSHA256 } \

alt_max_param_len 0 { ABOR CCC CDUP ESTA FEAT LPSV NOOP PASV PWD QUIT REIN STOU

SYST XCUP XPWD }\

alt_max_param_len 200 { ALLO APPE CMD HELP NLST RETR RNFR STOR STOU XMKD }\

alt_max_param_len 256 { CWD RNTO }\

alt_max_param_len 400 { PORT }\

alt_max_param_len 512 { SIZE }\

chk_str_fmt { ACCT ADAT ALLO APPE AUTH CEL CLNT CMD }\

chk_str_fmt { CONF CWD DELE ENC EPRT EPSV ESTP HELP }\

chk_str_fmt { LANG LIST LPRT MACB MAIL MDTM MIC MKD }\
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chk_str_fmt { MLSD MLST MODE NLST OPTS PASS PBSZ PORT }\

chk_str_fmt { PROT REST RETR RMD RNFR RNTO SDUP SITE }\

chk_str_fmt { SIZE SMNT STAT STOR STRU TEST TYPE USER }\

chk_str_fmt { XCRC XCWD XMAS XMD5 XMKD XRCP XRMD XRSQ }\

chk_str_fmt { XSEM XSEN XSHA1 XSHA256 } \

cmd_validity ALLO < int[char Rint] >\

cmd_validity EPSV < [ { char 12 | char Achar L char L } ] >\

cmd_validity MACB < string >\

cmd_validity MDTM < [ date nnnnnnnnnnnnnn[.n[n[n]]] ] string >\

cmd_validity MODE < char ASBCZ >\

cmd_validity PORT < host_port >\

cmd_validity PROT < char CSEP >\

cmd_validity STRU < char FRPO [ string ] >\

cmd_validity TYPE < { char AE [ char NTC ]| char I | char L [ humber] } >
preprocessor ftp_telnet_protocol: ftp client default \

max_resp_len 256 \

bounce yes \

ignore_telnet_erase_cmds yes \

telnet_cmds yes

# SMTP normalization and anomaly detection. For more information, sese README.SMTP
preprocessor smtp: ports { 25 465 587 691 } \

inspection_type stateful \

b64 decode_depth 0\

gp_decode_depth 0\

bitenc_decode_depth 0\

uu_decode_depth 0\

log_mailfrom \

log_rcptto \

log_filename \

log_email_hdrs \

normalize cmds \

normalize_cmds { ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO EMAL ESAM ESND
ESOM ETRN EVFY }\

normalize_cmds { EXPN HELO HELP IDENT MAIL NOOP ONEX QUEU QUIT RCPT RSET SAML
SEND SOML }\

normalize_cmds { STARTTLS TICK TIME TURN TURNME VERB VRFY X-ADAT X-DRCP X-
ERCP X-EXCH50 }\

normalize_cmds { X-EXPS X-LINK2STATE XADR XAUTH XCIR XEXCH50 XGEN XLICENSE
XQUE XSTA XTRN XUSR }\

max_command_line_len 512\

57



max_header_line_len 1000 \

max_response_line_len 512\

alt_ max_command_line_len 260 { MAIL }\

alt_ max_command_line_len 300 { RCPT }\

alt_max_command_line_len 500 { HELP HELO ETRN EHLO }\

alt_max_command_line_len 255 { EXPN VRFY ATRN SIZE BDAT DEBUG EMAL ESAM ESND
ESOM EVFY IDENT NOOP RSET }\

alt_max_command_line_len 246 { SEND SAML SOML AUTH TURN ETRN DATA RSET QUIT
ONEX QUEU STARTTLS TICK TIME TURNME VERB X-EXPS X-LINK2STATE XADR XAUTH XCIR
XEXCH50 XGEN XLICENSE XQUE XSTA XTRN XUSR }\

valid_cmds { ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO EMAL ESAM ESND ESOM
ETRN EVFY }\

valid_cmds { EXPN HELO HELP IDENT MAIL NOOP ONEX QUEU QUIT RCPT RSET SAML
SEND SOML }\

valid_cmds { STARTTLS TICK TIME TURN TURNME VERB VRFY X-ADAT X-DRCP X-ERCP X-
EXCH50 }\

valid_cmds { X-EXPS X-LINK2STATE XADR XAUTH XCIR XEXCH50 XGEN XLICENSE XQUE
XSTA XTRN XUSR }\

xlink2state { enabled }

# Portscan detection. For more information, see README.sfportscan

preprocessor sfportscan: proto { all } memcap { 10000000 } sense_level { low }

# ARP spoof detection. For more information, see the Snort Manual - Configuring Snort - Preprocessors -
ARP Spoof Preprocessor

# preprocessor arpspoof

# preprocessor arpspoof_detect_host: 192.168.40.1 f0:0f:00:f0:0f:00

# SSH anomaly detection. For more information, see README.ssh
preprocessor ssh: server_ports { 22 }\

autodetect \

max_client_bytes 19600 \

max_encrypted_packets 20 \

max_server_version_len 100 \

enable_respoverflow enable_sshlcrc32 \

enable_srvoverflow enable_protomismatch

# SMB / DCE-RPC normalization and anomaly detection. For more information, see README.dcerpc2
preprocessor dcerpc2: memcap 102400, events [co ]
preprocessor dcerpc2_server: default, policy WinXP, \

detect [smb [139,445], tcp 135, udp 135, rpc-over-http-server 593], \

autodetect [tcp 1025:, udp 1025:, rpc-over-http-server 1025:], \
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smb_max_chain 3, smb_invalid_shares ["'C$", "D$", "ADMIN$"]

# DNS anomaly detection. For more information, see README.dns

preprocessor dns: ports { 53 } enable_rdata_overflow

# SSL anomaly detection and traffic bypass. For more information, see README.ssl
preprocessor ssl: ports { 443 465 563 636 989 992 993 994 995 5061 7801 7802 7900 7901 7902 7903
7904 7905 7906 7907 7908 7909 7910 7911 7912 7913 7914 7915 7916 7917 7918 7919 7920 8443 }, trustservers,

noinspect_encrypted

# SDF sensitive data preprocessor. For more information see README.sensitive_data

preprocessor sensitive_data: alert_threshold 25

# SIP Session Initiation Protocol preprocessor. For more information see README.sip
preprocessor sip: max_sessions 40000, \

ports { 5060 5061 5600 }, \
methods { invite \

cancel \

ack\

bye \

register \

options \

refer \

subscribe \

update \

join \

info \

message \

notify \

benotify \

do\

gauth \

sprack \

publish \

service \

unsubscribe \

prack },\
max_uri_len 512, \
max_call_id_len 80, \
max_requestName_len 20, \
max_from_len 256, \

max_to_len 256, \
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max_via_len 1024, \
max_contact_len 512, \

max_content_len 2048

# IMAP preprocessor. For more information see README.imap
preprocessor imap: \

ports { 143 }\

b64_decode_depth 0\

gp_decode_depth 0\

bitenc_decode_depth 0\

uu_decode_depth 0

# POP preprocessor. For more information see README.pop
preprocessor pop: \

ports { 110 }\

b64_decode_depth 0\

gp_decode_depth 0\

bitenc_decode_depth 0\

uu_decode_depth 0

# Modbus preprocessor. For more information see README.modbus

preprocessor modbus: ports { 502 }

# DNP3 preprocessor. For more information see README.dnp3
preprocessor dnp3: ports { 20000 } \
memcap 262144\

check_crc

# Reputation preprocessor. For more information see README.reputation
#preprocessor reputation: \

# memcap 500, \

# priority whitelist, \

# nested_ip inner, \

# whitelist SWHITE_LIST_PATH\whitelist.rules, \

# blacklist SBLACK_LIST_PATH\blacklist.rules

B R

# Step #6: Configure output plugins

# For more information, see Snort Manual, Configuring Snort - Output Modules
R R R R R A R

# unified2
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# Recommended for most installs

# output unified2: filename merged.log, limit 128, nostamp, mpls_event_types, vlan_event_types

# Additional configuration for specific types of installs
# output alert_unified2: filename snort.alert, limit 128, nostamp

# output log_unified2: filename snort.log, limit 128, nostamp

# syslog
# output alert_syslog: LOG_AUTH LOG_ALERT

# pcap
# output log_tcpdump: tcpdump.log

# metadata reference data. do not modify these lines
include classification.config

include reference.config

HHHHHEHHHHHH T
# Step #7: Customize your rule set

# For more information, see Snort Manual, Writing Snort Rules
#

# NOTE: All categories are enabled in this conf file
M

# site specific rules
include $SRULE_PATH\local.rules

include SRULE_PATH\app-detect.rules
include $RULE_PATH\attack-responses.rules
include $RULE_PATH\backdoor.rules
include $RULE_PATH\bad-traffic.rules
include $SRULE_PATH\blacklist.rules

include $RULE_PATH\botnet-cnc.rules
include $RULE_PATH\browser-chrome.rules
include $RULE_PATH\browser-firefox.rules
include $RULE_PATH\browser-ie.rules
include $RULE_PATH\browser-other.rules
include SRULE_PATH\browser-plugins.rules
include $SRULE_PATH\browser-webkit.rules
include $SRULE_PATHA\chat.rules

include $RULE_PATHA\content-replace.rules
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include $RULE_PATH\ddos.rules

include $RULE_PATH\dns.rules

include $SRULE_PATH\dos.rules

include $RULE_PATH\experimental.rules
include SRULE_PATH\exploit-kit.rules
include $SRULE_PATH\exploit.rules

include $SRULE_PATHA\file-executable.rules
include SRULE_PATHA\file-flash.rules
include $SRULE_PATH\file-identify.rules
include $SRULE_PATHA\file-image.rules
include $SRULE_PATH\file-java.rules
include $RULE_PATH\file-multimedia.rules
include $RULE_PATH\file-office.rules
include $RULE_PATH\file-other.rules
include $RULE_PATHA\file-pdf.rules

include $SRULE_PATHA\finger.rules

include $SRULE_PATHA\ftp.rules

include $SRULE_PATH\icmp-info.rules
include $SRULE_PATH\icmp.rules

include $SRULE_PATH\imap.rules

include $RULE_PATH\indicator-compromise.rules
include $RULE_PATH\indicator-obfuscation.rules
include $RULE_PATH)\indicator-scan.rules
include $RULE_PATH\indicator-shellcode.rules
include $SRULE_PATH)\info.rules

include $RULE_PATH\malware-backdoor.rules
include $RULE_PATH\malware-cnc.rules
include $RULE_PATH\malware-other.rules
include $RULE_PATH\malware-tools.rules
include $RULE_PATH\misc.rules

include $RULE_PATH\multimedia.rules
include $SRULE_PATH\mysqgl.rules

include $SRULE_PATHA\nethios.rules

include SRULE_PATH\nntp.rules

include $SRULE_PATH\oracle.rules

include $RULE_PATH\os-linux.rules
include $RULE_PATH\os-mobile.rules
include $RULE_PATH\os-other.rules
include $RULE_PATH\os-solaris.rules
include $SRULE_PATH\os-windows.rules
include $SRULE_PATH\other-ids.rules
include SRULE_PATH\p2p.rules
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include $RULE_PATH\phishing-spam.rules
include $RULE_PATH\policy-multimedia.rules
include $SRULE_PATHA\policy-other.rules
include $SRULE_PATHA\policy.rules

include $SRULE_PATH\policy-social.rules
include SRULE_PATH\policy-spam.rules
include $SRULE_PATH\pop2.rules

include $SRULE_PATH\pop3.rules

include $RULE_PATH\protocol-dns.rules
include $RULE_PATH\protocol-finger.rules
include $SRULE_PATH\protocol-ftp.rules
include $RULE_PATH\protocol-icmp.rules
include $SRULE_PATH\protocol-imap.rules
include $SRULE_PATH\protocol-nntp.rules
include $RULE_PATH\protocol-other.rules
include $SRULE_PATH\protocol-pop.rules
include $RULE_PATH\protocol-rpc.rules
include $RULE_PATH\protocol-scada.rules
include $RULE_PATH\protocol-services.rules
include $RULE_PATH\protocol-snmp.rules
include $RULE_PATH\protocol-telnet.rules
include SRULE_PATH\protocol-tftp.rules
include $SRULE_PATH\protocol-voip.rules
include $SRULE_PATH\pua-adware.rules
include $SRULE_PATH\pua-other.rules
include $SRULE_PATH\pua-p2p.rules
include $SRULE_PATH\pua-toolbars.rules
include SRULE_PATHA\rpc.rules

include $RULE_PATHA\rservices.rules
include $SRULE_PATHA\scada.rules

include $RULE_PATHA\scan.rules

include $RULE_PATHA\server-apache.rules
include $SRULE_PATHA\server-iis.rules
include $RULE_PATHA\server-mail.rules
include $RULE_PATHA\server-mssgl.rules
include SRULE_PATHA\server-mysql.rules
include $RULE_PATH\server-oracle.rules
include $SRULE_PATH\server-other.rules
include $RULE_PATH\server-samba.rules
include $RULE_PATH\server-webapp.rules
include $SRULE_PATHA\shellcode.rules
include SRULE_PATH\smtp.rules
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include $RULE_PATH\snmp.rules

include $RULE_PATH\specific-threats.rules
include $SRULE_PATH\spyware-put.rules
include $SRULE_PATHA\sql.rules

include SRULE_PATHA\telnet.rules

include $SRULE_PATH\tftp.rules

include $SRULE_PATH\virus.rules

include $SRULE_PATHA\voip.rules

include $RULE_PATH\web-activex.rules
include $RULE_PATH\web-attacks.rules
include $SRULE_PATH\web-cgi.rules
include $SRULE_PATH\web-client.rules
include $RULE_PATH\web-coldfusion.rules
include $SRULE_PATH\web-frontpage.rules
include $RULE_PATH\web-iis.rules

include $RULE_PATH\web-misc.rules
include $SRULE_PATH\web-php.rules
include $SRULE_PATH\x11.rules

HHHHHE A T
# Step #8: Customize your preprocessor and decoder alerts

# For more information, see README.decoder_preproc_rules
B R

# decoder and preprocessor event rules

include $PREPROC_RULE_PATH\preprocessor.rules
include $PREPROC_RULE_PATH\decoder.rules
include $PREPROC_RULE_PATH\sensitive-data.rules
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