
Ɏɟɞɟɪɚɥɶɧɨɟ ɝɨɫɭɞɚɪɫɬɜɟɧɧɨɟ ɚɜɬɨɧɨɦɧɨɟ 
ɨɛɪɚɡɨɜɚɬɟɥɶɧɨɟ ɭɱɪɟɠɞɟɧɢɟ 

ɜɵɫɲɟɝɨ ɨɛɪɚɡɨɜɚɧɢɹ 
«ɋɂȻɂɊɋɄɂɃ ɎȿȾȿɊȺɅɖɇɕɃ ɍɇɂȼȿɊɋɂɌȿɌ» 

 
Ʉɨɫɦɢɱɟɫɤɢɯ ɢ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɬɟɯɧɨɥɨɝɢɣ 

ɢɧɫɬɢɬɭɬ 

 
  ȼɵɱɢɫɥɢɬɟɥɶɧɚɹ ɬɟɯɧɢɤɚ 

ɤɚɮɟɞɪɚ 

 
 

ɍɌȼȿɊɀȾȺЮ 
Ɂɚɜɟɞɭɸɳɢɣ ɤɚɮɟɞɪɨɣ 

     Ɉ. ȼ. ɇɟɩɨɦɧɹɳɢɣ 
ɩɨɞɩɢɫɶ  ɢɧɢɰɢɚɥɵ, ɮɚɦɢɥɢɹ 

«    »    20    ɝ. 
 
 

ȻȺɄȺɅȺȼȺɊɋɄȺə ɊȺȻɈɌȺ 
 

09.03.01 ɂɧɮɨɪɦɚɬɢɤɚ ɢ ɜɵɱɢɫɥɢɬɟɥɶɧɚɹ ɬɟɯɧɢɤɚ 
ɤɨɞ ɢ ɧɚɢɦɟɧɨɜɚɧɢɟ ɧɚɩɪɚɜɥɟɧɢɹ 

 
ɋɢɫɬɟɦɚ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ ɜ ɫɟɬɶ ɩɪɟɞɩɪɢɹɬɢɹ 

ɬɟɦɚ 

 
ɉɨɹɫɧɢɬɟɥɶɧɚɹ ɡɚɩɢɫɤɚ 

 
 
 
 
 
 

 
 
 
 
 
 
 
 

Ʉɪɚɫɧɨɹɪɫɤ 2021 

 
Ɋɭɤɨɜɨɞɢɬɟɥɶ    

ɞɨɰɟɧɬ, 
  ɤɚɧɞ.ɮɢɡ-ɦɚɬ.ɧɚɭɤ  

 
  Ʉ. ȼ. Ʉɨɪɲɭɧ  
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ɧɨɦɟɪ ɤɨɞ 

  ɂɧɮɨɪɦɚɬɢɤɚ ɢ ɜɵɱɢɫɥɢɬɟɥɶɧɚɹ ɬɟɯɧɢɤɚ  
ɧɚɢɦɟɧɨɜɚɧɢɟ 

Ɍɟɦɚ ɜɵɩɭɫɤɧɨɣ ɤɜɚɥɢɮɢɤɚɰɢɨɧɧɨɣ ɪɚɛɨɬɵ ɋɢɫɬɟɦɚ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ ɜ 

ɫɟɬɶ ɩɪɟɞɩɪɢɹɬɢɹ   

ɍɬɜɟɪɠɞɟɧɚ ɩɪɢɤɚɡɨɦ ɩɨ ɭɧɢɜɟɪɫɢɬɟɬɭ № ɨɬ     

Ɋɭɤɨɜɨɞɢɬɟɥɶ ȼɄɊ Ʉ. ȼ. Ʉɨɪɲɭɧ, ɞɨɰɟɧɬ, ɤɚɧɞ.ɮɢɡ-ɦɚɬ.ɧɚɭɤ  
ɢɧɢɰɢɚɥɵ, ɮɚɦɢɥɢɹ, ɞɨɥɠɧɨɫɬɶ, ɭɱёɧɨɟ ɡɜɚɧɢɟ ɢ ɦɟɫɬɨ ɪɚɛɨɬɵ 

 
 

ɂɫɯɨɞɧɵɟ ɞɚɧɧɵɟ ɞɥя ȼɄɊ: Cɩɪɨɟɤɬɢɪɨɜɚɬɶ ɫɢɫɬɟɦɭ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ ɜ 

ɫɟɬɶ ɩɪɟɞɩɪɢɹɬɢɹ, ɢɡɭɱɢɬɶ ɫɭɳɟɫɬɜɭɸɳɢɟ ɬɟɯɧɨɥɨɝɢɢ VPN, ɪɚɡɪɚɛɨɬɚɬɶ 

ɨɛɳɭɸ ɚɪɯɢɬɟɤɬɭɪɭ ɫɢɫɬɟɦɵ, ɜɵɛɪɚɬɶ ɚɩɩɚɪɚɬɧɨɟ ɢ ɩɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ 

ɫɢɫɬɟɦɵ, ɪɚɡɪɚɛɨɬɚɬɶ ɤɨɧɮɢɝɭɪɚɰɢɸ ɚɩɩɚɪɚɬɧɨɝɨ ɢ ɩɪɨɝɪɚɦɦɧɨɝɨ 

ɨɛɟɫɩɟɱɟɧɢɹ, ɪɚɡɪɚɛɨɬɚɬɶ ɢ ɪɟɚɥɢɡɨɜɚɬɶ ɩɪɨɬɨɬɢɩ ɫɢɫɬɟɦɵ, ɩɪɨɜɟɫɬɢ 

ɬɟɫɬɢɪɨɜɚɧɢɟ ɪɚɛɨɬɨɫɩɨɫɨɛɧɨɫɬɢ. 

ɉɟɪɟчɟɧɶ ɪɚɡɞɟɥɨɜ ȼɄɊ: Ⱥɧɚɥɢɬɢɱɟɫɤɚɹ ɱɚɫɬɶ, ɪɚɡɪɚɛɨɬɤɚ ɨɛɳɟɣ 

ɚɪɯɢɬɟɤɬɭɪɵ ɫɢɫɬɟɦɵ, ɪɚɡɪɚɛɨɬɤɚ ɫɢɫɬɟɦɵ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ, ɩɪɨɜɟɪɤɚ 

ɪɚɛɨɬɨɫɩɨɫɨɛɧɨɫɬɢ ɫɢɫɬɟɦɵ. 

ɉɟɪɟчɟɧɶ ɝɪɚɮɢчɟɫɤɨɝɨ ɦɚɬɟɪɢɚɥɚ: ɩɪɟɡɟɧɬɚɰɢɹ ɜ ɮɨɪɦɚɬɟ Power Point. 
 

Ɋɭɤɨɜɨɞɢɬɟɥɶ ȼɄɊ     Ʉ. ȼ. Ʉɨɪɲɭɧ 
ɉɨɞɩɢɫɶ                       ɢɧɢɰɢɚɥɵ, ɮɚɦɢɥɢɹ 

 

Ɂɚɞɚɧɢɟ ɩɪɢɧɹɥ ɤ ɢɫɩɨɥɧɟɧɢɸ          ɋ. ȼ. Ɂɚɧɢɧ   
ɉɨɞɩɢɫɶ                      ɢɧɢɰɢɚɥɵ, ɮɚɦɢɥɢɹ 

 
 
 

«   » 2020 



ɊȿɎȿɊАɌ 

 

ȼɵɩɭcɤɧɚɹ ɤɜaɥɢɮɢɤaɰɢɨɧɧaɹ ɪɚɛɨɬɚ ɩɨ ɬɟɦɟ « ɋɢɫɬɟɦɚ ɭɞɚɥɟɧɧɨɝɨ 

ɞoɫɬɭɩa ɜ ɫɟɬɶ ɩpɟɞɩpɢɹɬɢɹ » ɫɨɞɟɪɠɢɬ 35 ɫɬɪɚɧɢɰ ɬɟɤɫɬɨɜɨɝɨ ɞɨɤɭɦɟɧɬɚ, 30   

ɢɡɨɛɪɚɠɟɧɢɣ, 11 ɢɫɩoɥɶɡoɜaɧɧɵɯ ɢɫɬoɱɧɢɤoɜ. 

Ⱥɤɬɭɚɥɶɧɨɫɬɶ. 

ɋ ɧɚɱɚɥɨɦ ɤɨɪɨɧɚɜɢɪɭɫɧɨɣ ɩɪɨɛɥɟɦɵ ɜ ɧɚɲɟɣ ɫɬɪɚɧɟ, ɭɞɚɥɟɧɧɵɣ ɞɨɫɬɭɩ 

ɩɨɥɶɡɭɟɬɫɹ ɚɤɬɭɚɥɶɧɨɫɬɶɸ ɤɚɤ ɧɢɤɨɝɞɚ ɪɚɧɟɟ. 

ɐɟɥɶɸ ɛɚɤɚɥɚɜɪɫɤɨɣ ɪɚɛɨɬɵ ɹɜɥɹɟɬɫɹ ɩɪɨɟɤɬɢɪɨɜɚɧɢɟ ɢ ɪɟɚɥɢɡɚɰɢɹ 

ɫɢɫɬɟɦɵ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ ɜ ɫɟɬɶ ɩɪɟɞɩɪɢɹɬɢɹ. 

Ɉɫɧɨɜɧɵɟ ɡɚɞɚɱɢ: 

 ɂɡɭɱɢɬɶ ɫɭɳɟɫɬɜɭɸɳɢɟ ɬɟɯɧɨɥɨɝɢɢ VPN; 

 Ɋɚɡɪɚɛɨɬɚɬɶ ɨɛɳɭɸ ɚɪɯɢɬɟɤɬɭɪɭ ɫɢɫɬɟɦɵ; 

 ȼɵɛɪɚɬɶ ɚɩɩɚɪɚɬɧɨɟ ɢ ɩɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ ɫɢɫɬɟɦɵ; 

 Ɋɚɡɪɚɛɨɬɚɬɶ ɤɨɧɮɢɝɭɪɚɰɢɸ ɚɩɩɚɪɚɬɧɨɝɨ ɢ ɩɪɨɝɪɚɦɦɧɨɝɨ 

ɨɛɟɫɩɟɱɟɧɢɹ; 

 Ɋɚɡɪɚɛɨɬɚɬɶ ɢ ɪɟɚɥɢɡɨɜɚɬɶ ɩɪɨɬɨɬɢɩ ɫɢɫɬɟɦɵ, ɩɪɨɜɟɫɬɢ 

ɬɟɫɬɢɪɨɜɚɧɢɟ ɪɚɛɨɬɨɫɩɨɫɨɛɧɨɫɬɢ. 
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ВВȿȾȿɇɂȿ 

 

ȼ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɪɚɛɨɬɚ, ɫɜɹɡɚɧɧɚɹ ɫ ɨɛɪɚɛɨɬɤɨɣ ɢɧɮɨɪɦɚɰɢɢ, 

ɧɟɜɨɡɦɨɠɧɚ ɛɟɡ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɟɣ. Ɉɞɧɚɤɨ  ɧɟ ɜɫɟɝɞɚ 

ɜɨɡɦɨɠɧɚ ɮɢɡɢɱɟɫɤɚɹ ɪɟɚɥɢɡɚɰɢɹ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ. ɑɚɫɬɨ ɜɨɡɧɢɤɚɟɬ ɫɢɬɭɚɰɢɹ, 

ɤɨɝɞɚ ɪɚɛɨɬɧɢɤɢ ɧɚɯɨɞɹɬɫɹ ɧɟ ɜ ɩɨɦɟɳɟɧɢɟ ɨɮɢɫɚ, ɚ ɪɚɛɨɬɚɸɬ ɫ ɤɥɢɟɧɬɚɦɢ ɧɚ 

ɦɟɫɬɚɯ, ɜɵɟɡɠɚɸɬ ɜ ɤɨɦɚɧɞɢɪɨɜɤɢ. ȼ ɷɬɨɦ ɫɥɭɱɚɟ ɜɚɠɧɨ ɨɪɝɚɧɢɡɨɜɚɬɶ ɪɚɛɨɬɭ 

ɬɚɤɢɦ ɨɛɪɚɡɨɦ, ɱɬɨɛɵ, ɧɚɯɨɞɹɫɶ ɜ ɨɬɞɚɥɟɧɢɢ ɨɬ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ ɨɪɝɚɧɢɡɚɰɢɢ, 

ɨɧɢ, ɬɟɦ ɧɟ ɦɟɧɟɟ, ɦɨɝɥɢ ɩɨɞɤɥɸɱɢɬɶɫɹ ɤ ɧɟɣ. Ɉɛɟɫɩɟɱɢɬɶ ɞɨɫɬɭɩ ɤ ɥɨɤɚɥɶɧɨɣ 

ɫɟɬɢ ɩɪɢ ɨɬɫɭɬɫɬɜɢɢ ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨɝɨ ɩɨɞɤɥɸɱɟɧɢɹ ɤ ɧɟɣ, ɦɨɠɧɨ ɫ ɩɨɦɨɳɶɸ  

ɫɪɟɞɫɬɜ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ ɤ ɫɟɬɢ. Ɉɧɢ ɢɫɩɨɥɶɡɭɸɬɫɹ ɞɥɹ ɫɜɹɡɢ ɭɞɚɥɟɧɧɨɝɨ 

ɤɨɦɩɶɸɬɟɪɚ ɫ ɫɟɬɶɸ. Ɍɚɤɠɟ ɨɛɟɫɩɟɱɢɜɚɸɬ ɩɟɪɟɞɚɱɭ ɞɚɧɧɵɯ ɧɚ ɪɚɡɥɢɱɧɵɟ 

ɪɚɫɫɬɨɹɧɢɹ. 

Ɉɞɧɢɦ ɢɡ ocɧoɜɧɵx ɮaɤɬɨɪoɜ, ɜɥɢɹɸɳɢɯ ɧɚ ɜɵɛɨɪ, ɹɜɥɹɟɬɫɹ ɪɚɡɦɟɪ 

oɪɝɚɧɢɡɚɰɢɢ. ɂɫɯɨɞɹ ɢɡ ɟɟ ɩɨɬɪɟɛɧɨɫɬɟɣ ɢ ɜɨɡɦɨɠɧɨɫɬɟɣ ɨɩɪɟɞɟɥɹɸɬɫɹ 

ɧɟɨɛɯɨɞɢɦɵɟ ɞɥɹ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ ɩɪɨɝɪɚɦɦɧɨ-ɚɩɩɚɪɚɬɧɵɟ ɫɪɟɞɫɬɜɚ. ɉɨɞɛɨɪ 

ɨɛɨɪɭɞɨɜɚɧɢɹ ɢ ɦɟɬɨɞɢɤɢ ɨɪɝɚɧɢɡɚɰɢɢ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ, ɞɨɥɠɧɵ ɪɟɲɚɬɶ 

ɞɚɧɧɵɟ ɩɪɨɛɥɟɦɵ. Ɂɚɞɚɱɚ, ɪɟɲɚɟɦɚɹ ɞɚɧɧɨɣ ɪɚɛɨɬɨɣ ɫɜɹɡɚɧɚ ɫ ɪɟɲɟɧɢɟɦ 

ɨɛɨɡɧɚɱɟɧɧɨɣ ɜɵɲɟ ɩɪɨɛɥɟɦɵ ɢ ɦɨɠɟɬ ɛɵɬɶ ɫɮɨɪɦɭɥɢɪɨɜɚɧɚ ɫɥɟɞɭɸɳɢɦ 

ɨɛɪɚɡɨɦ:  

ɂɡɭɱɢɬɶ ɫɭɳɟɫɬɜɭɸɳɢɟ ɬɟɯɧɨɥɨɝɢɢ ɨɪɝɚɧɢɡɚɰɢɢ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ, 

ɫɩɪɨɟɤɬɢɪɨɜɚɬɶ ɢ ɪɟɚɥɢɡɨɜɚɬɶ ɫɢɫɬɟɦɭ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ. 

ɇɚ ɨɫɧɨɜɚɧɢɢ ɷɬɨɝɨ ɛɵɥɢ ɩɨɫɬɚɜɥɟɧɵ ɫɥɟɞɭɸɳɢɟ ɡɚɞɚɱɢ ɜɵɩɭɫɤɧɨɣ 

ɤɜɚɥɢɮɢɤɚɰɢɨɧɧɨɣ ɪɚɛɨɬɵ:  

1.Ɉɡɧɚɤɨɦɥɟɧɢɟ ɫ ɬɟɯɧɨɥɨɝɢɹɦɢ VPN, ɜɵɛɨɪ ɬɟɯɧɨɥɨɝɢɢ ɞɥɹ 

ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɜ ɫɢɫɬɟɦɟ; 

2. Ɋɚɡɪɚɛɨɬɤɚ ɨɛɳɟɣ ɚɪɯɢɬɟɤɬɭɪɵ ɫɢɫɬɟɦɵ; 

3. Ɋɚɡɪɚɛɨɬɤɚ ɤɨɧɮɢɝɭɪɚɰɢɢ ɚɩɩɚɪɚɬɧɨɝɨ ɢ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ; 

4. Ɋɟɚɥɢɡɚɰɢɹ ɩɪɨɬɨɬɢɩɚ ɫɢɫɬɟɦɵ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ. 
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1 Aɧaɥɢɬɢɱɟɫɤɚɹ ɱɚɫɬɶ 

 

1.1 Ɉɩɢɫɚɧɢɟ ɩɪɟɞɦɟɬɧɨɣ ɨɛɥɚɫɬɢ 

 

ɍɞɚɥёɧɧɵɣ ɞɨɫɬɭɩ – ɷɬɨ ɨɛɲɢɪɧɨɟ ɩɨɧɹɬɢɟ, ɤɨɬɨɪɨɟ ɜɤɥɸɱɚɟɬ ɜ ɫɟɛɹ 

ɦɧɨɠɟɫɬɜɨ ɬɢɩɨɜ ɢ ɜɚɪɢɚɧɬɨɜ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɤɨɦɩɶɸɬɟɪɨɜ, ɫɟɬɟɣ ɢ 

ɩɪɢɥɨɠɟɧɢɣ. ȿɫɥɢ ɪɚɫɫɦɚɬɪɢɜɚɬɶ ɪɚɡɥɢɱɧɵɟ ɫɯɟɦɵ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ, ɤɨɬɨɪɵɟ 

ɨɛɵɱɧɨ ɨɬɧɨɫɹɬɫɹ ɤ ɭɞɚɥɟɧɧɨɦɭ ɞɨɫɬɭɩɭ, ɬɨ ɢɦ ɩɪɢɫɭɳɟ ɝɥɨɛɚɥɶɧɨɟ 

ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɤɚɧɚɥɨɜ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɢɥɢ ɫɟɬɟɣ. Ⱦɥɹ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ, ɤɚɤ 

ɩɪɚɜɢɥɨ, ɯɚɪɚɤɬɟɪɟɧ ɜɢɞ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ, ɤɨɝɞɚ, ɫ ɨɞɧɨɣ ɫɬɨɪɨɧɵ, ɢɦɟɟɬɫɹ 

ɰɟɧɬɪɚɥɶɧɚɹ ɱɚɫɬɶ ɛɨɥɶɲɨɣ ɫɟɬɢ ɢɥɢ ɤɨɦɩɶɸɬɟɪ, ɚ ɫ ɞɪɭɝɨɣ, ɫ ɭɞɚɥɟɧɧɨɝɨ 

ɬɟɪɦɢɧɚɥɚ, ɤɨɦɩɶɸɬɟɪɚ ɢɥɢ ɦɚɥɨɣ ɫɟɬɢ, ɠɟɥɚɸɳɢɟ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɞɪɭɝɢɦ 

ɫɟɬɟɜɵɦ ɪɟɫɭɪɫɚɦ. Ʉɨɥɢɱɟɫɬɜɨ ɭɞɚɥɟɧɧɵɯ ɨɬ ɰɟɧɬɪɚɥɶɧɨɣ ɫɟɬɢ ɭɡɥɨɜ ɢ ɫɟɬɟɣ, 

ɤɨɬɨɪɵɦ ɧɟɨɛɯɨɞɢɦ ɷɬɨɬ ɞɨɫɬɭɩ, ɩɨɫɬɨɹɧɧɨ ɪɚɫɬɟɬ, ɩɨɷɬɨɦɭ ɫɨɜɪɟɦɟɧɧɵɟ 

ɫɪɟɞɫɬɜɚ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ ɪɚɫɫɱɢɬɚɧɵ ɧɚ ɛɨɥɶɲɨɟ ɤɨɥɢɱɟɫɬɜɨ ɤɥɢɟɧɬɨɜ. 

 

1.2 VPN Вɢɪɬɭɚɥɶɧɵɟ ɱɚɫɬɧɵɟ ɫɟɬɢ  

 

VPN ɫɨɡɞɚɟɬ ɥɨɤɚɥɶɧɭɸ ɫɟɬɶ ɦɟɠɞɭ ɧɟɫɤɨɥɶɤɢɦɢ ɤɨɦɩɶɸɬɟɪɚɦɢ ɜ 

ɫɟɝɦɟɧɬɚɯ ɫɟɬɢ. Ɇɚɲɢɧɵ ɦɨɝɭɬ ɧɚɯɨɞɢɬɶɫɹ ɤɚɤ ɜ ɨɞɧɨɣ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ, ɬɚɤ ɢ 

ɦɨɝɭɬ ɛɵɬɶ ɭɞɚɥɟɧɵ ɧɚ ɛɨɥɶɲɨɦ ɪɚɫɫɬɨɹɧɢɢ ɞɪɭɝ ɨɬ ɞɪɭɝɚ ɢ ɩɨɞɤɥɸɱɟɧɵ ɱɟɪɟɡ 

ɂɧɬɟɪɧɟɬ. VPN ɩɨɫɬɚɜɥɹɟɬɫɹ ɫ ɞɨɩɨɥɧɢɬɟɥɶɧɨɣ ɡɚɳɢɬɨɣ, ɱɬɨɛɵ ɫɞɟɥɚɬɶ 

ɜɢɪɬɭɚɥɶɧɭɸ ɫɟɬɶ ɱɚɫɬɧɨɣ. ɋɟɬɟɜɨɣ ɬɪɚɮɢɤ ɩɪɨɯɨɞɹɳɢɣ ɱɟɪɟɡ VPN ɱɚɫɬɨ 

ɧɚɡɵɜɚɸɬ ɜɧɭɬɪɟɧɧɢɦ  ɬɭɧɧɟɥɟɦ ɩɨ ɫɪɚɜɧɟɧɢɸ ɫ ɞɪɭɝɢɦɢ ɬɪɚɮɢɤɚɦɢ, ɤɨɬɨɪɵɟ 

ɧɚɯɨɞɹɬɫɹ ɡɚ  ɩɪɟɞɟɥɚɦɢ ɬɭɧɧɟɥɹ. 

ɇɚ ɪɢɫ 1.1 ɫɟɬɟɜɨɣ ɬɪɚɮɢɤ ɩɨɤɚɡɚɧ ɬɚɤ, ɤɚɤ ɬɪɚɞɢɰɢɨɧɧɨ ɩɪɨɯɨɞɢɬ ɱɟɪɟɡ 

ɫɟɝɦɟɧɬɵ ɫɟɬɢ ɢ ɂɧɬɟɪɧɟɬɚ. Ɂɞɟɫɶ ɷɬɨɬ ɬɪɚɮɢɤ ɨɬɧɨɫɢɬɟɥɶɧɨ ɨɬɤɪɵɬ ɞɥɹ 

ɩɪɨɜɟɪɤɢ ɢ ɚɧɚɥɢɡɚ, ɧɨ ɡɚɳɢɳɟɧɧɵɟ ɩɪɨɬɨɤɨɥɵ ɬɚɤɢɟ ɤɚɤ HTTPS ɢ SSH ɦɟɧɟɟ 

ɭɹɡɜɢɦɵ ɞɥɹ ɡɥɨɭɦɵɲɥɟɧɧɢɤɨɜ. 
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Ɋɢɫɭɧɨɤ 1 – ɋɟɬɟɜɨɣ ɬɪɚɮɢɤ 

 

Ɂɞɟɫɶ ɡɥɨɭɦɵɲɥɟɧɧɢɤɢ ɩɨ-ɩɪɟɠɧɟɦɭ ɦɨɝɭɬ ɜɢɞɟɬɶ ɢɡ ɤɚɤɨɝɨ ɬɢɩɚ 

ɫɨɟɞɢɧɟɧɢɹ ɤɚɤɨɣ ɤɨɦɩɶɸɬɟɪ ɤ ɤɚɤɨɦɭ ɫɟɪɜɟɪɭ ɩɨɞɤɥɸɱёɧ [4]. 

Ʉɨɝɞɚ ɢɫɩɨɥɶɡɭɟɬɫɹ VPN, ɬɪɚɮɢɤ ɜɧɭɬɪɢ ɬɭɧɧɟɥɹ ɛɨɥɶɲɟ ɧɟ ɦɨɠɟɬ ɛɵɬɶ 

ɢɞɟɧɬɢɮɢɰɢɪɨɜɚɧ. Ɍɪɚɮɢɤ ɜɧɭɬɪɢ VPN ɦɨɠɟɬ ɛɵɬɶ ɥɸɛɵɦ, ɱɬɨ ɛɵ ɧɟ 

ɨɬɩɪɚɜɥɹɥɨɫɶ ɩɨ ɥɨɤɚɥɶɧɨɣ ɢɥɢ ɝɥɨɛɚɥɶɧɨɣ ɫɟɬɢ. ȼ ɬɨ ɜɪɟɦɹ ɤɚɤ ɫɚɦɚ VPN 

ɦɚɪɲɪɭɬɢɡɢɪɭɟɬɫɹ ɱɟɪɟɡ ɂɧɬɟɪɧɟɬ, ɤɚɤ ɧɚ ɪɢɫ 1 , ɭɫɬɪɨɣɫɬɜɚ ɩɨ ɫɟɬɟɜɨɦɭ ɩɭɬɢ 

ɦɨɝɭɬ ɜɢɞɟɬɶ ɬɨɥɶɤɨ ɬɪɚɮɢɤ VPN; ɷɬɢ ɭɫɬɪɨɣɫɬɜɚ ɧɟ ɡɧɚɸɬ ɨ ɬɨɦ, ɱɬɨ ɩɪɨɢɫɯɨɞɢɬ 

ɢɥɢ ɩɟɪɟɞɚɟɬɫɹ ɜɧɭɬɪɢ ɱɚɫɬɧɨɝɨ ɬɭɧɧɟɥɹ. Ɂɚɳɢɳɟɧɧɵɟ ɩɪɨɬɨɤɨɥɵ ɬɚɤɢɟ ɤɚɤ 

HTTPS ɢ SSH ɡɚɳɢɳɟɧɵ ɜɧɭɬɪɢ ɬɭɧɧɟɥɹ ɨɬ ɞɪɭɝɢɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ VPN, ɧɨ ɛɭɞɟɬ 

ɞɨɩɨɥɧɢɬɟɥɶɧɨ ɧɟɨɩɨɡɧɚɜɚɟɦɵɣ ɬɪɚɮɢɤ ɫɧɚɪɭɠɢ ɬɭɧɧɟɥɹ. VPN ɧɟ ɬɨɥɶɤɨ 

ɩɪɨɢɡɜɨɞɢɬ ɲɢɮɪɨɜɚɧɢɟ ɬɪɚɮɢɤɚ ɜɧɭɬɪɢ ɬɭɧɧɟɥɹ, ɧɨ ɢ ɬɚɤɠɟ ɨɧ ɫɤɪɵɜɚɟɬ ɢ 

ɡɚɳɢɳɚɟɬ ɨɬɞɟɥɶɧɵɟ ɩɨɬɨɤɢ ɞɚɧɧɵɯ ɨɬ ɬɟɯ, ɤɬɨ ɧɚɯɨɞɢɬɫɹ ɡɚ ɩɪɟɞɟɥɚɦɢ ɬɭɧɧɟɥɹ 

[2]. 
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Ɋɢɫɭɧɨɤ 2 – VPN-ɬɭɧɧɟɥɶ 

 

ɇɚ ɪɢɫɭɧɤɟ 2 ɩɨɤɚɡɚɧɵ ɤɚɤ ɫɢɥɶɧɵɟ ɫɬɨɪɨɧɵ, ɬɚɤ ɢ ɨɞɧɚ ɫɚɦɚɹ ɛɨɥɶɲɚɹ 

ɭɝɪɨɡɚ ɬɟɯɧɨɥɨɝɢɣ VPN. VPN-ɬɭɧɧɟɥɶ ɩɪɨɧɢɤɚɟɬ ɱɟɪɟɡ ɪɨɭɬɟɪɵ ɢ ɛɪɚɧɞɦɚɭɷɪɵ 

ɫ ɨɛɟɢɯ ɫɬɨɪɨɧ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ ɜɟɫɶ ɫɟɬɟɜɨɣ ɬɪɚɮɢɤ, ɤɨɬɨɪɵɣ 

ɩɪɨɯɨɞɢɬ ɱɟɪɟɡ VPN-ɬɭɧɧɟɥɶ, ɨɛɯɨɞɢɬ ɨɛɵɱɧɭɸ ɡɚɳɢɬɭ ɫɟɬɢ, ɟɫɥɢ ɬɨɥɶɤɨ ɧɟ 

ɩɪɟɞɩɪɢɧɢɦɚɸɬɫɹ ɨɫɨɛɵɟ ɦɟɪɵ ɞɥɹ ɤɨɧɬɪɨɥɹ VPN ɬɪɚɮɢɤɚ [11]. 

Ȼɨɥɶɲɢɧɫɬɜɨ ɪɟɚɥɢɡɚɰɢɣ VPN ɢɫɩɨɥɶɡɭɸɬ ɧɟɤɨɬɨɪɭɸ ɮɨɪɦɭ ɲɢɮɪɨɜɚɧɢɹ 

ɢ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ. ɒɢɮɪɨɜɚɧɢɟ VPN ɝɚɪɚɧɬɢɪɭɟɬ ɱɬɨ ɞɪɭɝɢɟ ɫɬɨɪɨɧɵ, ɤɨɬɨɪɵɟ 

ɨɬɫɥɟɠɢɜɚɸɬ ɬɪɚɮɢɤ ɦɟɠɞɭ ɫɢɫɬɟɦɚɦɢ, ɧɟ ɫɦɨɝɭɬ  ɞɟɤɨɞɢɪɨɜɚɬɶ ɢ ɜ ɞɚɥɶɧɟɣɲɟɦ 

ɩɪɨɚɧɚɥɢɡɢɪɨɜɚɬɶ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɵɟ ɞɚɧɧɵɟ. Ⱥɭɬɟɧɬɢɮɢɤɚɰɢɹ ɫɨɫɬɨɢɬ ɢɡ ɞɜɭɯ 

ɤɨɦɩɨɧɟɧɬɨɜ: 

ɉɟɪɜɵɣ, ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɫɢɫɬɟɦɵ, ɤɨɬɨɪɚɹ ɩɪɟɞɨɫɬɚɜɥɹɟɬ 

ɩɨɞɤɥɸɱɟɧɢɟ ɤ ɚɜɬɨɪɢɡɨɜɚɧɧɨɦɭ ɫɟɪɜɟɪɭ. ɗɬɨɬ ɬɢɩ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɜ ɮɨɪɦɟ 

ɫɟɪɬɢɮɢɤɚɬɚ ɢɥɢ ɫɨɱɟɬɚɧɢɢ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɩɚɪɨɥɹ. Ʉɨɧɤɪɟɬɧɵɟ ɩɪɚɜɢɥɚ 

ɞɚɧɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɦɨɠɧɨ ɫɨɝɥɚɫɨɜɚɬɶ, ɧɚɩɪɢɦɟɪ, ɩɪɚɜɢɥɚ ɨ ɤɨɧɤɪɟɬɧɵɯ 

ɦɚɪɲɪɭɬɚɯ, ɩɪɚɜɢɥɚ ɛɪɚɧɞɦɚɭɷɪɚ ɢɥɢ ɞɪɭɝɢɯ ɫɤɪɢɩɬɨɜ ɢ ɭɬɢɥɢɬɚɯ. Ʉɚɤ ɩɪɚɜɢɥɨ ɨɧɢ 

ɭɧɢɤɚɥɶɧɵ ɞɥɹ ɤɚɠɞɨɝɨ ɷɤɡɟɦɩɥɹɪɚ, ɧɨ ɞɥɹ ɤɚɠɞɨɝɨ ɢɡ ɧɢɯ ɦɨɠɧɨ ɩɪɨɜɟɫɬɢ 
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ɧɚɫɬɪɨɣɤɭ ɟɫɥɢ ɢɫɩɨɥɶɡɭɟɬɫɹ OpenVPN. 

ȼɬɨɪɨɣ ɤɨɦɩɨɧɟɧɬ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ – ɷɬɨ ɞɨɩɨɥɧɢɬɟɥɶɧɚɹ ɡɚɳɢɬɚ ɞɥɹ 

ɩɨɬɨɤɚ ɫɜɹɡɢ. ȼ ɷɬɨɦ ɫɥɭɱɚɟ ɫɩɨɫɨɛ ɩɨɞɩɢɫɢ ɤɚɠɞɨɝɨ ɨɬɩɪɚɜɥɟɧɧɨɝɨ ɩɚɤɟɬɚ 

ɹɜɥɹɟɬɫɹ ɭɫɬɚɧɨɜɥɟɧɧɵɦ. Ʉɚɠɞɚɹ ɫɢɫɬɟɦɚ ɩɪɨɜɟɪɹɟɬ ɩɪɚɜɢɥɶɧɨ ɥɢ  ɩɨɞɩɢɫɚɧɵ 

ɩɨɥɭɱɟɧɧɵɟ VPN-ɩɚɤɟɬɵ ɞɨ ɪɚɫɲɢɮɪɨɜɤɢ ɞɚɧɧɵɯ. ɉɭɬɟɦ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ 

ɩɚɤɟɬɨɜ, ɤɨɬɨɪɵɟ ɭɠɟ ɧɚɯɨɞɹɬɫɹ ɜ ɡɚɲɢɮɪɨɜɚɧɧɨɦ ɜɢɞɟ, ɫɢɫɬɟɦɚ ɦɨɠɟɬ 

ɫɷɤɨɧɨɦɢɬɶ ɜɪɟɦɹ ɨɛɪɚɛɨɬɤɢ ɞɚɠɟ ɧɟ ɪɚɫɲɢɮɪɨɜɵɜɚɹ ɩɚɤɟɬɵ, ɤɨɬɨɪɵɟ ɧɟ 

ɫɨɨɬɜɟɬɫɬɜɭɸɬ ɩɪɚɜɢɥɚɦ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ. Ɍɚɤɚɹ ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ ɦɟɲɚɟɬ 

ɩɨɬɟɧɰɢɚɥɶɧɵɦ ɚɬɚɤɚɦ ɬɢɩɚ “Denial of Service” (DoS), ɚ ɬɚɤɠɟ ɩɪɟɞɨɬɜɪɚɳɚɟɬ 

“Man in the Middle” (MITM) ɩɪɢ ɭɫɥɨɜɢɢ, ɱɬɨ ɤɥɸɱɢ ɩɨɞɩɢɫɢ ɯɪɚɧɹɬɫɹ ɜ 

ɛɟɡɨɩɚɫɧɨɦ ɦɟɫɬɟ [3]. 

 

1.3 Ɍɟɯɧɨɥɨɝɢɢ VPN 

 

Ɇɧɨɠɟɫɬɜɨ ɩɪɨɞɭɤɬɨɜ VPN, ɞɨɫɬɭɩɧɵ ɧɚ ɪɵɧɤɟ ɤɚɤ ɤɨɦɦɟɪɱɟɫɤɢɟ, ɬɚɤ ɢ ɫ 

ɨɬɤɪɵɬɵɦ ɢɫɯɨɞɧɵɦ ɤɨɞɨɦ. ȼɫɟ ɩɪɨɞɭɤɬɵ VPN ɞɟɥɢɬɫɹ ɧɚ ɱɟɬɵɪɟ ɤɚɬɟɝɨɪɢɢ: 

 VPN ɧɚ ɨɫɧɨɜɟ PPTP-ɩɪɨɬɨɤɨɥɚ; 

 VPN ɧɚ ɨɫɧɨɜɟ ɩɪɨɬɨɤɨɥɚ IPSec; 

 VPN ɧɚ ɨɫɧɨɜɟ SSL; 

 OpenVPN. 

OpenVPN ɬɨɠɟ ɹɜɥɹɟɬɫɹ VPN ɧɚ ɨɫɧɨɜɟ SSL ɩɨɫɤɨɥɶɤɭ ɢɫɩɨɥɶɡɭɟɬ SSL ɢɥɢ 

TLS-ɩɨɞɨɛɧɵɣ ɩɪɨɬɨɤɨɥ ɞɥɹ ɭɫɬɚɧɨɜɥɟɧɢɹ ɛɟɡɨɩɚɫɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ. Ɍɟɦ ɧɟ 

ɦɟɧɟɟ ɫɨɡɞɚɧɚ ɨɬɞɟɥɶɧɚɹ ɤɚɬɟɝɨɪɢɹ ɞɥɹ OpenVPN, ɬɚɤ ɤɚɤ ɨɧ ɨɬɥɢɱɚɟɬɫɹ ɨɬ 

ɞɪɭɝɨɣ SSL ɧɚ ɨɫɧɨɜɟ VPN-ɪɟɲɟɧɢɹ [10]. 

 

1.3.1 PPTP 

 

Ɉɞɧɢɦ ɢɡ ɩɪɨɬɨɤɨɥɨɜ VPN ɹɜɥɹɟɬɫɹ ɩɪɨɬɨɤɨɥ ɬɨɱɤɚ-ɬɨɱɤɚ (PPTP) 

ɪɚɡɪɚɛɨɬɚɧ Microsoft ɢ Ascend ɜ 1999 ɝɨɞɭ. ɉɪɨɬɨɤɨɥ PPTP ɨɮɢɰɢɚɥɶɧɨ 

ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɧ ɤɚɤ RFC263 ɬɚɤɠɟ PPTP ɤɥɢɟɧɬ ɛɵɥ ɜɤɥɸɱɟɧ ɜ Windows ɫ 1995 
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ɝɨɞɚ ɢ ɞɨ ɫɢɯ ɩɨɪ ɜɤɥɸɱɟɧ ɜ ɛɨɥɶɲɢɧɫɬɜɨ ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ. 

ȼ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɩɪɨɬɨɤɨɥ PPTP ɫɱɢɬɚɟɬɫɹ ɧɟɛɟɡɨɩɚɫɧɵɦ, ɬɚɤ ɤɚɤ 

ɧɚɞɟɠɧɨɫɬɶ ɡɚɳɢɳɟɧɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ ɧɚɩɪɹɦɭɸ ɫɜɹɡɚɧɚ ɫ ɧɚɞɟɠɧɨɫɬɶɸ ɫɚɦɨɝɨ 

ɫɨɟɞɢɧɟɧɢɹ. ɉɪɢɦɟɪ: ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ (ɩɚɪɨɥɶ). Ɍɚɤɢɦ ɨɛɪɚɡɨɦ ɧɟɧɚɞɟɠɧɵɣ 

ɩɚɪɨɥɶ ɩɪɢɜɨɞɢɬ ɤ ɧɟɛɟɡɨɩɚɫɧɨɦɭ VPN-ɫɨɟɞɢɧɟɧɢɸ. Ȼɨɥɶɲɢɧɫɬɜɨ ɭɫɬɚɧɨɜɨɤ 

PPTP ɢɫɩɨɥɶɡɭɟɬ MSCHAPv2 ɩɪɨɬɨɤɨɥ ɞɥɹ ɲɢɮɪɨɜɚɧɢɹ ɩɚɪɨɥɟɣ. Ȼɟɡɨɩɚɫɧɨɫɬɶ 

ɩɪɨɬɨɤɨɥɚ PPTP ɢɫɩɨɥɶɡɭɟɬ ɫɟɪɬɢɮɢɤɚɬɵ "   X. 50 " ɞɥɹ ɡɚɳɢɳɟɧɧɨɝɨ PPTP-

ɫɨɟɞɢɧɟɧɢɹ, ɱɬɨ ɨɛɟɫɩɟɱɢɜɚɟɬ ɞɨɜɨɥɶɧɨ ɛɟɡɨɩɚɫɧɨɟ  ɫɨɟɞɢɧɟɧɢɟ. ɇo ɜɫɟ ɤɥɢɟɧɬɵ 

PPTP ɩɨɞɞɟɪɠɢɜɚɸɬ EAP-TLS, ɤɨɬɨɪɚɹ ɧɟɨɛɯɨɞɢɦɚ ɞɥɹ ɪɚɡɪɟɲɟɧɢɹ 

ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɫɟɪɬɢɮɢɤɚɬɨɜ " ɏ. 509 ". 

 Ⱦɜɚ ɤɚɧɚɥɚ PPTP: 

 ɤɚɧɚɥ ɭɩɪɚɜɥɟɧɢɹ ɞɥɹ ɧɚɫɬɪɨɣɤɢ ɫɨɟɞɢɧɟɧɢɹ; 

 ɤɚɧɚɥ ɞɥɹ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ. 

Ʉɚɧɚɥ ɭɩɪɚɜɥɟɧɢɹ ɭɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɱɟɪɟɡ TCP-ɩɨɪɬ. Ʉɚɧɚɥ ɞɚɧɧɵɯ 

ɢɫɩɨɥɶɡɭɟɬ ɨɛɳɭɸ ɢɧɤɚɩɫɭɥɹɰɢɸ ɦɚɪɲɪɭɬɢɡɚɰɢɢ (GRE) ɩɪɨɬɨɤɨɥɚ, ɤɨɬɨɪɵɣ 

ɹɜɥɹɟɬɫɹ IP-ɩɪɨɬɨɤɨɥɨɦ. 

PPTP-ɤɥɢɟɧɬɵ ɞɨɫɬɭɩɧɵ ɩɪɚɤɬɢɱɟɫɤɢ ɧɚ ɜɫɟɯ ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦɚɯ 

ɧɚɱɢɧɚɹ ɨɬ Windows ɞɨ Linux ɢ Unix ɢ ɬɚɤɠɟ ɞɥɹ ɭɫɬɪɨɣɫɬɜ Android ɢ Iɨs [7]. 

  



 

9 

 

1.3.2 IPSec 

 

IPSec – ɨɮɢɰɢɚɥɶɧɵɣ ɫɬɚɧɞɚɪɬ IEEE/IETF ɞɥɹ IP - ɛɟɡɨɩɚɫɧɨɫɬɢ. 

Ɉɮɢɰɢɚɥɶɧɨ ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɧ ɤɚɤ RFC 2411. IPSec ɜɫɬɪɨɟɧ ɜ ɫɬɚɧɞɚɪɬ IPv6. IPSec 

ɪɚɛɨɬɚɟɬ ɧɚ ɭɪɨɜɧɟ ɜɬɨɪɨɣ ɢ ɬɪɟɬɶɟɣ ɦɨɞɟɥɢ OSI ɫɟɬɟɜɨɣ ɫɟɬɢ.  ɍ IPSec ɟɫɬɶ 

ɩɨɥɢɬɢɤɚ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɱɬɨ ɞɟɥɚɟɬ  ɟɟ ɱɪɟɡɜɵɱɚɣɧɨ ɝɢɛɤɨɣ ɢ ɦɨɳɧɨɣ, ɧɨ ɢ  

ɬɪɭɞɧɨ ɧɚɫɬɪɚɢɜɚɟɦɨɣ ɢ ɨɬɥɚɠɢɜɚɟɦɨɣ. Ȼɟɡɨɩɚɫɧɨɫɬɶ ɩɨɥɢɬɢɤɢ ɪɚɡɪɟɲɚɟɬ 

ɚɞɦɢɧɢɫɬɪɚɬɨɪɭ ɲɢɮɪɨɜɚɬɶ ɬɪɚɮɢɤ ɦɟɠɞɭ ɞɜɭɦɹ ɤɨɧɟɱɧɵɦɢ ɬɨɱɤɚɦɢ ɧɚ ɨɫɧɨɜɟ 

ɩɚɪɚɦɟɬɪɨɜ, ɬɚɤɢɯ ɤɚɤ IP- ɚɞɪɟɫ ɢɫɬɨɱɧɢɤɚ ɢ IP-ɚɞɪɟɫ ɧɚɡɧɚɱɟɧɢɹ, ɚ ɬɚɤɠɟ ɦɟɠɞɭ 

ɢɫɯɨɞɧɵɦ ɢ ɤɨɧɟɱɧɵɦɢ  ɩɨɪɬɚɦɢ TCP ɢɥɢ UDP.  ȼɨɡɦɨɠɧɚ ɧɚɫɬɪɨɣɤɚ IPSec ɧɚ 

ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɩɪɟɞɜɚɪɢɬɟɥɶɧɨ ɪɚɡɞɟɥɟɧɧɵɯ ɤɥɸɱɟɣ ɢɥɢ ɫɟɪɬɢɮɢɤɚɬɨɜ ɞɥɹ 

ɡɚɳɢɬɵ ɩɨɞɤɥɸɱɟɧɢɹ VPN. Ʉ ɬɨɦɭ ɠɟ ɨɧ ɢɫɩɨɥɶɡɭɟɬ ɫɟɪɬɢɮɢɤɚɬɵ “X.509”, 

ɨɞɧɨɪɚɡɨɜɵɟ ɩɚɪɨɥɢ, ɩɪɨɬɨɤɨɥɵ ɢɦɟɧ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢɥɢ ɩɚɪɨɥɶ ɞɥɹ 

ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ VPN-ɫɨɟɞɢɧɟɧɢɹ. ȼ IPSec ɩɪɢɫɭɬɫɬɜɭɟɬ 2 ɪɟɠɢɦɚ ɪɚɛɨɬɵ: 

ɬɪɚɧɫɩɨɪɬɧɵɣ ɪɟɠɢɦ ɢ ɬɭɧɧɟɥɶɧɵɣ ɪɟɠɢɦ. 

Ɍɪɚɧɫɩɨɪɬɧɵɣ ɪɟɠɢɦ ɢɫɩɨɥɶɡɭɟɬɫɹ ɱɚɳɟ ɜɫɟɝɨ ɜ ɫɨɱɟɬɚɧɢɢ ɫ 

ɬɭɧɧɟɥɢɪɨɜɚɧɢɟɦ ɜɬɨɪɨɝɨ ɭɪɨɜɧɹ (L2TP). L2TP ɩɪɨɬɨɤɨɥ ɜɵɩɨɥɧɹɟɬ 

ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɩɨɥɶɡɨɜɚɬɟɥɹ. Ʉɥɢɟɧɬɵ IPSec ɜɫɬɪɨɟɧɧɵɟ ɜ ɨɩɟɪɚɰɢɨɧɧɵɟ 

ɫɢɫɬɟɦɵ ɨɛɵɱɧɨ ɜɵɩɨɥɧɹɸɬ IPSec ɫ L2TP, ɬɚɤɠɟ ɜɨɡɦɨɠɧɨ ɧɚɫɬɪɨɢɬɶ 

ɩɨɞɤɥɸɱɟɧɢɟ ɬɨɥɶɤɨ ɩɨ ɩɪɨɬɨɤɨɥɭ IPSec. 

IPSec VPN-ɤɥɢɟɧɬ, ɜɫɬɪɨɟɧɧɵɣ ɜ Microsoft Windows, ɩɨ ɭɦɨɥɱɚɧɢɸ 

ɢɫɩɨɥɶɡɭɟɬ ɩɪɨɬɨɤɨɥ IPSec ɫ L2TP, ɧɨ ɟɝɨ  ɦɨɠɧɨ ɨɬɤɥɸɱɢɬɶ ɢɥɢ ɨɛɨɣɬɢ. 

IPSec ɢɫɩɨɥɶɡɭɟɬ ɞɜɚ ɤɚɧɚɥɚ: 

 Ʉɚɧɚɥ ɭɩɪɚɜɥɟɧɢɹ ɞɥɹ ɧɚɫɬɪɨɣɤɢ ɫɨɟɞɢɧɟɧɢɟ ɢ ɨɞɢɧ ɞɥɹ ɩɟɪɟɞɚɱɢ 

ɞɚɧɧɵɯ. Ʉɚɧɚɥ ɭɩɪɚɜɥɟɧɢɹ ɢɧɢɰɢɢɪɭɟɬɫɹ ɱɟɪɟɡ UDP. 

 Ʉɚɧɚɥ ɞɚɧɧɵɯ ɢɫɩɨɥɶɡɭɟɬ ɢɧɤɚɩɫɭɥɢɪɨɜɚɧɧɭɸ ɩɨɥɟɡɧɭɸ ɧɚɝɪɭɡɤɭ 

ɛɟɡɨɩɚɫɧɨɫɬɢ (ESP), ɩɪɨɬɨɤɨɥ ɤɨɬɨɪɵɣ ɹɜɥɹɟɬɫɹ IP- ɩɪɨɬɨɤɨɥɨɦ. 

ɐɟɥɨɫɬɧɨɫɬɶ IPSec ɩɚɤɟɬɨɜ ɨɛɟɫɩɟɱɢɜɚɟɬɫɹ ɫ ɩɨɦɨɳɶɸ ɩɪɨɜɟɪɤɢ 

ɩɨɞɥɢɧɧɨɫɬɢ ɫɨɨɛɳɟɧɢɹ (HMAC). ɇɟɞɨɫɬɚɬoɤ IPSec – ɪɚɫɲɢɪɟɧɢɟ ɤ ɫɬɚɧɞɚɪɬɭ, 

ɤɨɬɨɪɨɟ ɞɟɥɚɟɬ ɟɝɨ ɛɨɥɟɟ ɫɥɨɠɧɵɦ ɞɥɹ ɬɨɝɨ ɱɬɨɛɵ ɫɨɟɞɢɧɢɬɶ ɞɜɟ ɤɨɧɟɱɧɵɟ ɬɨɱɤɢ 
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IPSec ɨɬ ɪɚɡɧɵɯ ɩɨɫɬɚɜɳɢɤɨɜ. ɉɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ IPSec ɜɯɨɞɢɬ ɜ ɫɨɫɬɚɜ 

ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ, ɚ ɬɚɤɠɟ ɛɪɚɧɞɦɚɭɷɪɵ, ɦɚɪɲɪɭɬɢɡɚɬɨɪɵ ɢ 

ɦɢɤɪɨɩɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ [8].  

 

1.3.3 VPN ɧɚ ɨɫɧɨɜɟ SSL 

 

VPN ɧɚ ɨɫɧɨɜɟ SSL ɢɫɩɨɥɶɡɭɟɬ ɩɪɨɬɨɤɨɥɵ SSL ɢ TLS. VPN ɧɚ ɨɫɧɨɜɟ SSL 

ɱɚɳɟ ɧɚɡɵɜɚɸɬ web-VPN ɢɥɢ ɛɟɡɥɢɦɢɬɧɵɦ VPN. ȿɫɬɶ ɩɨɫɬɚɜɳɢɤɢ, ɤɨɬɨɪɵɟ 

ɩɪɟɞɨɫɬɚɜɥɹɸɬ ɨɬɞɟɥɶɧɨɟ ɤɥɢɟɧɬɫɤɨɟ ɩɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ ɬɚɤɨɟ ɤɚɤ Cisco 

AnyConnect. VPN                          ɫ ɨɫɧɨɜɨɣ SSL ɢɫɩɨɥɶɡɭɸɬ ɬɚɤɨɣ ɠɟ ɫɟɬɟɜɨɣ ɩɪɨɬɨɤɨɥ, ɱɬɨ ɢ 

ɞɥɹ (HTTPS). OpenVPN ɠɟ ɢɫɩɨɥɶɡɭɟɬ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɟ ɚɥɝɨɪɢɬɦɵ ɞɥɹ 

ɲɢɮɪɨɜɚɧɢɹ ɢ ɩɨɞɩɢɫɢ ɞɚɧɧɵɯ ɬɪɚɮɢɤɚ. ɗɬɨ ɨɫɧɨɜɧɚɹ ɩɪɢɱɢɧɚ,  ɩɨ ɤɨɬɨɪɨɣ 

OpenVPN ɭɤɚɡɚɧ ɤɚɤ ɨɬɞɟɥɶɧɚɹ VPN ɤɚɬɟɝɨɪɢɹ. ɇɟ ɫɭɳɟɫɬɜɭɟɬ ɱɟɬɤɨɝɨ 

ɨɩɪɟɞɟɥɟɧɧɨɝɨ ɫɬɚɧɞɚɪɬɚ ɞɥɹ VPN ɧɚ ɨɫɧɨɜɟ SSL, ɧɨ ɛɨɥɶɲɢɧɫɬɜɨ ɢɫɩɨɥɶɡɭɸɬ 

ɩɪɨɬɨɤɨɥɵ SSL ɢ TLS ɞɥɹ ɧɚɫɬɪɨɣɤɢ ɢ ɡɚɳɢɬɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ. ȼ ɛɨɥɶɲɢɧɫɬɜɟ 

ɫɥɭɱɚɟɜ ɫɨɟɞɢɧɟɧɢɟ ɡɚɳɢɳɚɟɬɫɹ ɫ ɩɨɦɨɳɶɸ ɫɟɪɬɢɮɢɤɚɬɨɜ ɫ ɨɞɧɨɪɚɡɨɜɵɦ 

ɩɚɪɨɥɟɦ ɢɥɢ ɩɪɨɬɨɤɨɥɚɦɢ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɩɚɪɨɥɹ ɞɥɹ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ 

ɫɨɟɞɢɧɟɧɢɹ. ɇɚ ɨɫɧɨɜɟ SSL, VPN ɨɱɟɧɶ ɩɨɯɨɠɢ ɧɚ ɫɨɟɞɢɧɟɧɢɹ, ɢɫɩɨɥɶɡɭɟɦɵɟ 

ɞɥɹ ɡɚɳɢɬɵ ɜɟɛ-ɫɚɣɬɨɜ (HTTPS) ɬɚɤɠɟ ɱɚɫɬɨ ɢɫɩɨɥɶɡɭɟɬɫɹ ɨɞɢɧ ɢ ɬɨɬ ɠɟ 

ɩɪɨɬɨɤɨɥ ɢ ɤɚɧɚɥ (TCP ɢ ɩɨɪɬ 443). ɇɟɫɦɨɬɪɹ ɧɚ ɬɨ, ɱɬɨ VPN ɧɚ ɨɫɧɨɜɟ SSL ɱɚɫɬɨ 

ɧɚɡɵɜɚɸɬ ɜɟɛ ɢɥɢ ɤɥɢɟɧɬɫɤɢɦɢ, ɬɚɦ ɟɫɬɶ ɞɨɜɨɥɶɧɨ ɦɧɨɝɨ ɩɨɫɬɚɜɳɢɤɨɜ ɤɨɬɨɪɵɟ 

ɢɫɩɨɥɶɡɭɸɬ ɩɥɚɝɢɧ ɛɪɚɭɡɟɪɚ ɢɥɢ ɷɥɟɦɟɧɬ ɭɩɪɚɜɥɟɧɢɹ ActiveX ɱɬɨɛɵ ɭɥɭɱɲɢɬɶ 

VPN-ɫɨɟɞɢɧɟɧɢɟ. 

ɗɬɨ ɞɟɥɚɟɬ VPN ɧɟɫɨɜɦɟɫɬɢɦɵɦɢ ɫ ɧɟɩɨɞɞɟɪɠɢɜɚɟɦɵɦɢ ɛɪɚɭɡɟɪɚɦɢ ɢɥɢ 

ɨɩɟɪɚɰɢɨɧɧɵɦɢ ɫɢɫɬɟɦɚɦɢ [9]. 

 

1.3.4 OpenVPN 

 

OpenVPN ɷɬɨ VPN ɧɚ ɨɫɧɨɜɟ SSL ɬɚɤ ɤɚɤ ɨɧ ɢɫɩɨɥɶɡɭɟɬ ɩɪɨɬɨɤɨɥɵ SSL                 ɢ 

TLS ɞɥɹ ɡɚɳɢɳёɧɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ. Ɉɞɧɚɤɨ OpenVPN ɬɚɤɠɟ ɢɫɩɨɥɶɡɭɟɬ 
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HMAC ɜ ɫɨɱɟɬɚɧɢɢ ɚɥɝɨɪɢɬɦɚ ɯɟɲɢɪɨɜɚɧɢɹ ɞɥɹ ɨɛɟɫɩɟɱɟɧɢɹ ɰɟɥɨɫɬɧɨɫɬɢ 

ɩɚɤɟɬɨɜ. OpenVPN ɦɨɠɧɨ ɧɚɫɬɪɨɢɬɶ ɞɥɹ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɩɪɟɞɜɚɪɢɬɟɥɶɧɨ 

ɪɚɡɞɟɥɟɧɧɵɯ ɤɥɸɱɟɣ, ɚ ɬɚɤɠɟ ɫɟɪɬɢɮɢɤɚɬɨɜ. Ⱦɚɧɧɵɟ ɮɭɧɤɰɢɢ ɧɟ ɞɨɫɬɭɩɧɵ 

ɞɪɭɝɢɦ VPN ɧɚ ɨɫɧɨɜɟ SSL. Ʉɪɨɦɟ ɬɨɝɨ, OpenVPN ɢɫɩɨɥɶɡɭɟɬ ɜɢɪɬɭɚɥɶɧɵɣ 

ɫɟɬɟɜɨɣ ɚɞɚɩɬɟɪ, ɭɫɬɪɨɣɫɬɜɨ tun ɢɥɢ tap ɜ ɤɚɱɟɫɬɜɟ ɢɧɬɟɪɮɟɣɫɚ ɦɟɠɞɭ 

ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɦ ɩɪɨɝɪɚɦɦɧɵɦ ɨɛɟɫɩɟɱɟɧɢɟɦ OpenVPN ɢ OC. 

OpenVPN ɦɨɠɟɬ ɪɚɛɨɬɚɬɶ ɫ ɨɩɟɪɚɰɢɨɧɧɵɦɢ ɫɢɫɬɟɦɚɦɢ 

ɩɨɞɞɟɪɠɢɜɚɸɳɢɦɢ ɭɫɬɪɨɣɫɬɜɨ tun ɢɥɢ tap. ȼ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɷɬɨ  Linux, Free / 

Open / NetBSD, Solaris, AIX, Windows ɢ Mac OS, ɚ ɬɚɤɠɟ ɭɫɬɪɨɣɫɬɜɚ iOS ɢ 

Android. Ⱦɥɹ ɜɫɟɯ ɷɬɢɯ ɩɥɚɬɮɨɪɦ ɤɥɢɟɧɬɫɤɨɟ ɩɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ ɞɨɥɠɧɨ 

ɛɵɬɶ ɭɫɬɚɧɨɜɥɟɧɨ ɱɬɨ ɨɬɥɢɱɚɟɬ                      OpenVPN ɨɬ client-less ɢɥɢ ɜɟɛ-VPN. ɉɪɨɬɨɤɨɥ 

OpenVPN ɧɟ ɨɩɪɟɞɟɥɟɧ ɜ ɫɬɚɧɞɚɪɬɟ RFC, ɧɨ ɩɪɨɬɨɤɨɥ ɹɜɥɹɟɬɫɹ ɨɛɳɟɞɨɫɬɭɩɧɵɦ, 

ɩɨɬɨɦɭ ɱɬɨ OpenVPN – ɷɬɨ ɱɚɫɬɶ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ ɫ ɨɬɤɪɵɬɵɦ 

ɢɫɯɨɞɧɵɦ ɤɨɞɨɦ. Ɏɚɤɬ, ɬɨɝɨ ɱɬɨ ɨɧ ɹɜɥɹɟɬɫɹ ɨɬɤɪɵɬɵɦ ɢɫɯɨɞɧɵɦ ɤɨɞɨɦ, 

ɩɪɚɤɬɢɱɟɫɤɢ ɞɟɥɚɟɬ OpenVPN ɛɨɥɟɟ ɛɟɡɨɩɚɫɧɵɦ ɱɟɦ closed source VPN ɬɚɤ ɤɚɤ 

ɤɨɞ ɩɨɫɬɨɹɧɧɨ ɩɪɨɜɟɪɹɟɬɫɹ ɪɚɡɧɵɦɢ ɥɸɞɶɦɢ. 

Ɍɚɤɠɟ ɫɭɳɟɫɬɜɭɟɬ ɨɱɟɧɶ ɦɚɥɨ ɲɚɧɫɨɜ ɱɬɨ ɫɟɤɪɟɬɧɵɟ ɛɷɤɞɨɪɵ ɛɭɞɭɬ 

ɜɫɬɪɨɟɧɵ ɜ OpenVPN. OpenVPN ɢɦɟɟɬ ɤɚɧɚɥ ɭɩɪɚɜɥɟɧɢɹ ɢ ɤɚɧɚɥ ɩɟɪɟɞɚɱɢ 

ɞɚɧɧɵɯ. Ɉɧɢ ɲɢɮɪɭɸɬɫɹ ɢ ɡɚɳɢɳɚɸɬɫɹ  ɩɨ-ɪɚɡɧɨɦɭ. ȼɟɫɶ ɬɪɚɮɢɤ  ɩɪɨɯɨɞɢɬ 

ɱɟɪɟɡ ɨɞɧɨ ɫɨɟɞɢɧɟɧɢɟ TCP ɢɥɢ UDP. Ʉɚɧɚɥ ɭɩɪɚɜɥɟɧɢɹ ɲɢɮɪɭɟɬɫɹ ɢ 

ɡɚɳɢɳɚɟɬɫɹ ɫ ɩɨɦɨɳɶɸ SSL ɢ TLS ɤɚɧɚɥɨɜ, ɬɚɤɠɟ ɞɚɧɧɵɟ ɲɢɮɪɭɟɬɫɹ ɫ 

ɩɨɦɨɳɶɸ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɝɨ ɩɪɨɬɨɤɨɥɚ ɲɢɮɪɨɜɚɧɢɹ. ɉɪɨɬɨɤɨɥ ɢ ɩɨɪɬ ɩɨ 

ɭɦɨɥɱɚɧɢɸ ɞɥɹ OpenVPN ɷɬɨ UDP ɢ ɩɨɪɬ 1194 [6]. 

 

1.4 Аɧaɥɢɡ VPN cɟɬɟɣ 

 

1.4.1 ɉɪɟɢɦɭɳɟɫɬɜɚ ɢ ɧɟɞɨɫɬɚɬɤɢ PPTP 

 

ɉɪɟɢɦɭɳɟɫɬɜɨ VPN ɧɚ ɨɫɧɨɜɟ PPTP – ɩɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ ɞɥɹ 

ɤɥɢɟɧɬɨɜ VPN  ɜɫɬɪɨɟɧɨ ɜ ɛɨɥɶɲɢɧɫɬɜɨ ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ. ȼɪɟɦɹ ɡɚɩɭɫɤɚ 
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ɞɥɹ ɧɚɫɬɪɨɣɤɢ ɢ ɢɧɢɰɢɚɥɢɡɚɰɢɹ PPTP VPN- ɫɨɟɞɢɧɟɧɢɹ ɩɪɨɢɫɯɨɞɢɬ ɨɱɟɧɶ 

ɛɵɫɬɪɨ. 

ɇɟɞɨɫɬɚɬɤɚɦɢ VPN ɧɚ ɨɫɧɨɜɟ PPTP ɹɜɥɹɸɬɫɹ ɨɬɫɭɬɫɬɜɢɟ ɛɟɡɨɩɚɫɧɨɫɬɢ ɢ 

ɩɚɪɚɦɟɬɪɵ ɤɨɧɮɢɝɭɪɚɰɢɢ ɤɚɤ ɧɚ ɫɬɨɪɨɧɟ ɤɥɢɟɧɬɚ, ɬɚɤ ɢ ɧɚ ɫɬɨɪɨɧɟ ɫɟɪɜɟɪɚ. 

Ʉɪɨɦɟ ɬɨɝɨ, EAP-TLS ɪɚɫɲɢɪɟɧɢɟ ɤɨɬɨɪɨɟ ɩɨɡɜɨɥɹɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶ  ɫɟɪɬɢɮɢɤɚɬɵ 

“X.509”, ɩɨɥɧɨɫɬɶɸ ɩɨɞɞɟɪɠɢɜɚɟɬɫɹ ɬɨɥɶɤɨ ɜ Microsoft Windows, ɧɨ ɫɭɳɟɫɬɜɭɟɬ 

patch ɞɥɹ pppd ɫ ɨɬɤɪɵɬɵɦ ɢɫɯɨɞɧɵɦ ɤɨɞɨɦ. Patch pppd ɜɤɥɸɱɟɧ ɜ ɩɨɱɬɢ ɤɚɠɞɵɣ 

ɞɢɫɬɪɢɛɭɬɢɜ Linux. Ʉɪɨɦɟ ɬɨɝɨ, ɟɫɥɢ ɧɟɨɛɯɨɞɢɦɨ ɩɪɢɛɟɝɧɭɬɶ ɤ ɢɫɩɨɥɶɡɨɜɚɧɢɸ 

EAP-TLS, ɬɨ ɩɪɨɫɬɨɬɚ ɧɚɫɬɪɨɣɤɢ PPTP VPN ɡɧɚɱɢɬɟɥɶɧɨ ɫɧɢɠɚɟɬɫɹ. ɗɬɨ ɩɨɬɨɦɭ, 

ɱɬɨ EAP-TLS ɬɪɟɛɭɟɬɫɹ ɧɚɫɬɪɨɢɬɶ ɢɧɮɪɚɫɬɪɭɤɬɭɪɭ ɨɬɤɪɵɬɵɯ ɤɥɸɱɟɣ, ɤɚɤ IPSec 

ɢ OpenVPN.  ɋɟɪɶɟɡɧɵɦ ɧɟɞɨɫɬɚɬɤɨɦ PPTP ɹɜɥɹɟɬɫɹ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɩɪɨɬɨɤɨɥɚ 

GRE, ɤɨɬɨɪɵɣ ɞɟɥɚɟɬ ɟɝɨ ɧɟɫɨɜɦɟɫɬɢɦɵɦ ɫ ɭɫɬɪɨɣɫɬɜɚɦɢ ɡɚ ɩɪɟɞɟɥɚɦɢ NAT. 

 

1.4.2 ɉɪɟɢɦɭɳɟɫɬɜɚ ɢ ɧɟɞɨɫɬɚɬɤɢ IPSec 

 

ɉɪɟɢɦɭɳɟɫɬɜɚ ɩɪɨɬɨɤɨɥɚ IPSec ɜ  ɟɝɨ ɛɟɡoɩaɫɧɨɫɬɢ, ɯoɪoɲɟɣ ɩɨɞɞɟɪɠɤɢ 

ɫɨ ɫɬɨɪɨɧɵ ɩɨɫɬɚɜɳɢɤɨɜ ɢ  ɪɚɡɥɢɱɧɵɯ ɩɥɚɬɮɨɪɦ ɜɤɥɸɱɚɹ ɦɚɪɲɪɭɬɢɡɚɬɨɪɵ 

xDSL ɢ Wi-Fi, ɚ ɬɚɤɠɟ ɜɨɡɦɨɠɧɨɫɬɶ ɢɫɩɨɥɶɡɨɜɚɧɢɹ Fine-Grained ɩɨɥɢɬɢɤ 

ɛɟɡɨɩɚɫɧɨɫɬɢ ɞɥɹ ɭɩɪɚɜɥɟɧɢɹ ɩɨɬɨɤɨɦ ɬɪɚɮɢɤɚ. ɇɟɞɨɫɬɚɬɤɚɦɢ IPSec ɹɜɥɹɟɬɫɹ ɬɨ, 

ɱɬɨ ɟɝɨ, ɤɚɤ ɢɡɜɟɫɬɧɨ ɬɪɭɞɧɨ ɧɚɫɬɪɨɢɬɶ ɢ ɨɬɥɚɞɢɬɶ. Ɋɚɡɥɢɱɧɵɟ ɪɟɚɥɢɡɚɰɢɢ IPSec 

ɨɬ ɩɨɫɬɚɜɳɢɤɨɜ ɧɟ ɜɨɫɩɪɨɢɡɜɨɞɹɬɫɹ ɯɨɪɨɲɨ ɜɦɟɫɬɟ, ɢ IPSec ɧɟ ɢɧɬɟɝɪɢɪɭɟɬɫɹ 

ɯɨɪɨɲɨ ɫ ɫɟɬɹɦɢ NAT. ɇɚɢɛɨɥɟɟ ɩɪɢɦɟɱɚɬɟɥɶɧɨ, ɱɬɨ ɧɟ ɪɟɤɨɦɟɧɞɭɟɬɫɹ, ɚ ɢɧɨɝɞɚ 

ɞɚɠɟ ɧɟɜɨɡɦɨɠɧɨ ɡɚɩɭɫɤɚɬɶ ɫɟɪɜɟɪ IPSec, ɤɨɬɨɪɵɣ ɧɚɯɨɞɢɬɫɹ ɜɧɭɬɪɢ cɟɬɢ NAT. 

 

1.4.3 ɉɪɟɢɦɭɳɟɫɬɜɚ ɢ ɧɟɞɨɫɬɚɬɤɢ VPN ɧɚ ɨɫɧɨɜɟ SSL 

 

VPN ɧɚ ɨɫɧɨɜɟ SSL ɢɥɢ ɜɟɛ-VPN ɢɦɟɸɬ ɩɪɟɢɦɭɳɟɫɬɜɨ ɜ ɨɬɫɭɬɫɬɜɢɢ ɢɥɢ 

ɨɱɟɧɶ ɦɚɥɨɝɨ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ ɞɥɹ ɤɥɢɟɧɬɨɜ. ɗɬɨ ɞɟɥɚɟɬ ɭɫɬɚɧɨɜɤɭ ɢ 

ɢɧɢɰɢɚɥɢɡɚɰɢɸ ɧɚ ɫɬɨɪɨɧɟ ɤɥɢɟɧɬɚ ɨɱɟɧɶ ɩɪɨɫɬɨɣ. ɇɟɞɨɫɬɚɬɤɨɦ ɜɟɛ-VPN ɦɨɠɧɨ 

ɧɚɡɜɚɬɶ ɬɨ, ɱɬɨ ɨɧ ɱɚɫɬɨ ɧɟ ɹɜɥɹɟɬɫɹ ɩɨɥɧɨɰɟɧɧɵɦ VPN ɢ ɩɨɡɜɨɥɹɟɬ ɩɨɥɭɱɢɬɶ 
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ɞɨɫɬɭɩ ɤ ɨɞɧɨɦɭ ɫɟɪɜɟɪɭ ɢɥɢ ɧɚɛɨɪɭ ɫɟɪɜɟɪɨɜ. Ʉɪɨɦɟ ɬɨɝɨ, ɷɬɨ ɭɫɥɨɠɧɹɟɬ 

ɜɨɡɦɨɠɧɨɫɬɶ ɩɨɞɟɥɢɬɶɫɹ ɥɨɤɚɥɶɧɵɦɢ ɞɚɧɧɵɦɢ ɫ ɭɞɚɥɟɧɧɨɝɨ ɫɚɣɬɚ  ɢɥɢ ɫɟɪɜɟɪɚ. 

 

1.4.4 ɉɪɟɢɦɭɳɟɫɬɜɚ ɢ ɧɟɞɨɫɬɚɬɤɢ OpenVPN 

 

ɉɪɟɢɦɭɳɟɫɬɜɚɦɢ OpenVPN ɹɜɥɹɟɬɫɹ ɩɪɨɫɬɨɬɚ ɭɫɬɚɧɨɜɤɢ ɤɨɧɮɢɝɭɪɚɰɢɢ ɢ 

ɜɨɡɦɨɠɧɨɫɬɶ ɭɫɬɚɧɨɜɤɢ ɜ ɨɝɪɚɧɢɱɟɧɧɵɯ ɫɟɬɹɯ, ɜɤɥɸɱɚɹ ɫɟɬɢ NAT. Ʉɪɨɦɟ ɬɨɝɨ 

OpenVPN ɜɤɥɸɱɚɟɬ ɜ ɫɟɛɹ ɮɭɧɤɰɢɢ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɤɨɬɨɪɵɟ ɬɚɤ ɠɟ ɫɢɥɶɧɵ, ɤɚɤ ɢ 

ɭ VPN ɧɚ ɨɫɧɨɜɟ IPSec, ɜɤɥɸɱɚɹ ɚɩɩɚɪɚɬɧɭɸ ɦɚɪɤɟɪɧɭɸ ɡɚɳɢɬɭ ɢ ɩɨɞɞɟɪɠɤɭ ɞɥɹ 

ɪɚɡɥɢɱɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɦɟɯɚɧɢɡɦ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ. 

ɇɟɞɨɫɬɚɬɤɢ OpenVPN ɧɚɯɨɞɹɬɫɹ ɜ ɨɬɫɭɬɫɬɜɢɢ ɦɚɫɲɬɚɛɢɪɭɟɦɨɫɬɢ ɢ ɟɟ 

ɡɚɜɢɫɢɦɨɫɬɶ ɜ ɭɫɬɚɧɨɜɤɟ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ. ȿɳɟ  ɨɞɧɢɦ 

ɧɟɞɨɫɬɚɬɤɨɦ ɹɜɥɹɟɬɫɹ ɨɬɫɭɬɫɬɜɢɟ ɝɪɚɮɢɱɟɫɤɨɝɨ ɢɧɬɟɪɮɟɣɫɚ ɞɥɹ ɧɚɫɬɪɨɣɤɢ ɢ 

ɭɩɪɚɜɥɟɧɢɹ. ȼ ɱɚɫɬɧɨɫɬɢ, ɞɪɚɣɜɟɪ ɢɧɬɟɪɮɟɣɫɚ tap ɞɥɹ Microsoft Windows ɱɚɫɬɨ 

ɜɵɡɵɜɚɥɚ ɩɪɨɛɥɟɦɵ ɪɚɡɜɟɪɬɵɜɚɧɢɹ, ɤɨɝɞɚ ɜɵɩɭɫɤɚɥɚɫɶ ɧɨɜɚɹ ɜɟɪɫɢɹ Windows. 

 

1.5 Вɧɭɬɪɟɧɧɢɟ ɤɨɦɩɨɧɟɧɬɵ OpenVPN 

 

Ɉɞɧɢɦ ɢɡ ɨɫɧɨɜɧɵɯ ɛɥɨɤɨɜ OpenVPN ɹɜɥɹɟɬɫɹ ɞɪɚɣɜɟɪ tun ɢ tap. 

Ʉɨɧɰɟɩɰɢɹ ɞɪɚɣɜɟɪɚ tun ɢ tap ɩɪɨɢɫɯɨɞɢɬ ɢɡ Unix ɢ Linux, ɝɞɟ ɨɧɢ ɱɚɫɬɨ 

ɞɨɫɬɭɩɧɵ ɤɚɤ ɱɚɫɬɶ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ. ɗɬɨ ɜɢɪɬɭɚɥɶɧɵɟ ɫɟɬɟɜɵɟ ɚɞɚɩɬɟɪɵ, 

ɤɨɬɨɪɵɟ ɪɚɫɫɦɚɬɪɢɜɚɟɬɫɹ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɨɣ ɤɚɤ ɞɜɭɯɬɨɱɟɱɧɵɣ ɚɞɚɩɬɟɪ (ɜ 

ɫɬɢɥɟ tun) ɞɥɹ ɬɪɚɮɢɤɚ IP ɢɥɢ ɜ ɤɚɱɟɫɬɜɟ                                     ɩɨɥɧɨɰɟɧɧɨɝɨ ɜɢɪɬɭɚɥɶɧɨɝɨ ɚɞɚɩɬɟɪɚ 

Ethernet ɞɥɹ ɜɫɟɯ ɬɢɩɨɜ ɬɪɚɮɢɤɨɜ(ɜ ɫɬɢɥɟ tap). ɇɚ ɜɧɭɬɪɟɧɧɟɣ ɫɬɨɪɨɧɟ ɷɬɢɯ 

ɚɞɚɩɬɟɪɨɜ ɧɚɯɨɞɢɬɫɹ ɬɚɤɨɟ ɩɪɢɥɨɠɟɧɢɟ ɤɚɤ OpenVPN, ɤɨɬɨɪɨɟ ɨɛɪɚɛɚɬɵɜɚɟɬ 

ɜɯɨɞɹɳɢɣ ɢ ɢɫɯɨɞɹɳɢɣ ɬɪɚɮɢɤ. Linux, Free / Open / NetBSD, Solaris ɢ Mac OS 

ɜɤɥɸɱɚɸɬ ɜ ɫɟɛɹ ɞɪɚɣɜɟɪ ɹɞɪɚ tun. 

Ⱦɥɹ Microsoft Windows ɛɵɥ ɧɚɩɢɫɚɧ James Yonan ɫɩɟɰɢɚɥɶɧɵɣ ɞɪɚɣɜɟɪ 

NDIS, ɧɚɡɵɜɚɟɬɫɹ ɚɞɚɩɬɟɪɨɦ TAP-WIN32. ɇɚ ɞɚɧɧɵɣ ɦɨɦɟɧɬ ɜɟɪɫɢɢ NDIS5 ɢ 

NDIS6 ɞɪɚɣɜɟɪɚ ɞɨɫɬɭɩɧɵ, ɩɨɞɞɟɪɠɢɜɚɹ Windows XP ɱɟɪɟɡ Windows 8.1. 
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Ɋɚɡɪɚɛɨɬɤɚ ɷɬɨɝɨ ɚɞɚɩɬɟɪɚ ɬɟɩɟɪɶ ɨɮɢɰɢɚɥɶɧɨ ɨɬɞɟɥɟɧɚ ɨɬ ɨɫɧɨɜɧɨɝɨ 

OpenVPN ɪɚɡɜɢɬɢɹ, ɧɨ OpenVPN ɩɪɨɞɨɥɠɚɟɬ ɫɢɥɶɧɨ ɩɨɥɚɝɚɬɶɫɹ ɧɚ ɧɟɝɨ. 

 

 

Ɋɢɫɭɧɨɤ 3 – ɉɨɬɨɤ ɬɪɚɮɢɤɚ ɢɡ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɱɟɪɟɡ OpenVPN 

 

ɉɪɢɦɟɪ: ɉɨɬɨɤ ɬɪɚɮɢɤɚ ɢɡ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɱɟɪɟɡ         OpenVPN 

ɢɡɨɛɪɚɠɟɧ ɧɚ Ɋɢɫ 3. ɩɪɢɥɨɠɟɧɢɟ ɨɬɩɪɚɜɥɹɟɬ ɬɪɚɮɢɤ ɧɚ ɚɞɪɟɫ, ɞɨɫɬɭɩɧɵɣ ɱɟɪɟɡ 

ɬɭɧɧɟɥɶ OpenVPN ɜ ɧɟɫɤɨɥɶɤɨ ɲɚɝɨɜ: 

 ɉɪɢɥɨɠɟɧɢɟ ɩɟɪɟɞɚɟɬ ɩɚɤɟɬ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɟ; 

 Ɉɋ ɪɟɲɚɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶ ɨɛɵɱɧɵɟ ɩɪɚɜɢɥɚ ɦɚɪɲɪɭɬɢɡɚɰɢɢ (ɩɚɤɟɬ 

ɞɨɥɠɟɧ ɦɚɪɲɪɭɬɢɡɢɪɨɜɚɬɶɫɹ ɱɟɪɟɡ VPN); 

 ɉɚɤɟɬ ɩɟɪɟɫɵɥɚɟɬɫɹ ɧɚ ɭɫɬɪɨɣɫɬɜɨ ɧɚɫɬɪɨɣɤɢ ɹɞɪɚ; 

 ɍɫɬɪɨɣɫɬɜɨ ɧɚɫɬɪɨɣɤɢ ɹɞɪɚ ɩɟɪɟɫɵɥɚɟɬ ɩɚɤɟɬ ɜ ɩɪɨɰɟɫɫ OpenVPN (ɜ 
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ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɦ ɩɪɨɫɬɪɚɧɫɬɜɟ); 

 ɉɪɨɰɟɫɫ OpenVPN ɲɢɮɪɭɟɬ ɢ ɩɨɞɩɢɫɵɜɚɟɬ ɩɚɤɟɬ ɢ ɮɪɚɝɦɟɧɬɢɪɭɟɬ ɟɝɨ 

ɩɪɢ ɧɟɨɛɯɨɞɢɦɨɫɬɢ, ɚ ɬɚɤɠɟ ɫɧɨɜɚ ɩɟɪɟɞɚɟɬ ɟɝɨ ɤ ɹɞɪɭ (ɱɬɨɛɵ ɨɬɩɪɚɜɢɬɶ ɟɝɨ ɧɚ 

ɚɞɪɟɫ ɭɞɚɥɟɧɧɨɣ ɤɨɧɟɱɧɨɣ ɬɨɱɤɢ VPN); 

 əɞɪɨ ɡɚɛɢɪɚɟɬ ɡɚɲɢɮɪɨɜɚɧɧɵɣ ɩɚɤɟɬ ɢ ɩɟɪɟɫɵɥɚɟɬ ɟɝɨ ɧɚ ɭɞɚɥɟɧɧɭɸ 

ɤɨɧɟɱɧɭɸ ɬɨɱɤɭ VPN, ɝɞɟ ɩɪɨɢɫɯɨɞɢɬ ɨɛɪɚɬɧɵɣ ɩɪɨɰɟɫɫ. 

ɇɚ ɷɬɨɣ ɞɢɚɝɪɚɦɦɟ ɜɢɞɧɨ, ɱɬɨ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ OpenVPN  ɜɫɟɝɞɚ ɛɭɞɟɬ 

ɧɢɠɟ, ɱɟɦ ɭ ɨɛɵɱɧɨɝɨ ɫɟɬɟɜɨɝɨ ɩɨɞɤɥɸɱɟɧɢɹ. Ⱦɥɹ ɛɨɥɶɲɢɧɫɬɜɚ ɩɪɢɥɨɠɟɧɢɣ, 

ɩɨɬɟɪɹ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɦɢɧɢɦɚɥɶɧɚ. Ɉɞɧɚɤɨ ɞɥɹ ɫɤɨɪɨɫɬɟɣ, ɩɪɟɜɵɲɚɸɳɢɯ 1 

Ƚɛɢɬ/ɫ, ɫɭɳɟɫɬɜɭɟɬ ɫɥɚɛɨɟ ɦɟɫɬɨ ɜ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɤɚɤ ɫ ɬɨɱɤɢ ɡɪɟɧɢɹ 

ɩɪɨɩɭɫɤɧɨɣ ɫɩɨɫɨɛɧɨɫɬɢ ɬɚɤ ɢ ɫ ɡɚɞɟɪɠɤɢ. ɋɥɟɞɭɟɬ ɨɬɦɟɬɢɬɶ ɱɬɨ 

ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ ɞɪɚɣɜɟɪɚ Windows ɧɚɦɧɨɝɨ ɧɢɠɟ ɱɟɦ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ 

ɜɫɬɪɨɟɧɧɵɯ ɚɞɚɩɬɟɪɨɜ tun ɢ tap ɜ ɞɪɭɝɢɯ ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦɚɯ. ɗɬɨ ɜɟɪɧɨ ɞɚɠɟ 

ɞɥɹ ɫɚɦɨɣ ɪɟɚɥɢɡɚɰɢɢ ɞɪɚɣɜɟɪɚ TAP-Win32 ɜ NDIS6. Ⱦɥɹ ɨɞɧɨɝɨ ɤɥɢɟɧɬɚ 

OpenVPN ɜɨɡɞɟɣɫɬɜɢɟ ɞɨɜɨɥɶɧɨ ɦɚɥɨ. Ⱦɥɹ ɤɪɭɩɧɨɦɚɫɲɬɚɛɧɨɝɨ ɫɟɪɜɟɪɚ 

OpenVPN, ɤɨɬɨɪɵɣ ɨɛɫɥɭɠɢɜɚɟɬ ɦɧɨɝɨ ɤɥɢɟɧɬɨɜ, ɷɬɨ ɦɨɠɟɬ ɥɟɝɤɨ ɜɵɡɜɚɬɶ 

ɩɪɨɛɥɟɦɵ ɫ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶɸ. ɗɬɨ ɨɞɧɚ ɢɡ ɝɥɚɜɧɵɯ ɩɪɢɱɢɧ ɬɨɝɨ, ɱɬɨ 

ɫɨɨɛɳɟɫɬɜɨ ɪɚɡɪɚɛɨɬɱɢɤɨɜ ɨɬɤɪɵɬɨɝɨ ɢɫɯɨɞɧɨɝɨ ɤɨɞɚ ɨɛɵɱɧɨ ɪɟɤɨɦɟɧɞɭɟɬ 

ɢɫɩɨɥɶɡɨɜɚɬɶ ɯɨɫɬ ɧɚ ɨɫɧɨɜɟ Unix ɢɥɢ Linux ɜ ɤɚɱɟɫɬɜɟ ɫɟɪɜɟɪɚ OpenVPN [9]. 

 

1.6  Ɋɟɠɢɦɵ UDP ɢ TCP 

 

OpenVPN ɩɨɞɞɟɪɠɢɜɚɟɬ ɞɜɚ ɫɩɨɫɨɛɚ ɫɜɹɡɢ ɦɟɠɞɭ ɤɨɧɟɱɧɵɦɢ ɬɨɱɤɚɦɢ, 

ɢɫɩɨɥɶɡɭɹ UDP ɢɥɢ TCP. UDP - ɷɬɨ ɩɪɨɬɨɤɨɥ ɛɟɡ ɭɫɬɚɧɨɜɥɟɧɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ ɢɥɢ 

ɫ ɩɨɬɟɪɹɦɢ ɩɪɨɬɨɤɨɥɚ. ȿɫɥɢ ɩɚɤɟɬ ɬɟɪɹɟɬɫɹ ɩɪɢ ɩɟɪɟɞɚɱɟ, ɬɨ ɫɟɬɟɜɨɟ 

ɫɨɟɞɢɧɟɧɢɹ ɧɟɡɚɦɟɬɧɨ ɷɬɨ ɢɫɩɪɚɜɢɬ. TCP - ɷɬɨ ɩɪɨɬɨɤɨɥ ɨɪɢɟɧɬɢɪɨɜɚɧɧɵɣ ɧɚ 

ɫɨɟɞɢɧɟɧɢɟ. ɉɚɤɟɬɵ ɨɬɩɪɚɜɥɹɸɬɫɹ ɢ ɞɨɫɬɚɜɥɹɸɬɫɹ ɩɨ ɩɪɨɬɨɤɨɥɭ handshake, 

ɨɛɟɫɩɟɱɢɜɚɹ ɞɨɫɬɚɜɤɭ ɤɚɠɞɨɝɨ ɩɚɤɟɬɚ ɧɚ ɞɪɭɝɭɸ ɫɬɨɪɨɧɭ. Ɉɛɚ ɫɩɨɫɨɛɚ ɫɜɹɡɢ 

ɢɦɟɸɬ ɫɜɨɢ ɩɪɟɢɦɭɳɟɫɬɜɚ ɢ ɧɟɞɨɫɬɚɬɤɢ. ɗɬɨ ɧɚ ɫɚɦɨɦ ɞɟɥɟ ɡɚɜɢɫɢɬ ɨɬ ɬɢɩɚ 

ɬɪɚɮɢɤɚ, ɤɨɬɨɪɵɣ ɨɬɩɪɚɜɥɹɟɬɫɹ ɱɟɪɟɡ VPN-ɬɭɧɧɟɥɶ. 
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ɉɪɢɦɟɪ: ɂɫɩɨɥɶɡɨɜɚɧɢɟ ɩɪɢɥɨɠɟɧɢɹ ɧɚ ɨɫɧɨɜɟ TCP ɱɟɪɟɡ VPN ɦɨɠɟɬ 

ɩɪɢɜɟɫɬɢ ɤ ɞɜɨɣɧɨɣ ɩɨɬɟɪɟ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɨɫɨɛɟɧɧɨ ɟɫɥɢ ɢɦɟɟɬɫɹ ɩɥɨɯɨɟ 

ɩɨɞɤɥɸɱɟɧɢɟ ɤ ɫɟɬɢ. ȼ ɷɬɨɦ ɫɥɭɱɚɟ ɩɨɜɬɨɪɹɟɬɫɹ ɩɟɪɟɞɚɱɚ ɩɨɬɟɪɹɧɧɵɯ ɩɚɤɟɬɨɜ, 

ɩɨɬɟɪɹɧɧɵɯ ɤɚɤ ɜɧɭɬɪɢ, ɬɚɤ ɢ ɫɧɚɪɭɠɢ ɬɭɧɧɟɥɹ, ɱɬɨ ɩɪɢɜɨɞɢɬ ɤ ɫɧɢɠɟɧɢɸ 

ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ. Ɉɞɧɚɤɨ ɚɧɚɥɨɝɢɱɧɵɦ ɨɛɪɚɡɨɦ ɦɨɠɧɨ ɭɬɜɟɪɠɞɚɬɶ, ɱɬɨ 

ɨɬɩɪɚɜɤɚ ɩɚɤɟɬɨɜ ɱɟɪɟɡ UDP, ɬɚɤɠɟ ɧɟ ɹɜɥɹɟɬɫɹ ɨɬɥɢɱɧɨɣ ɢɞɟɟɣ. ȿɫɥɢ 

ɩɪɢɥɨɠɟɧɢɟ ɢɫɩɨɥɶɡɭɟɬ UDP ɩɪɨɬɨɤɨɥ ɞɥɹ ɫɜɨɟɝɨ ɬɪɚɮɢɤɚ, ɜɨɫɩɪɢɢɦɱɢɜɨɝɨ ɤ 

ɚɬɚɤɚɦ ɭɞɚɥɟɧɢɹ ɢɥɢ ɩɟɪɟɭɩɨɪɹɞɨɱɟɧɢɹ, ɬɨ ɛɚɡɨɜɨɟ ɡɚɲɢɮɪɨɜɚɧɧɨɟ TCP 

ɫɨɟɞɢɧɟɧɢɟ ɩɨɜɵɫɢɬ ɛɟɡɨɩɚɫɧɨɫɬɶ ɬɚɤɢɯ ɩɪɢɥɨɠɟɧɢɣ ɞɚɠɟ ɛɨɥɶɲɟ ɱɟɦ ɛɚɡɨɜɵɣ 

VPN ɧɚ ɨɫɧɨɜɟ UDP. ȿɫɥɢ ɛɨɥɶɲɚɹ ɱɚɫɬɶ ɬɪɚɮɢɤɚ ɱɟɪɟɡ VPN ɨɫɧɨɜɚɧɚ ɧɚ UDP, 

ɬɨɝɞɚ ɥɭɱɲɟ ɢɫɩɨɥɶɡɨɜɚɬɶ TCP-ɫɨɟɞɢɧɟɧɢɟ ɦɟɠɞɭ ɤɨɧɟɱɧɵɦɢ ɬɨɱɤɚɦɢ VPN. 

 ɉɪɢ ɜɵɛɨɪɟ ɦɟɠɞɭ ɬɪɚɧɫɩɨɪɬɨɦ UDP ɢɥɢ TCP, ɨɛɳɟɟ ɩɪɚɜɢɥɨ ɬɚɤɨɜɨ: 

ɟɫɥɢ ɭ ɜɚɫ ɪɚɛɨɬɚɟɬ UDP (mode udp), ɬɨ ɢɫɩɨɥɶɡɭɣɬɟ ɟɝɨ; ɟɫɥɢ ɧɟɬ, ɬɨ ɩɨɩɪɨɛɭɣɬɟ 

TCP (ɪɟɠɢɦ tcp-ɫɟɪɜɟɪɚ ɢ ɪɟɠɢɦ tcp - ɤɥɢɟɧɬɚ). ɇɟɤɨɬɨɪɵɟ ɤɨɦɦɭɬɚɬɨɪɵ ɢ 

ɦɚɪɲɪɭɬɢɡɚɬɨɪɵ ɧɟɩɪɚɜɢɥɶɧɨ ɩɟɪɟɫɵɥɚɸɬ ɬɪɚɮɢɤ UDP, ɱɬɨ ɦɨɠɟɬ ɛɵɬɶ 

ɩɪɨɛɥɟɦɨɣ, ɨɫɨɛɟɧɧɨ ɟɫɥɢ ɧɟɫɤɨɥɶɤɨ ɤɥɢɟɧɬɨɜ OpenVPN ɩɨɞɤɥɸɱɟɧɵ ɤ ɨɞɧɨɦɭ 

ɤɨɦɦɭɬɚɬɨɪɭ ɢɥɢ ɦɚɪɲɪɭɬɢɡɚɬɨɪɭ. 

 Ɍɨɱɧɨ ɬɚɤ ɠɟ ɧɚ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ OpenVPN ɱɟɪɟɡ TCP ɦɨɠɟɬ ɫɢɥɶɧɨ 

ɩɨɜɥɢɹɬɶ ɜɵɛɨɪ ɂɧɬɟɪɧɟɬ-ɩɪɨɜɚɣɞɟɪɨɜ (ISP), ɧɟɤɨɬɨɪɵɟ ɩɪɨɜɚɣɞɟɪɵ 

ɢɫɩɨɥɶɡɭɸɬ ɫɬɪɚɧɧɵɟ ɪɚɡɦɟɪɵ MTU ɢɥɢ ɩɚɤɟɬɵ, ɫ ɮɪɚɝɦɟɧɬɢɪɨɜɚɧɧɵɦɢ 

ɩɪɚɜɢɥɚɦɢ, ɱɬɨ ɩɪɢɜɨɞɢɬ ɤ ɤɪɚɣɧɟ ɧɢɡɤɨɣ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ OpenVPN-

overTCP ɩɨ ɫɪɚɜɧɟɧɢɸ ɫ ɧɟɡɚɲɢɮɪɨɜɚɧɧɵɦ TCP-ɬɪɚɮɢɤɨɦ. 

 

1.7 ɉɪɨɬɨɤɨɥ ɲɢɮɪɨɜɚɧɢɹ 

 

OpenVPN ɪɟɚɥɢɡɭɟɬ TLS ɱɟɪɟɡ UDP, ɧɨ ɫɩɨɫɨɛ OpenVPN ɢɫɩɨɥɶɡɨɜɚɧɢɹ 

TLS ɨɬɥɢɱɚɟɬɫɹ ɨɬ ɫɩɨɫɨɛɚ ɜɟɛ-ɛɪɚɭɡɟɪɚ, ɢɫɩɨɥɶɡɭɸɳɟɝɨ TLS. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, 

ɤɨɝɞɚ OpenVPN ɡɚɩɭɫɤɚɟɬɫɹ ɱɟɪɟɡ TCP, ɬɨ ɬɪɚɮɢɤ ɨɬɥɢɱɚɟɬɫɹ ɨɬ ɨɛɵɱɧɨɝɨ 

ɬɪɚɮɢɤɚ TLS. Ȼɪɚɧɞɦɚɭɷɪ, ɢɫɩɨɥɶɡɭɸɳɢɣ ɝɥɭɛɨɤɭɸ ɩɪɨɜɟɪɤɭ ɩɚɤɟɬɨɜ (DPI), 

ɦɨɠɟɬ ɥɟɝɤɨ ɨɬɮɢɥɶɬɪɨɜɚɬɶ ɬɪɚɮɢɤ OpenVPN. Ɉɫɧɨɜɧɨɟ ɪɚɡɥɢɱɢɟ ɦɟɠɞɭ 
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OpenVPN-TLS ɢ browser-TLS ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɩɨɞɩɢɫɢ ɩɚɤɟɬɨɜ. OpenVPN 

ɩɪɟɞɥɚɝɚɟɬ ɮɭɧɤɰɢɢ ɞɥɹ ɡɚɳɢɬɵ ɨɬ DoS-ɚɬɚɤ ɫ ɩɨɦɨɳɶɸ ɩɨɞɩɢɫɚɧɢɹ ɩɚɤɟɬɨɜ 

ɤɚɧɚɥɚ ɭɩɪɚɜɥɟɧɢɹ ɫ ɩɨɦɨɳɶɸ ɫɩɟɰɢɚɥɶɧɨɝɨ ɫɬɚɬɢɱɟɫɤɨɝɨ ɤɥɸɱɚ (--tls- authta.key 

0|1). ɉɚɤɟɬɵ ɤɚɧɚɥɚ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ, ɤɨɬɨɪɵɟ ɩɟɪɟɞɚɸɬɫɹ ɩɨ ɬɨɦɭ ɠɟ UDP ɢɥɢ 

TCP ɫɨɟɞɢɧɟɧɢɸ, ɩɨɞɩɢɫɵɜɚɸɬɫɹ ɫɨɜɟɪɲɟɧɧɨ ɩɨ-ɪɚɡɧɨɦɭ ɢ ɨɱɟɧɶ ɥɟɝɤɨ 

ɪɚɡɥɢɱɚɸɬɫɹ ɨɬ ɬɪɚɮɢɤɚ HTTPS. ɗɬɨ ɬɚɤɠɟ ɹɜɥɹɟɬɫɹ ɨɫɧɨɜɧɨɣ ɩɪɢɱɢɧɨɣ, ɩɨɱɟɦɭ 

port-sharing, ɝɞɟ OpenVPN ɢ ɛɟɡɨɩɚɫɧɵɣ ɜɟɛ-ɫɟɪɜɟɪ ɦɨɝɭɬ ɢɫɩɨɥɶɡɨɜɚɬɶ ɨɞɢɧ ɢ 

ɬɨɬ ɠɟ IP-ɚɞɪɟɫ, ɢ ɧɨɦɟɪ ɩɨɪɬɚ ɦɨɠɟɬ ɮɚɤɬɢɱɟɫɤɢ ɪɚɛɨɬɚɬɶ. 

 

1.8 Ɋɟɠɢɦ ɤɥɢɟɧɬ - ɫɟɪɜɟɪ ɫ tun ɢ tap ɭɫɬɪɨɣɫɬɜɚɦɢ 

 

Ɇɨɞɟɥɶ ɪɚɡɜɟɪɬɵɜɚɧɢɹ OpenVPN – ɷɬɨ ɨɞɢɧ ɫɟɪɜɟɪ ɫ ɧɟɫɤɨɥɶɤɢɦɢ 

ɭɞɚɥɟɧɧɵɦɢ ɤɥɢɟɧɬɚɦɢ, ɫɩɨɫɨɛɧɵɦɢ ɦɚɪɲɪɭɬɢɡɢɪɨɜɚɬɶ ɬɪɚɮɢɤ. 

Ɉɫɧɨɜɧɨɟ ɪɚɡɥɢɱɢɟ ɦɟɠɞɭ ɪɟɠɢɦɨɦ tun ɢ tap - ɷɬɨ ɬɢɩ ɢɫɩɨɥɶɡɭɟɦɨɝɨ 

ɚɞɚɩɬɟɪɚ. Tap ɚɞɚɩɬɟɪ ɨɛɟɫɩɟɱɢɜɚɟɬ ɩɨɥɧɵɣ ɜɢɪɬɭɚɥɶɧɵɣ ɢɧɬɟɪɮɟɣɫ Ethernet 

(ɜɬɨɪɨɝɨ ɭɪɨɜɧɹ), ɜ ɬɨ ɜɪɟɦɹ ɤɚɤ ɚɞɚɩɬɟɪ tun ɪɚɫɫɦɚɬɪɢɜɚɟɬɫɹ ɤɚɤ ɚɞɚɩɬɟɪ ɬɨɱɤɚ-

ɬɨɱɤɚ (ɬɪɟɬɶɟɝɨ ɭɪɨɜɧɹ) ɛɨɥɶɲɢɧɫɬɜɨɦ ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ. Ʉɨɦɩɶɸɬɟɪɵ, 

ɩɨɞɤɥɸɱɟɧɧɵɟ ɫ ɩɨɦɨɳɶɸ (ɜɢɪɬɭɚɥɶɧɵɯ) ɚɞɚɩɬɟɪɨɜ Ethernet, ɦɨɝɭɬ 

ɨɛɪɚɡɨɜɵɜɚɬɶ ɟɞɢɧɵɣ ɲɢɪɨɤɨɜɟɳɚɬɟɥɶɧɵɣ ɞɨɦɟɧ, ɤɨɬɨɪɵɣ ɧɟɨɛɯɨɞɢɦ ɞɥɹ 

ɨɩɪɟɞɟɥɟɧɧɵɯ ɩɪɢɥɨɠɟɧɢɣ. ɋ ɬɨɱɤɚ-ɬɨɱɤɚ ɚɞɚɩɬɟɪɚɦɢ ɷɬɨɝɨ ɧɟɜɨɡɦɨɠɧɨ. Ʉɪɨɦɟ 

ɬɨɝɨ, ɧɟ ɜɫɟ ɨɩɟɪɚɰɢɨɧɧɵɟ ɫɢɫɬɟɦɵ ɩɨɞɞɟɪɠɢɜɚɸɬ tap ɚɞɚɩɬɟɪɵ. ɇɚɩɪɢɦɟɪ: iOS 

ɢ Android ɩɨɞɞɟɪɠɢɜɚɸɬ ɬɨɥɶɤɨ ɭɫɬɪɨɣɫɬɜɚ tun. Ʉɪɨɦɟ ɬɨɝɨ, ɪɟɠɢɦ tap ɩɨɡɜɨɥɹɟɬ 

ɧɚɫɬɪɨɢɬɶ ɦɨɫɬ, ɝɞɟ ɨɛɵɱɧɚɹ ɫɟɬɶ ɚɞɚɩɬɟɪɚ ɫɨɟɞɢɧɟɧɚ ɦɨɫɬɨɦ ɫ ɜɢɪɬɭɚɥɶɧɵɦ 

ɚɞɚɩɬɟɪɨɦ tap. 

 

 

 

 

 



 

18 

 

2 Ɉɛɳɚɹ ɚɪɯɢɬɟɤɬɭɪɚ ɫɢɫɬɟɦɵ 

 

ɋɢɫɬɟɦɚ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ ɪɚɡɪɚɛɚɬɵɜɚɟɬɫɹ ɞɥɹ ɨɪɝɚɧɢɡɚɰɢɢ, ɤɨɬɨɪɚɹ 

ɢɦɟɟɬ ɧɟɛɨɥɶɲɭɸ ɫɟɬɶ. ɋɟɬɶ ɫɨɫɬɨɢɬ ɢɡ ɧɟɫɤɨɥɶɤɢɯ ɤɨɦɩɶɸɬɟɪɨɜ,ɫɟɪɜɟɪɚ, 

ɦɚɪɲɪɭɬɢɡɚɬɨɪɚ ɢ ɤɨɦɦɭɬɚɬɨɪɚ. ɋɟɪɜɟɪ ɜɵɩɨɥɧɹɟɬ ɡɚɞɚɱɢ, ɬɚɤɢɟ ɤɚɤ ɨɛɦɟɧ 

ɮɚɣɥɚɦɢ ɢ ɫɨɜɦɟɫɧɨɣ ɪɚɛɨɬɵ. Ɇɚɪɲɪɭɬɢɡɚɬɨɪ ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɨɛɵɱɧɵɣ 

ɪɨɭɬɟɪ. ɋ  ɟɝɨ ɩɨɦɨɳɶɸ ɤɨɦɩɶɸɬɟɪɵ ɜɵɯɨɞɹɬ ɜ ɫɟɬɶ ɢɧɬɟɪɧɟɬ. 

ɉɨɫɬɚɜɥɟɧɚ ɡɚɞɚɱɚ: ɩɨɥɭɱɢɬɶ ɭɞɚɥɟɧɧɵɣ ɞɨɫɬɭɩ ɜ ɫɟɬɶ ɨɪɝɚɧɢɡɚɰɢɢ. Ɍɨ 

ɟɫɬɶ: ɱɟɥɨɜɟɤ, ɪɚɛɨɬɚɸɳɢɣ ɞɢɫɬɚɧɰɢɨɧɧɨ, ɞɨɥɠɟɧ ɢɦɟɬɶ ɞɨɫɬɭɩ ɤ ɜɧɭɬɪɟɧɧɟɦɭ 

ɫɟɪɜɟɪɭ. ɇɚɩɪɢɦɟɪ, ɞɥɹ ɨɛɦɟɧɚ ɮɚɣɥɚɦɢ ɢɥɢ ɫɨɜɦɟɫɬɧɨɣ ɪɚɛɨɬɵ ɫ ɞɪɭɝɢɦɢ 

ɫɨɬɪɭɞɧɢɤɚɦɢ. 

Ⱦɥɹ ɬɨɝɨ ɱɬɨɛɵ ɪɟɚɥɢɡɨɜɚɬɶ ɞɚɧɧɭɸ ɫɢɫɬɟɦɭ ɧɟɨɛɯɨɞɢɦɨ ɧɟɫɤɨɥɶɤɨ 

ɤɨɦɩɨɧɟɧɬɨɜ. 

 

 

Ɋɢɫɭɧɨɤ 4 – Ɉɛɳɚɹ ɚɪɯɢɬɟɤɬɭɪɚ ɫɢɫɬɟɦɵ 
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 ȼɨ-ɩɟɪɜɵɯ, ɫɟɪɜɟɪ VPN. ȼɵɲɟ ɪɚɫɫɦɨɬɪɟɧɵ ɫɭɳɟɫɬɜɭɸɳɢɟ VPN 

ɬɟɯɧɨɥɨɝɢɢ. Ɉɧɢ ɢɦɟɸɬ ɪɚɡɥɢɱɧɵɟ ɩɪɟɢɦɭɳɟɫɬɜɚ ɢ ɧɟɞɨɫɬɚɬɤɢ. ȼ ɤɚɱɟɫɬɜɟ 

ɬɟɯɧɨɥɨɝɢɢ ɞɥɹ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɜ ɫɢɫɬɟɦɟ ɛɵɥɚ ɜɵɛɪɚɧɚ ɬɟɯɧɨɥɨɝɢɹ OpenVPN. 

ȼɨ-ɜɬɨɪɵɯ, ɫɚɦ ɫɟɪɜɟɪ. ȼ ɨɪɝɚɧɢɡɚɰɢɢ ɧɟɬ ɥɢɲɧɟɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ, ɧɚ 

ɤɨɬɨɪɨɦ ɦɨɠɧɨ ɡɚɩɭɫɬɢɬɶ OpenVPN ɫɟɪɜɟɪ. Ʉɪɨɦɟ ɬɨɝɨ, ɫɟɬɶ ɧɟɛɨɥɶɲɚɹ ɢ 

ɩɪɟɞɩɨɥɚɝɚɟɬɫɹ ɧɟɜɵɫɨɤɚɹ ɧɚɝɪɭɡɤɚ ɧɚ OpenVPN ɫɟɪɜɟɪ. ɉɨɷɬɨɦɭ ɡɚɞɟɣɫɬɜɨɜɭɟɦ 

ɫɭɳɟɫɬɜɭɸɳɢɣ ɜ ɨɪɝɚɧɢɡɚɰɢɢ ɫɟɪɜɟɪ. ɇɚ ɧɟɝɨ, ɞɨɩɨɥɧɢɬɟɥɶɧɨ ɜ ɧɚɝɪɭɡɤɭ 

ɭɫɬɚɧɨɜɢɦ OpenVPN ɫɟɪɜɟɪ. 

Ɇɚɪɲɪɭɬɢɡɚɬɨɪ, ɱɟɪɟɡ ɤɨɬɨɪɵɣ ɩɪɨɢɫɯɨɞɢɬ ɜɵɯɨɞ ɜ ɢɧɬɟɪɧɟɬ. Ɉɧ 

ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɨɛɵɱɧɵɣ ɪɨɭɬɟɪ. Ⱦɚɧɧɚɹ ɨɪɝɚɧɢɡɚɰɢɹ ɞɥɹ ɫɜɨɢɯ ɰɟɥɟɣ ɪɚɧɟɟ 

ɩɪɢɨɛɪɟɥɚ ɜɵɞɟɥɟɧɧɵɣ ip-ɚɞɪɟɫ (Ɋɢɫ. 4). Ⱦɥɹ ɬɨɝɨ ɱɬɨɛɵ VPN ɤɥɢɟɧɬɵ, ɧɚɯɨɞɹɫɶ 

ɡɚ ɩɪɟɞɟɥɚɦɢ ɫɟɬɢ, ɦɨɝɥɢ ɩɨɞɤɥɸɱɚɬɶɫɹ ɤ VPN ɫɟɪɜɟɪɭ, ɤɨɬɨɪɵɣ ɧɚɯɨɞɢɬɫɹ ɜɨ 

ɜɧɭɬɪɟɧɧɟɣ ɫɟɬɢ ɨɪɝɚɧɢɡɚɰɢɢ, ɧɚ ɦɚɪɲɪɭɬɢɡɚɬɨɪɟ ɧɟɨɛɯɨɞɢɦɨ ɧɚɫɬɪɨɢɬɶ 

ɩɟɪɟɧɚɩɪɚɜɥɟɧɢɟ ɩɨɪɬɨɜ. 

ɉɨɫɥɟɞɧɢɦ ɤɨɦɩɨɧɟɧɬɨɦ ɫɢɫɬɟɦɵ ɹɜɥɹɟɬɫɹ VPN ɤɥɢɟɧɬ. VPN ɤɥɢɟɧɬ 

ɡɚɩɭɫɤɚɟɬɫɹ ɧɚ ɥɢɱɧɨɦ ɨɛɨɪɭɞɨɜɚɧɢɢ ɞɢɫɬɚɧɰɢɨɧɧɨ ɪɚɛɨɬɚɸɳɟɝɨ ɫɨɬɪɭɞɧɢɤɚ. 
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3 Ɋɚɡɪɚɛɨɬɤɚ ɫɢɫɬɟɦɵ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ 

 

3.1 ɍɫɬɚɧɨɜɤɚ ɢ ɧɚɫɬɪɨɣɤɚ ɫɟɪɜɟɪɚ OpenVPN 

 

Ⱦɥɹ ɫɨɡɞɚɧɢɹ ɤɥɸɱɟɣ ɢ ɫɟɪɬɢɮɢɤɚɬɨɜ ɫɟɪɜɟɪɚ ɧɟɨɛɯɨɞɢɦɨ ɫɞɟɥɚɬɶ 

ɫɥɟɞɭɸɳɢɟ:  

Ɉɬɤɪɵɬɶ ɩɚɩɤɭ  “easy-rsa”, ɤɨɬɨɪɚɹ ɧɚɯɨɞɢɬɫɹ ɩɨ ɚɞɪɟɫɭ 

“C:\OpenVPN\easy-rsa” . ɇɚɣɬɢ ɮɚɣɥ vars.bat.sample. ɉɟɪɟɢɦɟɧɨɜɚɬɶ ɟɝɨ ɜ vars.bat 

ɢ ɨɬɤɪɵɬɶ ɟɝɨ ɥɸɛɵɦ ɬɟɤɫɬɨɜɵɦ ɪɟɞɚɤɬɨɪɨɦ .(Ɋɢɫ 5). 

 

 

Ɋɢɫɭɧɨɤ 5 – Ɏɚɣɥ vars.bat 

 

ɍɤɚɡɚɬɶ ɩɭɬɶ ɤ ɩɚɩɤɟ “easy-rsa” ɧɚ “C:\OpenVPN\easy-rsa” 

 

 

Ɋɢɫɭɧɨɤ 6 – ɉɭɬɶ ɤ ɩɚɩɤɟ 

 

ɋɥɟɞɭɸɳɢɟ ɩɚɪɚɦɟɬɪɵ ɨɫɬɚɜɢɬɶ ɛɟɡ ɢɡɦɟɧɟɧɢɣ.  

 set key dir = “ɩɚɩɤɚ ɝɞɟ ɛɭɞɭɬ ɫɨɡɞɚɜɚɬɶɫɹ ɤɥɸɱɢ” 

set DH key size =” Ɋɚɡɦɟɪ ɤɥɸɱɚ DH” 

 set KEY_SIZE=” Ɋɚɡɦɟɪ ɤɥɸɱɚ” 
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Ɋɢɫɭɧɨɤ 7 – ɇɟɢɡɦɟɧɧɵɟ ɩɚɪɚɦɟɬɪɵ 

 

Ɉɫɬɚɥɶɧɵɟ ɫɬɪɨɤɢ ɡɚɩɨɥɧɢɬɶ ɩɪɨɢɡɜɨɥɶɧɨ. 

 

 

Ɋɢɫɭɧɨɤ 8 – Ɂɚɩɨɥɧɟɧɢɟ ɩɚɪɚɦɟɬɪɨɜ 

 

ɂɡɦɟɧɢɬɶ ɮɚɣɥɵ: build-ca.bat, build-dh.bat, build- key.bat, build-key-pass.bat, 

build-key-pkcs12.bat ɢ build-key-server.bat. Ɉɧɢ ɩɪɟɞɫɬɚɜɥɟɧɵ ɧɚ ɪɢɫɭɧɤɟ 9. 
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Ɋɢɫɭɧɨɤ 9 – Ɋɟɞɚɤɬɢɪɭɟɦɵɟ ɮɚɣɥɵ 

 

ȼ ɧɢɯ  ɨɬɪɟɞɚɤɬɢɪɨɜɚɬɶ ɤɨɦɚɧɞɭ openssl   ɧɚ ɩɨɥɧɵɣ ɩɭɬɶ ɤ 

ɫɨɨɬɜɟɬɫɬɜɭɸɳɟɦɭ ɟɣ ɮɚɣɥɭ “openssl.exe.” 

 

 

Ɋɢɫɭɧɨɤ 10 – Ɋɟɞɚɤɬɢɪɨɜɚɧɢɟ ɤɨɦɚɧɞɵ  

 

 Ɂɚɩɭɫɬɢɬɶ ɤɨɦɚɧɞɧɭɸ ɫɬɪɨɤɭ ɢ ɩɟɪɟɣɬɢ ɜ ɰɟɥɟɜɨɣ ɤɚɬɚɥɨɝ. 
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Ɋɢɫɭɧɨɤ 11 – Ɂɚɩɭɫɤ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ 

 

 ȼɜɟɫɬɢ ɤɨɦɚɧɞɭ “vars.bat” ɢ ɧɚɠɚɬɶ ENTER. 

 ȼɜɟɫɬɢ ɤɨɦɚɧɞɭ clean-all.bat. 

 ɉɨɜɬɨɪɢɬɶ, ɩɟɪɜɭɸ ɤɨɦɚɧɞɭ “vars.bat”. 

  

 

Ɋɢɫɭɧɨɤ 12 – Ʉɨɦɚɧɞɚ vars.bat 

 

 ɋɨɡɞɚɬɶ ɮɚɣɥɵ, ɧɟɨɛɯɨɞɢɦɵɟ ɞɥɹ ɪɚɛɨɬɵ. Ⱦɥɹ ɷɬɨɝɨ ɢɫɩɨɥɶɡɨɜɚɬɶ 

ɤɨɦɚɧɞɭ “build- ca.bat”. ɉɨɫɥɟ ɜɵɩɨɥɧɟɧɢɹ ɤɨɦɚɧɞɵ ,ɩɨɞɬɜɟɪɞɢɬɶ ɞɚɧɧɵɟ, 

ɤɨɬɨɪɵɟ ɜɧɨɫɢɥɢɫɶ ɜ ɮɚɣɥ vars.bat. ɇɟɫɤɨɥɶɤɨ ɪɚɡ ɧɚɠɚɬɶ ENTER, ɩɨɤɚ ɧɟ 

ɩɨɹɜɢɬɫɹ ɢɫɯɨɞɧɚɹ ɫɬɪɨɤɚ. 
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Ɋɢɫɭɧɨɤ 13 – Ʉɨɦɚɧɞɚ build-ca.bat 

 

ɋɨɡɞɚɬɶ DH-ɤɥɸɱ ɫ ɩɨɦɨɳɶɸ ɡɚɩɭɫɤɚ ɮɚɣɥɚ ɱɟɪɟɡ ɤɨɦɚɧɞɭ “build- dh.bat” 

 

 

Ɋɢɫɭɧɨɤ 14 – ɋɨɡɞɚɧɢɟ DH-ɤɥɸɱɚ 

 

ɉɪɢɝɨɬɨɜɢɬɶ ɫɟɪɬɢɮɢɤɚɬ ɞɥɹ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ. ȿɦɭ ɩɪɢɫɜɨɢɬɶ ɬɨ ɢɦɹ, 

ɤɨɬɨɪɨɟ ɩɪɨɩɢɫɚɧɨ ɜ vars.bat ɜ ɫɬɪɨɤɟ “KEY_NAME” ɷɬɨ Server. Ʉɨɦɚɧɞɚ 

ɜɵɝɥɹɞɢɬ ɬɚɤ: build-key-server.bat Server. ɉɨɞɬɜɟɪɞɢɬɶ ɞɚɧɧɵɟ: ɞɥɹ ɷɬɨɝɨ ɧɚɠɚɬɶ 

ENTER, ɜɜɟɫɬɢ ɛɭɤɜɭ “y”(yes). Ʉɨɦɚɧɞɧɭɸ ɫɬɪɨɤɭ ɡɚɤɪɵɬɶ [5]. 
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Ɋɢɫɭɧɨɤ 15 – ɋɟɪɬɢɮɢɤɚɬ ɞɥɹ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ 

 

 ȼ ɩɚɩɤɟ “easy-rsa” ɩɨɹɜɢɬɫɹ ɧɨɜɚɹ ɩɚɩɤɚ ɫ ɧɚɡɜɚɧɢɟɦ “keys” 
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Ɋɢɫɭɧɨɤ 16 – ɉɚɩɤɚ keys 

 

ɋɨɞɟɪɠɢɦɨɟ ɩɚɩɤɢ “keys”. ɫɤɨɩɢɪɨɜɚɬɶ ɜ ɩɚɩɤɭ “ssl”, ɤɨɬɨɪɭɸ ɧɭɠɧɨ 

ɫɨɡɞɚɬɶ ɜ ɤɨɪɧɟɜɨɦ ɤɚɬɚɥɨɝɟ ɩɪɨɝɪɚɦɦɵ. 

 

 

Ɋɢɫɭɧɨɤ 17 – Cɨɡɞɚɧɢɟ ɩɚɩɤɢ ssl 

 

 

Ɋɢɫɭɧɨɤ 18 – Cɨɞɟɪɠɢɦɨɟ ɩɚɩɤɢ ssl 

 

Ɉɬɤɪɵɬɶ ɤɚɬɚɥɨɝ “C:\OpenVPN\config”. ɋɨɡɞɚɬɶ ɬɟɤɫɬɨɜɵɣ ɞɨɤɭɦɟɧɬ, 

ɩɟɪɟɢɦɟɧɨɜɚɬɶ ɟɝɨ ɜ “server.ovpn” ɢ ɨɬɤɪɵɬɶ. ȼɜɟɫɬɢ ɫɥɟɞɭɸɳɢɣ ɤɨɞ: 

port 1194 – ɩɨɪɬ, ɱɟɪɟɡ ɤɨɬɨɪɵɣ ɛɭɞɟɬ ɩɪɨɢɡɜɨɞɢɬɶɫɹ ɩɨɞɤɥɸɱɟɧɢɟ 

proto udp –  ɩɪɨɬɨɤɨɥ ɩɨɞɤɥɸɱɟɧɢɹ 

 dev tun  – ɜɢɪɬɭɚɥɶɧɵɣ ɫɟɬɟɜɨɣ ɞɪɚɣɜɟɪ 

dev-node "Server" – ɭɫɬɚɧɚɜɥɢɜɚɟɬ ɢɦɹ ɜɢɪɬɭɚɥɶɧɨɝɨ ɢɧɬɟɪɮɟɣɫɚ 

 dh C:\\OpenVPN\\ssl\\dh2048.pem –  ɩɭɬɶ ɤ DH ɤɥɸɱɭ 
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ca C:\\OpenVPN\\ssl\\ca.crt – ɩɭɬɶ ɤ ɫɟɪɬɢɮɢɤɚɬɭ 

cert C:\\OpenVPN\\ssl\\Server.crt – ɩɭɬɶ ɤ ɫɟɪɬɢɮɢɤɚɬɭ 

 key C:\\OpenVPN\\ssl\\Server.key – ɩɭɬɶ ɤ ɤɥɸɱɭ 

 server 10.8.0.0  255.255.255.0  – ip ɫɟɪɜɟɪɚ 

max-clients 32 – ɦɚɤɫɢɦɚɥɶɧɨɟ ɤɨɥɢɱɟɫɬɜɨ ɤɥɢɟɧɬɨɜ 

keepalive 10 120 – ɫɨɜɦɟɳɟɧɧɚɹ ɤɨɦɚɧɞɚ ping  ɢ ping-restart. ɂɫɩɨɥɶɡɭɟɬ ɫɪɚɡɭ 

ɞɜɚ ɩɚɪɚɦɟɬɪɚ ɜ ɫɟɤɭɧɞɚɯ, ɩɟɪɟɱɢɫɥɟɧɧɵɯ ɱɟɪɟɡ ɩɪɨɛɟɥ. 

client-to-client –  ɫ ɩɨɦɨɳɶɸ ɷɬɨɣ ɤɨɦɚɧɞɵ ɤɥɢɟɧɬɵ ɜɢɞɹɬ ɞɪɭɝ ɞɪɭɝɚ ɜ ɫɟɬɢ. 

comp-lzo –  ɩɚɪɚɦɟɬɪ ɫɠɚɬɢɹ ɬɪɚɮɢɤɚ 

persist-key – ɧɟ ɩɟɪɟɱɢɬɵɜɚɬɶ ɤɥɸɱɢ ɩɪɢ ɩɟɪɟɡɚɩɭɫɤɟ ɬɭɧɧɟɥɹ. 

persist-tun – ɤɨɦɚɧɞɚ ɨɫɬɚɜɥɹɟɬ ɛɟɡ ɢɡɦɟɧɟɧɢɹ ɭɫɬɪɨɣɫɬɜɚ tun ɢɥɢ tap ɩɪɢ  

 ɩɟɪɟɡɚɩɭɫɤɟ OpenVPN. 

cipher AES-256-CBC –  ɚɥɝɨɪɢɬɦ ɲɢɮɪɨɜɚɧɢɹ 

status C:\\OpenVPN\\log\\status.log – ɭɤɚɡɵɜɚɟɦ ɫɬɚɬɭɫ-ɮɚɣɥ 

log C:\\OpenVPN\\log\\openvpn.log – ɭɤɚɡɵɜɚɟɦ ɥɨɝ-ɮɚɣɥ 

verb4 – ɭɫɬɚɧɚɜɥɢɜɚɟɬ ɭɪɨɜɟɧɶ ɢɧɮɨɪɦɚɬɢɜɧɨɫɬɢ ɨɬɥɚɞɨɱɧɵɯ 

ɫɨɨɛɳɟɧɢɣ 

mute 20 – ɤɨɥɢɱɟɫɬɜɨ ɫɨɨɛɳɟɧɢɣ ɥɨɝɨɜ ɢɡ ɨɞɧɨɣ ɤɚɬɟɝɨɪɢɢ 

 

Ⱦɥɹ ɪɚɛɨɬɵ ɜɢɪɬɭɚɥɶɧɨɝɨ ɚɞɚɩɬɟɪɚ ɧɭɠɧɨ ɫɞɟɥɚɬɶ ɫɥɟɞɭɸɳɢɟ: 

Ɉɬɤɪɵɬɶ ɩɚɧɟɥɶ ɭɩɪɚɜɥɟɧɢɹ – ɰɟɧɬɪ ɭɩɪɚɜɥɟɧɢɹ ɫɟɬɹɦɢ – ɢɡɦɟɧɟɧɢɟ 

ɩɚɪɚɦɟɬɪɨɜ ɚɞɚɩɬɟɪɚ. ɇɚɣɬɢ ɩɨɞɤɥɸɱɟɧɢɟ, ɨɫɭɳɟɫɬɜɥɹɟɦɨɟ ɱɟɪɟɡ “TAP-Windows 

Adapter V9”. ɉɟɪɟɢɦɟɧɨɜɚɬɶ ɟɝɨ ɜ “Server”. ɗɬɨ ɧɚɡɜɚɧɢɟ ɫɨɜɩɚɞɚɟɬ ɫ 

ɩɚɪɚɦɟɬɪɨɦ “dev-node”ɜ ɮɚɣɥɟ server.ovpn. 
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Ɋɢɫɭɧɨɤ 19 – TAP-Windows Adapter V9 

 

Ɂɚɩɭɫɬɢɬɶ ɫɥɭɠɛɭ ɧɚɠɚɬɢɟɦ ɫɨɱɟɬɚɧɢɟ ɤɥɚɜɢɲ Win+R, ɜɟɞɹ ɜ ɫɬɪɨɤɭ 

“services.msc” ɢ ɧɚɠɚɬɶ ENTER. ɇɚɣɬɢ ɫɟɪɜɢɫ ɫ ɧɚɡɜɚɧɢɟɦ “OpenVpnService”, 

ɤɥɢɤɧɭɜ ɩɪɚɜɨɣ ɤɧɨɩɤɭ ɦɵɲɤɢ ɢ ɨɬɤɪɵɬɶ ɟɝɨ ɫɜɨɣɫɬɜɚ. Ɍɢɩ ɡɚɩɭɫɤɚ ɩɨɦɟɧɹɬɶ 

ɧɚ “Ⱥɜɬɨɦɚɬɢɱɟɫɤɢ” ɡɚɩɭɫɬɢɬɶ ɫɥɭɠɛɭ ɢ ɧɚɠɚɬɶ “ɉɪɢɦɟɧɢɬɶ” [1]. 

 

 

Ɋɢɫɭɧɨɤ 20 – Ɂɚɩɭɫɤ ɫɥɭɠɛɵ OpenVPNService 
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3.2 ɍɫɬɚɧɨɜɤɚ ɢ ɧɚɫɬɪɨɣɤɚ ɤɥɢɟɧɬɚ OpenVPN 

 

Ⱦɥɹ ɫɨɡɞɚɧɢɹ ɤɥɢɟɧɬɫɤɢɯ ɫɟɪɬɢɮɢɤɚɬɨɜ ɢ ɤɥɸɱɟɣ ɧɭɠɧɨ: 

Ɉɬɤɪɵɬɶ ɩɚɩɤɭ “keys”. ɍɞɚɥɢɬɶ ɜɫɟ ɫɨɞɟɪɠɢɦɨɟ ɮɚɣɥɚ “index.txt”, 

ɫɨɯɪɚɧɢɬɶ ɮɚɣɥ. 

Ɂɚɩɭɫɬɢɬɶ ɤɨɦɚɧɞɧɭɸ ɫɬɪɨɤɭ. ȼɜɟɫɬɢ ɤɨɦɚɧɞɭ vars.bat, ɚ ɡɚɬɟɦ ɫɨɡɞɚɬɶ 

ɤɥɢɟɧɬɫɤɢɣ ɫɟɪɬɢɮɢɤɚɬ ɫ ɧɚɡɜɚɧɢɟɦ “ɋlient” ɤɨɦɚɧɞɨɣ “build-key-server.bat 

Client”. 

 

 

Ɋɢɫɭɧɨɤ 21 – Cɨɡɞɚɧɢɟ ɤɥɢɟɧɬɫɤɨɝɨ ɫɟɪɬɢɮɢɤɚɬɚ 
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ȼ ɰɟɥɹɯ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɞɥɹ ɤɚɠɞɨɝɨ ɤɥɢɟɧɬɚ ɦɨɠɧɨ ɫɝɟɧɟɪɢɪɨɜɚɬɶ ɫɜɨɢ 

ɮɚɣɥɵ.ɇɨ ɢɯ ɧɚɡɜɚɧɢɹ ɞɨɥɠɧɨ ɨɬɥɢɱɚɬɶɫɹ, ɧɚɩɪɢɦɟɪ, “ɋlient1” ɢ ɬɚɤ ɞɚɥɟɟ. ȼ 

ɷɬɨɦ ɫɥɭɱɚɟ ɧɟɨɛɯɨɞɢɦɨ ɛɭɞɟɬ ɩɨɜɬɨɪɹɬɶ ɜɫɟ ɞɟɣɫɬɜɢɹ, ɧɚɱɢɧɚɹ ɫ ɨɱɢɫɬɤɢ 

index.txt. 

Cɨɡɞɚɬɶ ɤɨɧɮɢɝɭɪɚɰɢɨɨɧɵɣ ɮɚɣɥ ɞɥɹ ɤɥɢɟɧɬɚ  “Client.ovpn”. Ⱦɥɹ ɷɬɨɝɨ 

ɧɭɠɧɨ ɨɬɤɪɵɬɶ ɤɚɬɚɥɨɝ “C:\OpenVPN\config”. ɋɨɡɞɚɬɶ ɬɟɤɫɬɨɜɵɣ ɞɨɤɭɦɟɧɬ, 

ɩɟɪɟɢɦɟɧɨɜɚɬɶ ɟɝɨ ɜ “ɋlient.ovpn” ɢ ɨɬɤɪɵɬɶ. ȼɟɫɬɢ ɫɥɟɞɭɸɳɢɣ ɤɨɞ: 

client – ɢɦɹ ɤɥɢɟɧɬɚ 

remote 192.168.1.245  –  ip ɭɞɚɥёɧɧɨɝɨ ɞɨɫɬɭɩɚ. 

proto udp  –  ɩɪɨɬɨɤɨɥ. 

ca ca.crt – ɮɚɣɥ ɫɟɪɬɢɮɢɤɚɬɚ ɞɥɹ CA. 

cert Client.crt – ɮɚɣɥ ɫɟɪɬɢɮɢɤɚɬ ɤɥɢɟɧɬɚ. 

 key Client.key – ɮɚɣɥ ɤɥɸɱ ɤɥɢɟɧɬɚ. 

dh dh2048.pem – ɮɚɣɥ dh. 

cipher AES-256-CBC – ɚɥɝɨɪɢɬɦ ɲɢɮɪɨɜɚɧɢɹ. 

comp-lzo – ɩɚɪɚɦɟɬɪ ɫɠɚɬɢɹ ɬɪɚɮɢɤɚ. 

 

3.3 ɇɚɫɬɪɨɣɤɚ ɦɚɪɲɪɭɬɢɡɚɬɨɪɚ 

 

Ⱦɥɹ ɬɨɝɨ ɱɬɨɛɵ VPN ɤɥɢɟɧɬɵ, ɧɚɯɨɞɹɫɶ ɡɚ ɩɪɟɞɟɥɚɦɢ ɫɟɬɢ, ɦɨɝɥɢ 

ɩɨɞɤɥɸɱɚɬɶɫɹ ɤ VPN ɫɟɪɜɟɪɭ, ɤɨɬɨɪɵɣ ɧɚɯɨɞɢɬɫɹ ɜɨ ɜɧɭɬɪɟɧɧɟɣ ɫɟɬɢ 

ɨɪɝɚɧɢɡɚɰɢɢ, ɧɚ ɦɚɪɲɪɭɬɢɡɚɬɨɪɟ ɛɵɥɨ  ɧɚɫɬɪɨɟɧɨ ɩɟɪɟɧɚɩɪɚɜɥɟɧɢɟ ɩɨɪɬɨɜ. 

Ɋɟɡɟɪɜɢɪɨɜɚɢɧɟ ip-ɚɞɪɟɫɚ ɡɚ ɫɟɪɜɟɪɨɦ. 

 

 

Ɋɢɫɭɧɨɤ 23 – Ɋɟɡɟɪɜɢɪɨɜɚɧɢɟ ip-ɚɞɪɟɫɚ 
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Ɋɢɫɭɧɨɤ 24 – ɉɟɪɟɧɚɩɪɚɜɥɟɧɢɟ ɩɨɪɬɚ 1194 

 

Ɋɢɫɭɧɨɤ 25 – ɉɟɪɟɧɚɩɪɚɜɥɟɧɢɟ ɩɨɪɬɚ 1194 

 

 

Ɋɢɫɭɧɨɤ 26 –ɇɚɫɬɪɨɣɤɚ WAN 
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4 Ɍɟɫɬɢɪɨɜɚɧɢɟ ɫɢɫɬɟɦɵ 

 

ɍɫɬɚɧɨɜɥɢɜɚɟɦ OpenVPN ɨɛɵɱɧɵɦ ɫɩɨɫɨɛɨɦ ɧɚ ɤɨɦɩɶɸɬɟɪ. Ɂɚɩɭɫɤɚɟɦ 

ɮɚɣɥ ɤɨɧɮɢɝɭɪɚɰɢɸ ɋlient.ovpn. ɉɨɞɤɥɸɱɚɟɦɫɹ ɤ ɫɟɪɜɟɪɭ. 

 

 

Ɋɢɫɭɧɨɤ 27 – ɉɨɞɤɥɸɱɟɧɢɟ ɤɥɢɟɧɬɚ ɤ ɫɟɪɜɟɪɭ 

 

ɉɪɨɜɟɪɤɚ ɩɨɞɤɥɸɱɟɧɢɹ ɤɥɢɟɧɬɚ ɤ ɫɟɪɜɟɪɭ ɨɪɝɚɧɢɡɚɰɢɢ. Ⱦɥɹ ɷɬɨɝɨ 

ɩɪɨɩɢɫɚɬɶ ɥɨɤɚɥɶɧɵɣ IP ɤɨɦɩɶɸɬɟɪɚ (ɱɟɪɟɡ ɞɜɨɣɧɨɣ ɨɛɪɚɬɧɵɣ ɫɥɟɲ ”\\”) 

ɨɪɝɚɧɢɡɚɰɢɢ ɧɚ ɤɨɬɨɪɵɣ ɟɫɬɶ ɞɨɫɬɭɩ ɜ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ ɩɪɟɞɩɪɢɹɬɢɹ. 

 

 

Ɋɢɫɭɧɨɤ 28 – ɉɨɞɤɥɸɱɟɧɢɟ ɤɥɢɟɧɬɚ ɤ ɫɟɪɜɟɪɭ 

 

ɉɪɨɜɟɪɤɚ ɩɨɞɤɥɸɱɟɧɢɹ ɫɟɪɜɟɪɚ ɨɪɝɚɧɢɡɚɰɢɢ ɤ ɤɥɢɟɧɬɭ. Ⱦɥɹ ɷɬɨɝɨ 

ɧɟɨɛɯɨɞɢɦɨ ɩɪɨɩɢɫɚɬɶ ɥɨɤɚɥɶɧɵɣ IP ɤɨɦɩɶɸɬɟɪɚ (ɱɟɪɟɡ ɞɜɨɣɧɨɣ ɨɛɪɚɬɧɵɣ 

ɫɥɟɲ ”\\”) ɫɟɬɢ ɤɥɢɟɧɬɚ. 
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Ɋɢɫɭɧɨɤ 29 – ɉɨɞɤɥɸɱɟɧɢɟ ɫɟɪɜɟɪɚ ɤ ɤɥɢɟɧɬɭ 

 

ɉɪɨɜɟɪɤɚ ɫɟɬɟɜɨɝɨ ɨɤɪɭɠɟɧɢɹ. Ⱦɥɹ ɷɬɨɝɨ ɧɟɨɛɯɨɞɢɦɨ ɡɚɣɬɢ ɜ ɩɚɩɤɭ ɫɟɬɶ ɫ 

ɤɥɢɟɧɬɚ. 

 

 

Ɋɢɫɭɧɨɤ 30 – ɋɟɬɟɜɨɟ ɨɤɪɭɠɟɧɢɟ 
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5 Ɂɚɤɥɸɱɟɧɢɟ 

 

OpenVPN - ɫɜɨɛɨɞɧɚɹ ɪɟɚɥɢɡɚɰɢɹ ɬɟɯɧɨɥɨɝɢɢ ɜɢɪɬɭɚɥɶɧɨɣ ɱɚɫɬɧɨɣ ɫɟɬɢ 

(VPN) ɫ ɨɬɤɪɵɬɵɦ ɢɫɯɨɞɧɵɦ ɤɨɞɨɦ ɞɥɹ ɫɨɡɞɚɧɢɹ ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɤɚɧɚɥɨɜ ɬɢɩɚ 

ɬɨɱɤɚ-ɬɨɱɤɚ ɢɥɢ ɫɟɪɜɟɪ-ɤɥɢɟɧɬɵ ɦɟɠɞɭ ɤɨɦɩɶɸɬɟɪɚɦɢ. Ɉɧɚ ɩɨɡɜɨɥɹɟɬ 

ɭɫɬɚɧɚɜɥɢɜɚɬɶ ɫɨɟɞɢɧɟɧɢɹ ɦɟɠɞɭ ɤɨɦɩɶɸɬɟɪɚɦɢ, ɧɚɯɨɞɹɳɢɦɢɫɹ ɡɚ NAT ɢ 

ɫɟɬɟɜɵɦ ɷɤɪɚɧɨɦ, ɛɟɡ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɢɡɦɟɧɟɧɢɹ ɢɯ ɧɚɫɬɪɨɟɤ. 

Ɍɟɨɪɟɬɢɱɟɫɤɚɹ ɱɚɫɬɶ ɞɢɩɥɨɦɚ ɨɩɢɫɵɜɚɟɬ ɚɫɩɟɤɬɵ ɢ ɬɟɪɦɢɧɵ, ɚ ɬɚɤɠɟ 

ɨɩɪɟɞɟɥɟɧɢɟ ɢ ɫɨɫɬɚɜ: VPN, ɩɪɨɬɨɤɨɥɵ (TCP ɢ UDP), ɩɪɨɬɨɤɨɥɵ ɲɢɮɪɨɜɚɧɢɹ ɢ 

OpenVPN. 

ɉɪɚɤɬɢɱɟɫɤɚɹ ɱɚɫɬɶ ɞɢɩɥɨɦɚ ɨɩɢɫɵɜɚɟɬ ɪɚɡɪɚɛɨɬɤɭ ɫɢɫɬɟɦɵ ɭɞɚɥɟɧɧɨɝɨ 

ɞɨɫɬɭɩɚ ɞɥɹ ɨɪɝɚɧɢɡɚɰɢɢ, ɨɫɧɨɜɧɵɟ ɢɞɟɢ ɢ ɤɨɧɰɟɩɰɢɢ. Ȼɵɥ ɨɪɝɚɧɢɡɨɜɚɧ 

ɭɞɚɥёɧɧɵɣ ɞɨɫɬɭɩ ɤ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ ɱɟɪɟɡ Open VPN. Ɋɟɚɥɢɡɨɜɚɧɚ ɥёɝɤɚɹ  

ɤɨɧɮɢɝɭɪɚɰɢɹ ɞɥɹ ɤɥɢɟɧɬɚ,  ɝɞɟ ɧɟ ɬɪɟɛɭɟɬɫɹ ɧɢɤɚɤɢɯ ɧɚɫɬɪɨɟɤ ɧɚ ɫɜɨɟɦ 

ɤɨɦɩɶɸɬɟɪɟ, ɚ ɩɪɨɫɬɨ ɡɚɩɭɫɤ ɮɚɣɥɚ ɤɨɧɮɢɝɭɪɚɰɢɢ. 

ȼ ɞɚɧɧɨɣ ɪɚɛɨɬɟ ɛɵɥɢ ɩɨɞɪɨɛɧɨ ɪɚɫɫɦɨɬɪɟɧɵ ɢ ɩɪɨɚɧɚɥɢɡɢɪɨɜɚɧɵ: VPN, 

ɩɪɨɬɨɤɨɥɵ (TCP ɢ UDP), ɩɪɨɬɨɤɨɥɵ ɲɢɮɪɨɜɚɧɢɹ ɢ  OpenVPN. 

ɉɟɪɟɞ ɧɚɱɚɥɨɦ ɪɚɛɨɬɵ ɛɵɥɚ ɩɨɫɬɚɜɥɟɧɚ ɰɟɥɶ ɪɚɛɨɬɵ: 

 Ɋɚɡɪɚɛɨɬɚɬɶ ɫɢɫɬɟɦɭ ɭɞɚɥёɧɧɨɝɨ ɞɨɫɬɭɩɚ ɜ ɫɟɬɶ ɩɪɟɞɩɪɢɹɬɢɹ. 

Ⱦɥɹ ɞoɫɢɠɟɧɢɹ ɷɬoɣ ɰeɥɢ ɛɵɥɢ ɜɵɩɨɥɧɟɧɵ ɫɥɟɞɭɸɳɢɟ ɡɚɞɚɱɢ: 

 ɂɡɭɱɢɬɶ ɬɟɯɧɨɥɨɝɢɢ VPN, ɜɵɛɪɚɬɶ ɬɟɯɧɨɥɨɝɢɸ ɞɥɹ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɜ 

ɫɢɫɬɟɦɟ; 

 Ɋɚɡɪɚɛɨɬɚɬɶ ɨɛɳɭɸ ɚɪɯɢɬɟɤɬɭɪɭ ɫɢɫɬɟɦɵ; 

 Ɋɚɡɪɚɛɨɬɚɬɶ ɤɨɧɮɢɝɭɪɚɰɢɢ ɚɩɩɚɪɚɬɧɨɝɨ ɢ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ; 

 Ɋɟɚɥɢɡɚɜɚɬɶ ɩɪɨɬɨɬɢɩ ɫɢɫɬɟɦɵ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ. 

  

https://ru.wikipedia.org/wiki/%D0%A1%D0%B2%D0%BE%D0%B1%D0%BE%D0%B4%D0%BD%D0%BE%D0%B5_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D0%BE%D0%B5_%D0%BE%D0%B1%D0%B5%D1%81%D0%BF%D0%B5%D1%87%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/Virtual_Private_Network
https://ru.wikipedia.org/wiki/Virtual_Private_Network
https://ru.wikipedia.org/wiki/Virtual_Private_Network
https://ru.wikipedia.org/wiki/NAT
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D1%8D%D0%BA%D1%80%D0%B0%D0%BD
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