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, -   ( . software-defined networking, 
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     ,   
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       : 
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 1.    

1.1   я 

 

      , 

    , , 

 .      : 

1.  ; 

2. ; 

3. . 

    ,     

    [2].  ,     

  .    - ,  

 TCP,   ,      

(  UDP) —  . 

 —  ,   ,   

    [2].      

,        [3]. 

         

RTT (Round Trip Time).        

     .    

    ICMP  (Internet Control Message 

Protocol). 

      

 .       

 .   ,    

      .     IP-   

  .      

 ,      [3]. 
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    QoS: 
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DiffServ.    IntServ     
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  .  DiffServ   

      ,   
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QoS [4]. 
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«   IP» (VoIP)    —     

 IP- ,     , 
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 2. А     я  я   

2.1   

 

  ,      2,     . 
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    ip- ,   ,  

client-1, client-2, client-3, client-4. 

       

: 

1.     .   

        

       

; 

2.       

       ; 

3.      

  ip-     ; 

4.       

   ,     

,       ip- . 

 

2.2    я 

 

   QoS  IOS Cisco    

Catalyst 6500/6000. 

   IOS   :  

1.    —   

,   (  ),    

. 

2.  QoS ACL      

     ACL. 

3.  QoS ACL      VLAN [9]. 
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   ip-  client-1    access-x1-

1   ge1    UDP   1 / .  

    UDP  50 /     

. 

       

access-x1-1.     VLAN.  ge1 

 VLAN 10. 

  QoS   ge1   vlan-based.  

 set port qos ge1 vlan-based   . 

   access-x1-1: 

set qos enable #В  QoS [9] 

 

set qos policer aggregate udp_50kbps rate 50 burst 10 

drop #    [9] 

 

set qos acl ip udp_qos_vid10 dscp 0 aggregate udp_50kbps 

udp any any eq 5060 #С  QoS ACL    

     QoS ACL [9] 

 

commit qos acl all #К   QoS ACL [9] 

 

set port qos ge1 vlan-based #     
QoS      [9] 

 

set qos acl map udp_qos_vid10 10 #С  QoS ACL 
    10 [9] 
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2.3    

 

      hello-

    01:80:C2:00:00:60       

hello- .  hello- ,  

  ,       

  . 

   . .   «   

    Ethernet» [10]   ,  

      Type of Service (ToS),   4  

  802.1Q  PayLoad.  2   EtherType,  

  Ethernet      

.        

 EtherType 8999, . .   .  2   

   ,    ,    

,    ToS,      

  DiffServ .       

  EtherType  ,    .  

      3. 

 

 
* —  ,   EtherType,   802.1Q Header + EtherType 

 3.  Ethernet     
 

      ,  

        : 

 Edge  – ,    

 ,     ; 
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 Core  – ,     

   ; 

 Metric –     MAC- ,   

    ; 

   –  ,  -  

.   ,       

,     [10]. 

         

   .    , 

    MAC- ,    

 Metrics,         

.      

 ,   . 

     4. 

 

MAC Interface Age Metrics 
A e0/0 20 10 

 e0/1 20 40 
C e0/2 20 20 
... ... ... .... 

 4.     
 

  ,      

,       ,  

      . 

       ,  

     , 

    . 

    ,  

 -      Metrics.    

      - , 
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      .  

       

.   QoS     

 ,     , 

   .    

         

   QoS  Update.   Update 

  .    Update. 

     QoS       

  .     

( ,     Update,  ,   

  ),     

    .    

 Update       QoS    

     . 

        : 

1.     ; 

2.      ; 

3.       

; 

4.        . 
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2.4    

 

1. Hello:  

      (  

, 10 )    01:80:C2:00:00:60,   

    MAC-  01:80:C2:00:00:50 — 

01:80:C2:00:00:FF. 

 Hello   : 

1.      ; 

2.   keepalive   

  . 

 

EtherType = 
8999 

Type ID  
Hello 

interval 
Dead 

interval 
ID c  

 

1 2 1 1 2 3 4 5 6 1 2 1 2 1 2 3 4 5 6 

 5.   Hello 
 

 Hello   : 

 Type —   (   Hello   1); 

 ID  —     . 

    MAC-  ; 

 Hello interval —     hello-

 (  , 10 ); 

 Dead interval —    ; 

 ID   —   

. 

     ,   

   Hello   ,    

Dead interval [11]. 
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2. Update: 

 Update    , 

  ,     

.         

QoS.   Type  2. 

 

EtherType = 
8999 

Type ID  MAC-  QoS 

1 2 1 1 2 3 4 5 6 1 2 3 4 5 6 300 

 6.   Update 
 

  ,     , 

  ,    

  .     

,  ,    , 

     «QoS»  Update   

 .     Update. 

     «QoS»   ,   

 .       

 ,     Update.    

        

.        

       

   Core .  

       

,     «QoS»  Update    

  .      ,   

Update    ,     

 .      

    Update   ,   

   .    MAC-  
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 ,     ,    

  . 

 ,        

       

    . 

 

3. Notification: 

 . ,    

/    .   . 

  Type  3. 

 

EtherType = 
8999 

Type ID  
Error 
code 

1 2 1 1 2 3 4 5 6 1 

 7.   Notification 
 

 : 

1 —   ; 

2 —    ; 

3 —      ,  

 ; 

4 —   .  
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2.5  я   

 

          

    (finite-state machine (FSM)), 

   : Idle, HelloSent, HelloConfirm, Established. 

      ,  

,        .  

 ,     , 

       . 

  (Idle) —   .   

    ,    

 .   — HelloSent.   HelloSent 

   Hello   Core    

    ,     HelloConfirm.  

   ,    

     Established.  ,  

       . -

        ,  

 ,      

   MAC- .     

Update.   Established     : 

Hello, Update, Notification       . 
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HelloSent HelloConfirm

Established 

Idle

 

 8.    

 

2.6    2 

 

         

    ,    

 ,      

      . 

       

    .    

         

 ,     . 
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 3. я    

3.1    

 

          

      ,    

 . . «       

Ethernet».        

       

. 

 ,       

 : 

   ; 

    ; 

    ; 

     . 

       : 

      ; 

   . 

        

.  ,    , 

      ,  

MAC-  , ,    , « »  

(   30 )  .    MAC-  

     ,     

«   –  ».      , 

   ,      . 

      . 



25 

        

   .     

,     ,  : 𝑋 = (SIP + DIP + Proto + SPort + DPort) % 𝑁, 
 X –   ; 

SIP – IP  ; 

DIP – IP  ; 

Proto –  ; 

SPort – TCP\UDP  ; 

DPort – TCP\UDP  ; 

N –   . 

- ,      , 

    ,    

  MAC-  .     

      . 

         

 .      ,     

 ,    ,   , 

        0,     

 EtherType 8999.  EtherType    

           

   .        

,          

        .  

      EtherType     

 [10]. 

      

         

  Hello,     
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(  Update),         

(  Notification). 

       

    QoS   Update,    

     ,    

.        

   ,   

      QoS.     

     Update,    

    . 

 

3.2   я я 

 

       

    ,    

   ( )    GNU/Linux Ubuntu 

12.04.5.      Intel Xeon E5320    

1.86   1    .    

      9  10.   

   —     

.    — .     

   ,    (ping, 

tcpdump).       . 

 

 

 9.     (   free) 
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 10.    (   cat /proc/cpuinfo) 
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      11. 

 

 11.       
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  ip- . 

          

 setup.sh.       access-x1-1. 

     setup.sh   access-x1-1: 

user@switch:~$ cat setup.sh | grep access-x1-1 

/sbin/ip netns add access-x1-1 

/sbin/ip netns exec distribution /sbin/ip link set dev "ge26" 

netns access-x1-1 

/sbin/ip netns exec access-x1-1 /sbin/ip addr flush dev "ge26" 

/sbin/ip netns exec access-x1-1 /sbin/ip link set dev "ge26" 

up 

/sbin/ip netns exec access-x1-2 /sbin/ip link set dev "ge25" 

netns access-x1-1 

/sbin/ip netns exec access-x1-1 /sbin/ip addr flush dev "ge25" 

/sbin/ip netns exec access-x1-1 /sbin/ip link set dev "ge25" 

up 

/sbin/ip netns exec access-x1-1 /sbin/ip link add name "ge1" 

type veth peer name "eth0" 

/sbin/ip netns exec access-x1-1 /sbin/ip addr flush dev "ge1" 

/sbin/ip netns exec access-x1-1 /sbin/ip link set dev "ge1" 

up 

/sbin/ip netns exec access-x1-1 /sbin/ip link set dev "eth0" 

netns client-1 

/sbin/ip netns exec access-x1-1 /sbin/ip link add name "ge2" 

type veth peer name "eth0" 

/sbin/ip netns exec access-x1-1 /sbin/ip addr flush dev "ge2" 

/sbin/ip netns exec access-x1-1 /sbin/ip link set dev "ge2" 

up 

/sbin/ip netns exec access-x1-1 /sbin/ip link set dev "eth0" 

netns client-2 
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   ,   setup.sh  network 

namespaces   access-x1-1. Network namespaces (netns) —   

      ,  

    [12].   access-x1-1   

    "ge26", "ge25", "ge1", "ge2".  

 "ge1"    "eth0",  

 netns   client-1.    "ge2" —  

"eth0",   netns   client-2. 

 ,    ,    

  access-x1-1     ip-  client-

1  client-2. 

       

      .    

    access-x1-1. 

 

 12.    access-x1-1 
 

       

  ( .  13). 

 

 

 13.    access-x1-1 
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     access-x1-1.sh,  

 netns   access-x1-1   switch.py   access. 

 

 

 14.   access-x1-1.sh 

 

 access    ,    

 .   switch.py    

 ,     

 Python  2.7.     

  . 

         

. 

 

 3.3  я   

 

      

    ping  tcpdump. 

 ping  ICMP ,     

      . 

 tcpdump —  ,    

,   ,    . 

       

,    .   15 

       . 
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 15.      

 

   ping       1000 .  client-1  client-4,  client-2 

 client-3,  client-3  client-1,  client-4  client-2      ( .  

16): 

   ping      ; 

      ; 

 -           .
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 16.    ping    
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  17    client-1       ping c client-1  

client-4. 

 

 17.       ping  client-1  client-4 
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C     17    

      client-1  client-4: client-1 ↔ 

access-x1-1 ↔ distribution ↔ access-x2-1 ↔ access-x2-2 ↔ client-4. 

    ,   

        

 . 

  18   Update   access-x1-

1  access-x2-2,      client-1  

client-4 . ,     

   , ё   

 ,      

 access-x1-1  access-x2-2. ,  

   . 

 

,  

 18.  Update     

 

         

tcpdump     access-x1-1  access-x1-2  

 client-1 ( .  19).
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 19.     access-x1-1  access-x1-2 
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  ,    19,  

   .    , 

  Hello —  № 1  2.    

     Update — 

 № 5  7.   № 8  9 client-1   

   ARP- .   № 19  20  

    client-1. 

      , 

 ,   ,    

  ,       

     ,     

 ,      .   

      

         

 . 
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А  

 

       

      . 

  ,    ,    

  (  1).       

    ,    

     SDN   

,   . 

     ,   

        Python. 

        , 

    GNU/Linux Ubuntu.  

    ,   —  

.      ,  

       

       

 . 

   .   . 
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ACL — Access Control List 

API — Application Programming Interface 

DiffServ — Differentiated services 

DIP — Destination Internet Protocol 

FSM — Finite-State Machine 

GNU — GNU’s Not UNIX 

ICMP — Internet Control Message Protocol 

ID — Identifier 

IntServ — Integrated services 

IOS — Internetwork Operating System 

IP — Internet Protocol 

MAC — Media Access Control 

Netns — Network namespaces 

QoS — Quality of Service 

RFC — Request for Comments 

RTT — Round Trip Time 

SDN — Software-Defined Networking 

SIP — Source Internet Protocol 

TCP — Transmission Control Protocol 

ToS — Type of Service 

UDP — User Datagram Protocol 

VLAN — Virtual Local Area Network 

VoIP — Voice over IP 

 —    

 —   

 —   

 —   

 — -    
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 А 

    

 

# Import 

from socket import * 

import struct 

import thread 

import binascii 

import os 

import time 

import sys 

import re 

from pprint import pprint 

# Enumerate network interfaces 

interfaces = os.popen("ip a | egrep -o '(te|ge)[0-9-

]+'").read().split("\n") 

interfaces.pop() 

# Is it an access switch? 

access = len(sys.argv) > 1 and sys.argv[1] == "access" 

# Create ports 

ports = [None] * len(interfaces) 

for i in range(0, len(interfaces)): 

    ports[i] = socket(AF_PACKET, SOCK_RAW, htons(3)) 

    ports[i].bind((interfaces[i], 0)) 

print "Switching on " + " ".join(interfaces) 

# tag format 

tag = "\x89\x99\0\x0a" 

# tag='\x89\x99\0\0' 
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# message types 

message_type = { 

        "hello": 1, 

        "update": 2, 

    } 

# mac addresses 

broadcast='\xff\xff\xff\xff\xff\xff' 

multicast = "\x01\x80\xc2\x00\x00\x60" 

# config for quality of service policy 

config_qos_policy = """ 

set qos enable 

set qos policer aggregate udp_{rate}kbps rate {rate} 

burst {burst} drop 

set qos acl ip udp_qos_vid{vlan_id} dscp 0 aggregate 

udp_{rate}kbps udp any any eq 5060 

commit qos acl all 

set port qos {interface} vlan-based 

set qos acl map udp_qos_vid{vlan_id} {vlan_id} 

""" 

# mac address table 

mac_address_table = {} 

def total_bytes(frame): 

    return int(frame.encode("hex"), 16) 

def list_mac(frame): 

    return ( 

        binascii.hexlify(frame[0]) 

        + ":" 
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        + binascii.hexlify(frame[1]) 

        + ":" 

        + binascii.hexlify(frame[2]) 

        + ":" 

        + binascii.hexlify(frame[3]) 

        + ":" 

        + binascii.hexlify(frame[4]) 

        + ":" 

        + binascii.hexlify(frame[5]) 

    ) 

def list_mac_address_table(): 

    for mac, data in mac_address_table.items(): 

        print "-----------------------------------------

---------------------" 

        node = list_mac(mac) 

        for inf in data: 

            node = ( 

                node 

                + " | " 

                + str(inf[0].getsockname()[0]) 

                + " |  " 

                + str(inf[1]) 

                + "  | " 

                + str(inf[2]) 

                + "\n" 

                + "                 " 

            ) 

        print (node)  
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######################################## 

# Determine where frame to be switched # 

######################################## 

def switch_frame(frame, socket_in): 

    ports_out = list() 

    if access and len(socket_in.getsockname()[0]) == 3:  

# edge port ? 

        mac_address_table[frame[6:12]] = [[socket_in, 

30, 0]] 

    else: 

        ether_type = frame[12:14] # get ether type from 

frame 

        msg_type = int(frame[14:15].encode("hex"), 16)  # 

get message type from frame 

        metric = int(frame[15:16].encode("hex"), 16)  # 

get metric from tag 

        if msg_type == message_type["hello"]: 

            print("HELLO:  " + str(msg_type)) 

            send_update_frame(socket_in, frame) 

        elif msg_type == message_type["update"]: 

            print("UPDATE: " + str(msg_type)) 

            interface, vlan_id, rate, burst = 

socket_in.getsockname()[0], 10, 50, 13 

            config = generate_config(config_qos_policy, 

interface, vlan_id, rate, burst) 

            print(config) 
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        if mac_address_table.get(frame[6:12], "null") == 

"null":  # Check MAC unknown or not 

            # print 'MAC '+list_mac(frame[6:12])+' 

unknown and learned' # Unknown 

            mac_address_table[frame[6:12]] = 

[[socket_in, 30, metric]] 

        else:  # 

            data = mac_address_table.get(frame[6:12]) 

            # print data[0].getsockname()[0]+' 

'+socket_in.getsockname()[0] 

            index = [i for i, (inf, _, _) in 

enumerate(data) if inf == socket_in] 

            if index:  # learn shorter route check socket 

equals 

                # print (index[0]) 

                # print (data[index[0]][2]) 

                if metric == data[index[0]][2]: 

                    data[index[0]] = [socket_in, 30, 

metric] 

                    mac_address_table[frame[6:12]] = 

data 

                    # list_mac(frame[6:12]) 

                    # list_mac(data[0]) 

                    if int(frame[0].encode("hex"), 16) % 

2 and socket_in != data[0][0]: 

                        return list() 
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                    # print 'MAC learned. Metric in frame 

'+str(metric)+'= metric in table '+str(data[2])+'. And ports 

equals.' 

                elif metric > data[index[0]][2]: 

                    # print 'MAC not learned. Metric in 

frame '+str(metric)+'> metric in table '+str(data[2])+'. And 

ports equals.' 

                    return list() 

                else: 

                    # print 'MAC learned. Metric in frame 

'+str(metric)+'< metric in table '+str(data[2])+'. And ports 

equals.' 

                    # data=[[socket_in,30,metric]] 

                    mac_address_table[frame[6:12]] = 

[[socket_in, 30, metric]] 

            else:  # ports not equals 

                if [i for i, (_, _, cost) in 

enumerate(data) if cost == metric]: 

                    # print 'MAC not learned. Metric in 

frame '+str(metric)+'= metric in table '+str(data[2])+'. And 

ports not equals.' 

                    data.append([socket_in, 30, metric]) 

                    mac_address_table[frame[6:12]] = 

data 

                # return list() 

                elif [i for i, (_, _, cost) in 

enumerate(data) if cost < metric]:   
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                    return list() 

                else: 

                    # print 'MAC learned. Metric in frame 

'+str(metric)+'>= metric in table '+str(data[2])+'. And ports 

not equals. 

                    mac_address_table[frame[6:12]] = 

[[socket_in, 30, metric]] 

    if int(frame[0].encode("hex"), 16) % 2 or 

mac_address_table.get(frame[0:6], "null") == "null": 

        for socket in ports: 

            if socket != socket_in: 

                ports_out.append(socket) 

    else: 

        path_count = 

len(mac_address_table.get(frame[0:6])) 

        print "Path count " + str(path_count) 

        hash = ( 

            total_bytes(frame[30:34]) + 

total_bytes(frame[34:38]) + total_bytes(frame[27]) 

        ) # 

+total_bytes(frame[42:46])+total_bytes(frame[46:50]) 

        # hash = total_bytes(frame[6:12]) 

        print (hash) 

        path = hash % path_count 

        print (path) 

ports_out.append(mac_address_table.get(frame[0:6])[path]

[0])   
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    return ports_out 

######################################## 

# Main switch function 

def switch(socket_in, interface): 

    while 1: 

        # receive frame 

        frame = socket_in.recv(9014) 

        # print 'Received frame on 

'+socket_in.getsockname()[0]+' from 

'+binascii.hexlify(frame[6])+':'+binascii.hexlify(frame[7])+

':'+binascii.hexlify(frame[8])+':'+binascii.hexlify(frame[9]

)+':'+binascii.hexlify(frame[10])+':'+binascii.hexlify(frame

[11])+' to 

'+binascii.hexlify(frame[0])+':'+binascii.hexlify(frame[1])+

':'+binascii.hexlify(frame[2])+':'+binascii.hexlify(frame[3]

)+':'+binascii.hexlify(frame[4])+':'+binascii.hexlify(frame[

5])+' ethertype 0x'+binascii.hexlify(frame[12:14]) 

        # print 'Received frame on 

'+socket_in.getsockname()[0]+' from '+list_mac(frame[6:12])+' 

to '+list_mac(frame[0:6])+' ethtype 

'+binascii.hexlify(frame[12:14]) 

        # determine where to send 

        ports_out = switch_frame(frame, socket_in) 

        # send frame copies 

        if len(ports_out) == 0: 

            print "  dropped" 

        else:   
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            for socket_out in ports_out: 

                ether_type = frame[12:14] 

                # if out socket NOT EDGE tag and to switch 

from switch add tag 

                if (not access) or 

len(socket_out.getsockname()[0]) != 3: 

                    # if frame without tag 

                    if ether_type != tag[0:2]: 

                        # if out_port backupX0Y 

                        if 

len(socket_out.getsockname()[0]) == 9: 

                            new_metric_bytes = 

struct.pack("h", 50)  # Add metric 50 

                            frame2 = ( 

                                frame[0:12] 

                                + tag[0:2] 

                                + new_metric_bytes[1] 

                                + new_metric_bytes[0] 

                                + frame[12 : len(frame)] 

                            ) 

                        # if out_port ethXY 

                        else: 

                            new_metric_bytes = 

struct.pack('h',10) # Add metric 10 

                            

frame2=frame[0:12]+tag[0:2]+new_metric_bytes[1]+new_metric_b

ytes[0]+frame[12:len(frame)]   
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                    # if frame with tag 

                    else: 

                        # if out_port backupX0Y 

                        if 

len(socket_out.getsockname()[0]) == 9: 

                            new_metric = 

int(frame[15:16].encode("hex"), 16) + 50  # Add metric 50 

                            new_metric_bytes = 

struct.pack("h", new_metric) 

                            frame2 = ( 

                                frame[0:14] 

                                + new_metric_bytes[1] 

                                + new_metric_bytes[0] 

                                + frame[16 : len(frame)] 

                            ) 

                        # if out_port ethXY 

                        else: 

                            new_metric = 

int(frame[15:16].encode("hex"), 16) + 10  # Add metric 10 

                            new_metric_bytes = 

struct.pack("h", new_metric) 

                            frame2 = ( 

                                frame[0:14] 

                                + new_metric_bytes[1] 

                                + new_metric_bytes[0] 

                                + frame[16 : len(frame)] 

                            )   
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                # if frame with tag for PC/Other 

                else: 

                    if ( 

                        access 

                        and 

len(socket_out.getsockname()[0]) == 3 

                        and ether_type == tag[0:2] 

                    ): 

                        # remove tag 

                        frame2 = frame[0:12] + frame[16 

: len(frame)] 

                    else: 

                        # do not alter tags 

                        frame2 = frame 

                # print ' sent to 

'+socket_out.getsockname()[0] 

                socket_out.send(frame2) 

# send frame with message update 

def send_update_frame(socket, frame): 

    update_frame = frame[0:14] + struct.pack("B", 

message_type["update"]) + "\x00\x00" 

    socket.send(update_frame) 

# generate config 

def generate_config(config, interface, vlan_id, rate, 

burst): 

    config = config.replace("{interface}", interface) 

    config = config.replace("{vlan_id}", str(vlan_id))  
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    config = config.replace("{rate}", str(rate)) 

    config = config.replace("{burst}", str(burst)) 

    return config 

# get mac 

def get_mac(interface): 

    interface_info = os.popen("ip a s dev %s" % 

interface).read() 

    match = re.findall( 

        r"ether ((?:[0-9a-fA-F]:?){12}) brd", 

interface_info, re.IGNORECASE | re.MULTILINE 

    ) 

    mac = binascii.unhexlify(match[0].replace(":", "")) 

    return mac 

# Neighbors discovery 

def neighbors(socket, interface): 

    while 1: 

        print ("searching for neighbors on " + interface) 

        # constructing hello frame 

        # hello_frame=broadcast+...+tag+'\x00\x00' 

        mac_source = get_mac(interface) 

        hello_frame = multicast + mac_source + tag[0:2] 

+ struct.pack("B", message_type["hello"]) + "\x00\x00" 

        # sending hello 

        socket.send(hello_frame) 

        # receiving hellos 

        time.sleep(10)   
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# Start main switch function in separate threads 

for i in range(0, len(interfaces)): 

    thread.start_new_thread(switch, (ports[i], "")) 

# Start control plane threads 

for i in range(0, len(interfaces)): 

    if interfaces[i] in ["ge25", "ge26"] or 

interfaces[i].startswith("te"):  # if core or edge port 

        thread.start_new_thread(neighbors, (ports[i], 

interfaces[i])) 

# Main thread will do nothing 

while 1: 

    time.sleep(1) 

    # list_mac_address_table() 

    # mac timeout 

    print "|       MAC       |" + "  port  |" + "  age  |  

metric  |" 

    list_mac_address_table() 

    for mac, data in mac_address_table.items(): 

        for inf in data: 

            inf[1] = inf[1] - 1 

            if inf[1] == 0: 

                data.remove(inf) 

        if len(data) == 0: 

            del mac_address_table[mac] 
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