
 

Ɏɟɞɟɪɚɥɶɧɨɟ ɝɨɫɭɞɚɪɫɬɜɟɧɧɨɟ ɚɜɬɨɧɨɦɧɨɟ 
ɨɛɪɚɡɨɜɚɬɟɥɶɧɨɟ ɭɱɪɟɠɞɟɧɢɟ 

ɜɵɫɲɟɝɨ ɨɛɪɚɡɨɜɚɧɢɹ 
«ɋɂȻɂɊɋɄɂɃ ɎȿȾȿɊȺɅɖɇɕɃ ɍɇɂȼȿɊɋɂɌȿɌ» 

 
ɂɧɫɬɢɬɭɬ ɤɨɫɦɢɱɟɫɤɢɯ ɢ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɬɟɯɧɨɥɨɝɢɣ 

ɢɧɫɬɢɬɭɬ 

_________ȼɵɱɢɫɥɢɬɟɥɶɧɚɹ ɬɟɯɧɢɤɚ______ 
ɤɚɮɟɞɪɚ 

 
 

ɍɌȼȿɊɀȾȺɘ 
Ɂɚɜɟɞɭɸɳɢɣ ɤɚɮɟɞɪɨɣ 
 
_____    Ɉ.ȼ. ɇɟɩɨɦɧɹɳɢɣ 
ɩɨɞɩɢɫɶ              ɢɧɢɰɢɚɥɵ, ɮɚɦɢɥɢɹ 

«___»   __________20___ ɝ. 
 
 
 
 

ɆАȽɂɋɌȿɊɋȿɄАə ȾɂɋɋȿɊɌАɐɂə 
 
 

Ɇɟɬɨɞɵ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ ɨɛɫɥɭɠɢɜɚɧɢɹ ɤɨɪɩɨɪɚɬɢɜɧɵɯ ɫɟɬɟɣ 
ɬɟɦɚ 

 
09.04.01 ɂɧɮɨɪɦɚɬɢɤɚ ɢ ɜɵɱɢɫɥɢɬɟɥɶɧɚɹ ɬɟɯɧɢɤɚ 

ɤɨɞ ɢ ɧɚɢɦɟɧɨɜɚɧɢɟ ɧɚɩɪɚɜɥɟɧɢɹ 
 

09.04.01.05 ɋɟɬɢ ɗȼɆ ɢ ɬɟɥɟɤɨɦɦɭɧɢɤɚɰɢɢ 
ɤɨɞ ɢ ɧɚɢɦɟɧɨɜɚɧɢɟ ɦɚɝɢɫɬɟɪɫɤɨɣ ɩɪɨɝɪɚɦɦɵ 

 
ɇɚɭɱɧɵɣ ɪɭɤɨɜɨɞɢɬɟɥɶ ______ 

ɩɨɞɩɢɫɶ, ɞɚɬɚ 

ɞɨɰɟɧɬ, ɤɚɧɞ. ɮɢɡ.-ɦɚɬ. ɧɚɭɤ 
ɞɨɥɠɧɨɫɬɶ, ɭɱɟɧɚɹ ɫɬɟɩɟɧɶ 

Ʉ.ȼ. Ʉɨɪɲɭɧ 
ɢɧɢɰɢɚɥɵ, ɮɚɦɢɥɢɹ 

    
ȼɵɩɭɫɤɧɢɤ ______ 

ɩɨɞɩɢɫɶ, ɞɚɬɚ 
 Ⱥ.Ɉ. Ɍɚɛɚɤɨɜ 

ɢɧɢɰɢɚɥɵ, ɮɚɦɢɥɢɹ 

    
Ɋɟɰɟɧɡɟɧɬ ______ 

ɩɨɞɩɢɫɶ, ɞɚɬɚ 
ɝɟɧɟɪɚɥɶɧɵɣ ɞɢɪɟɤɬɨɪ    
ɈɈɈ «ɂɧɬɟɪɬɚɤɫ» 

ɞɨɥɠɧɨɫɬɶ, ɭɱɟɧɚɹ ɫɬɟɩɟɧɶ 

Ɇ.ȼ. Ⱥɥɟɤɫɟɟɜ 
ɢɧɢɰɢɚɥɵ, ɮɚɦɢɥɢɹ 

    
ɇɨɪɦɨɤɨɧɬɪɨɥɟɪ ______ 

ɩɨɞɩɢɫɶ, ɞɚɬɚ 
ɞɨɰɟɧɬ, ɤɚɧɞ. ɮɢɡ.-ɦɚɬ. ɧɚɭɤ 

ɞɨɥɠɧɨɫɬɶ, ɭɱɟɧɚɹ ɫɬɟɩɟɧɶ 
Ʉ.ȼ. Ʉɨɪɲɭɧ 

ɢɧɢɰɢɚɥɵ, ɮɚɦɢɥɢɹ 

 
 

Ʉɪɚɫɧɨɹɪɫɤ 2021 



2 

ɋɈȾȿɊɀАɇɂȿ 

ȼȼȿȾȿɇɂȿ .................................................................................................... 3 

Ƚɥɚɜɚ 1. Ɉɛɡɨɪ ɩɪɟɞɦɟɬɧɨɣ ɨɛɥɚɫɬɢ............................................................ 5 

1.1 Ɇɟɬɪɢɤɢ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ ................................................. 5 

1.2 Ʉɚɱɟɫɬɜɨ ɨɛɫɥɭɠɢɜɚɧɢɹ ................................................................ 6 

1.3 Ɇɟɬɨɞɵ ɪɟɚɥɢɡɚɰɢɢ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ .............................. 7 

1.3.1 Ɋɭɱɧɚɹ ɧɚɫɬɪɨɣɤɚ ......................................................................... 7 

1.3.2 SDN ................................................................................................ 8 

1.3.3 Ⱥɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɟ ɫɢɫɬɟɦɵ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ 

ɨɛɫɥɭɠɢɜɚɧɢɹ ................................................................................................ 10 

1.4 ȼɵɜɨɞɵ ɩɨ ɝɥɚɜɟ 1............................................................................. 11 

Ƚɥɚɜɚ 2. Ⱥɧɚɥɢɬɢɱɟɫɤɢɣ ɨɛɡɨɪ ɧɨɜɨɝɨ ɦɟɬɨɞɚ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ 
ɨɛɫɥɭɠɢɜɚɧɢɹ ɤɨɪɩɨɪɚɬɢɜɧɵɯ ɫɟɬɟɣ ................................................................... 13 

2.1 ɋɬɪɭɤɬɭɪɚ ɫɟɬɢ .................................................................................. 13 

2.2 ɇɚɫɬɪɨɣɤɚ ɤɨɧɟɱɧɨɝɨ ɫɟɬɟɜɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ ............................... 14 

2.3 Ɉɩɢɫɚɧɢɟ ɪɚɛɨɬɵ ɩɪɨɬɨɤɨɥɚ ............................................................ 16 

2.4 Ɍɢɩɵ ɫɨɨɛɳɟɧɢɣ ɩɪɨɬɨɤɨɥɚ ............................................................ 19 

2.5 Ɇɚɲɢɧɚ ɫɨɫɬɨɹɧɢɣ ɩɪɨɬɨɤɨɥɚ ......................................................... 22 

2.6 ȼɵɜɨɞɵ ɩɨ ɝɥɚɜɟ 2............................................................................. 23 

Ƚɥɚɜɚ 3. Ɋɟɚɥɢɡɚɰɢɹ ɢ ɬɟɫɬɢɪɨɜɚɧɢɟ ɩɪɨɬɨɤɨɥɚ ....................................... 24 

3.1 ɋɬɪɭɤɬɭɪɚ ɤɨɞɚ ɩɪɨɬɨɤɨɥɚ ............................................................... 24 

3.2 Ɉɩɢɫɚɧɢɟ ɫɬɟɧɞɚ ɞɥɹ ɬɟɫɬɢɪɨɜɚɧɢɹ ................................................. 26 

3.3 Ɋɟɡɭɥɶɬɚɬɵ ɬɟɫɬɢɪɨɜɚɧɢɹ ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɩɪɨɬɨɤɨɥɚ ................... 31 

ɁȺɄɅɘɑȿɇɂȿ ........................................................................................... 38 

ɋɉɂɋɈɄ ɋɈɄɊȺЩȿɇɂɃ ........................................................................ 39 

ɋɉɂɋɈɄ ɂɋɉɈɅɖɁɈȼȺɇɇɕɏ ɂɋɌɈɑɇɂɄɈȼ ................................. 40 

ɉɊɂɅɈɀȿɇɂȿ Ⱥ ....................................................................................... 44 



3 

ȼȼȿȾȿɇɂȿ 

 

Ʉɨɪɩɨɪɚɬɢɜɧɵɟ ɫɟɬɢ ɜɫɟ ɱɚɳɟ ɫɬɚɧɨɜɹɬɫɹ ɫɞɟɪɠɢɜɚɸɳɢɦ ɮɚɤɬɨɪɨɦ 

ɪɚɡɜɢɬɢɹ ɜɵɱɢɫɥɢɬɟɥɶɧɨɣ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ ɩɪɟɞɩɪɢɹɬɢɹ. ɉɪɢɱɢɧɚɦɢ 

ɹɜɥɹɸɬɫɹ ɜɨɡɪɚɫɬɚɸɳɢɣ ɨɛɴɟɦ ɬɪɚɮɢɤɚ ɢ ɟɝɨ ɪɚɡɧɨɨɛɪɚɡɢɟ. ȼ ɫɟɬɢ ɩɟɪɟɞɚɟɬɫɹ 

ɪɚɡɧɨɪɨɞɧɵɣ ɬɪɚɮɢɤ, ɜɤɥɸɱɚɸɳɢɣ ɤɚɤ ɨɛɵɱɧɵɟ ɬɟɤɫɬɨɜɵɟ ɞɚɧɧɵɟ, ɬɚɤ ɢ 

ɝɨɥɨɫɨɜɵɟ, ɜɢɞɟɨ ɞɚɧɧɵɟ, ɬɪɟɛɭɸɳɢɟ ɨɫɨɛɨɝɨ ɨɛɫɥɭɠɢɜɚɧɢɹ. ɉɪɨɛɥɟɦɭ 

ɭɫɭɝɭɛɥɹɸɬ ɩɟɪɟɯɨɞ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɧɚ ɞɢɫɬɚɧɰɢɨɧɧɭɸ ɮɨɪɦɭ ɡɚɧɹɬɨɫɬɢ ɢ 

ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɦɨɛɢɥɶɧɵɯ ɭɫɬɪɨɣɫɬɜ ɜ ɫɜɨɟɣ ɪɚɛɨɬɟ. 

ȼ ɷɬɨɣ ɫɢɬɭɚɰɢɢ ɚɤɬɭɚɥɶɧɨɣ ɡɚɞɚɱɟɣ ɹɜɥɹɟɬɫɹ ɩɨɢɫɤ ɜɨɡɦɨɠɧɵɯ 

ɫɩɨɫɨɛɨɜ ɩɨɜɵɲɟɧɢɹ ɤɚɱɟɫɬɜɚ ɪɚɛɨɬɵ ɫɟɬɢ ɡɚ ɫɱɟɬ ɜɧɭɬɪɟɧɧɢɯ ɪɟɡɟɪɜɨɜ. 

Ɉɞɧɢɦ ɢɡ ɬɚɤɢɯ ɪɟɡɟɪɜɨɜ ɹɜɥɹɟɬɫɹ ɨɩɬɢɦɢɡɚɰɢɹ ɭɩɪɚɜɥɟɧɢɹ ɬɪɚɮɢɤɨɦ, ɤɨɬɨɪɚɹ 

ɦɨɠɟɬ ɨɛɟɫɩɟɱɢɬɶ ɷɮɮɟɤɬɢɜɧɭɸ ɪɚɛɨɬɭ ɪɚɡɧɨɪɨɞɧɵɯ ɫɢɫɬɟɦ. ɗɮɮɟɤɬɢɜɧɨɫɬɶ 

ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɪɟɫɭɪɫɨɜ ɤɚɧɚɥɚ ɩɚɤɟɬɧɨɣ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɜɫɟɝɞɚ ɛɵɥɚ 

ɚɤɬɭɚɥɶɧɨɣ ɡɚɞɚɱɟɣ, ɧɨ ɟɟ ɜɚɠɧɨɫɬɶ ɜɨɡɪɨɫɥɚ ɜ ɩɨɫɥɟɞɧɢɟ ɝɨɞɵ ɜ ɫɜɹɡɢ ɫ 

ɩɨɹɜɥɟɧɢɟɦ ɜɫɟ ɛɨɥɟɟ ɠɟɫɬɤɢɯ ɬɪɟɛɨɜɚɧɢɣ ɤ ɤɚɱɟɫɬɜɭ ɨɛɫɥɭɠɢɜɚɧɢɹ 

ɪɚɡɧɨɪɨɞɧɨɝɨ ɬɪɚɮɢɤɚ, ɜ ɨɫɨɛɟɧɧɨɫɬɢ IP-ɬɟɥɟɮɨɧɢɢ ɢ ɜɢɞɟɨɫɜɹɡɢ. ɇɟɝɚɬɢɜɧɵɟ 

ɩɨɫɥɟɞɫɬɜɢɹ ɧɟɭɞɨɜɥɟɬɜɨɪɢɬɟɥɶɧɨɝɨ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ ɦɨɝɭɬ ɩɪɢɜɟɫɬɢ ɤ 

ɮɢɧɚɧɫɨɜɵɦ ɩɪɨɛɥɟɦɚɦ, ɧɟɤɚɱɟɫɬɜɟɧɧɨɣ ɤɨɦɦɭɧɢɤɚɰɢɢ ɢ ɭɜɟɥɢɱɟɧɢɸ 

ɡɚɞɟɪɠɟɤ ɜ ɩɪɨɢɡɜɨɞɫɬɜɟ. ɉɨɷɬɨɦɭ ɜɨɡɧɢɤɥɚ ɧɟɨɛɯɨɞɢɦɨɫɬɶ ɝɚɪɚɧɬɢɪɨɜɚɬɶ 

ɜɪɟɦɹ ɪɟɚɤɰɢɢ, ɩɪɨɩɭɫɤɧɭɸ ɫɩɨɫɨɛɧɨɫɬɶ ɫɟɬɢ ɢ ɞɪɭɝɢɟ ɩɚɪɚɦɟɬɪɵ. Ɍɚɤɚɹ 

ɬɟɯɧɨɥɨɝɢɹ ɛɵɥɚ ɪɚɡɪɚɛɨɬɚɧɚ ɢ ɩɨɥɭɱɢɥɚ ɧɚɡɜɚɧɢɟ «Ʉɚɱɟɫɬɜɨ ɨɛɫɥɭɠɢɜɚɧɢɹ» 

(Quality of Service, QoS). Ʉɚɱɟɫɬɜɨ ɨɛɫɥɭɠɢɜɚɧɢɹ ɢɫɩɨɥɶɡɭɟɬ ɪɚɫɩɪɟɞɟɥɟɧɢɟ ɩɨ 

ɤɚɬɟɝɨɪɢɹɦ ɢ ɧɚɡɧɚɱɟɧɢɟ ɩɪɢɨɪɢɬɟɬɨɜ ɬɪɚɮɢɤɚɦ, ɱɬɨ ɩɨɡɜɨɥɹɟɬ ɝɚɪɚɧɬɢɪɨɜɚɬɶ 

ɞɚɧɧɵɦ ɫ ɛɨɥɶɲɢɦ ɩɪɢɨɪɢɬɟɬɨɦ ɥɭɱɲɢɟ ɭɫɥɨɜɢɹ ɩɟɪɟɞɚɱɢ ɱɟɪɟɡ ɫɟɬɟɜɭɸ 

ɦɚɝɢɫɬɪɚɥɶ, ɜɧɟ ɡɚɜɢɫɢɦɨɫɬɢ ɨɬ ɬɪɟɛɨɜɚɧɢɣ ɤ ɩɪɨɩɭɫɤɧɨɣ ɫɩɨɫɨɛɧɨɫɬɢ 

ɩɨɬɨɤɨɜ ɦɟɧɟɟ ɜɚɠɧɵɯ ɩɪɢɥɨɠɟɧɢɣ [1]. 

ɋɭɳɟɫɬɜɭɸɬ ɪɚɡɥɢɱɧɵɟ ɦɟɬɨɞɵ ɭɩɪɚɜɥɟɧɢɹ ɬɟɯɧɨɥɨɝɢɟɣ QoS. ȼ ɞɚɧɧɨɣ 

ɪɚɛɨɬɟ ɛɭɞɭɬ ɪɚɫɫɦɨɬɪɟɧɵ ɬɚɤɢɟ ɦɟɬɨɞɵ, ɤɚɤ ɪɭɱɧɚɹ ɢ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɚɹ 
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ɧɚɫɬɪɨɣɤɢ, ɩɪɨɝɪɚɦɦɧɨ-ɨɩɪɟɞɟɥɹɟɦɵɟ ɫɟɬɢ (ɚɧɝɥ. software-defined networking, 

SDN). 

ɐɟɥɶɸ ɜɵɩɭɫɤɧɨɣ ɤɜɚɥɢɮɢɤɚɰɢɨɧɧɨɣ ɪɚɛɨɬɵ ɹɜɥɹɟɬɫɹ ɫɨɡɞɚɧɢɟ ɧɨɜɨɝɨ 

ɦɟɬɨɞɚ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ ɨɛɫɥɭɠɢɜɚɧɢɹ ɤɨɪɩɨɪɚɬɢɜɧɵɯ ɫɟɬɟɣ. ȼ 

ɪɟɡɭɥɶɬɚɬɟ ɟɝɨ ɩɪɢɦɟɧɟɧɢɹ ɛɭɞɭɬ ɪɟɲɟɧɵ ɩɪɨɛɥɟɦɵ, ɜɨɡɧɢɤɚɸɳɢɟ ɩɪɢ 

ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɫɭɳɟɫɬɜɭɸɳɢɯ ɦɟɬɨɞɨɜ, ɬɚɤɢɟ ɤɚɤ ɬɪɭɞɨɟɦɤɨɫɬɶ ɢ ɨɲɢɛɤɢ 

ɤɨɧɮɢɝɭɪɚɰɢɢ ɢɡ-ɡɚ ɱɟɥɨɜɟɱɟɫɤɨɝɨ ɮɚɤɬɨɪɚ, ɡɧɚɱɢɬɟɥɶɧɵɟ ɮɢɧɚɧɫɨɜɵɟ 

ɪɚɫɯɨɞɵ ɩɨ ɜɧɟɞɪɟɧɢɸ SDN ɢ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɯ ɫɢɫɬɟɦ, ɧɟɜɨɡɦɨɠɧɨɫɬɶ 

ɩɟɪɟɧɚɫɬɪɨɣɤɢ QoS ɩɪɢ ɢɡɦɟɧɟɧɢɢ ɬɨɩɨɥɨɝɢɢ ɫɟɬɢ ɭ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɯ 

ɫɢɫɬɟɦ. Ⱦɚɧɧɵɟ ɩɪɨɛɥɟɦɵ ɛɭɞɭɬ ɪɟɲɟɧɵ ɡɚ ɫɱɟɬ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɫɨɡɞɚɧɧɨɝɨ ɜ 

ɯɨɞɟ ɪɚɛɨɬɵ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ, ɮɭɧɤɰɢɨɧɚɥ ɤɨɬɨɪɨɝɨ ɩɨɡɜɨɥɢɬ 

ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɬɶ ɢ ɨɩɬɢɦɢɡɢɪɨɜɚɬɶ ɩɪɨɰɟɫɫ ɧɚɫɬɪɨɣɤɢ ɫɟɬɟɜɨɝɨ 

ɨɛɨɪɭɞɨɜɚɧɢɹ. 

Ⱦɥɹ ɞɨɫɬɢɠɟɧɢɹ ɭɤɚɡɚɧɧɨɣ ɰɟɥɢ ɛɵɥɢ ɩɨɫɬɚɜɥɟɧɵ ɫɥɟɞɭɸɳɢɟ ɡɚɞɚɱɢ: 

1. ɪɚɫɤɪɵɬɶ ɚɤɬɭɚɥɶɧɨɫɬɶ ɢɫɫɥɟɞɭɟɦɨɣ ɬɟɦɵ; 

2. ɪɚɫɫɦɨɬɪɟɬɶ ɫɭɳɟɫɬɜɭɸɳɢɟ ɦɟɬɨɞɵ ɢ ɦɨɞɟɥɢ ɭɩɪɚɜɥɟɧɢɹ 

ɤɚɱɟɫɬɜɨɦ ɨɛɫɥɭɠɢɜɚɧɢɹ ɫɟɬɢ ɢ ɜɵɹɜɢɬɶ ɢɯ ɧɟɞɨɫɬɚɬɤɢ; 

3. ɩɪɟɞɥɨɠɢɬɶ ɢ ɨɩɢɫɚɬɶ ɧɨɜɵɣ ɦɟɬɨɞ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ 

ɨɛɫɥɭɠɢɜɚɧɢɹ ɫɟɬɢ; 

4. ɩɪɟɞɥɨɠɢɬɶ ɜɨɡɦɨɠɧɵɟ ɧɚɩɪɚɜɥɟɧɢɹ ɪɚɡɜɢɬɢɹ ɪɚɛɨɬɵ ɜ 

ɞɚɥɶɧɟɣɲɟɦ. 

ɉɨɫɥɟ ɩɪɨɜɟɪɨɤ ɧɚ ɪɚɛɨɬɨɫɩɨɫɨɛɧɨɫɬɶ ɢ ɚɧɚɥɢɡɚ ɪɟɡɭɥɶɬɚɬɨɜ 

ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɉɈ ɩɥɚɧɢɪɭɟɬɫɹ ɜɵɹɜɢɬɶ ɞɨɫɬɨɢɧɫɬɜɚ ɢ ɧɟɞɨɫɬɚɬɤɢ 

ɩɪɟɞɥɨɠɟɧɧɨɝɨ ɦɟɬɨɞɚ ɩɨ ɚɜɬɨɦɚɬɢɡɚɰɢɢ ɧɚɫɬɪɨɣɤɢ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ 

ɤɨɪɩɨɪɚɬɢɜɧɨɣ ɫɟɬɢ.  
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Ƚɥɚɜɚ 1. Ɉɛɡɨɪ ɩɪɟɞɦɟɬɧɨɣ ɨɛɥɚɫɬɢ 

1.1 Ɇɟɬɪɢɤɢ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢя 

 

Ɇɧɨɝɢɟ ɫɨɜɪɟɦɟɧɧɵɟ ɩɪɢɥɨɠɟɧɢɹ ɬɪɟɛɭɸɬ ɜɵɫɨɤɨɟ ɤɚɱɟɫɬɜɨ ɫɟɬɢ, 

ɤɨɬɨɪɨɟ ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɫɨɜɨɤɭɩɧɨɫɬɶ ɩɨɤɚɡɚɬɟɥɟɣ, ɧɚɡɵɜɚɟɦɵɯ, 

ɦɟɬɪɢɤɚɦɢ ɫɟɬɢ. Ʉ ɨɫɧɨɜɧɵɦ ɦɟɬɪɢɤɚɦ ɤɚɱɟɫɬɜɚ ɫɟɬɢ ɨɬɧɨɫɹɬɫɹ: 

1. ɩɨɬɟɪɢ ɩɚɤɟɬɨɜ; 

2. ɡɚɞɟɪɠɤɢ; 

3. ɞɠɢɬɬɟɪ. 

ɉɨɬɟɪɢ ɩɚɤɟɬɨɜ ɝɨɜɨɪɹɬ ɨ ɬɨɦ, ɫɤɨɥɶɤɨ ɢɡ ɨɬɩɪɚɜɥɟɧɧɵɯ ɢɫɬɨɱɧɢɤɨɦ 

ɩɚɤɟɬɨɜ ɞɨɲɥɨ ɞɨ ɚɞɪɟɫɚɬɚ [2]. Ʉɚɤ ɩɪɚɜɢɥɨ, ɤɚɤ ɫɩɪɚɜɥɹɟɬɫɹ ɫ ɩɨɬɟɪɹɦɢ 

ɡɚɜɢɫɢɬ ɨɬ ɩɪɢɥɨɠɟɧɢɹ. ȼ ɫɥɭɱɚɟ ɫ ɜɟɛ-ɩɪɢɥɨɠɟɧɢɹɦɢ, ɢɫɩɨɥɶɡɭɸɳɢɯ 

ɩɪɨɬɨɤɨɥ TCP, ɩɚɤɟɬ ɨɬɩɪɚɜɥɹɟɬɫɹ ɡɚɧɨɜɨ, ɚ ɜ ɫɥɭɱɚɟ ɬɟɥɟɮɨɧɧɨɝɨ ɪɚɡɝɨɜɨɪɚ 

(ɩɪɨɬɨɤɨɥ UDP) — ɩɚɤɟɬ ɨɬɛɪɚɫɵɜɚɟɬɫɹ. 

Ɂɚɞɟɪɠɤɚ — ɷɬɨ ɜɪɟɦɹ, ɤɨɬɨɪɨɟ ɧɟɨɛɯɨɞɢɦɨ ɞɚɧɧɵɦ, ɱɬɨɛɵ ɞɨɛɪɚɬɶɫɹ 

ɨɬ ɢɫɬɨɱɧɢɤɚ ɞɨ ɩɨɥɭɱɚɬɟɥɹ [2]. Ɂɚɞɟɪɠɤɚ ɫɨɡɞɚɟɬ ɧɟɭɞɨɛɫɬɜɨ ɩɪɢ ɜɟɞɟɧɢɢ 

ɞɢɚɥɨɝɚ, ɩɪɢɜɨɞɢɬ ɤ ɩɟɪɟɤɪɵɬɢɸ ɪɚɡɝɨɜɨɪɨɜ ɢ ɜɨɡɧɢɤɧɨɜɟɧɢɸ ɷɯɨ [3]. 

ɑɚɳɟ ɜɫɟɝɨ ɞɥɹ ɨɰɟɧɤɢ ɡɚɧɹɬɨɫɬɢ ɤɚɧɚɥɚ ɢɫɩɨɥɶɡɭɸɬ ɤɪɭɝɨɜɭɸ ɡɚɞɟɪɠɤɭ 

RTT (Round Trip Time). ɗɬɨ ɢɧɬɟɪɜɚɥ ɜɪɟɦɟɧɢ ɦɟɠɞɭ ɨɬɩɪɚɜɤɨɣ ɩɚɤɟɬɚ ɢ 

ɨɤɨɧɱɚɧɢɟɦ ɟɝɨ ɨɛɪɚɛɨɬɤɢ ɧɚ ɩɪɢɧɢɦɚɸɳɟɣ ɫɬɨɪɨɧɟ. ȼ ɨɫɧɨɜɧɨɦ ɞɚɧɧɭɸ 

ɦɟɬɪɢɤɭ ɨɬɫɥɟɠɢɜɚɸɬ ɫ ɩɨɦɨɳɶɸ ICMP ɩɪɨɬɨɤɨɥɚ (Internet Control Message 

Protocol). 

Ʉɨɥɟɛɚɧɢɟ ɡɚɞɟɪɠɟɤ ɩɪɢ ɩɟɪɟɞɚɱɟ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɵɯ ɩɚɤɟɬɨɜ 

ɧɚɡɵɜɚɟɬɫɹ ɞɠɢɬɬɟɪɨɦ. Ɉɩɹɬɶ ɠɟ ɡɚɜɢɫɢɬ ɨɬ ɩɪɢɥɨɠɟɧɢɹ ɫɭɳɟɫɬɜɟɧɧɨɫɬɶ 

ɞɚɧɧɨɣ ɦɟɬɪɢɤɢ. Ȼɨɥɶɲɢɧɫɬɜɭ ɩɪɢɥɨɠɟɧɢɣ ɞɨɫɬɚɬɨɱɧɨ, ɱɬɨɛɵ ɩɚɤɟɬ ɛɵɥ 

ɞɨɫɬɚɜɥɟɧ ɢ ɧɟɜɚɠɧɨ ɛɵɥɚ ɥɢ ɬɚɦ ɡɚɞɟɪɠɤɚ. ɇɨ ɞɥɹ ɬɨɣ ɠɟ IP-ɬɟɥɟɮɨɧɢɢ ɷɬɨ 

ɢɝɪɚɟɬ ɜɚɠɧɭɸ ɪɨɥɶ. Ⱦɠɢɬɬɟɪ ɩɪɢɜɨɞɢɬ ɤ ɫɩɟɰɢɮɢɱɟɫɤɢɦ ɧɚɪɭɲɟɧɢɹɦ 

ɩɟɪɟɞɚɱɢ ɪɟɱɢ, ɫɥɵɲɢɦɵɦ ɤɚɤ ɬɪɟɫɤɢ ɢ ɳɟɥɱɤɢ [3]. 
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1.2 Ʉɚɱɟɫɬɜɨ ɨɛɫɥɭɠɢɜɚɧɢя 

 

Ⱦɥɹ ɩɨɜɵɲɟɧɢɹ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɫɟɬɢ ɛɟɡ ɪɨɫɬɚ ɩɪɨɩɭɫɤɧɨɣ 

ɫɩɨɫɨɛɧɨɫɬɢ ɬɪɚɧɫɩɨɪɬɧɨɣ ɫɟɬɢ ɛɵɥɚ ɫɨɡɞɚɧɚ ɬɟɯɧɨɥɨɝɢɹ «Ʉɚɱɟɫɬɜɨ 

ɨɛɫɥɭɠɢɜɚɧɢɹ» (Quality of Service, QoS). Ʉɚɱɟɫɬɜɨ ɨɛɫɥɭɠɢɜɚɧɢɹ ɢɫɩɨɥɶɡɭɟɬ 

ɪɚɫɩɪɟɞɟɥɟɧɢɟ ɩɨ ɤɚɬɟɝɨɪɢɹɦ ɢ ɧɚɡɧɚɱɟɧɢɟ ɩɪɢɨɪɢɬɟɬɨɜ ɬɪɚɮɢɤɚɦ, ɱɬɨ 

ɩɨɡɜɨɥɹɟɬ ɝɚɪɚɧɬɢɪɨɜɚɬɶ ɞɚɧɧɵɦ ɫ ɛɨɥɶɲɢɦ ɩɪɢɨɪɢɬɟɬɨɦ ɥɭɱɲɢɟ ɭɫɥɨɜɢɹ 

ɩɟɪɟɞɚɱɢ ɱɟɪɟɡ ɫɟɬɶ, ɜɧɟ ɡɚɜɢɫɢɦɨɫɬɢ ɨɬ ɬɪɟɛɨɜɚɧɢɣ ɤ ɩɪɨɩɭɫɤɧɨɣ 

ɫɩɨɫɨɛɧɨɫɬɢ ɩɨɬɨɤɨɜ ɦɟɧɟɟ ɜɚɠɧɵɯ ɩɪɢɥɨɠɟɧɢɣ [1]. 

ɋɭɳɟɫɬɜɭɟɬ ɬɪɢ ɦɨɞɟɥɢ ɨɛɟɫɩɟɱɟɧɢɹ QoS: 

1. Best Effort: ɧɟ ɝɚɪɚɧɬɢɪɭɟɬ ɤɚɱɟɫɬɜɚ ɩɟɪɟɞɚɱɢ ɬɪɚɮɢɤɚ, ɜɫɟ ɩɨɬɨɤɢ 

ɪɚɜɧɵ; 

2. IntServ: ɝɚɪɚɧɬɢɪɭɟɬ ɤɚɱɟɫɬɜɨ ɞɥɹ ɤɚɠɞɨɝɨ ɩɨɬɨɤɚ, 

ɡɚɛɥɚɝɨɜɪɟɦɟɧɧɨ ɪɟɡɟɪɜɢɪɭɟɬ ɪɟɫɭɪɫɵ ɨɬ ɢɫɬɨɱɧɢɤɚ ɞɨ ɩɨɥɭɱɚɬɟɥɹ; 

3. DiffServ: ɡɚ ɨɩɪɟɞɟɥɟɧɢɟ ɤɚɱɟɫɬɜɚ ɨɬɜɟɱɚɟɬ ɤɚɠɞɵɣ ɭɡɟɥ, ɩɨ 

ɤɨɬɨɪɵɦ ɢɞёɬ ɩɟɪɟɞɚɱɚ, ɨɬɫɭɬɫɬɜɭɟɬ ɪɟɡɟɪɜɢɪɨɜɚɧɢɟ. 

ȼ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɜ ɫɟɬɹɯ ɱɚɳɟ ɜɫɟɝɨ ɢɫɩɨɥɶɡɭɸɬɫɹ ɦɟɯɚɧɢɡɦɵ 

DiffServ. ɬɚɤ ɤɚɤ ɦɟɯɚɧɢɡɦɵ IntServ ɬɪɟɛɭɸɬ ɨɝɪɨɦɧɵɯ ɪɟɫɭɪɫɨɜ ɨɬ 

ɜɵɱɢɫɥɢɬɟɥɶɧɵɯ ɩɪɨɰɟɫɫɨɪɨɜ ɩɪɟɞɚɸɳɢɯ ɭɫɬɪɨɣɫɬɜ, ɜ ɫɜɹɡɢ ɫ ɩɨɫɬɨɹɧɧɵɦ 

ɡɚɛɥɚɝɨɜɪɟɦɟɧɧɵɦ ɪɟɡɟɪɜɢɪɨɜɚɧɢɟɦ ɪɟɫɭɪɫɨɜ. 

Ɇɨɞɟɥɶ ɞɢɮɮɟɪɟɧɰɢɪɨɜɚɧɧɨɝɨ ɨɛɫɥɭɠɢɜɚɧɢɹ ɨɩɪɟɞɟɥɹɟɬ ɨɛɟɫɩɟɱɟɧɢɟ 

QoS ɧɚ ɨɫɧɨɜɟ ɱɟɬɤɨ ɨɩɪɟɞɟɥɟɧɧɵɯ ɤɨɦɩɨɧɟɧɬɨɜ, ɤɨɦɛɢɧɢɪɭɟɦɵɯ ɫ ɰɟɥɶɸ 

ɩɪɟɞɨɫɬɚɜɥɟɧɢɹ ɬɪɟɛɭɟɦɵɯ ɭɫɥɭɝ. Ⱥɪɯɢɬɟɤɬɭɪɚ DiffServ ɩɪɟɞɩɨɥɚɝɚɟɬ ɧɚɥɢɱɢɟ 

ɤɥɚɫɫɢɮɢɤɚɬɨɪɨɜ ɢ ɮɨɪɦɢɪɨɜɚɬɟɥɟɣ ɬɪɚɮɢɤɚ ɧɚ ɝɪɚɧɢɰɟ ɫɟɬɢ, ɚ ɬɚɤɠɟ 

ɩɨɞɞɟɪɠɤɭ ɮɭɧɤɰɢɢ ɪɚɫɩɪɟɞɟɥɟɧɢɹ ɪɟɫɭɪɫɨɜ ɜ ɹɞɪɟ ɫɟɬɢ ɜ ɰɟɥɹɯ ɨɛɟɫɩɟɱɟɧɢɹ 

ɬɪɟɛɭɟɦɨɣ ɩɨɥɢɬɢɤɢ. Ɋɚɡɞɟɥɹɟɬ ɬɪɚɮɢɤ ɧɚ ɤɥɚɫɫɵ, ɜɜɨɞɹ ɧɟɫɤɨɥɶɤɨ ɭɪɨɜɧɟɣ 

QoS [4]. 

Ⱦɚɧɧɚɹ ɦɨɞɟɥɶ ɭɩɪɚɜɥɟɧɢɹ ɬɪɚɮɢɤɨɦ ɝɚɪɚɧɬɢɪɭɟɬ, ɱɬɨ ɬɪɚɮɢɤ ɛɨɥɶɲɭɸ 

ɱɚɫɬɶ ɜɪɟɦɟɧɢ ɛɭɞɟɬ ɩɨɥɭɱɚɬɶ ɚɞɟɤɜɚɬɧɨɟ ɨɛɫɥɭɠɢɜɚɧɢɟ, ɜɨɡɦɨɠɧɨ, ɫ 

ɧɟɤɨɬɨɪɨɣ ɫɬɟɩɟɧɶɸ ɞɢɮɮɟɪɟɧɰɢɚɰɢɢ. ȼ ɫɥɭɱɚɟ ɩɟɪɟɝɪɭɡɤɢ ɩɨɬɨɤɢ ɛɭɞɭɬ 
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ɚɞɚɩɬɢɪɨɜɚɬɶ ɫɜɨɣ ɬɪɚɮɢɤ ɤ ɢɦɟɸɳɢɦɫɹ ɪɟɫɭɪɫɚɦ ɢ ɩɪɨɞɨɥɠɚɬɶ 

ɨɛɫɥɭɠɢɜɚɬɶɫɹ, ɯɨɬɹ, ɦɨɠɟɬ ɛɵɬɶ, ɫ ɛɨɥɟɟ ɧɢɡɤɢɦ ɤɚɱɟɫɬɜɨɦ. ɉɪɟɢɦɭɳɟɫɬɜɨɦ 

ɞɚɧɧɨɝɨ ɪɟɲɟɧɢɹ ɹɜɥɹɟɬɫɹ ɛɨɥɟɟ ɜɵɫɨɤɚɹ ɨɛɳɚɹ ɷɮɮɟɤɬɢɜɧɨɫɬɶ, ɬɚɤ ɤɚɤ ɨɧɨ 

ɩɨɡɜɨɥɹɟɬ ɩɟɪɟɞɚɜɚɬɶ ɛɨɥɶɲɟɟ ɱɢɫɥɨ ɩɨɬɨɤɨɜ ɛɨɥɟɟ ɩɪɨɫɬɵɦ ɨɛɪɚɡɨɦ, ɫ 

ɦɢɧɢɦɚɥɶɧɨɣ ɩɨɞɞɟɪɠɤɨɣ ɫɢɝɧɚɥɢɡɚɰɢɢ ɢ ɫ ɩɨɦɨɳɶɸ ɩɪɨɫɬɵɯ ɦɟɯɚɧɢɡɦɨɜ 

ɨɪɝɚɧɢɡɚɰɢɢ ɩɭɬɟɣ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ [4]. 

 

1.3 Ɇɟɬɨɞɵ ɪɟɚɥɢɡɚɰɢɢ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢя 

1.3.1 Ɋɭɱɧɚя ɧɚɫɬɪɨɣɤɚ 

 

Ɇɟɬɨɞ ɪɭɱɧɨɣ ɧɚɫɬɪɨɣɤɢ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ ɡɚɤɥɸɱɚɟɬɫɹ ɜ 

ɩɨɷɬɚɩɧɨɣ ɦɨɧɨɬɨɧɧɨɣ ɪɭɱɧɨɣ ɧɚɫɬɪɨɣɤɟ ɚɞɦɢɧɢɫɬɪɚɬɨɪɨɦ ɫɟɬɢ ɩɪɚɜɢɥ 

ɨɛɫɥɭɠɢɜɚɧɢɹ ɬɪɚɮɢɤɚ ɧɚ ɤɚɠɞɨɦ ɫɟɬɟɜɨɦ ɭɫɬɪɨɣɫɬɜɟ. 

Ɉɛɵɱɧɨ ɫɟɬɟɜɵɟ ɚɞɦɢɧɢɫɬɪɚɬɨɪɵ ɫɨɫɬɚɜɥɹɸɬ ɜ ɷɥɟɤɬɪɨɧɧɵɯ ɬɚɛɥɢɰɚɯ 

ɩɪɚɜɢɥɚ QoS ɧɚ ɨɫɧɨɜɟ ɚɧɚɥɢɡɚ ɬɪɟɛɨɜɚɧɢɣ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ ɤɥɢɟɧɬɨɜ. 

Ɂɚɬɟɦ ɧɚ ɨɫɧɨɜɟ ɷɬɢɯ ɩɪɚɜɢɥ ɫɨɡɞɚɸɬ ɬɢɩɨɜɵɟ ɤɨɧɮɢɝɭɪɚɰɢɢ ɞɥɹ ɫɟɬɟɜɨɝɨ 

ɨɛɨɪɭɞɨɜɚɧɢɹ. ɂ ɧɚɤɨɧɟɰ, ɞɚɧɧɵɟ ɤɨɧɮɢɝɭɪɚɰɢɢ ɜɪɭɱɧɭɸ ɜɧɨɫɹɬɫɹ ɧɚ 

ɬɪɟɛɭɸɳɟɟ ɧɚɫɬɪɨɣɤɢ ɫɟɬɟɜɨɟ ɨɛɨɪɭɞɨɜɚɧɢɟ. 

ɗɬɨ ɞɥɢɬɟɥɶɧɵɣ ɢ ɧɟɷɮɮɟɤɬɢɜɧɵɣ ɦɟɬɨɞ, ɫɨɩɪɹɠɟɧɧɵɣ ɫ ɨɲɢɛɤɚɦɢ ɢɡ-

ɡɚ ɱɟɥɨɜɟɱɟɫɤɨɝɨ ɮɚɤɬɨɪɚ, ɤɨɬɨɪɵɣ ɦɨɠɟɬ ɩɪɢɜɟɫɬɢ ɤ ɞɟɝɪɚɞɚɰɢɢ ɫɟɪɜɢɫɨɜ ɢ 

ɞɨɩɨɥɧɢɬɟɥɶɧɵɦ ɮɢɧɚɧɫɨɜɵɦ ɡɚɬɪɚɬɚɦ. ɇɨ ɡɚɬɨ ɨɧ ɨɬɧɨɫɢɬɟɥɶɧɨ ɞɟɲɟɜ, ɬɚɤ 

ɤɚɤ ɧɟ ɩɪɟɞɩɨɥɚɝɚɟɬ ɩɨɤɭɩɤɭ, ɜɧɟɞɪɟɧɢɟ ɢ ɷɤɫɩɥɭɚɬɚɰɢɸ ɧɨɜɨɝɨ 

ɞɨɪɨɝɨɫɬɨɹɳɟɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ ɫ ɩɨɞɞɟɪɠɤɨɣ SDN, ɥɢɛɨ ɉɈ ɞɥɹ 

ɚɜɬɨɦɚɬɢɡɚɰɢɢ ɩɪɨɰɟɫɫɚ ɧɚɫɬɪɨɣɤɢ ɫɟɬɟɜɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ. 
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1.3.2 SDN 

 

Ƚɥɚɜɧɚɹ ɢɞɟɹ ɩɪɨɝɪɚɦɦɧɨ-ɨɩɪɟɞɟɥɹɟɦɨɣ ɫɟɬɢ (SDN) ɡɚɤɥɸɱɚɟɬɫɹ ɜ 

ɨɬɞɟɥɟɧɢɢ ɮɭɧɤɰɢɣ ɩɟɪɟɞɚɱɢ ɬɪɚɮɢɤɚ ɨɬ ɮɭɧɤɰɢɣ ɭɩɪɚɜɥɟɧɢɹ (ɜɤɥɸɱɚɹ 

ɤɨɧɬɪɨɥɶ ɤɚɤ ɫɚɦɨɝɨ ɬɪɚɮɢɤɚ, ɬɚɤ ɢ ɨɫɭɳɟɫɬɜɥɹɸɳɢɯ ɟɝɨ ɩɟɪɟɞɚɱɭ ɭɫɬɪɨɣɫɬɜ) 

[5]. 

ɇɟɨɛɯɨɞɢɦɵɣ ɚɧɚɥɢɡ ɩɚɤɟɬɨɜ, ɢɡɦɟɧɟɧɢɹ ɢɧɮɨɪɦɚɰɢɢ ɜ ɩɚɤɟɬɚɯ ɢ 

ɩɪɚɜɢɥɚ ɩɟɪɟɫɵɥɤɢ ɜɨɡɥɚɝɚɸɬɫɹ ɧɚ ɤɨɧɬɪɨɥɥɟɪ. ɋɚɦɢ ɭɫɬɪɨɣɫɬɜɚ ɫɥɟɞɭɸɬ 

ɢɧɫɬɪɭɤɰɢɹɦ ɤɨɧɬɪɨɥɥɟɪɚ, ɧɚɝɪɭɡɤɚ ɧɚ ɜɵɱɢɫɥɢɬɟɥɶɧɵɟ ɪɟɫɭɪɫɵ ɡɧɚɱɢɬɟɥɶɧɨ 

ɫɧɢɠɚɟɬɫɹ. Ⱦɨɫɬɢɝɚɟɬɫɹ ɰɟɧɬɪɚɥɢɡɚɰɢɹ ɥɨɝɢɤɢ ɭɩɪɚɜɥɟɧɢɹ ɫɟɬɶɸ, ɱɬɨ 

ɩɨɡɜɨɥɹɟɬ ɤɨɧɮɢɝɭɪɢɪɨɜɚɬɶ ɫɟɬɶ ɤɚɤ ɟɞɢɧɨɟ ɰɟɥɨɟ ɢ ɫɭɳɟɫɬɜɟɧɧɨ ɭɩɪɨɳɚɟɬ 

ɷɤɫɩɥɭɚɬɚɰɢɸ ɫɟɬɢ. 

Ɉɬɤɪɵɬɚɹ ɚɪɯɢɬɟɤɬɭɪɚ SDN ɨɛɟɫɩɟɱɢɜɚɟɬ ɫɨɜɦɟɫɬɢɦɨɫɬɶ ɫ ɧɟɫɤɨɥɶɤɢɦɢ 

ɩɨɫɬɚɜɳɢɤɚɦɢ. API-ɢɧɬɟɪɮɟɣɫɵ ɩɨɞɞɟɪɠɢɜɚɸɬ ɲɢɪɨɤɢɣ ɫɩɟɤɬɪ ɩɪɢɥɨɠɟɧɢɣ, 

ɜɤɥɸɱɚɹ ɨɛɥɚɱɧɭɸ ɨɪɤɟɫɬɪɨɜɤɭ ɢ ɜɚɠɧɵɟ ɞɥɹ ɛɢɡɧɟɫɚ ɫɟɬɟɜɵɟ ɩɪɢɥɨɠɟɧɢɹ. 

Ʉɪɨɦɟ ɬɨɝɨ, ɢɧɬɟɥɥɟɤɬɭɚɥɶɧɨɟ ɩɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ ɦɨɠɟɬ ɭɩɪɚɜɥɹɬɶ 

ɨɛɨɪɭɞɨɜɚɧɢɟɦ ɪɚɡɥɢɱɧɵɯ ɩɪɨɢɡɜɨɞɢɬɟɥɟɣ ɫ ɩɨɦɨɳɶɸ ɨɬɤɪɵɬɵɯ 

ɩɪɨɝɪɚɦɦɧɵɯ ɢɧɬɟɪɮɟɣɫɨɜ, ɬɚɤɢɯ ɤɚɤ OpenFlow. ɇɚɤɨɧɟɰ, ɢɡ SDK 

ɢɧɬɟɥɥɟɤɬɭɚɥɶɧɵɟ ɫɟɬɟɜɵɟ ɫɥɭɠɛɵ ɢ ɩɪɢɥɨɠɟɧɢɹ ɦɨɝɭɬ ɪɚɛɨɬɚɬɶ ɜ ɨɛɳɟɣ 

ɩɪɨɝɪɚɦɦɧɨɣ ɫɪɟɞɟ [6]. 

Ⱥɪɯɢɬɟɤɬɭɪɚ ɫɟɬɟɣ SDN ɩɨɞɪɚɡɞɟɥɹɟɬɫɹ ɧɚ ɬɪɢ ɭɪɨɜɧɹ: 

1. ɭɪɨɜɟɧɶ ɩɪɢɥɨɠɟɧɢɣ; 

2. ɭɪɨɜɟɧɶ ɤɨɧɬɪɨɥɹ; 

3. ɭɪɨɜɟɧɶ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ. 

Ɋɟɫɭɪɫɵ ɭɪɨɜɧɹ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɜɵɩɨɥɧɹɸɬ ɫɟɬɟɜɵɟ ɮɭɧɤɰɢɢ, ɬɚɤɢɟ 

ɤɚɤ ɩɟɪɟɞɚɱɚ ɢ ɨɛɪɚɛɨɬɤɚ ɞɚɧɧɵɯ, ɧɨ ɢɯ ɩɨɜɟɞɟɧɢɟ ɭɩɪɚɜɥɹɟɬɫɹ ɭɪɨɜɧɟɦ 

ɤɨɧɬɪɨɥɹ. ȼɡɚɢɦɨɞɟɣɫɬɜɢɟ ɤɨɧɬɪɨɥɥɟɪɚ ɫ ɭɪɨɜɧɟɦ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɜɨɡɦɨɠɧɨ 

ɫ ɩɨɦɨɳɶɸ ɢɧɬɟɪɮɟɣɫɨɜ ɢ ɫɩɟɰɢɚɥɢɡɢɪɨɜɚɧɧɵɯ ɩɪɨɬɨɤɨɥɨɜ, ɧɚɩɪɢɦɟɪ, Open 

Flow, ɨɛɟɫɩɟɱɢɜɚɸɳɢɯ ɜɡɚɢɦɨɞɟɣɫɬɜɢɟ ɫ ɫɟɬɟɜɵɦɢ ɭɫɬɪɨɣɫɬɜɚɦɢ. ɇɚ ɞɪɭɝɨɣ 

ɫɬɨɪɨɧɟ ɤɨɧɬɪɨɥɥɟɪ ɩɪɟɞɨɫɬɚɜɥɹɟɬ ɫɬɚɧɞɚɪɬɢɡɢɪɨɜɚɧɧɵɟ ɩɪɨɝɪɚɦɦɧɵɟ 
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ɢɧɬɟɪɮɟɣɫɵ API, ɧɚɥɢɱɢɟ ɤɨɬɨɪɵɯ ɩɨɡɜɨɥɹɟɬ ɫɨɡɞɚɜɚɬɶ ɩɪɢɥɨɠɟɧɢɹ ɞɥɹ 

ɭɩɪɚɜɥɟɧɢɹ ɫɟɬɶɸ [5]. Ɍɚɤɢɟ ɩɪɢɥɨɠɟɧɢɹ ɦɨɝɭɬ, ɧɚɩɪɢɦɟɪ, ɭɩɪɚɜɥɹɬɶ 

ɩɪɨɩɭɫɤɧɨɣ ɫɩɨɫɨɛɧɨɫɬɶɸ, ɞɢɧɚɦɢɱɟɫɤɢ ɧɚɡɧɚɱɚɬɶ ɩɪɢɨɪɢɬɟɬɵ ɪɚɡɥɢɱɧɵɦ 

ɜɢɞɚɦ ɬɪɚɮɢɤɚ, ɤɨɧɬɪɨɥɢɪɨɜɚɬɶ ɞɨɫɬɭɩ ɤ ɫɟɬɟɜɵɦ ɪɟɫɭɪɫɚɦ. 

 

Ⱥɪɯɢɬɟɤɬɭɪɚ ɫɟɬɢ SDN ɩɪɟɞɫɬɚɜɥɟɧɚ ɧɚ ɪɢɫɭɧɤɟ 1. 

 

 

Ɋɢɫɭɧɨɤ 1. Ⱥɪɯɢɬɟɤɬɭɪɚ SDN. 

 

Ʉ ɧɟɞɨɫɬɚɬɤɭ ɤɨɧɰɟɩɰɢɢ ɨɬɧɨɫɢɬɫɹ ɜɵɫɨɤɚɹ ɫɬɨɢɦɨɫɬɶ ɪɟɚɥɢɡɚɰɢɢ. 

Ɉɛɨɪɭɞɨɜɚɧɢɟ ɫ ɩɨɞɞɟɪɠɤɨɣ ɞɚɧɧɨɣ ɬɟɯɧɨɥɨɝɢɢ, ɩɨɥɧɨɫɬɶɸ ɭɩɪɚɜɥɹɟɦɨɟ ɢɡ 

ɰɟɧɬɪɚɥɶɧɨɝɨ ɤɨɧɬɪɨɥɥɟɪɚ, ɦɨɠɟɬ ɩɨɡɜɨɥɢɬɶ ɧɟ ɤɚɠɞɚɹ ɤɨɦɩɚɧɢɹ. Ʉ ɬɨɦɭ ɠɟ, 

ɜ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɫɭɳɟɫɬɜɭɟɬ ɥɢɲɶ ɧɟɫɤɨɥɶɤɨ ɩɪɨɢɡɜɨɞɢɬɟɥɟɣ ɩɨɞɨɛɧɨɝɨ 

ɨɛɨɪɭɞɨɜɚɧɢɹ. 
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1.3.3 Аɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɟ ɫɢɫɬɟɦɵ ɭɩɪɚɜɥɟɧɢя ɤɚɱɟɫɬɜɨɦ 

ɨɛɫɥɭɠɢɜɚɧɢя 

 

Ⱥɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɟ ɫɢɫɬɟɦɵ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ ɨɛɫɥɭɠɢɜɚɧɢɹ — 

ɷɬɨ ɩɪɨɝɪɚɦɦɧɨ-ɚɩɩɚɪɚɬɧɵɟ ɤɨɦɩɥɟɤɫɵ, ɤɨɬɨɪɵɟ ɰɟɧɬɪɚɥɢɡɨɜɚɧɧɨ 

ɪɚɫɫɱɢɬɵɜɚɸɬ ɬɨɩɨɥɨɝɢɸ ɫɟɬɢ, ɚ ɡɚɬɟɦ ɚɜɬɨɦɚɬɢɱɟɫɤɢ ɩɨɞɤɥɸɱɚɸɬɫɹ ɤ 

ɫɟɬɟɜɨɦɭ ɨɛɨɪɭɞɨɜɚɧɢɸ ɢ ɧɚɫɬɪɚɢɜɚɸɬ ɟɝɨ. Ɉɫɧɨɜɧɵɦɢ ɤɨɦɩɨɧɟɧɬɚɦɢ 

ɹɜɥɹɸɬɫɹ: 

1. ɭɩɪɚɜɥɹɸɳɚɹ ɫɢɫɬɟɦɚ — ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɗȼɆ ɫɨ 

ɫɩɟɰɢɚɥɶɧɵɦ ɩɪɨɝɪɚɦɦɧɵɦ ɨɛɟɫɩɟɱɟɧɢɟɦ, ɤɨɬɨɪɵɣ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɨ 

ɧɚɫɬɪɚɢɜɚɟɬ ɫɟɬɟɜɨɟ ɨɛɨɪɭɞɨɜɚɧɢɟ; 

2. ɛɚɡɚ ɞɚɧɧɵɯ, ɯɪɚɧɹɳɚɹ ɢɧɮɨɪɦɚɰɢɸ ɨ ɫɟɬɢ (ɬɨɩɨɥɨɝɢɹ, ɩɨɥɢɬɢɤɢ 

ɢ ɬ.ɞ.); 

3. ɭɩɪɚɜɥɹɟɦɨɟ ɫɟɬɟɜɨɟ ɨɛɨɪɭɞɨɜɚɧɢɟ, ɧɚ ɤɨɬɨɪɨɦ ɧɟɨɛɯɨɞɢɦɨ 

ɧɚɫɬɪɨɢɬɶ ɤɚɱɟɫɬɜɨ ɨɛɫɥɭɠɢɜɚɧɢɹ. 

Ɋɚɫɫɦɨɬɪɢɦ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɟ ɫɢɫɬɟɦɵ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ 

ɨɛɫɥɭɠɢɜɚɧɢɹ ɧɚ ɩɪɢɦɟɪɟ AutoQoS ɨɬ ɤɨɦɩɚɧɢɢ Cisco Systems. 

AutoQoS ɩɨɡɜɨɥɹɟɬ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɬɶ ɧɚɫɬɪɨɣɤɭ ɮɭɧɤɰɢɢ QoS, ɬ.ɟ. 

ɩɪɢɨɪɢɬɢɡɚɰɢɢ ɩɪɢ ɞɨɫɬɚɜɤɟ ɩɚɤɟɬɨɜ ɜ ɫɟɬɢ. AutoQoS ɜɜɟɥɨ ɞɚɧɧɭɸ 

ɮɭɧɤɰɢɨɧɚɥɶɧɨɫɬɶ ɜ ɨɩɟɪɚɰɢɨɧɧɵɟ ɫɢɫɬɟɦɵ IOS ɢ Catalyst OS ɢ ɭɩɪɨɫɬɢɥɨ 

ɜɧɟɞɪɟɧɢɟ IP QoS ɜ ɥɨɤɚɥɶɧɵɟ ɢ ɝɥɨɛɚɥɶɧɵɟ ɫɟɬɢ. ɗɬɨ ɞɚɥɨ ɜɨɡɦɨɠɧɨɫɬɶ 

ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɬɶ ɧɚɫɬɪɨɣɤɭ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ IP ɩɪɢ ɜɧɟɞɪɟɧɢɢ ɬɟɯɧɨɥɨɝɢɢ 

«ɝɨɥɨɫ ɩɨɜɟɪɯ IP» (VoIP) ɩɨ ɜɫɟɣ ɫɟɬɢ — ɨɬ ɪɚɫɩɪɟɞɟɥɢɬɟɥɶɧɨɝɨ ɲɤɚɮɚ ɞɨ 

ɤɨɪɩɨɪɚɬɢɜɧɨɣ IP-ɦɚɝɢɫɬɪɚɥɢ, ɚ ɬɚɤɠɟ ɭɩɪɨɫɬɢɬɶ ɧɚɫɬɪɨɣɤɭ ɭɫɥɭɝ, 

ɩɪɟɞɨɫɬɚɜɥɹɟɦɵɯ ɫɟɪɜɢɫ-ɩɪɨɜɚɣɞɟɪɨɦ [8]. 

ɉɪɟɢɦɭɳɟɫɬɜɚɦɢ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɯ ɫɢɫɬɟɦ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ 

ɨɛɫɥɭɠɢɜɚɧɢɹ ɹɜɥɹɸɬɫɹ: 

1. ɚɜɬɨɦɚɬɢɡɚɰɢɹ ɢ ɨɩɬɢɦɢɡɚɰɢɹ ɩɪɨɰɟɫɫɚ ɤɨɧɮɢɝɭɪɢɪɨɜɚɧɢɹ 

ɜɵɱɢɫɥɢɬɟɥɶɧɨɣ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ ɩɪɟɞɩɪɢɹɬɢɹ; 
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2. ɚɜɬɨɦɚɬɢɡɚɰɢɹ ɩɪɨɰɟɫɫɨɜ ɤɥɚɫɫɢɮɢɤɚɰɢɢ ɬɪɚɮɢɤɚ, ɫɨɡɞɚɧɢɹ 

ɩɨɥɢɬɢɤ ɨɛɪɚɛɨɬɤɢ ɬɪɚɮɢɤɚ, ɧɚɫɬɪɨɣɤɚ ɤɨɧɮɢɝɭɪɚɰɢɢ ɢ ɞɪɭɝɢɯ; 

3. ɩɨɜɵɲɟɧɢɟ ɧɚɞɟɠɧɨɫɬɢ ɫɟɬɢ ɩɭɬɟɦ ɭɦɟɧɶɲɟɧɢɹ (ɜ ɧɟɤɨɬɨɪɵɯ 

ɫɥɭɱɚɹɯ ɞɚɠɟ ɢɫɤɥɸɱɟɧɢɹ) ɨɩɟɪɚɬɨɪɫɤɢɯ ɢ ɤɨɧɮɢɝɭɪɚɰɢɨɧɧɵɯ ɨɲɢɛɨɤ; 

4. ɜɨɡɦɨɠɧɨɫɬɶ ɰɟɧɬɪɚɥɢɡɨɜɚɧɧɨɝɨ ɭɩɪɚɜɥɟɧɢɹ ɞɥɹ ɦɨɧɢɬɨɪɢɧɝɚ 

ɬɪɚɮɢɤɚ ɢ ɩɨɥɭɱɟɧɢɹ ɛɨɥɟɟ ɩɨɞɪɨɛɧɨɣ ɢɧɮɨɪɦɚɰɢɢ ɨ ɫɨɫɬɨɹɧɢɢ ɫɟɬɟɜɵɯ 

ɨɩɟɪɚɰɢɣ; 

5. ɜɨɡɦɨɠɧɨɫɬɶ ɷɤɨɧɨɦɢɱɧɨ ɭɩɪɚɜɥɹɬɶ ɮɭɧɤɰɢɹɦɢ QoS ɜ ɤɪɭɩɧɵɯ 

IP-ɫɟɬɹɯ, ɛɥɚɝɨɞɚɪɹ ɭɝɥɭɛɥɟɧɧɨɦɭ ɚɧɚɥɢɡɭ, ɢɧɬɟɥɥɟɤɬɭɚɥɶɧɨɦɭ ɞɢɡɚɣɧɭ 

QoS ɢ ɦɚɫɲɬɚɛɢɪɭɟɦɨɦɭ ɜɧɟɞɪɟɧɢɸ. 

ɇɟɞɨɫɬɚɬɤɚɦɢ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɯ ɫɢɫɬɟɦ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ 

ɨɛɫɥɭɠɢɜɚɧɢɹ ɹɜɥɹɸɬɫɹ ɧɟɜɨɡɦɨɠɧɨɫɬɶ ɩɟɪɟɧɚɫɬɪɨɣɤɢ QoS ɩɪɢ ɢɡɦɟɧɟɧɢɢ 

ɬɨɩɨɥɨɝɢɢ ɫɟɬɢ ɢ ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ ɮɢɧɚɧɫɨɜɵɟ ɪɚɫɯɨɞɵ ɞɥɹ ɤɨɦɩɚɧɢɢ ɩɪɢ 

ɩɨɤɭɩɤɟ, ɜɧɟɞɪɟɧɢɢ ɢ ɷɤɫɩɥɭɚɬɚɰɢɢ ɞɚɧɧɵɯ ɫɢɫɬɟɦ. 

 

1.4 ȼɵɜɨɞɵ ɩɨ ɝɥɚɜɟ 1 

 

ɉɨ ɪɟɡɭɥɶɬɚɬɚɦ ɫɪɚɜɧɢɬɟɥɶɧɨɝɨ ɚɧɚɥɢɡɚ ɢ ɨɛɡɨɪɚ ɫɭɳɟɫɬɜɭɸɳɢɯ 

ɦɟɬɨɞɨɜ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ ɨɛɫɥɭɠɢɜɚɧɢɹ ɤɨɪɩɨɪɚɬɢɜɧɵɯ ɫɟɬɟɣ ɦɨɠɧɨ 

ɫɞɟɥɚɬɶ ɫɥɟɞɭɸɳɢɟ ɜɵɜɨɞɵ: 

1. ɪɭɱɧɚɹ ɧɚɫɬɪɨɣɤɚ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ — ɷɬɨ ɬɪɭɞɨɟɦɤɢɣ ɢ 

ɧɟɷɮɮɟɤɬɢɜɧɵɣ ɦɟɬɨɞ, ɫɨɩɪɹɠɟɧɧɵɣ ɫ ɨɲɢɛɤɚɦɢ ɢɡ-ɡɚ ɱɟɥɨɜɟɱɟɫɤɨɝɨ 

ɮɚɤɬɨɪɚ, ɤɨɬɨɪɵɣ ɦɨɠɟɬ ɩɪɢɜɟɫɬɢ ɤ ɞɟɝɪɚɞɚɰɢɢ ɫɟɪɜɢɫɨɜ ɢ 

ɞɨɩɨɥɧɢɬɟɥɶɧɵɦ ɮɢɧɚɧɫɨɜɵɦ ɪɚɫɯɨɞɚɦ. 

2. ɧɟɞɨɫɬɚɬɤɨɦ SDN ɹɜɥɹɟɬɫɹ ɧɟɨɛɯɨɞɢɦɨɫɬɶ ɡɚɦɟɧɵ 

ɫɭɳɟɫɬɜɭɸɳɟɝɨ ɩɚɪɤɚ ɫɟɬɟɜɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ ɧɚ ɧɨɜɨɟ ɫ ɩɨɞɞɟɪɠɤɨɣ SDN, 

ɱɬɨ ɩɪɢɜɨɞɢɬ ɤ ɡɧɚɱɢɬɟɥɶɧɵɦ ɮɢɧɚɧɫɨɜɵɦ ɪɚɫɯɨɞɚɦ ɩɪɟɞɩɪɢɹɬɢɹ. Ɍɚɤɠɟ 

ɩɪɢ ɜɵɯɨɞɟ ɢɡ ɫɬɪɨɹ ɤɨɧɬɪɨɥɥɟɪɚ ɫɟɬɢ, ɩɟɪɟɫɬɚɟɬ ɮɭɧɤɰɢɨɧɢɪɨɜɚɬɶ ɜɫɹ ɫɟɬɶ 
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ɩɨɥɧɨɫɬɶɸ, ɱɬɨ ɜɵɧɭɠɞɚɟɬ ɪɟɡɟɪɜɢɪɨɜɚɬɶ ɤɨɧɬɪɨɥɥɟɪ, ɚ ɷɬɨ ɩɪɢɜɨɞɢɬ ɤ 

ɞɨɩɨɥɧɢɬɟɥɶɧɵɦ ɮɢɧɚɧɫɨɜɵɦ ɪɚɫɯɨɞɚɦ. 

3. ɧɟɞɨɫɬɚɬɤɚɦɢ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɯ ɫɢɫɬɟɦ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ 

ɨɛɫɥɭɠɢɜɚɧɢɹ ɹɜɥɹɸɬɫɹ ɧɟɜɨɡɦɨɠɧɨɫɬɶ ɩɟɪɟɧɚɫɬɪɨɣɤɢ QoS ɩɪɢ ɢɡɦɟɧɟɧɢɢ 

ɬɨɩɨɥɨɝɢɢ ɫɟɬɢ ɢ ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ ɮɢɧɚɧɫɨɜɵɟ ɪɚɫɯɨɞɵ ɞɥɹ ɤɨɦɩɚɧɢɢ ɩɪɢ 

ɩɨɤɭɩɤɟ, ɜɧɟɞɪɟɧɢɢ ɢ ɷɤɫɩɥɭɚɬɚɰɢɢ ɞɚɧɧɵɯ ɫɢɫɬɟɦ. 

ɉɨ ɪɟɡɭɥɶɬɚɬɭ ɨɛɡɨɪɚ ɬɚɤɠɟ ɦɨɠɧɨ ɫɞɟɥɚɬɶ ɜɵɜɨɞ, ɱɬɨ ɧɚ ɫɟɝɨɞɧɹɲɧɢɣ 

ɞɟɧɶ ɜ ɫɟɬɹɯ ɩɪɢɦɟɧɹɸɬɫɹ ɜɫɟ ɬɪɢ ɦɨɞɟɥɢ QoS — Best Effort Service, Integrated 

Service ɢ DiffServ. ɉɨɫɤɨɥɶɤɭ ɜ Best Effort ɡɚɞɟɣɫɬɜɨɜɚɧɵ ɜɫɟ ɫɜɨɛɨɞɧɵɟ ɧɚ 

ɬɟɤɭɳɢɣ ɦɨɦɟɧɬ ɜɪɟɦɟɧɢ ɪɟɫɭɪɫɵ ɫɟɬɢ ɛɟɡ ɫɩɟɰɢɚɥɶɧɨɝɨ ɤɨɧɮɢɝɭɪɢɪɨɜɚɧɢɹ 

ɫɟɬɟɜɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ, ɬɨ ɫɦɵɫɥ ɦɨɞɟɥɢ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɫɜɨɟɜɪɟɦɟɧɧɨɦ 

ɪɚɫɲɢɪɟɧɢɢ ɩɪɨɩɭɫɤɧɨɣ ɫɩɨɫɨɛɧɨɫɬɢ ɤɚɧɚɥɨɜ ɫɜɹɡɢ. Ⱦɥɹ Integrated Service 

ɯɚɪɚɤɬɟɪɧɚ ɧɟɨɛɯɨɞɢɦɨɫɬɶ ɩɥɚɧɢɪɨɜɚɧɢɹ ɢ ɩɪɨɝɧɨɡɢɪɨɜɚɧɢɹ ɩɨɬɪɟɛɧɨɫɬɢ 

ɪɟɫɭɪɫɨɜ, ɱɬɨ ɱɚɫɬɨ ɩɪɨɛɥɟɦɚɬɢɱɧɨ, ɥɢɛɨ ɜɨɨɛɳɟ ɧɟɜɨɡɦɨɠɧɨ. ȼ ɛɨɥɶɲɢɧɫɬɜɟ 

ɫɟɬɟɣ ɢɫɩɨɥɶɡɭɟɬɫɹ DiffServ, ɩɨɷɬɨɦɭ ɞɚɥɟɟ ɜ ɪɚɛɨɬɟ ɛɭɞɟɬ ɪɚɫɫɦɚɬɪɢɜɚɬɶɫɹ 

ɬɨɥɶɤɨ ɦɨɞɟɥɶ DiffServ. 

ȼ ɪɚɫɫɦɨɬɪɟɧɧɵɯ ɦɟɬɨɞɚɯ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ ɨɛɫɥɭɠɢɜɚɧɢɹ 

ɤɨɪɩɨɪɚɬɢɜɧɵɯ ɫɟɬɟɣ (ɪɭɱɧɨɦ, ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɯ ɫɢɫɬɟɦɚɯ, SDN) 

ɜɵɹɜɥɟɧɵ ɢ ɨɩɢɫɚɧɵ ɜɵɲɟ ɡɧɚɱɢɬɟɥɶɧɵɟ ɧɟɞɨɫɬɚɬɤɢ. ɉɨɷɬɨɦɭ ɫɭɳɟɫɬɜɭɸɬ 

ɬɚɤɢɟ ɫɢɬɭɚɰɢɢ, ɤɨɝɞɚ ɩɪɢɦɟɧɟɧɢɟ ɧɢ ɨɞɧɨɝɨ ɢɡ ɞɚɧɧɵɯ ɦɟɬɨɞɨɜ 

ɧɟɰɟɥɟɫɨɨɛɪɚɡɧɨ. ɇɚɩɪɢɦɟɪ, ɧɟɨɛɯɨɞɢɦɨ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɬɶ ɭɩɪɚɜɥɟɧɢɟ 

ɤɚɱɟɫɬɜɨɦ ɨɛɫɥɭɠɢɜɚɧɢɹ ɩɪɢ ɧɟɞɨɫɬɚɬɨɱɧɨɦ ɮɢɧɚɧɫɢɪɨɜɚɧɢɢ ɢɥɢ ɡɚɦɟɧɚ 

ɫɟɬɟɜɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ ɧɟɜɨɡɦɨɠɧɚ ɢɡ-ɡɚ ɧɟɞɨɫɬɭɩɧɨɫɬɢ (ɭɞɚɥɟɧɧɨɫɬɶ 

ɦɟɫɬɨɩɨɥɨɠɟɧɢɹ, ɨɬɫɭɬɫɬɜɢɟ ɞɨɩɭɫɤɚ ɧɚ ɭɡɥɵ ɫɜɹɡɢ). ɉɨɷɬɨɦɭ ɧɟɨɛɯɨɞɢɦɨ 

ɩɪɟɞɥɨɠɢɬɶ ɧɨɜɵɣ ɦɟɬɨɞ. 

Ⱦɚɥɶɧɟɣɲɚɹ ɪɚɛɨɬɚ ɩɨɫɜɹɳɟɧɚ ɢɫɫɥɟɞɨɜɚɧɢɸ ɫɨɡɞɚɧɢɹ ɧɨɜɨɝɨ ɦɟɬɨɞɚ 

ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ ɨɛɫɥɭɠɢɜɚɧɢɹ ɤɨɪɩɨɪɚɬɢɜɧɵɯ ɫɟɬɟɣ. Ȼɭɞɟɬ ɪɚɡɪɚɛɨɬɚɧ 

ɧɨɜɵɣ ɚɥɝɨɪɢɬɦ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ ɨɛɫɥɭɠɢɜɚɧɢɹ. Ɍɚɤɠɟ ɩɥɚɧɢɪɭɟɬɫɹ 

ɫɨɡɞɚɬɶ ɩɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ, ɤɨɬɨɪɨɟ ɷɬɨɬ ɩɨɞɯɨɞ ɩɨɡɜɨɥɢɬ ɪɟɚɥɢɡɨɜɚɬɶ 

ɢ ɩɪɨɬɟɫɬɢɪɨɜɚɬɶ ɧɚ ɠɢɡɧɟɫɩɨɫɨɛɧɨɫɬɶ.   
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Ƚɥɚɜɚ 2. Аɧɚɥɢɬɢɱɟɫɤɢɣ ɨɛɡɨɪ ɧɨɜɨɝɨ ɦɟɬɨɞɚ ɭɩɪɚɜɥɟɧɢя ɤɚɱɟɫɬɜɨɦ ɨɛɫɥɭɠɢɜɚɧɢя ɤɨɪɩɨɪɚɬɢɜɧɵɯ ɫɟɬɟɣ 

2.1 ɋɬɪɭɤɬɭɪɚ ɫɟɬɢ 

 

ɇɚ ɩɪɢɦɟɪɟ ɫɟɬɢ, ɫɯɟɦɚ ɤɨɬɨɪɨɣ ɩɪɟɞɫɬɚɜɥɟɧɚ ɧɚ ɪɢɫɭɧɤɟ 2, ɨɩɢɲɟɦ ɦɟɯɚɧɢɡɦ ɪɚɛɨɬɵ ɧɨɜɨɝɨ ɦɟɬɨɞɚ. 

 

 

Ɋɢɫɭɧɨɤ 2. ɋɬɪɭɤɬɭɪɧɚɹ ɫɯɟɦɚ ɫɟɬɢ ɞɥɹ ɞɟɦɨɧɫɬɪɚɰɢɢ ɪɚɛɨɬɵ ɦɟɬɨɞɚ 
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ɉɟɪɟɞ ɚɞɦɢɧɢɫɬɪɚɬɨɪɨɦ ɫɟɬɢ ɫɬɨɢɬ ɡɚɞɚɱɚ ɩɪɟɞɨɫɬɚɜɢɬɶ ɨɩɪɟɞɟɥɟɧɧɵɣ 

ɤɥɚɫɫ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ ɞɥɹ ip-ɬɟɥɟɮɨɧɨɜ, ɨɛɨɡɧɚɱɟɧɧɵɯ ɧɚ ɫɯɟɦɟ, ɤɚɤ 

client-1, client-2, client-3, client-4. 

Ⱦɥɹ ɜɵɩɨɥɧɟɧɢɹ ɩɨɫɬɚɜɥɟɧɧɨɣ ɡɚɞɚɱɢ ɧɟɨɛɯɨɞɢɦɨ ɩɪɨɣɬɢ ɫɥɟɞɭɸɳɢɟ 

ɷɬɚɩɵ: 

1. ɨɛɟɫɩɟɱɢɬɶ ɦɟɯɚɧɢɡɦ ɧɚɫɬɪɨɣɤɢ ɤɨɦɦɭɬɚɬɨɪɚ ɞɨɫɬɭɩɚ. ɇɚ ɞɚɧɧɨɦ 

ɷɬɚɩɟ ɧɟɨɛɯɨɞɢɦɨ ɨɩɪɟɞɟɥɢɬɶ ɤɚɤɢɟ ɢɦɟɧɧɨ ɧɚɫɬɪɨɣɤɢ ɧɭɠɧɨ ɭɤɚɡɚɬɶ 

ɧɚ ɤɨɧɟɱɧɨɦ ɫɟɬɟɜɨɦ ɨɛɨɪɭɞɨɜɚɧɢɢ ɢ ɨɫɭɳɟɫɬɜɢɬɶ ɟɝɨ 

ɤɨɧɮɢɝɭɪɢɪɨɜɚɧɢɟ; 

2. ɤɨɦɦɭɬɚɬɨɪ ɞɨɫɬɭɩɚ ɞɨɥɠɟɧ ɩɪɨɢɡɜɟɫɬɢ ɩɨɢɫɤ ɫɨɫɟɞɧɢɯ 

ɤɨɦɦɭɬɚɬɨɪɨɜ ɢ ɫɨɜɦɟɫɬɧɨ ɫ ɧɢɦɢ ɩɨɫɬɪɨɢɬɶ ɬɨɩɨɥɨɝɢɸ ɫɟɬɢ; 

3. ɤɨɦɦɭɬɚɬɨɪɵ ɞɨɥɠɧɵ ɨɫɭɳɟɫɬɜɢɬɶ ɩɨɫɬɪɨɟɧɢɟ ɤɪɚɬɱɚɣɲɟɝɨ 

ɦɚɪɲɪɭɬɚ ɦɟɠɞɭ ip-ɬɟɥɟɮɨɧɚɦɢ ɜ ɪɚɡɧɵɯ ɤɨɧɰɚɯ ɫɟɬɢ; 

4. ɤɨɦɦɭɬɚɬɨɪɵ ɜɵɱɢɫɥɹɸɬ ɢ ɚɜɬɨɦɚɬɢɱɟɫɤɢ ɜɵɫɬɚɜɥɹɸɬ ɩɨɥɢɬɢɤɭ 

ɨɛɫɥɭɠɢɜɚɧɢɹ ɤ ɬɪɚɧɡɢɬɧɵɦ ɩɨɪɬɚɦ, ɩɨ ɤɨɬɨɪɵɦ ɛɭɞɟɬ ɩɟɪɟɞɚɜɚɬɶɫɹ 

ɬɪɚɮɢɤ, ɚ ɬɚɤɠɟ ɤ ɩɨɪɬɚɦ ɞɨɫɬɭɩɚ ɞɥɹ ip-ɬɟɥɟɮɨɧɨɜ. 

 

2.2 ɇɚɫɬɪɨɣɤɚ ɤɨɧɟɱɧɨɝɨ ɫɟɬɟɜɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢя 

 

Ɋɚɫɫɦɨɬɪɢɦ ɩɪɢɦɟɪ ɧɚɫɬɪɨɣɤɢ QoS ɜ IOS Cisco ɧɚ ɤɨɦɦɭɬɚɬɨɪɚɯ ɫɟɪɢɢ 

Catalyst 6500/6000. 

ɇɚɫɬɪɨɣɤɚ ɩɨɥɢɬɢɤɢ ɜ IOS ɜɤɥɸɱɚɟɬ ɫɥɟɞɭɸɳɢɟ ɲɚɝɢ:  

1. Ɉɩɪɟɞɟɥɟɧɢɟ ɞɢɫɩɟɬɱɟɪɨɜ ɩɨɥɢɬɢɤ — ɧɨɪɦɚɥɶɧɚɹ ɫɤɨɪɨɫɬɶ 

ɬɪɚɮɢɤɚ, ɦɚɤɫɢɦɚɥɶɧɚɹ ɫɤɨɪɨɫɬɶ (ɟɫɥɢ ɢɫɩɨɥɶɡɭɟɬɫɹ), ɛɥɨɤ ɢ ɞɟɣɫɬɜɢɟ 

ɩɨɥɢɬɢɤɢ. 

2. ɋɨɡɞɚɧɢɟ QoS ACL ɞɥɹ ɜɵɛɨɪɚ ɤɨɧɬɪɨɥɢɪɭɟɦɨɝɨ ɬɪɚɮɢɤɚ ɢ 

ɩɪɢɫɨɟɞɢɧɟɧɢɟ ɞɢɫɩɟɬɱɟɪɚ ɩɨɥɢɬɢɤ ɤ ɷɬɨɦɭ ACL. 

3. ɉɪɢɦɟɧɟɧɢɟ QoS ACL ɤɨ ɜɫɟɦ ɧɭɠɧɵɦ ɩɨɪɬɚɦ ɢɥɢ VLAN [9]. 
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ȼ ɧɚɲɟɦ ɫɥɭɱɚɟ ip-ɬɟɥɟɮɨɧ client-1 ɩɨɞɤɥɸɱɟɧ ɤ ɤɨɦɦɭɬɚɬɨɪɭ access-x1-

1 ɜ ɩɨɪɬ ge1 ɢ ɩɨɫɵɥɚɟɬ ɬɪɚɮɢɤ UDP ɫɨ ɫɤɨɪɨɫɬɶɸ 1 Ɇɛɢɬ/ɫɟɤ. ɇɟɨɛɯɨɞɢɦɨ 

ɨɝɪɚɧɢɱɢɬɶ ɷɬɨɬ ɩɨɬɨɤ ɬɪɚɮɢɤɚ UDP ɞɨ 50 ɤɛɢɬ/ɫɟɤ ɢ ɨɬɛɪɨɫɢɬɶ ɥɢɲɧɢɣ 

ɬɪɚɮɢɤ. 

ɇɚɫɬɪɨɢɦ ɮɭɧɤɰɢɢ ɩɪɢɦɟɧɟɧɢɹ ɩɨɥɢɬɢɤ ɧɚ ɤɨɧɟɱɧɨɦ ɤɨɦɦɭɬɚɬɨɪɟ 

access-x1-1. Ⱦɢɫɩɟɬɱɟɪ ɩɨɥɢɬɢɤ ɩɪɢɫɨɟɞɢɧɹɟɬɫɹ ɤ VLAN. ɉɨɪɬ ge1 

ɩɪɢɧɚɞɥɟɠɢɬ VLAN 10. 

ɇɭɠɧɨ ɧɚɫɬɪɨɢɬɶ QoS ɧɚ ɩɨɪɬɭ ge1 ɜ ɪɟɠɢɦɟ vlan-based. ɂɫɩɨɥɶɡɭɟɦ 

ɤɨɦɚɧɞɭ set port qos ge1 vlan-based ɞɥɹ ɧɚɲɟɣ ɡɚɞɚɱɢ. 

Ʉɨɧɮɢɝɭɪɚɰɢɹ ɤɨɧɟɱɧɨɝɨ ɤɨɦɦɭɬɚɬɨɪɚ access-x1-1: 

set qos enable #ВȞȟȲȫșȡȜș QoS [9] 
 

set qos policer aggregate udp_50kbps rate 50 burst 10 

drop #ǮȣȤșȘșȟșȡȜș ȘȜȥȣșȦȫșȤȔ ȣȢȟȜȦȜȞ [9] 
 

set qos acl ip udp_qos_vid10 dscp 0 aggregate udp_50kbps 

udp any any eq 5060 #СȢțȘȔȡȜș QoS ACL Șȟȳ ȖȯȕȢȤȔ ȦȤȔȨȜȞȔ 
Ȝ ȣȤȜȥȢșȘȜȡșȡȜș ȘȜȥȣșȦȫșȤȔ ȣȢȟȜȦȜȞ Ȟ QoS ACL [9] 
 

commit qos acl all #КȢȠȣȜȟȳȪȜȳ ȱȦȢȗȢ QoS ACL [9] 
 

set port qos ge1 vlan-based #ǭȔȥȦȤȢȝȞȔ ȣȢȤȦȔ Șȟȳ ȤșȚȜȠȔ 
QoS ȡȔ ȢȥȡȢȖș ȖȜȤȦȧȔȟȰȡȢȝ ȟȢȞȔȟȰȡȢȝ ȥșȦȜ [9] 
 

set qos acl map udp_qos_vid10 10 #СȢȣȢȥȦȔȖȟșȡȜș QoS ACL 
ȥ ȖȜȤȦȧȔȟȰȡȢȝ ȟȢȞȔȟȰȡȢȝ ȥșȦȰȲ 10 [9] 
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2.3 Ɉɩɢɫɚɧɢɟ ɪɚɛɨɬɵ ɩɪɨɬɨɤɨɥɚ 

 

ɉɨɫɥɟ ɜɤɥɸɱɟɧɢɹ ɩɪɨɬɨɤɨɥɚ ɤɨɦɦɭɬɚɬɨɪɵ ɞɟɥɚɸɬ ɪɚɫɫɵɥɤɭ hello-

ɫɨɨɛɳɟɧɢɣ ɧɚ ɝɪɭɩɩɨɜɨɣ ɚɞɪɟɫ 01:80:C2:00:00:60 ɢ ɨɠɢɞɚɟɬ ɜ ɨɬɜɟɬ ɬɚɤɢɟ ɠɟ 

hello-ɫɨɨɛɳɟɧɢɹ. Ɉɛɦɟɧɹɜɲɢɫɶ hello-ɫɨɨɛɳɟɧɢɹɦɢ, ɤɨɦɦɭɬɚɬɨɪɵ 

ɭɫɬɚɧɚɜɥɢɜɚɸɬ ɫɨɫɟɞɫɤɢɟ ɨɬɧɨɲɟɧɢɹ, ɞɨɛɚɜɥɹɹ ɤɚɠɞɵɣ ɞɪɭɝ ɞɪɭɝɚ ɜ ɫɜɨɸ 

ɥɨɤɚɥɶɧɭɸ ɬɚɛɥɢɰɭ ɫɨɫɟɞɟɣ. 

Ⱥɧɚɥɨɝɢɱɧɨ ɪɚɛɨɬɟ Ɋɭɫɢɧɚ Ɇ.ɋ. ɩɨ ɬɟɦɟ «ɉɨɫɬɪɨɟɧɢɟ ɩɨɥɧɨɫɜɹɡɚɧɧɵɯ 

ɫɟɬɟɣ ɧɚ ɛɚɡɟ ɤɨɦɦɭɬɚɬɨɪɨɜ Ethernet» [10] ɞɥɹ ɜɫɬɚɜɤɢ ɡɚɝɨɥɨɜɤɚ, ɤɨɬɨɪɵɣ 

ɫɨɞɟɪɠɢɬ ɜ ɫɟɛɟ ɦɟɬɪɢɤɭ ɢ ɩɨɥɟ Type of Service (ToS), ɛɵɥɢ ɜɵɞɟɥɟɧɵ 4 ɛɚɣɬɚ 

ɦɟɠɞɭ ɬɟɝɨɦ 802.1Q ɢ PayLoad. ɉɟɪɜɵɟ 2 ɛɚɣɬɚ ɡɚɧɢɦɚɟɬ EtherType, ɤɨɬɨɪɵɣ 

ɩɨɡɜɨɥɹɟɬ ɨɬɥɢɱɚɬɶ Ethernet ɤɚɞɪɵ ɩɪɨɟɤɬɢɪɭɟɦɨɝɨ ɩɪɨɬɨɤɨɥɚ ɨɬ ɜɫɟɯ 

ɨɫɬɚɥɶɧɵɯ. Ⱦɥɹ ɩɪɨɜɟɪɤɢ ɪɚɛɨɬɨɫɩɨɫɨɛɧɨɫɬɢ ɚɥɝɨɪɢɬɦɚ ɢ ɦɨɞɟɥɢɪɨɜɚɧɢɹ ɛɵɥ 

ɜɵɛɪɚɧ EtherType 8999, ɬ. ɤ. ɨɧ ɹɜɥɹɟɬɫɹ ɫɜɨɛɨɞɧɵɦ. ȼɬɨɪɵɟ 2 ɛɚɣɬɚ ɫɨɞɟɪɠɚɬ 

ɜ ɫɟɛɟ ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ ɦɟɬɪɢɤɭ, ɤɨɬɨɪɚɹ ɜɥɢɹɟɬ ɧɚ ɬɨ, ɤɚɤ ɛɭɞɭɬ ɩɨɫɬɪɨɟɧɵ 

ɦɚɪɲɪɭɬɵ, ɚ ɬɚɤɠɟ ɩɨɥɟ ToS, ɤɨɬɨɪɨɟ ɯɚɪɚɤɬɟɪɢɡɭɟɬ ɤɨɧɤɪɟɬɧɵɣ ɤɥɚɫɫ ɫɟɪɜɢɫɚ 

ɜ ɞɚɧɧɨɦ DiffServ ɞɨɦɟɧɟ. Ɍɟɦ ɫɚɦɵɦ ɩɨɥɭɱɚɟɬɫɹ ɫɨɯɪɚɧɢɬɶ ɢ ɢɫɩɨɥɶɡɨɜɚɬɶ 

ɜɫɟ ɢɫɯɨɞɧɵɟ EtherType ɢ ɡɚɝɨɥɨɜɤɢ, ɤɨɬɨɪɵɟ ɛɵɥɢ ɜɫɬɚɜɥɟɧɵ ɪɚɧɟɟ.  

ɂɬɨɝɨɜɵɣ ɜɢɞ ɤɚɞɪɚ ɩɪɟɞɫɬɚɜɥɟɧ ɧɚ ɪɢɫɭɧɤɟ 3. 

 

 
* — ɦɨɠɟɬ ɛɵɬɶ, ɤɚɤ ɩɪɨɫɬɨ EtherType, ɬɚɤ ɢ 802.1Q Header + EtherType 

Ɋɢɫɭɧɨɤ 3. Ɏɨɪɦɚɬ Ethernet ɤɚɞɪɚ ɞɥɹ ɪɚɛɨɬɵ ɩɪɨɬɨɤɨɥɚ 
 

Ⱦɥɹ ɪɚɡɪɚɛɨɬɤɢ ɚɥɝɨɪɢɬɦɚ ɛɵɥ ɜɜɟɞɟɧ ɪɹɞ ɬɟɪɦɢɧɨɜ, ɨɩɢɫɵɜɚɸɳɢɣ 

ɧɟɤɨɬɨɪɵɟ ɧɨɜɵɟ ɮɭɧɤɰɢɢ ɢ ɫɨɫɬɨɹɧɢɹ ɤɨɦɦɭɬɚɬɨɪɨɜ ɢ ɟɝɨ ɢɧɬɟɪɮɟɣɫɨɜ: 

 Edge ɢɧɬɟɪɮɟɣɫ – ɢɧɬɟɪɮɟɣɫɵ, ɤ ɤɨɬɨɪɵɦ ɩɨɞɤɥɸɱɚɸɬɫɹ 

ɤɨɧɟɱɧɵɟ ɭɫɬɪɨɣɫɬɜɚ, ɧɟ ɜɯɨɞɹɳɢɟ ɜ ɪɚɛɨɬɭ ɩɪɨɬɨɤɨɥɚ; 
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 Core ɢɧɬɟɪɮɟɣɫ – ɢɧɬɟɪɮɟɣɫɵ, ɤɨɬɨɪɵɟ ɩɨɞɤɥɸɱɚɸɬɫɹ ɤ ɞɪɭɝɢɦ 

ɤɨɦɦɭɬɚɬɨɪɚɦ ɢɡ ɫɟɬɢ ɩɪɨɬɨɤɨɥɚ; 

 Metric – ɱɢɫɥɨɜɨɟ ɡɧɚɱɟɧɢɟ ɜ ɬɚɛɥɢɰɟ MAC-ɚɞɪɟɫɨɜ, ɜɥɢɹɸɳɟɟ ɧɚ 

ɜɵɛɨɪ ɦɚɪɲɪɭɬɚ ɞɥɹ ɨɬɩɪɚɜɥɹɟɦɨɝɨ ɬɪɚɮɢɤɚ; 

 ɡɚɝɨɥɨɜɨɤ ɤɚɞɪɚ – ɧɚɛɨɪ ɛɚɣɬɨɜ, ɫɨɞɟɪɠɚɳɢɯ ɤɚɤɭɸ-ɥɢɛɨ 

ɢɧɮɨɪɦɚɰɢɸ. ȼ ɞɚɧɧɨɦ ɫɥɭɱɚɟ, ɷɬɨ ɢɧɮɨɪɦɚɰɢɹ ɨ ɫɬɨɢɦɨɫɬɢ ɦɚɪɲɪɭɬɚ ɞɨ 

ɭɫɬɪɨɣɫɬɜɚ, ɫ ɤɨɬɨɪɨɝɨ ɩɪɢɲɟɥ ɤɚɞɪ [10]. 

ȼ ɯɨɞɟ ɪɚɛɨɬɵ ɩɪɨɬɨɤɨɥ ɚɧɚɥɢɡɢɪɭɟɬ ɤɚɞɪɵ ɢ ɯɪɚɧɢɬ ɤɪɚɬɱɚɣɲɢɟ 

ɦɚɪɲɪɭɬɵ ɦɟɠɞɭ ɫɟɬɟɜɵɦɢ ɭɫɬɪɨɣɫɬɜɚɦɢ. Ⱦɥɹ ɷɬɨɝɨ ɫɨɡɞɚɧɚ ɬɚɛɥɢɰɚ, 

ɩɨɯɨɠɚɹ ɧɚ ɫɬɚɧɞɚɪɬɧɭɸ ɬɚɛɥɢɰɭ MAC-ɚɞɪɟɫɨɜ, ɧɨ ɢɦɟɸɳɚɹ ɞɨɩɨɥɧɢɬɟɥɶɧɨɟ 

ɩɨɥɟ Metrics, ɚ ɬɚɤɠɟ ɜɨɡɦɨɠɧɨɫɬɶ ɯɪɚɧɢɬɶ ɞɥɹ ɨɞɧɨɝɨ ɚɞɪɟɫɚ ɧɟɫɤɨɥɶɤɨ 

ɢɧɬɟɪɮɟɣɫɨɜ. ɏɪɚɧɟɧɢɟ ɧɟɫɤɨɥɶɤɢɯ ɢɧɬɟɪɮɟɣɫɨɜ ɨɛɭɫɥɨɜɥɟɧɨ ɜɨɡɦɨɠɧɨɫɬɶɸ 

ɛɚɥɚɧɫɢɪɨɜɚɬɶ ɬɪɚɮɢɤ, ɟɫɥɢ ɩɨɡɜɨɥɹɟɬ ɬɨɩɨɥɨɝɢɹ. 

ɉɪɢɦɟɪ ɬɚɛɥɢɰɵ ɩɪɟɞɫɬɚɜɥɟɧ ɧɚ ɪɢɫɭɧɤɟ 4. 

 

MAC Interface Age Metrics 
A e0/0 20 10 
ȼ e0/1 20 40 
C e0/2 20 20 
... ... ... .... 

Ɋɢɫɭɧɨɤ 4. ɉɪɢɦɟɪ ɬɚɛɥɢɰɵ ɩɪɨɟɤɬɢɪɭɟɦɨɝɨ ɩɪɨɬɨɤɨɥɚ 
 

ɉɨɫɥɟ ɨɛɦɟɧɚ ɫɨɨɛɳɟɧɢɹɦɢ, ɤɚɠɞɵɣ ɤɨɦɦɭɬɚɬɨɪ ɡɧɚɟɬ ɩɪɨ ɜɫɟ 

ɫɨɟɞɢɧɟɧɢɹ, ɧɚ ɨɫɧɨɜɚɧɢɢ ɩɚɪ ɫɬɪɨɢɬɫɹ ɩɨɥɧɚɹ ɬɨɩɨɥɨɝɢɹ ɫɟɬɢ, ɜɤɥɸɱɚɸɳɚɹ 

ɜɫɟ ɤɨɦɦɭɬɚɬɨɪɵ ɢ ɜɫɟ ɫɜɹɡɢ ɦɟɠɞɭ ɧɢɦɢ. 

Ɂɚɬɟɦ ɨɩɢɪɚɹɫɶ ɧɚ ɢɧɮɨɪɦɚɰɢɸ ɨ ɩɨɥɧɨɣ ɬɨɩɨɥɨɝɢɢ ɫɟɬɢ, ɤɨɦɦɭɬɚɬɨɪɵ 

ɜɵɫɬɪɚɢɜɚɸɬ ɤɪɚɬɱɚɣɲɢɣ ɦɚɪɲɪɭɬ ɦɟɠɞɭ ɫɟɬɟɜɵɦ ɨɛɨɪɭɞɨɜɚɧɢɟɦ, 

ɧɚɯɨɞɹɳɢɦɫɹ ɜ ɪɚɡɧɵɯ ɤɨɧɰɚɯ ɫɟɬɢ. 

Ʉɨɦɦɭɬɚɬɨɪɵ ɨɛɦɟɧɢɜɚɸɬɫɹ ɢɧɮɨɪɦɚɰɢɟɣ ɢɡ ɬɚɛɥɢɰ, ɫɨɞɟɪɠɚɳɟɣ 

ɫɜɹɡɤɢ ɦɚɤ-ɚɞɪɟɫɨɜ ɢ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɯ ɢɦ ɡɧɚɱɟɧɢɣ Metrics. Ɂɧɚɹ ɡɚ ɤɚɤɢɦ 

ɢɧɬɟɪɮɟɣɫɨɦ ɧɚɯɨɞɢɬɫɹ ɫɟɬɟɜɨɟ ɨɛɨɪɭɞɨɜɚɧɢɟ ɫ ɞɚɧɧɵɦ ɦɚɤ-ɚɞɪɟɫɨɦ, 
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ɤɨɦɦɭɬɚɬɨɪɵ ɨɬɩɪɚɜɥɹɸɬ ɞɚɧɧɵɟ ɱɟɪɟɡ ɧɭɠɧɵɟ ɢɧɬɟɪɮɟɣɫɵ ɫɨɫɟɞɹɦ. ɂɦɟɧɧɨ 

ɧɚ ɷɬɢɯ ɢɧɬɟɪɮɟɣɫɚɯ ɚɥɝɨɪɢɬɦ ɧɚɫɬɪɚɢɜɚɟɬ ɧɟɨɛɯɨɞɢɦɨɟ ɤɚɱɟɫɬɜɨ 

ɨɛɫɥɭɠɢɜɚɧɢɹ. ɂɡɧɚɱɚɥɶɧɨ ɧɚɫɬɪɨɣɤɢ QoS ɡɚɞɚɟɬ ɚɞɦɢɧɢɫɬɪɚɬɨɪ ɧɚ ɤɨɧɟɱɧɨɦ 

ɤɨɦɦɭɬɚɬɨɪɟ ɞɨɫɬɭɩɚ, ɤ ɤɨɬɨɪɨɦɭ ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ ɩɨɞɤɥɸɱɟɧ ɤɥɢɟɧɬ, 

ɬɪɟɛɭɸɳɢɣ ɨɩɪɟɞɟɥɟɧɧɨɝɨ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ. ɉɨɫɥɟ ɷɬɨɝɨ ɤɨɦɦɭɬɚɬɨɪ 

ɤɨɧɜɟɪɬɢɪɭɟɬ ɧɚɫɬɪɨɣɤɢ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ ɜ ɛɢɧɚɪɧɵɣ ɤɨɞ ɢ ɩɨɦɟɳɚɟɬ 

ɟɝɨ ɜ ɩɨɥɟ QoS ɫɨɨɛɳɟɧɢɹ Update. ɋɮɨɪɦɢɪɨɜɚɧɧɨɟ ɫɨɨɛɳɟɧɢɟ Update 

ɨɬɩɪɚɜɥɹɟɬɫɹ ɫɨɫɟɞɧɢɦ ɤɨɦɦɭɬɚɬɨɪɚɦ. ɋɨɫɟɞɢ ɩɪɢɧɢɦɚɸɬ ɫɨɨɛɳɟɧɢɟ Update. 

ɂɡɵɦɚɸɬ ɛɢɧɚɪɧɵɣ ɤɨɞ ɢɡ ɩɨɥɹ QoS ɢ ɤɨɧɜɟɪɬɢɪɭɸɬ ɟɝɨ ɜ ɩɨɧɹɬɧɭɸ ɞɥɹ 

ɞɚɧɧɨɝɨ ɤɨɦɦɭɬɚɬɨɪɚ ɤɨɧɮɢɝɭɪɚɰɢɸ. Ɂɚɦɟɧɢɜ ɢɧɬɟɪɮɟɣɫɵ ɧɚ ɧɭɠɧɵɟ 

(ɢɧɬɟɪɮɟɣɫ, ɫ ɤɨɬɨɪɨɝɨ ɩɨɥɭɱɟɧɨ ɫɨɨɛɳɟɧɢɟ Update, ɢ ɢɧɬɟɪɮɟɣɫ, ɡɚ ɤɨɬɨɪɵɦ 

ɧɚɯɨɞɢɬɫɹ ɫɥɟɞɭɸɳɢɣ ɫɨɫɟɞ), ɩɪɨɬɨɤɨɥ ɩɪɢɦɟɧɹɟɬ ɩɨɥɭɱɟɧɧɭɸ ɧɚɫɬɪɨɣɤɭ 

ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ ɧɚ ɞɚɧɧɨɦ ɤɨɦɦɭɬɚɬɨɪɟ. Ɂɚɬɟɦ ɮɨɪɦɢɪɭɟɬ ɧɨɜɨɟ 

ɫɨɨɛɳɟɧɢɟ Update ɫ ɛɢɧɚɪɧɵɦ ɤɨɞɨɦ ɧɚɫɬɪɨɟɤ ɜ ɩɨɥɟ QoS ɢ ɩɟɪɟɞɚɟɬ ɫɜɨɢɦ 

ɫɨɫɟɞɹɦ ɞɚɥɟɟ ɩɨ ɦɚɪɲɪɭɬɭ ɫɥɟɞɨɜɚɧɢɹ ɬɪɚɮɢɤɚ. 

ȿɫɥɢ ɭ ɨɞɧɨɝɨ ɢɡ ɤɨɦɦɭɬɚɬɨɪɨɜ ɩɪɨɩɚɞɚɟɬ ɫɜɹɡɶ ɫ ɫɨɫɟɞɨɦ: 

1. ɨɧ ɪɚɫɫɵɥɚɟɬ ɜɫɟɦ ɧɨɜɵɟ ɫɨɨɛɳɟɧɢɹ; 

2. ɜɫɟ ɤɨɦɦɭɬɚɬɨɪɵ ɡɚɧɨɜɨ ɫɬɪɨɹɬ ɬɨɩɨɥɨɝɢɸ ɫɟɬɢ; 

3. ɡɚɧɨɜɨ ɫɱɢɬɚɸɬ ɤɪɚɬɱɚɣɲɢɟ ɦɚɪɲɪɭɬɵ ɦɟɠɞɭ ɫɟɬɟɜɵɦ 

ɨɛɨɪɭɞɨɜɚɧɢɟɦ; 

4. ɨɛɧɨɜɥɹɸɬ ɫɜɨɸ ɬɚɛɥɢɰɭ ɞɚɧɧɵɯ ɜɫɟɯ ɫɨɫɬɨɹɧɢɣ ɤɚɧɚɥɨɜ ɞɨɦɟɧɚ. 
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2.4 Ɍɢɩɵ ɫɨɨɛɳɟɧɢɣ ɩɪɨɬɨɤɨɥɚ 

 

1. Hello:  

ɨɬɩɪɚɜɥɹɸɬɫɹ ɪɟɝɭɥɹɪɧɨ ɱɟɪɟɡ ɮɢɤɫɢɪɨɜɚɧɧɵɟ ɢɧɬɟɪɜɚɥɵ ɜɪɟɦɟɧɢ (ɩɨ 

ɭɦɨɥɱɚɧɢɸ, 10 ɫɟɤɭɧɞ) ɧɚ ɝɪɭɩɩɨɜɨɣ ɚɞɪɟɫ 01:80:C2:00:00:60, ɤɨɬɨɪɵɣ ɜɯɨɞɢɬ 

ɜ ɞɢɚɩɚɡɨɧ ɫɜɨɛɨɞɧɵɯ ɝɪɭɩɩɨɜɵɯ MAC-ɚɞɪɟɫɨɜ 01:80:C2:00:00:50 — 

01:80:C2:00:00:FF. 

ɋɨɨɛɳɟɧɢɹ Hello ɜɵɩɨɥɧɹɸɬ ɫɥɟɞɭɸɳɢɟ ɡɚɞɚɱɢ: 

1. ɩɨɢɫɤ ɫɨɫɟɞɟɣ ɢ ɭɫɬɚɧɨɜɥɟɧɢɟ ɫɨɫɟɞɫɤɢɯ ɨɬɧɨɲɟɧɢɣ; 

2. ɨɫɭɳɟɫɬɜɥɹɸɬ ɮɭɧɤɰɢɸ keepalive ɞɥɹ ɩɨɞɞɟɪɠɚɧɢɹ 

ɭɫɬɚɧɨɜɥɟɧɧɵɯ ɫɨɫɟɞɫɤɢɯ ɨɬɧɨɲɟɧɢɣ. 

 

EtherType = 
8999 

Type ID Ʉɨɦɦɭɬɚɬɨɪɚ 
Hello 

interval 
Dead 

interval 
ID cɨɫɟɞɧɟɝɨ 
ɤɨɦɦɭɬɚɬɨɪɚ 

1 2 1 1 2 3 4 5 6 1 2 1 2 1 2 3 4 5 6 

Ɋɢɫɭɧɨɤ 5. Ɏɨɪɦɚɬ ɫɨɨɛɳɟɧɢɹ Hello 
 

ɋɨɨɛɳɟɧɢɟ Hello ɫɨɞɟɪɠɢɬ ɫɥɟɞɭɸɳɢɟ ɩɨɥɹ: 

 Type — ɬɢɩ ɫɨɨɛɳɟɧɢɹ (ɞɥɹ ɫɨɨɛɳɟɧɢɹ Hello ɡɧɚɱɟɧɢɟ ɪɚɜɧɨ 1); 

 ID Ʉɨɦɦɭɬɚɬɨɪɚ — ɢɞɟɧɬɢɮɢɰɢɪɭɟɬ ɤɨɦɦɭɬɚɬɨɪ ɜ ɩɪɟɞɟɥɚɯ ɫɟɬɢ. 

ȼ ɪɨɥɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪɚ ɢɫɩɨɥɶɡɭɟɬɫɹ MAC-ɚɞɪɟɫ ɤɨɦɦɭɬɚɬɨɪɚ; 

 Hello interval — ɡɚɞɚɟɬ ɜɪɟɦɟɧɧɨɣ ɩɟɪɢɨɞ ɪɚɫɫɵɥɤɢ hello-

ɫɨɨɛɳɟɧɢɣ (ɩɨ ɭɦɨɥɱɚɧɢɸ, 10 ɫɟɤɭɧɞ); 

 Dead interval — ɜɪɟɦɹ ɨɠɢɞɚɧɢɹ ɨɬɜɟɬɚ ɫɨɫɟɞɟɣ; 

 ID ɫɨɫɟɞɧɟɝɨ ɤɨɦɦɭɬɚɬɨɪɚ — ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɫɨɫɟɞɧɟɝɨ 

ɤɨɦɦɭɬɚɬɨɪɚ. 

ɋɩɢɫɨɤ ɫɨɫɟɞɟɣ ɮɨɪɦɢɪɭɟɬɫɹ ɢɡ ɢɞɟɧɬɢɮɢɤɚɬɨɪɨɜ ɫɨɫɟɞɟɣ, ɨɬ ɤɨɬɨɪɵɯ 

ɤɨɦɦɭɬɚɬɨɪ ɩɨɥɭɱɢɥ ɫɨɨɛɳɟɧɢɟ Hello ɜ ɬɟɱɟɧɢɟ ɜɪɟɦɟɧɢ, ɡɚɞɚɧɧɨɝɨ ɜ ɩɨɥɟ 

Dead interval [11]. 
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2. Update: 

ɫɨɨɛɳɟɧɢɟ Update ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɥɹ ɨɛɦɟɧɚ ɤɨɧɮɢɝɭɪɚɰɢɟɣ, 

ɭɩɪɚɜɥɹɸɳɟɣ ɤɚɱɟɫɬɜɨɦ ɨɛɥɭɠɢɜɚɧɢɹ, ɦɟɠɞɭ ɤɨɦɦɭɬɚɬɨɪɚɦɢ ɫ ɫɨɫɟɞɫɤɢɦɢ 

ɨɬɧɨɲɟɧɢɹɦɢ. Ⱦɚɧɧɚɹ ɤɨɧɮɢɝɭɪɚɰɢɹ ɧɚɯɨɞɢɬɫɹ ɜ ɞɜɨɢɱɧɨɦ ɮɨɪɦɚɬɟ ɜ ɩɨɥɟ 

QoS. Ɂɧɚɱɟɧɢɟ ɩɨɥɹ Type ɪɚɜɧɨ 2. 

 

EtherType = 
8999 

Type ID Ʉɨɦɦɭɬɚɬɨɪɚ MAC-ɚɞɪɟɫ QoS 

1 2 1 1 2 3 4 5 6 1 2 3 4 5 6 300 

Ɋɢɫɭɧɨɤ 6. Ɏɨɪɦɚɬ ɫɨɨɛɳɟɧɢɹ Update 
 

ɇɚ ɤɨɦɦɭɬɚɬɨɪɟ ɞɨɫɬɭɩɚ, ɤ ɤɨɬɨɪɨɦɭ ɩɨɞɤɥɸɱɟɧ ɤɨɧɟɱɧɵɣ ɤɥɢɟɧɬ, 

ɚɞɦɢɧɢɫɬɪɚɬɨɪ ɜɵɩɨɥɧɹɟɬ ɧɚɫɬɪɨɣɤɭ, ɭɩɪɚɜɥɹɸɳɭɸ ɤɚɱɟɫɬɜɨɦ ɨɛɫɥɭɠɢɜɚɧɢɹ 

ɞɥɹ ɞɚɧɧɨɝɨ ɤɥɢɟɧɬɚ. ɇɟɨɛɯɨɞɢɦɭɸ ɱɚɫɬɶ ɫɨɡɞɚɧɧɨɣ ɤɨɧɮɢɝɭɪɚɰɢɢ 

ɤɨɦɦɭɬɚɬɨɪ, ɢɫɩɨɥɶɡɭɹ ɫɟɪɢɚɥɢɡɚɰɢɸ, ɤɨɞɢɪɭɟɬ ɜ ɞɜɨɢɱɧɨɦ ɮɨɪɦɚɬɟ, 

ɩɨɦɟɳɚɟɬ ɩɨɥɭɱɟɧɧɵɣ ɤɨɞ ɜ ɩɨɥɟ «QoS» ɫɨɨɛɳɟɧɢɹ Update ɢ ɩɟɪɟɞɚɟɬ 

ɫɨɫɟɞɧɟɦɭ ɤɨɦɦɭɬɚɬɨɪɭ. ɋɨɫɟɞɧɢɣ ɤɨɦɦɭɬɚɬɨɪ ɩɪɢɧɢɦɚɟɬ ɫɨɨɛɳɟɧɢɟ Update. 

ɂɡɵɦɚɟɬ ɞɜɨɢɱɧɵɣ ɤɨɞ ɢɡ ɩɨɥɹ «QoS» ɢ ɞɟɫɟɪɢɚɥɢɡɭɟɬ ɟɝɨ, ɩɪɢɜɨɞɹ ɜ 

ɬɟɤɫɬɨɜɵɣ ɜɢɞ. Ɂɚɬɟɦ ɤɨɦɦɭɬɚɬɨɪ ɩɪɢɦɟɧɹɟɬ ɩɨɥɭɱɟɧɧɭɸ ɤɨɧɮɢɝɭɪɚɰɢɸ ɧɚ 

ɜɨɫɯɨɞɹɳɢɣ ɩɨɪɬ, ɫ ɤɨɬɨɪɨɝɨ ɩɨɥɭɱɟɧɨ ɫɨɨɛɳɟɧɢɟ Update. ɉɨ ɬɚɛɥɢɰɟ ɫɨɫɟɞɟɣ 

ɤɨɦɦɭɬɚɬɨɪ ɨɩɪɟɞɟɥɹɟɬ ɧɢɫɯɨɞɹɳɢɣ ɩɨɪɬ ɢ ɬɚɤɠɟ ɩɪɢɦɟɧɹɟɬ ɞɚɧɧɭɸ 

ɤɨɧɮɢɝɭɪɚɰɢɸ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ ɤɨɦɦɭɬɚɬɨɪ ɦɟɧɹɟɬ ɧɨɦɟɪɚ ɩɨɪɬɨɜ ɜ 

ɩɨɥɭɱɟɧɧɨɣ ɨɬ ɫɨɫɟɞɧɟɝɨ ɤɨɦɦɭɬɚɬɨɪɚ ɤɨɧɮɢɝɭɪɚɰɢɢ ɢ ɜɵɩɨɥɧɹɟɬ 

ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɭɸ ɧɚɫɬɪɨɣɤɭ ɬɪɚɧɡɢɬɧɵɯ Core ɩɨɪɬɨɜ. ɂɡɦɟɧɟɧɧɭɸ 

ɤɨɧɮɢɝɭɪɚɰɢɸ ɚɧɚɥɨɝɢɱɧɵɦ ɫɩɨɫɨɛɨɦ ɤɨɦɦɭɬɚɬɨɪ ɫɟɪɢɚɥɢɡɭɟɬ ɜ ɞɜɨɢɱɧɵɣ 

ɤɨɞ, ɩɨɦɟɳɚɟɬ ɟɝɨ ɜ ɩɨɥɟ «QoS» ɫɨɨɛɳɟɧɢɹ Update ɢ ɩɟɪɟɞɚɟɬ ɫɥɟɞɭɸɳɟɦɭ 

ɫɨɫɟɞɭ ɩɨ ɦɚɪɲɪɭɬɭ. Ɍɚɤɨɣ ɚɥɝɨɪɢɬɦ ɩɨɜɬɨɪɹɟɬɫɹ ɞɨ ɬɟɯ ɩɨɪ, ɩɨɤɚ ɫɨɨɛɳɟɧɢɟ 

Update ɧɟ ɞɨɫɬɢɝɚɟɬ ɤɨɦɦɭɬɚɬɨɪɚ ɞɨɫɬɭɩɚ, ɤ ɤɨɬɨɪɨɦɭ ɩɨɞɤɥɸɱɟɧ ɜɬɨɪɨɣ 

ɤɨɧɟɱɧɵɣ ɤɥɢɟɧɬ. Ⱦɚɧɧɵɣ ɤɨɦɦɭɬɚɬɨɪ ɞɨɫɬɭɩɚ ɬɚɤɠɟ ɞɟɫɟɪɢɚɥɢɡɭɟɬ 

ɞɜɨɢɱɧɵɣ ɤɨɞ ɢɡ ɫɨɨɛɳɟɧɢɹ Update ɜ ɬɟɤɫɬɨɜɵɣ ɜɢɞ, ɩɪɢɦɟɧɹɟɬ ɩɨɥɭɱɟɧɧɭɸ 

ɤɨɧɮɢɝɭɪɚɰɢɸ ɧɚ ɜɨɫɯɨɞɹɳɢɣ ɩɨɪɬ. Ɂɚɬɟɦ ɩɨ ɬɚɛɥɢɰɟ MAC-ɚɞɪɟɫɨɜ 
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ɨɩɪɟɞɟɥɹɟɬ ɩɨɪɬ, ɤ ɤɨɬɨɪɨɦɭ ɩɨɞɤɥɸɱɟɧ ɚɞɪɟɫɚɬ ɫɨɨɛɳɟɧɢɹ, ɢ ɩɪɢɦɟɧɹɟɬ ɧɚ 

ɧɟɝɨ ɧɟɨɛɯɨɞɢɦɭɸ ɤɨɧɮɢɝɭɪɚɰɢɸ. 

ȼ ɪɟɡɭɥɶɬɚɬɟ, ɜɫɟ ɩɨɪɬɵ ɧɚ ɦɚɪɲɪɭɬɟ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɦɟɠɞɭ 

ɤɨɧɟɱɧɵɦɢ ɤɥɢɟɧɬɚɦɢ ɧɚɫɬɪɨɟɧɵ ɧɚ ɨɩɪɟɞɟɥɟɧɧɵɣ ɭɪɨɜɟɧɶ ɤɚɱɟɫɬɜɚ 

ɨɛɫɥɭɠɢɜɚɧɢɹ ɫ ɩɨɦɨɳɶɸ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɨɣ ɧɚɫɬɪɨɣɤɢ. 

 

3. Notification: 

ɢɧɮɨɪɦɚɰɢɨɧɧɨɟ ɫɨɨɛɳɟɧɢɟ. ɂɫɩɨɥɶɡɭɸɬɫɹ, ɤɨɝɞɚ ɜɨɡɧɢɤɚɸɬ ɨɲɢɛɤɢ 

ɢ/ɢɥɢ ɦɟɧɹɟɬɫɹ ɬɨɩɨɥɨɝɢɹ ɫɟɬɢ. Ɉɬɩɪɚɜɥɹɸɬɫɹ ɫɨɫɟɞɧɢɦ ɤɨɦɦɭɬɚɬɨɪɚɦ. 

Ɂɧɚɱɟɧɢɟ ɩɨɥɹ Type ɪɚɜɧɨ 3. 

 

EtherType = 
8999 

Type ID Ʉɨɦɦɭɬɚɬɨɪɚ 
Error 
code 

1 2 1 1 2 3 4 5 6 1 

Ɋɢɫɭɧɨɤ 7. Ɏɨɪɦɚɬ ɫɨɨɛɳɟɧɢɹ Notification 
 

Ʉɨɞɵ ɨɲɢɛɨɤ: 

1 — Ɉɲɢɛɤɚ ɨɛɪɚɛɨɬɤɢ ɫɨɨɛɳɟɧɢɹ; 

2 — Ɉɲɢɛɤɚ ɜ ɫɨɫɟɞɫɤɢɯ ɨɬɧɨɲɟɧɢɹɯ; 

3 — Ɉɲɢɛɤɚ ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ ɨ ɫɨɫɬɨɹɧɢɢ ɤɚɧɚɥɨɜ, ɫɢɧɯɪɨɧɢɡɚɰɢɢ 

ɛɚɡ ɞɚɧɧɵɯ; 

4 — ɂɡɦɟɧɟɧɢɟ ɬɨɩɨɥɨɝɢɢ ɫɟɬɢ.  
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2.5 Ɇɚɲɢɧɚ ɫɨɫɬɨяɧɢɣ ɩɪɨɬɨɤɨɥɚ 

 

Ʉɨɦɦɭɬɚɬɨɪ ɫ ɩɪɨɬɨɤɨɥɨɦ ɞɥɹ ɩɪɢɧɹɬɢɹ ɪɟɲɟɧɢɣ ɜ ɨɩɟɪɚɰɢɹɯ ɫ ɞɪɭɝɢɦɢ 

ɤɨɦɦɭɬɚɬɨɪɚɦɢ ɢɫɩɨɥɶɡɭɟɬ ɤɨɧɟɱɧɵɣ ɚɜɬɨɦɚɬ (finite-state machine (FSM)), 

ɤɨɬɨɪɵɣ ɜɤɥɸɱɚɟɬ ɱɟɬɵɪɟ ɫɨɫɬɨɹɧɢɹ: Idle, HelloSent, HelloConfirm, Established. 

Ⱦɥɹ ɤɚɠɞɨɝɨ ɫɟɚɧɫɚ ɩɪɨɬɨɤɨɥ ɩɨɞɞɟɪɠɢɜɚɟɬ ɩɟɪɟɦɟɧɧɭɸ ɫɨɫɬɨɹɧɢɹ, ɤɨɬɨɪɚɹ 

ɨɬɫɥɟɠɢɜɚɟɬ, ɜ ɤɚɤɨɦ ɢɡ ɷɬɢɯ ɱɟɬɵɪɟɯ ɫɨɫɬɨɹɧɢɣ ɧɚɯɨɞɢɬɫɹ ɫɟɚɧɫ. ɉɪɨɬɨɤɨɥ 

ɨɩɪɟɞɟɥɹɟɬ ɫɨɨɛɳɟɧɢɹ, ɤɨɬɨɪɵɦɢ ɤɚɠɞɵɣ ɤɨɦɦɭɬɚɬɨɪ ɞɨɥɠɟɧ ɨɛɦɟɧɢɜɚɬɶɫɹ, 

ɱɬɨɛɵ ɩɟɪɟɤɥɸɱɢɬɶ ɫɟɚɧɫ ɢɡ ɨɞɧɨɝɨ ɫɨɫɬɨɹɧɢɹ ɜ ɞɪɭɝɨɟ. 

ɉɟɪɜɨɟ ɫɨɫɬɨɹɧɢɟ (Idle) — ɷɬɨ ɫɨɫɬɨɹɧɢɟ ɨɠɢɞɚɧɢɹ. ȼ ɫɨɫɬɨɹɧɢɢ 

ɨɠɢɞɚɧɢɹ ɩɪɨɬɨɤɨɥ ɢɧɢɰɢɚɥɢɡɢɪɭɟɬ ɜɫɟ ɪɟɫɭɪɫɵ, ɨɬɤɥɨɧɹɟɬ ɜɫɟ ɩɨɩɵɬɤɢ 

ɜɯɨɞɹɳɢɯ ɫɨɟɞɢɧɟɧɢɣ. ȼɬɨɪɨɟ ɫɨɫɬɨɹɧɢɟ — HelloSent. ȼ ɫɨɫɬɨɹɧɢɢ HelloSent 

ɤɨɦɦɭɬɚɬɨɪ ɨɬɩɪɚɜɥɹɟɬ ɫɨɨɛɳɟɧɢɟ Hello ɩɨ ɜɫɟɦ Core ɢɧɬɟɪɮɟɣɫɚɦ ɢ ɨɠɢɞɚɟɬ 

ɬɚɤɨɟ ɠɟ ɫɨɨɛɳɟɧɢɟ ɜ ɨɬɜɟɬ, ɱɬɨɛɵ ɩɟɪɟɣɬɢ ɜ ɫɨɫɬɨɹɧɢɟ HelloConfirm. Ɉɛɦɟɧ 

ɫɨɨɛɳɟɧɢɹɦɢ ɩɪɨɜɟɪɤɢ ɚɤɬɢɜɧɨɫɬɢ ɜɵɩɨɥɧɹɟɬɫɹ, ɢ ɩɨɫɥɟ ɭɫɩɟɲɧɨɝɨ 

ɩɨɥɭɱɟɧɢɹ ɤɨɦɦɭɬɚɬɨɪ ɩɟɪɟɜɨɞɢɬɫɹ ɜ ɫɨɫɬɨɹɧɢɟ Established. ɗɬɨ ɨɡɧɚɱɚɟɬ, ɱɬɨ 

ɡɚɩɭɳɟɧɚ ɩɪɚɜɢɥɶɧɚɹ ɜɟɪɫɢɹ ɩɪɨɬɨɤɨɥɚ ɢ ɜɫɟ ɧɚɫɬɪɨɣɤɢ ɜɟɪɧɵ. Ʉɨɦɦɭɬɚɬɨɪɵ-

ɫɨɫɟɞɢ ɩɟɪɟɯɨɞɹɬ ɤ ɨɛɦɟɧɭ ɢɧɮɨɪɦɚɰɢɟɣ ɢɡ ɫɜɨɢɯ ɛɚɡ ɞɚɧɧɵɯ, ɫɨɞɟɪɠɚɳɢɯ 

ɛɢɧɚɪɧɵɟ ɡɧɚɱɟɧɢɹ, ɨɩɪɟɞɟɥɹɸɳɢɯ ɤɚɱɟɫɬɜɨ ɨɛɫɥɭɠɢɜɚɧɢɹ ɞɥɹ ɫɟɬɟɜɨɝɨ 

ɨɛɨɪɭɞɨɜɚɧɢɹ ɫ ɤɨɧɤɪɟɬɧɵɦ MAC-ɚɞɪɟɫɨɦ. Ⱦɥɹ ɷɬɨ ɢɫɩɨɥɶɡɭɸɬɫɹ ɫɨɨɛɳɟɧɢɹ 

Update. ȼ ɫɨɫɬɨɹɧɢɢ Established ɤɨɦɦɭɬɚɬɨɪ ɦɨɠɟɬ ɨɬɩɪɚɜɥɹɬɶ ɢ ɩɨɥɭɱɚɬɶ: 

Hello, Update, Notification ɫɨɨɛɳɟɧɢɹ ɤ ɫɜɨɟɦɭ ɫɨɫɟɞɭ ɢ ɨɬ ɧɟɝɨ. 
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HelloSent HelloConfirm

Established 

Idle

 

Ɋɢɫɭɧɨɤ 8. Ɇɚɲɢɧɚ ɫɨɫɬɨɹɧɢɣ ɩɪɨɬɨɤɨɥɚ 

 

2.6 ȼɵɜɨɞɵ ɩɨ ɝɥɚɜɟ 2 

 

ɉɨ ɪɟɡɭɥɶɬɚɬɚɦ ɚɧɚɥɢɡɚ ɩɪɟɞɦɟɬɧɨɣ ɨɛɥɚɫɬɢ ɢ ɩɪɟɞɥɨɠɟɧɢɣ ɧɚ ɪɵɧɤɟ 

ɫɟɬɟɜɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ ɢ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ, ɛɵɥɨ ɩɪɢɧɹɬɨ ɪɟɲɟɧɢɟ 

ɪɚɡɪɚɛɨɬɚɬɶ ɉɈ, ɪɟɚɥɢɡɭɸɳɟɟ ɜɨɡɦɨɠɧɨɫɬɢ ɢ ɮɭɧɤɰɢɢ ɢɫɫɥɟɞɭɟɦɨɝɨ 

ɩɪɨɬɨɤɨɥɚ ɞɥɹ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ ɨɛɫɥɭɠɢɜɚɧɢɹ ɤɨɪɩɨɪɚɬɢɜɧɵɯ ɫɟɬɟɣ. 

Ⱦɚɧɧɵɣ ɩɪɨɬɨɤɨɥ ɩɨɡɜɨɥɢɬ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɬɶ ɢ ɨɩɬɢɦɢɡɢɪɨɜɚɬɶ ɧɚɫɬɪɨɣɤɭ 

ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ ɞɥɹ ɤɨɧɤɪɟɬɧɵɯ ɤɥɢɟɧɬɨɜ. ɋɥɟɞɭɸɳɢɦ ɷɬɚɩɨɦ ɜ 

ɪɚɡɪɚɛɨɬɤɟ ɩɪɨɬɨɤɨɥɚ ɛɭɞɟɬ ɟɝɨ ɪɟɚɥɢɡɚɰɢɹ ɢ ɬɟɫɬɢɪɨɜɚɧɢɟ ɧɚ ɫɩɟɰɢɚɥɶɧɨ 

ɩɨɞɝɨɬɨɜɥɟɧɧɨɦ ɫɬɟɧɞɟ, ɤɨɬɨɪɨɟ ɞɨɥɠɧɨ ɩɨɞɬɜɟɪɞɢɬɶ ɡɚɹɜɥɟɧɧɵɟ ɮɭɧɤɰɢɢ. 
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Ƚɥɚɜɚ 3. Ɋɟɚɥɢɡɚɰɢя ɢ ɬɟɫɬɢɪɨɜɚɧɢɟ ɩɪɨɬɨɤɨɥɚ 

3.1 ɋɬɪɭɤɬɭɪɚ ɤɨɞɚ ɩɪɨɬɨɤɨɥɚ 

 

ɉɪɢ ɧɚɩɢɫɚɧɢɢ ɩɪɨɬɨɤɨɥɚ ɡɚ ɨɫɧɨɜɭ ɛɵɥɢ ɜɡɹɬɵ ɛɥɨɤɢ ɤɨɞɚ ɢɡɭɱɟɧɢɹ 

ɤɚɞɪɚ ɢ ɭɩɪɚɜɥɟɧɢɹ ɩɟɪɟɫɵɥɤɨɣ ɤɚɞɪɨɜ ɢɡ ɩɪɨɬɨɤɨɥɚ, ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɜ ȼɄɊ 

Ɋɭɫɢɧɚ Ɇ.ɋ. «ɉɨɫɬɪɨɟɧɢɟ ɩɨɥɧɨɫɜɹɡɚɧɧɵɯ ɫɟɬɟɣ ɧɚ ɛɚɡɟ ɤɨɦɦɭɬɚɬɨɪɨɜ 

Ethernet». Ⱦɥɹ ɞɨɛɚɜɥɟɧɢɹ ɡɚɹɜɥɟɧɧɨɝɨ ɮɭɧɤɰɢɨɧɚɥɚ ɛɵɥɢ ɫɨɡɞɚɧɵ ɛɥɨɤɢ 

ɭɩɪɚɜɥɟɧɢɹ ɫɥɭɠɟɛɧɵɦɢ ɫɨɨɛɳɟɧɢɹɦɢ ɢ ɨɛɪɚɛɨɬɤɢ ɤɨɧɮɢɝɭɪɚɰɢɢ ɤɚɱɟɫɬɜɚ 

ɨɛɫɥɭɠɢɜɚɧɢɹ. 

Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɤɨɞ ɪɟɚɥɢɡɨɜɚɧɧɨɝɨ ɩɪɨɬɨɤɨɥɚ ɦɨɠɧɨ ɪɚɡɞɟɥɢɬɶ ɧɚ 

ɱɟɬɵɪɟ ɱɚɫɬɢ: 

 ɛɥɨɤ ɢɡɭɱɟɧɢɹ ɤɚɞɪɚ; 

 ɛɥɨɤ ɭɩɪɚɜɥɟɧɢɹ ɫɥɭɠɟɛɧɵɦɢ ɫɨɨɛɳɟɧɢɹɦɢ; 

 ɛɥɨɤ ɭɩɪɚɜɥɟɧɢɹ ɩɟɪɟɫɵɥɤɨɣ ɤɚɞɪɨɜ; 

 ɛɥɨɤ ɨɛɪɚɛɨɬɤɢ ɤɨɧɮɢɝɭɪɚɰɢɢ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ. 

Ȼɥɨɤ ɢɡɭɱɟɧɢɹ ɤɚɞɪɚ ɦɨɠɧɨ ɪɚɡɞɟɥɢɬɶ ɧɚ ɫɥɟɞɭɸɳɢɟ ɫɨɫɬɚɜɧɵɟ: 

 ɛɥɨɤ ɢɡɭɱɟɧɢɹ ɦɟɬɪɢɤ ɢ ɡɚɩɨɥɧɟɧɢɹ ɬɚɛɥɢɰ; 

 ɛɥɨɤ ɛɚɥɚɧɫɢɪɨɜɤɢ ɬɪɚɮɢɤɚ. 

Ɉɫɧɨɜɧɨɣ ɡɚɞɚɱɟɣ ɛɥɨɤɚ ɢɡɭɱɟɧɢɹ ɤɚɞɪɨɜ ɹɜɥɹɟɬɫɹ ɡɚɩɨɥɧɟɧɢɟ ɬɚɛɥɢɰ 

ɦɚɪɲɪɭɬɢɡɚɰɢɢ. Ʉɚɠɞɵɣ ɤɚɞɪ, ɤɨɬɨɪɵɣ ɩɪɨɯɨɞɢɬ ɱɟɪɟɡ ɤɨɦɦɭɬɚɬɨɪ, 

ɢɡɭɱɚɟɬɫɹ ɢ ɢɧɮɨɪɦɚɰɢɹ ɩɨɦɟɳɚɟɬɫɹ ɜ ɫɩɟɰɢɚɥɶɧɭɸ ɬɚɛɥɢɰɭ, ɫɨɞɟɪɠɚɳɭɸ 

MAC-ɚɞɪɟɫ ɢɫɬɨɱɧɢɤɚ, ɢɧɬɟɪɮɟɣɫ, ɫ ɤɨɬɨɪɨɝɨ ɩɪɢɲɟɥ ɤɚɞɪ, «ɜɨɡɪɚɫɬ» ɡɚɩɢɫɢ 

(ɩɨ ɭɦɨɥɱɚɧɢɸ 30 ɫɟɤɭɧɞ) ɢ ɦɟɬɪɢɤɭ. Ɂɚɩɢɫɢ ɫ ɨɞɢɧɚɤɨɜɵɦ MAC-ɚɞɪɟɫɨɦ 

ɢɫɬɨɱɧɢɤɚ ɩɨɩɚɞɚɸɬ ɜ ɬɚɛɥɢɰɭ ɫ ɡɚɦɟɧɨɣ, ɤɨɬɨɪɚɹ ɨɬɪɚɛɚɬɵɜɚɟɬ ɩɨ ɚɥɝɨɪɢɬɦɭ 

«ɦɟɧɶɲɟ ɦɟɬɪɢɤɚ – ɥɭɱɲɟ ɦɚɪɲɪɭɬ». ȿɫɥɢ ɭ ɬɚɤɢɯ ɡɚɩɢɫɟɣ ɦɟɬɪɢɤɚ ɨɞɢɧɚɤɨɜɚ, 

ɧɨ ɨɬɥɢɱɚɸɬɫɹ ɜɯɨɞɧɵɟ ɢɧɬɟɪɮɟɣɫɵ, ɬɨ ɜ ɬɚɛɥɢɰɭ ɞɨɛɚɜɥɹɸɬɫɹ ɨɛɟ ɡɚɩɢɫɢ. 

ɗɬɨ ɩɨɡɜɨɥɹɟɬ ɜ ɞɚɥɶɧɟɣɲɟɦ ɢɫɩɨɥɶɡɨɜɚɬɶ ɛɚɥɚɧɫɢɪɨɜɤɭ ɬɪɚɮɢɤɚ. 
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Ȼɥɨɤ ɛɚɥɚɧɫɢɪɨɜɤɢ ɬɪɚɮɢɤɚ ɧɟɨɛɯɨɞɢɦ ɞɥɹ ɪɚɡɞɟɥɟɧɢɹ ɬɪɚɮɢɤɚ ɩɨ 

ɞɨɫɬɭɩɧɵɦ ɤɚɧɚɥɚɦ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ. Ⱦɥɹ ɨɩɪɟɞɟɥɟɧɢɹ ɩɨɪɹɞɤɨɜɨɝɨ ɧɨɦɟɪɚ 

ɢɧɬɟɪɮɟɣɫɚ, ɜ ɤɨɬɨɪɵɣ ɦɨɠɧɨ ɨɬɪɚɜɢɬɶ ɤɚɞɪ, ɢɫɩɨɥɶɡɭɟɬɫɹ ɮɨɪɦɭɥɚ: 𝑋 = (SIP + DIP + Proto + SPort + DPort) % 𝑁, 
ɝɞɟ X – ɧɨɦɟɪ ɩɨɥɭɱɟɧɧɨɝɨ ɤɚɧɚɥɚ; 

SIP – IP ɚɞɪɟɫ ɢɫɬɨɱɧɢɤɚ; 

DIP – IP ɚɞɪɟɫ ɧɚɡɧɚɱɟɧɢɹ; 

Proto – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɩɪɨɬɨɤɨɥɚ; 

SPort – TCP\UDP ɩɨɪɬ ɢɫɬɨɱɧɢɤɚ; 

DPort – TCP\UDP ɩɨɪɬ ɧɚɡɧɚɱɟɧɢɹ; 

N – ɤɨɥɢɱɟɫɬɜɨ ɞɨɫɬɭɩɧɵɯ ɤɚɧɚɥɨɜ. 

ɏɷɲ-ɫɭɦɦɚ, ɩɨɥɭɱɟɧɧɚɹ ɩɭɬɟɦ ɫɭɦɦɢɪɨɜɚɧɢɹ ɩɨɥɟɣ ɡɚɝɨɥɨɜɤɨɜ ɤɚɞɪɚ, 

ɞɟɥɢɬɫɹ ɧɚ ɤɨɥɢɱɟɫɬɜɨ ɞɨɫɬɭɩɧɵɯ ɢɧɬɟɪɮɟɣɫɨɜ, ɡɚ ɤɨɬɨɪɵɦɢ ɧɚɯɨɞɢɬɫɹ 

ɭɫɬɪɨɣɫɬɜɨ ɫ MAC-ɚɞɪɟɫɨɦ ɧɚɡɧɚɱɟɧɢɹ. Ɍɟɦ ɫɚɦɵɦ ɩɨɥɭɱɚɟɬɫɹ ɞɨɛɢɬɶɫɹ 

ɪɚɫɩɪɟɞɟɥɟɧɢɹ ɩɨɬɨɤɚ ɬɪɚɮɢɤɚ ɧɚ ɜɫɟ ɞɨɫɬɭɩɧɵɟ ɤɚɧɚɥɵ. 

ɉɨɫɥɟ ɢɡɭɱɟɧɢɹ ɤɚɞɪɚ ɢ ɩɨɥɭɱɟɧɢɹ ɧɨɦɟɪɚ ɢɧɬɟɪɮɟɣɫɚ ɫɪɚɛɚɬɵɜɚɟɬ ɛɥɨɤ 

ɩɟɪɟɫɵɥɤɢ ɤɚɞɪɚ. ȿɫɥɢ ɤɚɞɪ ɛɵɥ ɩɨɥɭɱɟɧ ɨɬ ɭɫɬɪɨɣɫɬɜ, ɤɨɬɨɪɵɟ ɧɟ ɜɯɨɞɹɬ ɜ 

ɫɟɬɶ ɤɨɦɦɭɬɚɬɨɪɨɜ, ɝɞɟ ɪɚɛɨɬɚɟɬ ɪɟɚɥɢɡɭɟɦɵɣ ɩɪɨɬɨɤɨɥ, ɬɨ ɧɚ ɢɧɬɟɪɮɟɣɫɟ, 

ɨɬɤɭɞɚ ɩɪɢɲɟɥ ɞɚɧɧɵɣ ɤɚɞɪ ɜ ɬɚɛɥɢɰɟ ɫɬɚɜɢɬɫɹ ɦɟɬɪɢɤɚ 0, ɚ ɜ ɫɚɦ ɤɚɞɪ 

ɜɫɬɚɜɥɹɟɬɫɹ EtherType 8999. Ⱦɚɧɧɵɣ EtherType ɧɟɨɛɯɨɞɢɦ ɞɥɹ ɭɩɪɨɳɟɧɢɹ 

ɩɨɢɫɤɚ ɦɟɬɪɢɤɢ ɜ ɤɚɞɪɟ ɢ ɞɥɹ ɜɨɡɦɨɠɧɨɫɬɢ ɨɬɥɢɱɢɬɶ ɩɚɤɟɬɵ ɩɪɨɬɨɤɨɥɚ ɨɬ 

ɞɪɭɝɢɯ ɩɚɤɟɬɨɜ ɜ ɫɟɬɢ. ȿɫɥɢ ɩɚɤɟɬ ɩɪɢɲɟɥ ɫ ɞɪɭɝɨɝɨ ɤɨɦɦɭɬɚɬɨɪɚ ɫɟɬɢ 

ɩɪɨɬɨɤɨɥɚ, ɬɨ ɩɪɨɢɫɯɨɞɢɬ ɩɪɨɜɟɪɤɚ ɡɚɩɢɫɢ ɜ ɬɚɛɥɢɰɟ ɧɚ ɜɨɡɦɨɠɧɨɫɬɶ ɟɟ 

ɢɡɦɟɧɟɧɢɹ ɢ ɭɜɟɥɢɱɢɜ ɦɟɬɪɢɤɭ ɧɚ ɡɚɞɚɧɧɭɸ ɜ ɧɚɫɬɪɨɣɤɚɯ ɟɞɢɧɢɰɭ. ɉɪɢ 

ɜɵɯɨɞɟ ɩɚɤɟɬɚ ɢɡ ɫɟɬɢ ɪɚɛɨɬɵ ɩɪɨɬɨɤɨɥɚ EtherType ɢ ɦɟɬɪɢɤɚ ɫ ɤɚɞɪɚ 

ɫɧɢɦɚɸɬɫɹ [10]. 

Ȼɥɚɝɨɞɚɪɹ ɛɥɨɤɭ ɭɩɪɚɜɥɟɧɢɹ ɫɥɭɠɟɛɧɵɦɢ ɫɨɨɛɳɟɧɢɹɦɢ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ 

ɩɨɢɫɤ ɢ ɭɫɬɚɧɨɜɥɟɧɢɟ ɫɨɫɟɞɫɤɢɯ ɨɬɧɨɲɟɧɢɣ ɫ ɫɟɬɟɜɵɦ ɨɛɨɪɭɞɨɜɚɧɢɟɦ ɫ 

ɩɨɦɨɳɶɸ ɫɨɨɛɳɟɧɢɣ Hello, ɩɟɪɟɞɚɱɚ ɧɚɫɬɪɨɟɤ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ 
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(ɫɨɨɛɳɟɧɢɹ Update), ɭɜɟɞɨɦɥɟɧɢɟ ɫɨɫɟɞɟɣ ɨɛ ɢɡɦɟɧɟɧɢɹɯ ɢ ɨɲɢɛɤɚɯ ɜ ɫɟɬɢ 

(ɫɨɨɛɳɟɧɢɹ Notification). 

Ȼɥɨɤ ɨɛɪɚɛɨɬɤɢ ɤɨɧɮɢɝɭɪɚɰɢɢ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ ɨɬɜɟɱɚɟɬ ɡɚ 

ɩɪɢɟɦ ɧɚɫɬɪɨɟɤ ɢɡ ɩɨɥɹ QoS ɜ ɫɨɨɛɳɟɧɢɢ Update, ɩɨɥɭɱɟɧɧɨɦ ɨɬ ɫɨɫɟɞɧɟɝɨ 

ɫɟɬɟɜɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ ɢɥɢ ɨɬ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ ɫɟɬɢ, ɜ ɫɥɭɱɚɟ ɪɭɱɧɨɣ 

ɧɚɫɬɪɨɣɤɢ. Ⱦɚɧɧɵɣ ɛɥɨɤ ɢɧɬɟɪɩɪɟɬɢɪɭɟɬ ɩɨɥɭɱɟɧɧɵɟ ɧɚɫɬɪɨɣɤɢ ɜ ɩɨɧɹɬɧɵɣ 

ɞɥɹ ɢɫɩɨɥɶɡɭɟɦɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ ɥɟɤɫɢɤɨɧ, ɦɟɧɹɟɬ ɧɚɢɦɟɧɨɜɚɧɢɟ 

ɢɧɬɟɪɮɟɣɫɨɜ ɞɥɹ ɧɚɫɬɪɨɣɤɢ ɧɚ ɧɢɯ ɩɨɥɢɬɢɤ QoS. Ɂɚɬɟɦ ɩɟɪɟɞɚɟɬ ɷɬɢ ɧɚɫɬɪɨɣɤɢ 

ɞɚɥɶɲɟ ɧɚ ɮɨɪɦɢɪɨɜɚɧɢɟ ɧɨɜɨɝɨ ɫɨɨɛɳɟɧɢɹ Update, ɤɨɬɨɪɵɣ ɛɭɞɟɬ ɨɬɩɪɚɜɥɟɧ 

ɫɥɟɞɭɸɳɟɦɭ ɫɨɫɟɞɭ ɩɨ ɬɨɩɨɥɨɝɢɢ ɫɟɬɢ. 

 

3.2 Ɉɩɢɫɚɧɢɟ ɫɬɟɧɞɚ ɞɥя ɬɟɫɬɢɪɨɜɚɧɢя 

 

Ⱦɥɹ ɩɪɨɜɟɞɟɧɢɹ ɬɟɫɬɨɜ ɧɚ ɩɪɨɜɟɪɤɭ ɮɭɧɤɰɢɨɧɚɥɚ ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ 

ɩɪɨɬɨɤɨɥɚ ɛɵɥ ɫɨɛɪɚɧ ɜɢɪɬɭɚɥɶɧɵɣ ɫɬɟɧɞ, ɤɨɬɨɪɵɣ ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ 

ɬɪɢɧɚɞɰɚɬɶ ɜɢɪɬɭɚɥɶɧɵɯ ɦɚɲɢɧ (ȼɆ) ɫ ɭɫɬɚɧɨɜɥɟɧɧɨɣ Ɉɋ GNU/Linux Ubuntu 

12.04.5. ȼɆ ɢɦɟɸɬ ɩɨ ɞɜɚ ɩɪɨɰɟɫɫɨɪɚ Intel Xeon E5320 ɫ ɬɚɤɬɨɜɨɣ ɱɚɫɬɨɬɨɣ 

1.86 ȽȽɰ ɢ 1 Ƚɛɚɣɬ ɨɩɟɪɚɬɢɜɧɨɣ ɩɚɦɹɬɢ ɤɚɠɞɚɹ. ɉɨɞɪɨɛɧɚɹ ɢɧɮɨɪɦɚɰɢɹ ɨ 

ɬɟɯɧɢɱɟɫɤɢɯ ɯɚɪɚɤɬɟɪɢɫɬɢɤɚɯ ȼɆ ɢɡɨɛɪɚɠɟɧɚ ɧɚ ɪɢɫɭɧɤɚɯ 9 ɢ 10. Ⱦɟɜɹɬɶ ȼɆ 

ɜɵɩɨɥɧɹɸɬ ɮɭɧɤɰɢɢ ɤɨɦɦɭɬɚɬɨɪɨɜ — ɧɚ ɧɢɯ ɡɚɩɭɳɟɧ ɪɚɡɪɚɛɨɬɚɧɧɵɣ 

ɩɪɨɬɨɤɨɥ. Ɉɫɬɚɜɲɢɟɫɹ ɱɟɬɵɪɟ ȼɆ — ɤɥɢɟɧɬɵ. Ɉɧɢ ɪɚɛɨɬɚɸɬ ɜ ɭɩɪɨɳɟɧɧɨɦ 

ɪɟɠɢɦɟ ɢ ɡɚɩɭɫɤɚɸɬ ɩɪɢɥɨɠɟɧɢɹ, ɤɨɬɨɪɵɟ ɞɢɚɝɧɨɫɬɢɪɭɸɬ ɫɟɬɶ (ping, 

tcpdump). ȼɫɟ ȼɆ ɫɨɟɞɢɧɟɧɵ ɜɢɪɬɭɚɥɶɧɵɦɢ ɤɚɧɚɥɚɦɢ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ. 

 

 

Ɋɢɫɭɧɨɤ 9. ɂɧɮɨɪɦɚɰɢɹ ɨɛ ɨɩɟɪɚɬɢɜɧɨɣ ɩɚɦɹɬɢ (ɜɵɜɨɞ ɤɨɦɚɧɞɵ free) 
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Ɋɢɫɭɧɨɤ 10. ɂɧɮɨɪɦɚɰɢɹ ɨ ɩɪɨɰɟɫɫɨɪɟ (ɜɵɜɨɞ ɤɨɦɚɧɞɵ cat /proc/cpuinfo) 
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ɋɬɪɭɤɬɭɪɧɚɹ ɫɯɟɦɚ ɫɬɟɧɞɚ ɩɨɤɚɡɚɧɚ ɧɚ ɪɢɫɭɧɤɟ 11. 

 

Ɋɢɫɭɧɨɤ 11. ɋɬɪɭɤɬɭɪɧɚɹ ɫɯɟɦɚ ɜɢɪɬɭɚɥɶɧɨɝɨ ɫɬɟɧɞɚ ɞɥɹ ɬɟɫɬɢɪɨɜɚɧɢɹ 
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ɋɨɛɪɚɧɧɵɣ ɜɢɪɬɭɚɥɶɧɵɣ ɫɬɟɧɞ ɡɧɚɱɢɬɟɥɶɧɨ ɭɩɪɨɳɚɟɬ ɡɚɩɭɫɤ ɢ ɨɬɥɚɞɤɭ 

ɬɟɫɬɢɪɭɟɦɨɝɨ ɩɪɨɬɨɤɨɥɚ ɩɨ ɫɪɚɜɧɟɧɢɸ ɫɨ ɫɬɟɧɞɨɦ ɢɡ ɮɢɡɢɱɟɫɤɢɯ 

ɤɨɦɦɭɬɚɬɨɪɨɜ ɢ ip-ɬɟɥɟɮɨɧɨɜ. 

ȼɫɟ ȼɆ ɫɨ ɫɜɨɢɦɢ ɢɧɬɟɪɮɟɣɫɚɦɢ ɫɨɡɞɚɧɵ ɢ ɧɚɫɬɪɨɟɧɵ ɫ ɩɨɦɨɳɶɸ 

ɫɤɪɢɩɬɚ setup.sh. ɉɨɤɚɠɟɦ ɟɝɨ ɪɚɛɨɬɭ ɧɚ ɩɪɢɦɟɪɟ ɤɨɦɦɭɬɚɬɨɪɚ access-x1-1. 

Ⱦɥɹ ɷɬɨɝɨ ɫɞɟɥɚɟɦ ɜɵɜɨɞ ɫɤɪɢɩɬɚ setup.sh ɞɥɹ ɤɨɦɦɭɬɚɬɨɪɚ access-x1-1: 

user@switch:~$ cat setup.sh | grep access-x1-1 

/sbin/ip netns add access-x1-1 

/sbin/ip netns exec distribution /sbin/ip link set dev "ge26" 

netns access-x1-1 

/sbin/ip netns exec access-x1-1 /sbin/ip addr flush dev "ge26" 

/sbin/ip netns exec access-x1-1 /sbin/ip link set dev "ge26" 

up 

/sbin/ip netns exec access-x1-2 /sbin/ip link set dev "ge25" 

netns access-x1-1 

/sbin/ip netns exec access-x1-1 /sbin/ip addr flush dev "ge25" 

/sbin/ip netns exec access-x1-1 /sbin/ip link set dev "ge25" 

up 

/sbin/ip netns exec access-x1-1 /sbin/ip link add name "ge1" 

type veth peer name "eth0" 

/sbin/ip netns exec access-x1-1 /sbin/ip addr flush dev "ge1" 

/sbin/ip netns exec access-x1-1 /sbin/ip link set dev "ge1" 

up 

/sbin/ip netns exec access-x1-1 /sbin/ip link set dev "eth0" 

netns client-1 

/sbin/ip netns exec access-x1-1 /sbin/ip link add name "ge2" 

type veth peer name "eth0" 

/sbin/ip netns exec access-x1-1 /sbin/ip addr flush dev "ge2" 

/sbin/ip netns exec access-x1-1 /sbin/ip link set dev "ge2" 

up 

/sbin/ip netns exec access-x1-1 /sbin/ip link set dev "eth0" 

netns client-2 
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ɂɡ ɩɨɥɭɱɟɧɧɨɝɨ ɜɵɜɨɞɚ ɜɢɞɧɨ, ɱɬɨ ɫɤɪɢɩɬ setup.sh ɫɨɡɞɚɟɬ network 

namespaces ɫ ɢɦɟɧɟɦ access-x1-1. Network namespaces (netns) — ɷɬɨ ɥɨɝɢɱɟɫɤɚɹ 

ɤɨɩɢɹ ɫɟɬɟɜɨɝɨ ɫɬɟɤɚ ɫɨ ɫɜɨɢɦɢ ɫɨɛɫɬɜɟɧɧɵɦɢ ɦɚɪɲɪɭɬɚɦɢ, ɩɪɚɜɢɥɚɦɢ 

ɛɪɚɧɞɦɚɭɷɪɚ ɢ ɫɟɬɟɜɵɦɢ ɭɫɬɪɨɣɫɬɜɚɦɢ [12]. Ɂɚɬɟɦ ɞɥɹ access-x1-1 ɫɨɡɞɚɸɬɫɹ ɢ 

ɡɚɩɭɫɤɚɸɬɫɹ ɢɧɬɟɪɮɟɣɫɵ ɫ ɢɦɟɧɚɦɢ "ge26", "ge25", "ge1", "ge2". Ⱦɥɹ 

ɢɧɬɟɪɮɟɣɫɚ "ge1" ɭɤɚɡɵɜɚɟɬɫɹ ɫɨɫɟɞɧɢɣ ɢɧɬɟɪɮɟɣɫ "eth0", ɤɨɬɨɪɵɣ 

ɩɪɢɧɚɞɥɟɠɢɬ netns ɫ ɢɦɟɧɟɦ client-1. Ⱥ ɞɥɹ ɢɧɬɟɪɮɟɣɫɚ "ge2" — ɢɧɬɟɪɮɟɣɫ 

"eth0", ɤɨɬɨɪɵɣ ɩɪɢɧɚɞɥɟɠɢɬ netns ɫ ɢɦɟɧɟɦ client-2. 

Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɫɨɡɞɚɧɵ ɢ ɧɚɫɬɪɨɟɧɵ ȼɆ, ɤɨɬɨɪɵɟ ɜɵɩɨɥɧɹɸɬ ɮɭɧɤɰɢɢ 

ɤɨɦɦɭɬɚɬɨɪɚ ɞɨɫɬɭɩɚ access-x1-1 ɢ ɩɨɞɤɥɸɱɟɧɧɵɯ ɤ ɧɟɦɭ ip-ɬɟɥɟɮɨɧɨɜ client-

1 ɢ client-2. 

ɑɬɨɛɵ ɡɚɩɭɫɬɢɬɶ ɪɚɡɪɚɛɨɬɚɧɧɵɣ ɩɪɨɬɨɤɨɥ ɧɚ ɤɨɧɤɪɟɬɧɨɣ ȼɆ 

ɧɟɨɛɯɨɞɢɦɨ ɚɜɬɨɪɢɡɨɜɚɬɶɫɹ ɧɚ ɫɬɟɧɞɟ ɩɨɞ ɟɟ ɢɦɟɧɟɦ. Ⱦɥɹ ɩɪɢɦɟɪɚ ɡɚɩɭɫɬɢɦ 

ɩɪɨɬɨɤɨɥ ɧɚ ɤɨɦɦɭɬɚɬɨɪɟ ɞɨɫɬɭɩɚ access-x1-1. 

 

Ɋɢɫɭɧɨɤ 12. Ⱥɜɬɨɪɢɡɚɰɢɹ ɧɚ ɤɨɦɦɭɬɚɬɨɪɟ access-x1-1 
 

ɉɨɫɥɟ ɚɜɬɨɪɢɡɚɰɢɢ ɜɢɞɢɦ ɩɪɢɜɟɬɫɬɜɟɧɧɨɟ ɫɨɨɛɳɟɧɢɟ ɫ ɫɢɫɬɟɦɧɨɣ 

ɢɧɮɨɪɦɚɰɢɟɣ ȼɆ (ɫɦ. ɪɢɫɭɧɨɤ 13). 

 

 

Ɋɢɫɭɧɨɤ 13. ɉɪɢɜɟɬɫɬɜɟɧɧɨɟ ɫɨɨɛɳɟɧɢɟ ȼɆ access-x1-1 
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ɉɨɫɥɟ ɷɬɨɝɨ ɚɜɬɨɦɚɬɢɱɟɫɤɢ ɡɚɩɭɫɤɚɟɬɫɹ ɫɤɪɢɩɬ access-x1-1.sh, ɤɨɬɨɪɵɣ 

ɞɥɹ netns ɫ ɢɦɟɧɟɦ access-x1-1 ɡɚɩɭɫɤɚɟɬ ɫɤɪɢɩɬ switch.py ɫ ɩɚɪɚɦɟɬɪɨɦ access. 

 

 

Ɋɢɫɭɧɨɤ 14. ȼɵɜɨɞ ɫɤɪɢɩɬɚ access-x1-1.sh 

 

ɉɚɪɚɦɟɬɪ access ɜɵɞɚɟɬɫɹ ɬɨɥɶɤɨ ɬɟɦ ȼɆ, ɤ ɤɨɬɨɪɵɦ ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ 

ɩɨɞɤɥɸɱɟɧɵ ɤɥɢɟɧɬɵ. ȼ ɫɤɪɢɩɬɟ switch.py ɧɚɯɨɞɢɬɫɹ ɢɫɯɨɞɧɵɣ ɤɨɞ 

ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɩɪɨɬɨɤɨɥɚ, ɧɚɩɢɫɚɧɧɵɣ ɧɚ ɜɵɫɨɤɨɭɪɨɜɧɟɜɨɦ ɹɡɵɤɟ 

ɩɪɨɝɪɚɦɦɢɪɨɜɚɧɢɹ Python ɜɟɪɫɢɢ 2.7. ɉɨɫɥɟ ɡɚɩɭɫɤɚ ɞɚɧɧɨɝɨ ɫɤɪɢɩɬɚ 

ɧɚɱɢɧɚɟɬ ɪɚɛɨɬɭ ɩɪɨɬɨɤɨɥ. 

Ⱥɧɚɥɨɝɢɱɧɨ ɩɪɨɢɫɯɨɞɢɬ ɡɚɩɭɫɤ ɞɥɹ ɨɫɬɚɥɶɧɵɯ ȼɆ ɢɡ ɫɬɟɧɞɚ ɞɥɹ 

ɬɟɫɬɢɪɨɜɚɧɢɹ. 

 

 3.3 Ɋɟɡɭɥɶɬɚɬɵ ɬɟɫɬɢɪɨɜɚɧɢя ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɩɪɨɬɨɤɨɥɚ 

 

ɉɪɢ ɬɟɫɬɢɪɨɜɚɧɢɢ ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɩɪɨɬɨɤɨɥɚ ɧɚ ɫɨɨɬɜɟɬɫɬɜɢɟ 

ɡɚɹɜɥɟɧɧɵɯ ɮɭɧɤɰɢɣ ɢɫɩɨɥɶɡɨɜɚɥɢɫɶ ɭɬɢɥɢɬɵ ping ɢ tcpdump. 

ɍɬɢɥɢɬɚ ping ɝɟɧɟɪɢɪɭɟɬ ICMP ɩɚɤɟɬɵ, ɤɨɬɨɪɵɟ ɩɨɡɜɨɥɹɸɬ ɭɡɧɚɬɶ ɨ 

ɞɨɫɬɭɩɧɨɫɬɢ ɬɨɝɨ ɢɥɢ ɢɧɨɝɨ ɯɨɫɬɚ ɜ ɫɟɬɢ. 

ɍɬɢɥɢɬɚ tcpdump — ɷɬɨ ɚɧɚɥɢɡɚɬɨɪ, ɤɨɬɨɪɵɣ ɩɟɪɟɯɜɚɬɵɜɚɟɬ ɫɟɬɟɜɨɣ 

ɬɪɚɮɢɤ, ɩɪɨɯɨɞɹɳɢɣ ɱɟɪɟɡ ɭɫɬɪɨɣɫɬɜɨ, ɧɚ ɤɨɬɨɪɨɦ ɡɚɩɭɳɟɧɚ ɭɬɢɥɢɬɚ. 

ɇɚ ɜɢɪɬɭɚɥɶɧɨɦ ɫɬɟɧɞɟ ɛɵɥɨ ɩɪɨɜɟɞɟɧɨ ɬɟɫɬɢɪɨɜɚɧɢɟ ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ 

ɩɪɨɬɨɤɨɥɚ, ɤɨɬɨɪɨɟ ɩɨɤɚɡɚɥɨ ɫɥɟɞɭɸɳɢɟ ɪɟɡɭɥɶɬɚɬɵ. ɇɚ ɪɢɫɭɧɤɟ 15 

ɢɡɨɛɪɚɠɟɧɚ ɬɨɩɨɥɨɝɢɹ ɫ ɪɚɛɨɬɚɸɳɢɦɢ ɧɚ ɜɪɟɦɹ ɬɟɫɬɢɪɨɜɚɧɢɹ ɭɫɬɪɨɣɫɬɜɚɦɢ. 
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Ɋɢɫɭɧɨɤ 15. Ɍɨɩɨɥɨɝɢɹ ɫɟɬɢ ɧɚ ɬɟɫɬɨɜɨɦ ɫɬɟɧɞɟ 

 

ɉɪɢ ɡɚɩɭɫɤɟ ɭɬɢɥɢɬɵ ping ɫ ɭɤɚɡɚɧɢɟɦ ɤɨɥɢɱɟɫɬɜɚ ɨɬɩɪɚɜɥɟɧɧɵɯ ɩɚɤɟɬɨɜ ɜ 1000 ɲɬ. ɫ client-1 ɧɚ client-4, ɫ client-2 

ɧɚ client-3, ɫ client-3 ɧɚ client-1, ɫ client-4 ɧɚ client-2 ɨɞɧɨɜɪɟɦɟɧɧɨ ɛɵɥɢ ɩɨɥɭɱɟɧɵ ɫɥɟɞɭɸɳɢɟ ɪɟɡɭɥɶɬɚɬɵ (ɫɦ. ɪɢɫɭɧɨɤ 

16): 

 ɨɬɜɟɬ ɧɚ ping ɛɵɥ ɩɨɥɭɱɟɧ ɨɬ ɜɫɟɯ ɤɨɧɟɱɧɵɯ ɯɨɫɬɨɜ; 

 ɡɚɞɜɨɟɧɢɹ ɢ ɩɨɬɟɪɢ ɩɚɤɟɬɨɜ ɧɟ ɧɚɛɥɸɞɚɥɢɫɶ; 

 ɯɨɫɬɵ-ɤɨɦɦɭɬɚɬɨɪɵ ɨɬɪɚɛɨɬɚɥɢ ɚɥɝɨɪɢɬɦ ɩɪɨɬɨɤɨɥɚ ɛɟɡ ɨɲɢɛɨɤ ɢ ɤɨɪɪɟɤɬɧɨ ɡɚɩɨɥɧɢɥɢ ɬɚɛɥɢɰɵ ɦɚɪɲɪɭɬɢɡɚɰɢɢ.
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Ɋɢɫɭɧɨɤ 16. Ɋɟɡɭɥɶɬɚɬɵ ɜɵɩɨɥɧɟɧɢɹ ɤɨɦɚɧɞɵ ping ɦɟɠɞɭ ɤɥɢɟɧɬɚɦɢ  
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ɇɚ ɪɢɫɭɧɤɟ 17 ɩɪɟɞɫɬɚɜɥɟɧɚ ɢɧɮɨɪɦɚɰɢɹ ɫ client-1 ɢ ɜɫɟɯ ɤɨɦɦɭɬɚɬɨɪɨɜ ɩɪɢ ɜɵɩɨɥɧɟɧɢɢ ɤɨɦɚɧɞɵ ping c client-1 ɧɚ 

client-4. 

 

Ɋɢɫɭɧɨɤ 17. ɂɧɮɨɪɦɚɰɢɹ ɫ ɤɨɦɦɭɬɚɬɨɪɨɜ ɩɪɢ ɜɵɩɨɥɧɟɧɢɢ ɤɨɦɚɧɞɵ ping ɦɟɠɞɭ client-1 ɢ client-4 
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C ɩɨɦɨɳɶɸ ɢɧɮɨɪɦɚɰɢɢ ɫ ɪɢɫɭɧɤɚ 17 ɦɨɠɧɨ ɩɪɨɫɥɟɞɢɬɶ ɩɨɥɭɱɟɧɧɵɣ 

ɩɪɢ ɪɚɛɨɬɟ ɩɪɨɬɨɤɨɥɚ ɦɚɪɲɪɭɬ ɞɥɹ ɤɥɢɟɧɬɨɜ client-1 ɢ client-4: client-1 ↔ 

access-x1-1 ↔ distribution ↔ access-x2-1 ↔ access-x2-2 ↔ client-4. 

ɉɨɥɭɱɟɧɧɵɣ ɪɟɡɭɥɶɬɚɬ ɩɨɡɜɨɥɹɟɬ ɫɞɟɥɚɬɶ ɜɵɜɨɞ, ɱɬɨ ɚɥɝɨɪɢɬɦ 

ɩɪɨɬɨɤɨɥɚ ɪɚɛɨɬɚɟɬ ɩɪɚɜɢɥɶɧɨ ɢ ɜɵɫɬɪɚɢɜɚɟɬ ɧɚɢɛɨɥɟɟ ɨɩɬɢɦɚɥɶɧɵɣ ɦɚɪɲɪɭɬ 

ɞɥɹ ɬɪɚɮɢɤɚ. 

ɇɚ ɪɢɫɭɧɤɟ 18 ɢɡɨɛɪɚɠɟɧɵ ɫɨɨɛɳɟɧɢɹ Update ɫ ɤɨɦɦɭɬɚɬɨɪɨɜ access-x1-

1 ɢ access-x2-2, ɤ ɤɨɬɨɪɵɦ ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ ɩɨɞɤɥɸɱɟɧɵ ɤɥɢɟɧɬɵ client-1 ɢ 

client-4 ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ. ȼɢɞɧɨ, ɱɬɨ ɪɚɡɪɚɛɨɬɚɧɧɵɣ ɩɪɨɬɨɤɨɥ ɨɫɭɳɟɫɬɜɥɹɟɬ 

ɩɟɪɟɞɚɱɭ ɧɚɫɬɪɨɟɤ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ, ɜɜɟɞёɧɧɵɯ ɜɪɭɱɧɭɸ 

ɚɞɦɢɧɢɫɬɪɚɬɨɪɨɦ ɫɟɬɢ, ɩɨ ɦɚɪɲɪɭɬɭ ɫɥɟɞɨɜɚɧɢɹ ɬɪɚɮɢɤɚ ɦɟɠɞɭ 

ɤɨɦɦɭɬɚɬɨɪɚɦɢ access-x1-1 ɢ access-x2-2. ɋɥɟɞɨɜɚɬɟɥɶɧɨ, ɪɚɡɪɚɛɨɬɚɧɧɵɣ 

ɩɪɨɬɨɤɨɥ ɜɵɩɨɥɧɹɟɬ ɡɚɹɜɥɟɧɧɭɸ ɮɭɧɤɰɢɸ. 

 

,  

Ɋɢɫɭɧɨɤ 18. ɋɨɨɛɳɟɧɢɹ Update ɫ ɧɚɫɬɪɨɣɤɚɦɢ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ 

 

Ⱦɥɹ ɞɨɩɨɥɧɢɬɟɥɶɧɨɣ ɩɪɨɜɟɪɤɢ ɛɵɥ ɫɧɹɬ ɞɚɦɩ ɫ ɩɨɦɨɳɶɸ ɭɬɢɥɢɬɵ 

tcpdump ɧɚ ɜɢɪɬɭɚɥɶɧɨɦ ɤɚɧɚɥɟ ɦɟɠɞɭ access-x1-1 ɢ access-x1-2 ɩɪɢ 

ɜɤɥɸɱɟɧɧɨɦ client-1 (ɫɦ. ɪɢɫɭɧɨɤ 19).
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Ɋɢɫɭɧɨɤ 19. Ⱦɚɦɩ ɧɚ ɤɚɧɚɥɟ ɦɟɠɞɭ access-x1-1 ɢ access-x1-2 
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ɋ ɩɨɦɨɳɶɸ ɢɧɮɨɪɦɚɰɢɢ, ɢɡɨɛɪɚɠɟɧɧɨɣ ɧɚ ɪɢɫɭɧɤɟ 19, ɦɨɠɧɨ 

ɩɪɨɫɥɟɞɢɬɶ ɡɚ ɪɚɛɨɬɨɣ ɩɪɨɬɨɤɨɥɚ. ɋɧɚɱɚɥɚ ɩɪɨɢɫɯɨɞɢɬ ɩɨɢɫɤ ɫɨɫɟɞɟɣ, 

ɪɚɫɫɵɥɤɚ ɫɨɨɛɳɟɧɢɣ Hello — ɤɚɞɪɵ № 1 ɢ 2. Ɂɚɬɟɦ ɩɨɫɥɟ ɭɫɬɚɧɨɜɥɟɧɢɹ 

ɫɨɫɟɞɫɤɢɯ ɨɬɧɨɲɟɧɢɣ ɤɨɦɦɭɬɚɬɨɪɵ ɨɛɦɟɧɢɜɚɸɬɫɹ ɫɨɨɛɳɟɧɢɹɦɢ Update — 

ɤɚɞɪɵ № 5 ɢ 7. ɇɚ ɤɚɞɪɚɯ № 8 ɢ 9 client-1 ɨɬɩɪɚɜɥɹɟɬ ɲɢɪɨɤɨɜɟɳɚɬɟɥɶɧɵɣ 

ɡɚɩɪɨɫ ɞɥɹ ɩɨɫɬɪɨɟɧɢɹ ARP-ɬɚɛɥɢɰɵ. ɇɚ ɤɚɞɪɚɯ № 19 ɢ 20 ɩɪɨɢɫɯɨɞɢɬ 

ɩɟɪɟɞɚɱɚ ɩɨɥɟɡɧɵɯ ɞɚɧɧɵɯ ɨɬ client-1. 

ȼ ɪɟɡɭɥɶɬɚɬɟ ɩɪɨɜɟɞɟɧɧɨɝɨ ɬɟɫɬɢɪɨɜɚɧɢɹ ɛɵɥɢ ɩɨɥɭɱɟɧɵ ɪɟɡɭɥɶɬɚɬɵ, 

ɛɥɚɝɨɞɚɪɹ ɤɨɬɨɪɵɦ, ɦɨɠɧɨ ɫɞɟɥɚɬɶ ɜɵɜɨɞ, ɱɬɨ ɪɚɡɪɚɛɨɬɚɧɧɵɣ ɩɪɨɬɨɤɨɥ 

ɜɵɩɨɥɧɹɟɬ ɡɚɹɜɥɟɧɧɵɟ ɮɭɧɤɰɢɢ, ɚ ɢɦɟɧɧɨ ɩɨɡɜɨɥɹɟɬ ɧɚ ɭɪɨɜɧɟ ɤɨɦɦɭɬɚɰɢɢ 

ɢɫɩɨɥɶɡɨɜɚɬɶ ɜɫɟ ɞɨɫɬɭɩɧɵɟ ɤɚɧɚɥɵ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ, ɛɟɡ ɪɢɫɤɚ ɜɵɯɨɞɚ ɢɡ 

ɫɬɪɨɹ ɫɟɬɢ, ɚ ɬɚɤɠɟ ɩɪɨɢɡɜɨɞɢɬ ɪɚɫɫɵɥɤɭ ɫɥɭɠɟɛɧɵɯ ɫɨɨɛɳɟɧɢɣ. ɋ ɩɨɦɨɳɶɸ 

ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɩɪɨɬɨɤɨɥɚ ɭɞɚɥɨɫɶ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɬɶ ɩɟɪɟɞɚɱɭ ɧɚɫɬɪɨɟɤ 

ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ ɩɨ ɜɫɟɦɭ ɦɚɪɲɪɭɬɭ ɞɜɢɠɟɧɢɹ ɬɪɚɮɢɤɚ ɨɬ ɨɬɩɪɚɜɢɬɟɥɹ 

ɤ ɩɨɥɭɱɚɬɟɥɸ. 
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ɁАɄɅɘɑȿɇɂȿ 

 

ȼ ɯɨɞɟ ɜɵɩɨɥɧɟɧɢɹ ɪɚɛɨɬɵ ɛɵɥɨ ɩɪɨɜɟɞɟɧɨ ɢɫɫɥɟɞɨɜɚɧɢɟ 

ɫɭɳɟɫɬɜɭɸɳɢɯ ɦɟɬɨɞɨɜ ɢ ɦɨɞɟɥɟɣ ɭɩɪɚɜɥɟɧɢɹ ɤɚɱɟɫɬɜɨɦ ɨɛɫɥɭɠɢɜɚɧɢɹ. 

ɂɧɮɨɪɦɚɰɢɹ ɨ ɧɢɯ, ɜɤɥɸɱɚɹ ɞɨɫɬɨɢɧɫɬɜɚ ɢ ɧɟɞɨɫɬɚɬɤɢ, ɫɨɞɟɪɠɢɬɫɹ ɜ ɨɛɡɨɪɟ 

ɩɪɟɞɦɟɬɧɨɣ ɨɛɥɚɫɬɢ (ɝɥɚɜɚ 1). ɇɚ ɨɫɧɨɜɟ ɞɚɧɧɨɣ ɢɧɮɨɪɦɚɰɢɢ ɛɵɥɨ ɩɪɢɧɹɬɨ 

ɪɟɲɟɧɢɟ ɨ ɪɚɡɪɚɛɨɬɤɟ ɧɨɜɨɝɨ ɩɪɨɬɨɤɨɥɚ, ɤɨɬɨɪɵɣ ɩɨɡɜɨɥɹɟɬ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɬɶ 

ɧɚɫɬɪɨɣɤɭ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ ɛɟɡ ɜɧɟɞɪɟɧɢɹ SDN ɢ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɯ 

ɫɢɫɬɟɦ, ɩɪɟɞɫɬɚɜɥɟɧɧɵɯ ɧɚ ɪɵɧɤɟ. 

Ⱦɥɹ ɪɟɚɥɢɡɚɰɢɢ ɡɚɹɜɥɟɧɧɵɯ ɮɭɧɤɰɢɣ ɧɨɜɨɝɨ ɩɪɨɬɨɤɨɥɚ, ɛɵɥ ɪɚɡɪɚɛɨɬɚɧ 

ɚɥɝɨɪɢɬɦ ɢ ɧɚɩɢɫɚɧ ɤɨɞ ɧɚ ɜɵɫɨɤɨɭɪɨɜɧɟɜɨɦ ɹɡɵɤɟ ɩɪɨɝɪɚɦɦɢɪɨɜɚɧɢɹ Python. 

ɋɨɡɞɚɧɧɵɣ ɫɤɪɢɩɬ ɛɵɥ ɡɚɩɭɳɟɧ ɧɚ ɫɬɟɧɞɟ ɢɡ ɜɢɪɬɭɚɥɶɧɵɯ ɦɚɲɢɧ, 

ɪɚɛɨɬɚɸɳɢɯ ɧɚ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɟ GNU/Linux Ubuntu. Ⱦɟɜɹɬɶ 

ɜɢɪɬɭɚɥɶɧɵɯ ɦɚɲɢɧ ɜɵɩɨɥɧɹɥɢ ɮɭɧɤɰɢɢ ɤɨɦɦɭɬɚɬɨɪɨɜ, ɚ ɱɟɬɵɪɟ — ɤɨɧɟɱɧɵɯ 

ɭɫɬɪɨɣɫɬɜ. ɉɨ ɪɟɡɭɥɶɬɚɬɚɦ ɩɪɨɜɟɞɟɧɧɵɯ ɬɟɫɬɨɜ ɛɵɥɨ ɭɫɬɚɧɨɜɥɟɧɨ, ɱɬɨ 

ɪɚɡɪɚɛɨɬɚɧɧɵɣ ɩɪɨɬɨɤɨɥ ɜɵɩɨɥɧɹɟɬ ɡɚɹɜɥɟɧɧɵɟ ɮɭɧɤɰɢɢ ɢ ɩɨɡɜɨɥɹɟɬ 

ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɬɶ ɧɚɫɬɪɨɣɤɭ ɤɚɱɟɫɬɜɚ ɨɛɫɥɭɠɢɜɚɧɢɹ ɩɨ ɜɫɟɦɭ ɦɚɪɲɪɭɬɭ 

ɞɜɢɠɟɧɢɹ ɬɪɚɮɢɤɚ. 

ȼɫɟ ɩɨɫɬɚɜɥɟɧɧɵɟ ɡɚɞɚɱɢ ɜɵɩɨɥɧɟɧɵ. ɐɟɥɶ ɪɚɛɨɬɵ ɞɨɫɬɢɝɧɭɬɚ. 
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ɋɉɂɋɈɄ ɋɈɄɊАЩȿɇɂɃ 

ACL — Access Control List 

API — Application Programming Interface 

DiffServ — Differentiated services 

DIP — Destination Internet Protocol 

FSM — Finite-State Machine 

GNU — GNU’s Not UNIX 

ICMP — Internet Control Message Protocol 

ID — Identifier 

IntServ — Integrated services 

IOS — Internetwork Operating System 

IP — Internet Protocol 

MAC — Media Access Control 

Netns — Network namespaces 

QoS — Quality of Service 

RFC — Request for Comments 

RTT — Round Trip Time 

SDN — Software-Defined Networking 

SIP — Source Internet Protocol 

TCP — Transmission Control Protocol 

ToS — Type of Service 

UDP — User Datagram Protocol 

VLAN — Virtual Local Area Network 

VoIP — Voice over IP 

ȼɄɊ — ȼɵɩɭɫɤɧɚɹ ɤɜɚɥɢɮɢɤɚɰɢɨɧɧɚɹ ɪɚɛɨɬɚ 

ȼɆ — ȼɢɪɬɭɚɥɶɧɚɹ ɦɚɲɢɧɚ 

Ɉɋ — Ɉɩɟɪɚɰɢɨɧɧɚɹ ɫɢɫɬɟɦɚ 

ɉɈ — ɉɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ 

ɗȼɆ — ɗɥɟɤɬɪɨɧɧɨ-ɜɵɱɢɫɥɢɬɟɥɶɧɚɹ ɦɚɲɢɧɚ  
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ɉɊɂɅɈɀȿɇɂȿ А 

Ʌɢɫɬɢɧɝ ɤɨɞɚ ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɩɪɨɬɨɤɨɥɚ 

 

# Import 

from socket import * 

import struct 

import thread 

import binascii 

import os 

import time 

import sys 

import re 

from pprint import pprint 

# Enumerate network interfaces 

interfaces = os.popen("ip a | egrep -o '(te|ge)[0-9-

]+'").read().split("\n") 

interfaces.pop() 

# Is it an access switch? 

access = len(sys.argv) > 1 and sys.argv[1] == "access" 

# Create ports 

ports = [None] * len(interfaces) 

for i in range(0, len(interfaces)): 

    ports[i] = socket(AF_PACKET, SOCK_RAW, htons(3)) 

    ports[i].bind((interfaces[i], 0)) 

print "Switching on " + " ".join(interfaces) 

# tag format 

tag = "\x89\x99\0\x0a" 

# tag='\x89\x99\0\0' 
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ɉɪɨɞɨɥɠɟɧɢɟ ɩɪɢɥɨɠɟɧɢɹ Ⱥ 

 

# message types 

message_type = { 

        "hello": 1, 

        "update": 2, 

    } 

# mac addresses 

broadcast='\xff\xff\xff\xff\xff\xff' 

multicast = "\x01\x80\xc2\x00\x00\x60" 

# config for quality of service policy 

config_qos_policy = """ 

set qos enable 

set qos policer aggregate udp_{rate}kbps rate {rate} 

burst {burst} drop 

set qos acl ip udp_qos_vid{vlan_id} dscp 0 aggregate 

udp_{rate}kbps udp any any eq 5060 

commit qos acl all 

set port qos {interface} vlan-based 

set qos acl map udp_qos_vid{vlan_id} {vlan_id} 

""" 

# mac address table 

mac_address_table = {} 

def total_bytes(frame): 

    return int(frame.encode("hex"), 16) 

def list_mac(frame): 

    return ( 

        binascii.hexlify(frame[0]) 

        + ":" 
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        + binascii.hexlify(frame[1]) 

        + ":" 

        + binascii.hexlify(frame[2]) 

        + ":" 

        + binascii.hexlify(frame[3]) 

        + ":" 

        + binascii.hexlify(frame[4]) 

        + ":" 

        + binascii.hexlify(frame[5]) 

    ) 

def list_mac_address_table(): 

    for mac, data in mac_address_table.items(): 

        print "-----------------------------------------

---------------------" 

        node = list_mac(mac) 

        for inf in data: 

            node = ( 

                node 

                + " | " 

                + str(inf[0].getsockname()[0]) 

                + " |  " 

                + str(inf[1]) 

                + "  | " 

                + str(inf[2]) 

                + "\n" 

                + "                 " 

            ) 

        print (node)  
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######################################## 

# Determine where frame to be switched # 

######################################## 

def switch_frame(frame, socket_in): 

    ports_out = list() 

    if access and len(socket_in.getsockname()[0]) == 3:  

# edge port ? 

        mac_address_table[frame[6:12]] = [[socket_in, 

30, 0]] 

    else: 

        ether_type = frame[12:14] # get ether type from 

frame 

        msg_type = int(frame[14:15].encode("hex"), 16)  # 

get message type from frame 

        metric = int(frame[15:16].encode("hex"), 16)  # 

get metric from tag 

        if msg_type == message_type["hello"]: 

            print("HELLO:  " + str(msg_type)) 

            send_update_frame(socket_in, frame) 

        elif msg_type == message_type["update"]: 

            print("UPDATE: " + str(msg_type)) 

            interface, vlan_id, rate, burst = 

socket_in.getsockname()[0], 10, 50, 13 

            config = generate_config(config_qos_policy, 

interface, vlan_id, rate, burst) 

            print(config) 
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        if mac_address_table.get(frame[6:12], "null") == 

"null":  # Check MAC unknown or not 

            # print 'MAC '+list_mac(frame[6:12])+' 

unknown and learned' # Unknown 

            mac_address_table[frame[6:12]] = 

[[socket_in, 30, metric]] 

        else:  # 

            data = mac_address_table.get(frame[6:12]) 

            # print data[0].getsockname()[0]+' 

'+socket_in.getsockname()[0] 

            index = [i for i, (inf, _, _) in 

enumerate(data) if inf == socket_in] 

            if index:  # learn shorter route check socket 

equals 

                # print (index[0]) 

                # print (data[index[0]][2]) 

                if metric == data[index[0]][2]: 

                    data[index[0]] = [socket_in, 30, 

metric] 

                    mac_address_table[frame[6:12]] = 

data 

                    # list_mac(frame[6:12]) 

                    # list_mac(data[0]) 

                    if int(frame[0].encode("hex"), 16) % 

2 and socket_in != data[0][0]: 

                        return list() 
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                    # print 'MAC learned. Metric in frame 

'+str(metric)+'= metric in table '+str(data[2])+'. And ports 

equals.' 

                elif metric > data[index[0]][2]: 

                    # print 'MAC not learned. Metric in 

frame '+str(metric)+'> metric in table '+str(data[2])+'. And 

ports equals.' 

                    return list() 

                else: 

                    # print 'MAC learned. Metric in frame 

'+str(metric)+'< metric in table '+str(data[2])+'. And ports 

equals.' 

                    # data=[[socket_in,30,metric]] 

                    mac_address_table[frame[6:12]] = 

[[socket_in, 30, metric]] 

            else:  # ports not equals 

                if [i for i, (_, _, cost) in 

enumerate(data) if cost == metric]: 

                    # print 'MAC not learned. Metric in 

frame '+str(metric)+'= metric in table '+str(data[2])+'. And 

ports not equals.' 

                    data.append([socket_in, 30, metric]) 

                    mac_address_table[frame[6:12]] = 

data 

                # return list() 

                elif [i for i, (_, _, cost) in 

enumerate(data) if cost < metric]:   
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                    return list() 

                else: 

                    # print 'MAC learned. Metric in frame 

'+str(metric)+'>= metric in table '+str(data[2])+'. And ports 

not equals. 

                    mac_address_table[frame[6:12]] = 

[[socket_in, 30, metric]] 

    if int(frame[0].encode("hex"), 16) % 2 or 

mac_address_table.get(frame[0:6], "null") == "null": 

        for socket in ports: 

            if socket != socket_in: 

                ports_out.append(socket) 

    else: 

        path_count = 

len(mac_address_table.get(frame[0:6])) 

        print "Path count " + str(path_count) 

        hash = ( 

            total_bytes(frame[30:34]) + 

total_bytes(frame[34:38]) + total_bytes(frame[27]) 

        ) # 

+total_bytes(frame[42:46])+total_bytes(frame[46:50]) 

        # hash = total_bytes(frame[6:12]) 

        print (hash) 

        path = hash % path_count 

        print (path) 

ports_out.append(mac_address_table.get(frame[0:6])[path]

[0])   
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    return ports_out 

######################################## 

# Main switch function 

def switch(socket_in, interface): 

    while 1: 

        # receive frame 

        frame = socket_in.recv(9014) 

        # print 'Received frame on 

'+socket_in.getsockname()[0]+' from 

'+binascii.hexlify(frame[6])+':'+binascii.hexlify(frame[7])+

':'+binascii.hexlify(frame[8])+':'+binascii.hexlify(frame[9]

)+':'+binascii.hexlify(frame[10])+':'+binascii.hexlify(frame

[11])+' to 

'+binascii.hexlify(frame[0])+':'+binascii.hexlify(frame[1])+

':'+binascii.hexlify(frame[2])+':'+binascii.hexlify(frame[3]

)+':'+binascii.hexlify(frame[4])+':'+binascii.hexlify(frame[

5])+' ethertype 0x'+binascii.hexlify(frame[12:14]) 

        # print 'Received frame on 

'+socket_in.getsockname()[0]+' from '+list_mac(frame[6:12])+' 

to '+list_mac(frame[0:6])+' ethtype 

'+binascii.hexlify(frame[12:14]) 

        # determine where to send 

        ports_out = switch_frame(frame, socket_in) 

        # send frame copies 

        if len(ports_out) == 0: 

            print "  dropped" 

        else:   
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            for socket_out in ports_out: 

                ether_type = frame[12:14] 

                # if out socket NOT EDGE tag and to switch 

from switch add tag 

                if (not access) or 

len(socket_out.getsockname()[0]) != 3: 

                    # if frame without tag 

                    if ether_type != tag[0:2]: 

                        # if out_port backupX0Y 

                        if 

len(socket_out.getsockname()[0]) == 9: 

                            new_metric_bytes = 

struct.pack("h", 50)  # Add metric 50 

                            frame2 = ( 

                                frame[0:12] 

                                + tag[0:2] 

                                + new_metric_bytes[1] 

                                + new_metric_bytes[0] 

                                + frame[12 : len(frame)] 

                            ) 

                        # if out_port ethXY 

                        else: 

                            new_metric_bytes = 

struct.pack('h',10) # Add metric 10 

                            

frame2=frame[0:12]+tag[0:2]+new_metric_bytes[1]+new_metric_b

ytes[0]+frame[12:len(frame)]   
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                    # if frame with tag 

                    else: 

                        # if out_port backupX0Y 

                        if 

len(socket_out.getsockname()[0]) == 9: 

                            new_metric = 

int(frame[15:16].encode("hex"), 16) + 50  # Add metric 50 

                            new_metric_bytes = 

struct.pack("h", new_metric) 

                            frame2 = ( 

                                frame[0:14] 

                                + new_metric_bytes[1] 

                                + new_metric_bytes[0] 

                                + frame[16 : len(frame)] 

                            ) 

                        # if out_port ethXY 

                        else: 

                            new_metric = 

int(frame[15:16].encode("hex"), 16) + 10  # Add metric 10 

                            new_metric_bytes = 

struct.pack("h", new_metric) 

                            frame2 = ( 

                                frame[0:14] 

                                + new_metric_bytes[1] 

                                + new_metric_bytes[0] 

                                + frame[16 : len(frame)] 

                            )   
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                # if frame with tag for PC/Other 

                else: 

                    if ( 

                        access 

                        and 

len(socket_out.getsockname()[0]) == 3 

                        and ether_type == tag[0:2] 

                    ): 

                        # remove tag 

                        frame2 = frame[0:12] + frame[16 

: len(frame)] 

                    else: 

                        # do not alter tags 

                        frame2 = frame 

                # print ' sent to 

'+socket_out.getsockname()[0] 

                socket_out.send(frame2) 

# send frame with message update 

def send_update_frame(socket, frame): 

    update_frame = frame[0:14] + struct.pack("B", 

message_type["update"]) + "\x00\x00" 

    socket.send(update_frame) 

# generate config 

def generate_config(config, interface, vlan_id, rate, 

burst): 

    config = config.replace("{interface}", interface) 

    config = config.replace("{vlan_id}", str(vlan_id))  
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    config = config.replace("{rate}", str(rate)) 

    config = config.replace("{burst}", str(burst)) 

    return config 

# get mac 

def get_mac(interface): 

    interface_info = os.popen("ip a s dev %s" % 

interface).read() 

    match = re.findall( 

        r"ether ((?:[0-9a-fA-F]:?){12}) brd", 

interface_info, re.IGNORECASE | re.MULTILINE 

    ) 

    mac = binascii.unhexlify(match[0].replace(":", "")) 

    return mac 

# Neighbors discovery 

def neighbors(socket, interface): 

    while 1: 

        print ("searching for neighbors on " + interface) 

        # constructing hello frame 

        # hello_frame=broadcast+...+tag+'\x00\x00' 

        mac_source = get_mac(interface) 

        hello_frame = multicast + mac_source + tag[0:2] 

+ struct.pack("B", message_type["hello"]) + "\x00\x00" 

        # sending hello 

        socket.send(hello_frame) 

        # receiving hellos 

        time.sleep(10)   
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# Start main switch function in separate threads 

for i in range(0, len(interfaces)): 

    thread.start_new_thread(switch, (ports[i], "")) 

# Start control plane threads 

for i in range(0, len(interfaces)): 

    if interfaces[i] in ["ge25", "ge26"] or 

interfaces[i].startswith("te"):  # if core or edge port 

        thread.start_new_thread(neighbors, (ports[i], 

interfaces[i])) 

# Main thread will do nothing 

while 1: 

    time.sleep(1) 

    # list_mac_address_table() 

    # mac timeout 

    print "|       MAC       |" + "  port  |" + "  age  |  

metric  |" 

    list_mac_address_table() 

    for mac, data in mac_address_table.items(): 

        for inf in data: 

            inf[1] = inf[1] - 1 

            if inf[1] == 0: 

                data.remove(inf) 

        if len(data) == 0: 

            del mac_address_table[mac] 
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