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Abstract. The paper describes one of the approaches to solving the problem of ensuring the 

reliability of automated manufacturing system of hazardous chemical plants using various 

hazardous chemicals in the production processes. Exposure to these substances can be harmful 

to personnel and infrastructure. Our goal is to create an automated manufacturing system that 

ensures not only fault-free operation, but also the safety of automated manufacturing systems of 

hazardous chemical plants. Depending on the type and specifics of the hazardous production, the 

automated manufacturing system should have a certain integral level of safety. We have 

developed a method for analyzing system reliability, taking into account many reliability 

indicators. The proposed method, considering the target probability of failure-free operation of 

the entire system and the probability of failure-free operation of the hazardous module required 

for the desired integral level of safety, determines the target probability of failure-free operation 

of all the system modules. It also provides for the inclusion of not only functional modules into 

the system, but also modules that block failures and dangerous effects. The paper considers an 

example of chemical production, however, the proposed method is applicable to a wide range of 

technological processes of hazardous industries. 

1. Introduction  

Nowadays, there is a rapid development of technical systems, in particular of the automated 

manufacturing systems (AMS). The use of such systems can significantly increase the productivity of 

technological industries and their effectiveness. Besides, the degree of effectiveness of automated 

systems depends on the parameters and indicators of TP ACS [1,2,3]. 

 One of the most significant factors affecting management effectiveness is reliability. Reliability is 

an indicator including many parameters. There is a whole set of principles for maintaining reliability at 

the proper level. System failure analysis is a traditional approach used to control reliability. But in 

practice, other indicators, such as safety, determine the reliability of AMS. Development of both safe 

and reliable systems is urgent. It is required by modern standards of system reliability, such as IEC 
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61508 / IEC 61511 [4,5]. 

According to this standard, system safety is assessed through the safety integrity level (SIL) [6,7]. 

For many years, technically complex and hazardous industries have been continuously used around 

the world. Technology is being improved, however, there remains a high risk of technological accidents, 

the consequence of which is serious damage to the environment. At the same time, environmental 

standards themselves are being tightened. Thus, there is a need to increase the reliability of AMS in 

order to increase the reliability of the functioning of technological processes.  

An example of technological processes that are subject to increased reliability requirements are 

chemical production processes (see figure 1).  

Hazardous chemicals are often used in such processes, which, due to equipment failure, can have 

harmful effects on personnel and infrastructure [8,1,9]. 

When calculating the reliability, the serviceability of the means that regulate and control the 

operating parameters should be taken into account. Automation tools are functionally connected with 

equipment carrying out the technological process.  

To develop safe and failure-free systems, it is necessary to analyze the relevant reliability indicators 

at various stages of development. Currently existing solutions [10] are not able to do this. Therefore, 

there is a need to create a method for analysing the reliability of AMS, taking into account a set of 

reliability indicators, such as the danger and importance of failure. In order to eliminate this drawback, 

the authors propose establishing target criteria, an increase in which will determine the reliability of the 

formed system structure. It is also necessary to ensure that the analysis of systems takes into account 

various principles of ensuring safety and reliability. 

 

  

Figure 1. Block diagram of AMS polycarbonate production site. 
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2. Technological process of hazardous production 

The control system under consideration will be AMS of the polycarbonate production process [11]. 

Polycarbonate production technology using chemical hazardous substances (CHS), in particular 

phosgene, is typical [12,13]. 

A simplified diagram of the technological section is described as follows (figure 1). An aqueous 

solution of sodium diphenolate continuously enters the reactor of the cascade of reactors. Methylene 

chloride from the tank and phosgene is also supplied here. The consumption of sodium diphenolate is 

stable. It is measured by the FE 2-1 meter and controlled by the valve (2-2). 

Phosgene consumption is also stable. Its flow rate is measured by the flow meter (FE 4-1) to measure 

gas flow. Phosgene consumption is controlled by the valve (4-2), made in a special design for the 

regulation of hazardous substances. 

The methylene chloride level in the tank is controlled by the flow meter (LT 1-1). The reaction 

mixture is stirred in a reactor by the stirrer drive (M1). The temperature in the reactor is stabilized, the 

reaction mixture is heated with hot water. The temperature of the mixture is measured by the sensor (TT 

5-1), the water flow is regulated by the valve (5-2). The level of the reaction mixture in the reactor is 

controlled by the level meter (LT 3-1). 

Measuring information from the process is transmitted to the ET200m data acquisition bus. The 

inclusion of a data bus into the ACS provides additional potential for redundancy of the upper level of 

the system. Assuming devices from a Simatic range as automation devices of a high level, we select the 

number (and type) of modules. The data acquisition and control bus ET200m is composed of an IM 

interface module, a PS power module, and I/O modules. 

Thus, the considered example is a typical one of chemically hazardous production, since it includes 

all the minimum necessary components characterizing the technological process. 

3. Solution methods 

To solve the problem of improving reliability, there are various structural methods. They are based on 

the introduction of backup elements. Such methods may include the method of full duplication, the 

method of optimized reservation, and the method of accounting for reliability indicators proposed by 

the authors [14,10]. 

3.1. Basic methods 

This article discusses the full duplication method and the optimized backup method as the basic ones. 

The first one which is the method of complete duplication, involves the inclusion of a backup element 

in each functional module. It is the least time-consuming one in terms of design costs, but at the same 

time it is ineffective in terms of reliability indicators, since it does not take into account the reliability 

indicators inherent in each of the modules of a particular system. 

The optimized backup method involves solving the problem of optimizing the reliability indicators 

of the designed AMS taking into account the reliability of all elements of the system. This task of 

optimizing redundancy is solved effectively using the method of steepest descent. 

So, a certain set of resources is allocated for the construction of a redundant system. It is required to 

determine the structure of the system that delivers the extremum of the objective function P(t) and 

ensures the successful solution of all the tasks posed to the system with probabilities not lower than the 

given constraints, while the costs should not exceed the specified boundary. 

The objective function P(t) is expressed as the product of the probabilities of failure-free operation 

of all its modules. 

𝑃(𝑡) = ∏ 𝑃𝑖(𝑡), 𝑝(𝑡) → 𝑚𝑎𝑥𝑛
𝑖−1    (1) 

where  P(t) – probability of the system failure-free operation; 

Pi(t) – probability of the i-th module failure-free operation;  

t – system uptime. 

 The limiting degree of redundancy is the reserve of resources allocated for the construction of the 
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system: 

𝐿𝑖 ≥ ∑ 𝑅𝑖,𝑗
𝑛
𝑗=1    (2) 

where  Li – reserve of the i-th resource allocated for the construction of the system; 

Ri,j – the amount of the i-th resource expended on the j-th module; 

i – number of resource types; 

j – number of modules in the system. 

 Thus, having the objective function and limitations, we proceed to the formation of the optimal 

composition of the redundant system. It should be noted that in the case of a series connection of system 

elements, the largest increment in the total reliability ensures redundancy of the most unreliable module. 

3.2. Suggested method 

Increasing system fail-free operation is done by iteratively adding a backup element to the module with 

the least likelihood of uptime. 

𝑅𝑎𝑖 =
1

𝑃𝑖(𝑡)
    (3) 

Then there is the number of the module for which this function is maximum, and a backup element 

is added to this module. Next is the next iteration. 

Function (3) will be called the direction selection function or priority function. 

The proposed method of accounting for reliability indicators will primarily differ from the previously 

considered methods by a different priority function. 

First, the AMS under consideration should be divided into subsystems that perform various functions 

and highlight the main functions among them, in order to further ensure a higher priority of redundancy 

for modules that perform these functions. 

To meet the requirements of system safety, it must be ensured that it achieves indicators that 

correspond to those specified by SIL. Such indicators are SFF and the probability of hazardous failures. 

The SFF - safe failure fraction ratio is introduced by IEC 61508/61511. It determines what proportion 

of all system failures is occupied by hazardous failures. It is selected on the basis of the safety integral 

level necessary for the system, which is determined during the formation of requirements for AMS. 

Moreover, the failure of a module operating with hazardous energies or chemicals will be considered a 

hazardous failure. 

Also, when forming requirements, the target probability of failure-free operation of the main function 

P and the system service life t are selected. 

Based on these parameters, the intensity of hazardous failures and the intensity of safe failures are 

determined: 

λ =
−ln⁡(P)

t
   (4) 

λ = λs + λd   (5) 

where  λs – safe failure rate,  

λd –dangerous failure rate: 

                                                                         ⁡λ𝑠 = λ ∙ SFF   (6) 

                                                                         ⁡λ𝑑 = λ ∙ (1 − SFF)   (7) 

 Using λs and λd target probabilities of hazardous and safe failures are found: 

                                                                         𝑃𝑓𝑑𝑡 = 1 − 𝑒−λdt   (8) 

                                                                        𝑃𝑓𝑠𝑡 = 1 − 𝑒−λst   (9) 
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 Thus we will find the target probabilities of failure-free operation of each module with safe failures: 

                                                                          𝑃𝑓𝑠𝑡 = 1 −∏ 𝑃𝑠𝑡𝑖
𝑛
𝑖=1    (10) 

                                                                         𝑃𝑠𝑡𝑖 = √1 − 𝑃𝑓𝑠𝑡
𝑛    (11) 

 And with hazardous failures: 

                                                                   𝑃𝑓𝑑𝑡 = 1 −∏ 𝑃𝑑𝑡𝑖
𝑛
𝑖=1   (12) 

                                                                  𝑃𝑑𝑡𝑖 = √1 − 𝑃𝑓𝑑𝑡
𝑛   (13) 

 Among modules with safe failures, hazard grading is not performed, thus, the coefficient for each 

safe module will be: 

                                                                          Ki = Psti                    (14) 

 Hazard grading is carried out among modules with hazardous failures. Depending on the nature of 

the hazardous exposure, C value is selected to quantify the hazard. 

Then, the Mi value is found, which is the ratio of the quantity that quantifies hazard to its critical 

value, multiplied by the probability of a hazardous failure. 

In the case of hazardous chemicals, such a value, for example, can serve as an average lethal 

concentration. 

                                                                  𝑀𝑖 =
𝐶𝑖

𝐶𝐶𝐾𝑖
∙ 𝑃𝑓𝑑𝑡𝑖  (15) 

Pfdti=1-Pdti  (16) 

where  Сi – concentration arising in the air of the working area during a hazardous failure in the i-th 

module,  

ССКi – average lethal concentration,  

Рfdti – failure probability. 

 This value is found for each functional module with a hazardous failure, and then its Mavg average 

value is determined. Then, at constant c and CCK, it is determined what Pdtib should be to achieve this 

average Мavg. 

                                                               𝑃𝑓𝑑𝑡𝑖 = 𝑀𝑎𝑣𝑔 ∙
𝐶𝐶𝐾𝑖

𝐶𝑖
  (17) 

Pdtib=1-Pfdti  (18) 

 Achievement of an equal value of Mavg by all modules ensures an equal distribution of damage across 

all modules. In case a hazardous failure occurs in the module 

Ki=Pdtib  (19) 

Kdei=1  (20) 

 If a hazardous failure occurs in the element  

Ki=Pdti  (21) 

Kdei=Pdtib  (22) 

 The operation of the algorithm is not limited only to the consideration of dangers. 

The following mechanism is proposed for switching on modules that block failures or danger, the 

so-called blocking modules (BM). There are many T types of functional modules identified during 

decomposition. Their classification is based on the substances and energies they use. Each type of 

module has its own blocking failure or danger module. 
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                                                                        𝑇𝑖 ↔ 𝐵𝑓𝑖  (23) 

                                                                        𝑇𝑖 ↔ 𝐵𝑑𝑖  (24) 

where T is the set of module types, Bf is the set of failure-blocking modules, Bd is the set of hazard-

blocking modules, i is the BM type number. 

                                                                      𝑇𝑖 = 𝑗 → Bfi = j  (25) 

where j is module type number. 

 Then, for each functional module, its type is determined and a blocking module of the corresponding 

type is assigned. 

𝑀𝑖 ↔ 𝑇𝑖 ↔ 𝐵𝑓𝑖  (26) 

𝑀𝑖 ↔ 𝑇𝑖 ↔ 𝐵𝑑𝑖  (27) 

where i is module number. 

 Each module blocking a failure has a certain set of characteristics of reliability, the consumption of 

resources for implementation, and the formula according to which the probability of failure is reduced. 

 Based on the probability of failure of the blocking module, the formula for calculating the reliability 

of each module will have the following form 

Р  = (1 – (1 – Р2) × (1 – Рb)) × Рс      (28) 

where Р is the probability of module failure-free operation after blocking; 

Р2 is probability of failure-free operation without blocking; 

Pb is probability of blocking; 

Pc is probability of blocking module failure-free operation. 

 As a result, the priority function (3) for the method of accounting for reliability indicators takes the 

following form 

 Rai = (Kdei ·Кi) / (Pi)        (29)  

 

where  i is the number of the module which priority is being calculated; 

 Ki is the priority coefficient depending on the importance and danger of the module failure; 

 Pi is the probability of the module failure; 

 Kdei is the priority coefficient depending on the danger of the module element failure. 

 Thus, the mathematical apparatus of a new method for acounting reliability indicators in redundancy 

is proposed, which allows creating a structure of AMS with high reliability, take into account the 

requirements of safety standards and the influence of risk reduction mechanisms and failure 

probabilities. 

4. Results and discussion 

This section presents the results of the implementation of the proposed method for the process 

considered in the article (figure 1). 

With a complete duplication of all the modules of AMS, a system is obtained with a probability of 

failure-free operation of the main function of 0.89, and the entire system – of 0.87. 

Using the optimized backup method without taking into account safety and blocking failures gives 

the probability of failure-free operation of the main function 0.916, and the entire system – of 0.91. 

We will show that the use of the authors’ method of accounting for reliability indicators gives the 

best results. Below is a step-by-step diagram of the method implementation and the results obtained. 

The first step in the application of the method is to choose the target probability P=0.99 and the 

service life t=5 years for the AMS considered. Based on the service life, you can get the probability of 

failure-free operation of each module, which will serve as the initial data for the calculation.  

Then, we will choose SIL for the system equal to 3. The SFF for this level will be 0.9, and the 

probability of the hazardous failure is 0.989.  
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Determining the dangers, valves for regulating the flow of sodium diphenolate and phosgene are 

detected. Their average-lethal concentrations are given in [15]. 

The next step is to partition the system into functions. 

Controlled parameters are the level of methylene chloride in tank and the level of reactants in the 

reactor. 

Adjustable parameters are phosgene consumption, sodium diphenolate consumption, and reactor 

temperature 2. 

The functions performed by the system will be the function of obtaining the reaction mixture and the 

level control function in tank 1 and reactor 2. 

Depressurization of the diphenolate valve can lead to spillage of the substance and its effects on 

personnel. Depressurization of the phosgene valve will also lead to exposure of personnel. 

To assess the danger of a given failure, it is necessary to know the value of the average lethal 

concentration of substances (ALCS) in the air in the case of phosgene and the value the average lethal 

concentration in the case of diphenolate. In the case of phosgene, ALCS is 334 mg/m3, in the case of 

diphenolate it is 427 mg/kg. The calculated probability of failure-free operation of modules with 

hazardous failures is 0.99 for a diphenolate flow control valve and 0.999 for a phosgene flow control 

valve. Having identified the dangers, it is necessary to use the mechanism for switching on the blocking 

dangers and module failures. To enable hazard-blocking modules, it is necessary to determine the type 

of modules with hazardous failures. 

Phosgene flow control module is a valve that regulates gas flow. Therefore, the module uses 

hazardous gas. To protect against gaseous сhemical hazardous substances, personal respiratory 

protection is used. Failure blocking modules are selected based on the energies used by the functional 

modules. 

Modules that use 220-volt electrical energy are powered from uninterruptible power supplies, which 

serve as blocking failure modules, as they prevent unnecessary on-off cycles and power surges. 

 

 

Figure 2.  The tree of whole AMS failure. 

 

 

Figure 3.  The tree of AMS control function failure. 
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 Iteratively calculating the priority function and adding redundant elements to the system structure, 

we will build the reliability structure of the automatic process control system presented in figures 2 and 

3 in the form of a failure tree. Table 1 shows the decoding of the failure tree nodes. 

Table 1. Designation of events presented in the failure tree. 

Event designation Explanation 

F1 Failure of the main diphenolate flow meter 

F2 Failure of diphenolate backup flow meter 

F3 Diphenolate main valve failure 

F4 Diphenolate backup valve failure 

F5 Failure of the main data acquisition bus 

F6 Failure of the backup data acquisition bus 

F7 Main controller failure 

F8 Backup controller failure 

F9 Phosgene flow meter failure 

F10 Phosgene main valve failure 

F11 Phosgene backup valve failure 

F12 Failure of the main thermal converter 

F13 Failure of the backup thermal converter 

F14 Failure of the main coolant valve 

F15 Failure of the backup coolant valve 

F16 Main drive failure 

F17 Backup drive failure 

F18 Failure of the main methylene chloride level meter 

F19 Failure of the backup methylene chloride level meter 

F20 Reaction level gauge failure 

Т1 Whole AMS failure 

Т2 Failure of AMS control function  

In the form of a logical expression, the structure of TP ACS will be presented as follows: 

𝑇1 = (𝐹1 ∨ 𝐹2)⋀(𝐹1 ∨ 𝐹2)⋀(𝐹3 ∨ 𝐹4)⋀(𝐹5 ∨ 𝐹6)⋀(𝐹7 ∨ 𝐹8)⋀𝐹9⋀(𝐹10 ∨ 𝐹11)⋀(𝐹12
∨ 𝐹13)⋀(𝐹14 ∨ 𝐹15)⋀(𝐹16 ∨ 𝐹17)⋀(𝐹18 ∨ 𝐹19)⋀𝐹20 

𝑇2 = (𝐹1 ∨ 𝐹2)⋀(𝐹1 ∨ 𝐹2)⋀(𝐹3 ∨ 𝐹4)⋀(𝐹5 ∨ 𝐹6)⋀(𝐹7 ∨ 𝐹8)⋀𝐹9⋀(𝐹10 ∨ 𝐹11)⋀(𝐹12
∨ 𝐹13)⋀(𝐹14 ∨ 𝐹15)⋀(𝐹16 ∨ 𝐹17) 

 Hazardous failure modules or phosgene and diphenolate flow control valves will have a failure 

probability sufficient to achieve the desired SIL. Their overall likelihood of uptime will also provide the 

required failure-free fraction. Comparison of the full duplication method, optimized reservation using 

the fastest descent and the authors’ method of accounting for reliability indicators gives the following 

results (table 2). 
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Table 2. Probability of system serviceability. 

Probability of 

serviceability 

Full duplication 

method 

Method of optimized 

backup 

Method of accounting 

for reliability 

indicators 

AMS for the production 

of polycarbonate 

0.87 0.91 0.94 

AMS control function 0.89 0.916 0.96 

The increment in the probability of serviceability depending on the iteration number is shown in Figures 

4 and 5. 

 

 

Figure 4.  The graph of increasing AMS serviceability. 
 

 

Figure 5. The graph of increasing AMS control function serviceability. 
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 We would like to note that the graphs start from different points in the absence of redundancy due to 

an increase in the probability of safe operation of elements due to blocking modules. The graph of the 

system failure probability built using the optimized backup method ends earlier due to the fact that 

resources when building a system using this method end earlier. 

The presented figures illustrate that the proposed method of accounting for reliability indicators 

allows increasing the reliability and safety of industrial control systems by reducing the probability of 

hazardous failures and achieve the required SIL for the system. 

5. Conclusion 

The method proposed in the article is based on taking into account reliability indicators specific to AMS. 

It allows ensuring not only high reliability, but also the level of reliability required by the IEC 61508/IEC 

61511 standard, which is especially critical for hazardous industries. 

The results presented in the article illustrate the effectiveness of the developed method and its 

applicability to the analysis and increase of reliability indicators of industrial control systems. The article 

considers an example of chemical production, however, the proposed method is applicable to a wide 

range of technological processes of hazardous industries. 

The advantage of the method is that it includes not only the application of the principles of 

redundancy, but also other structural principles. The method allows using not only mathematical 

calculations, but also expert knowledge, accumulating and processing them, which opens up further 

prospects for the development of the proposed approach. 
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