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 . 
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      .  
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     .  QGIS 
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     .  , 
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 Bluetooth Low Energy(BLE). 
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  ,  .   BLE 

  ,      . 
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2 . 3       ,  

 37    ,    
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       ,    
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     :   , 
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1.2.4       
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     / GSM-    

     GSM,   – .  

    –  (   

 , , .  –   

          

  GSM/ ,      ,    

     «  - »,  

      API).   

  AT+CREG=2,       

+CREG:        – LAC  

CELLID (       ). 

        (  

, Google   ),     
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 ( )    LAC  CELLID – ё     
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1.2.5   Wi-Fi  
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  GPS     -   

        .  

Wi-Fi   ,   Wi-Fi    ,  

  Wi-Fi       , 

   ,       

.      GPS  , 

  Wi-Fi    . 

   ,    

   ,   Wi-Fi.  

 Wi-Fi,    , 

  5  15  -     . 

     GPS  ,    

  Wi-Fi        

  [6].   Wi-Fi  
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      ,  
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 ,         
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    : 
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   .    ,   

   . 

       

    : 

 ; 

 ; 

  ; 

 ; 

 -  ; 

 . 

      Wi-Fi,   ё 
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    Wi-Fi.   : 

 ; 

 AC- . 

     : 

   ; 

    . 

       

   Wi-Fi       

 MAC  .     

  .         

  .     

   ,     

  ,     . 

     IEEE 802.11   

      ,    

   ( ,  , 

 ).  ,       

   Wi-Fi,      

 . 

       : 

   ; 

   . 
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2.1.1     

 

       

         

 . 

     iwlist.  

       

  ,   iwconfig.  

      , iwlist 

   ,    . 

         

  scan[ning].        

 Ad-Hoc  ,    -      

(ESSID, , , …).     

 ,   . 

       (  

   root).    

    .   

        

,    . 

    ,   

  .  essid     

ё  ESSID.  last      

  . 

    (MAC /  )  

     . 
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2.1.2     

 

        

  ,    Wi-Fi. 

     : 

 wireshark; 

 tcpdump. 

Wireshark –        

  .     ,    

 ,       -  (  

 - )      , 

    .  

Wireshark        

     ,    

 1998 . 

Wireshark    ,     

: 

    ,    

; 

       ; 

    ; 

 :   Windows, Linux, macOS, 

Solaris, FreeBSD, NetBSD   ; 

        

      TShark   TTY; 

     ; 

   VoIP; 

  /      : 

tcpdump (libpcap), Pcap NG, Catapult DCT2000, iplog Cisco Secure IDS, Microsoft 

Network Monitor, Network General Sniffer® (   ), Sniffer® Pro  
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NetXray®, Network Instruments Observer , NetScreen snoop, Novell LANalyzer, 

RADCOM WAN / LAN Analyzer, Shomiti / Finisar Surveyor, Tektronix K12xx, 

Visual Networks Visual UpTime, WildPackets EtherPeek / TokenPeek / AiroPeek  

 ; 

  ,    zip,     

; 

       Ethernet, IEEE 802.11, PPP / 

HDLC, ATM, Bluetooth, USB, Token Ring, Frame Relay, FDDI   (  

   ); 

    ,  IPsec, 

ISAKMP, Kerberos, SNMPv3, SSL / TLS, WEP  WPA / WPA2; 

          

,  ; 

     XML, PostScript®, CSV  

  [10]. 

tcpdump —  UNIX,     

 ,   ,     

. 

        

    ( , ,   Jail  FreeBSD 

). 

  tcpdump: 

   ; 

       . 

          ё 

      [11]. 
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    .   
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  ,      « » 3 -

4    Wi-Fi.       

  .    

,        

 .       Wi-Fi  

   , . .       

   .      

      ,   –  

          

  .  Wi-Fi   

        

   ,      

     — Mobility Services Engine (MSE). 

  MSE     100 000  

   2-8  (      

,      ,   

MSE).    ,     

 Wi-Fi, MSE     ё  

,      .   

        

 API    .     

Wi-Fi       , 

      .     

    ,  -  , 

 ,    [13]. 
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2.2.4   ,     

 

     ,   

  ,   ,    

 (   Wi-Fi, GSM , Bluetooth …)   

 .  

   ,      

    .     

,   GSM   GPS/  

. 

     ,     

   .      

 .  ,    

,          

    ,     . 

       

ё     . Wi-Fi 

       4 [14]. 
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  ,       

,       ,  

  (AP).       

      ,    

 . 

   ;    

10   5     , , , ,   

 .        

    . 

        

    ,   

,      .  

 ,     (LBS) 

    .      

     .  

    RSSI       

     RSSI   ,   

    .   WiFi-  

   ,       

 ,      .    

 . WSM   AP   AP 
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       2,4   5 . 

      

   .       
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 [15]. 

 

2.3.2     

 

       . 

       ,  

 ,        

    .      

 ,   .  , 

          -  

   . 

     : 

 ; 

 -   (Destination Address, DA); 

 -   (Source Address, SA); 

  ; 

 ; 

  . 

 

 

 5 –     
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,    .  

    ,   

   ,    MAC   

. 

      ё  

       (AP),   

 . 

         

     . 

        

        [15]. 

 

2.3.3    

 

        

     Wi-Fi.     

 ,    ,   

. 

     BlackMAC,    MAC 

 ,      .  

        . 

       MAC    

BlackMAC,   ,    

     .     

      ,   

  .    

      ,   

ttlrec (   ).    ,   

   ,    . 
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     ,   

        , -

    , ,   

,     24 .   

  MAC     BlacMAC.   

   ,      .  

     6. 

      ,   

    . 

 

 

 6 –    
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      ,   

        

  MAC  ,  .     

 ,    tcpdump,   

 ,   . 

     . -  

       

 , . .       

  ,       

       

     ,      

     ё   

. 

         

 ,   ,    

 ё  .     

    . 
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3.1    

 

      

      Wi-Fi (  ), 

     .   

          

.  ,   ,  

    Wi-Fi    . 

       Probe Request. 

      . 

        

      IEEE 802.11.   

   (    )     

 MAC  ,        

 .           

,     ,  

   . 

   (  )      

      .   

    ,    

 .         

.      

        .  

         (  

  ). 

       

 ,     MAC   
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,     ,  

ё   . 

     

         

,     . 

      7. 

 

 

 7 –    
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3.2    

 

       

    LAMP.   

     : 

 Linux; 

 Apache; 

 MySQL; 

 PHP. 

      

     .    

 . 

 

3.2.1 Linux 

 

Linux –   ,    , 

    .    

  Linux    Unix-   

. 

 Linux     ,   

 ,  ,  , 

, ,  ,  , 

, ,   .) 

 Linux   « » ,    

   .      

,    ,     

 GNU.  Linux       

    ,     
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   ,   ,      

 GNU General Public License [16].  

 

3.2.2 Apache 

 

Apache –   web- ,    

    .   

 ё    .   

   Linux, Mac OS, Microsoft Windows  

,        

,     , 

     . . 

 Apache      : 

   ; 

  HTTP; 

    

    Apache Software 

Foundation,    .   apache 

    .  

    . 

  Apache    

 .     : 

   (httpd.conf); 

    (httpd.conf c  2.2, 

extra/httpd-vhosts.conf); 

    (.htaccess). 

    ,   

 .       

 .      

. 
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  ( , /etc/passwd  /etc/hosts).  , 

       . 

Apache HTTP Server  .   

,   .     

 Apache Software Foundation,    —  

open source- . 

          , 

   ,    .  

   , : 

   . 

  . 

      . 

  . 

 -      Apache [17]. 

 

3.2.3 PHP  

 

PHP -    ,    

HTML-   ,         

  .      

 ,   « »    

  (LAMP – Linux, Apache, MySQL, PHP).  ,   

, ,  ,     

    PHP,       

     .   

   , « »:  

     ;  

    ;  

     ;  
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     ;  

      PDF  .  

  PHP   ,    

 .     .  

 , PHP    , 

   ;  , PHP  

 ё ,       CGI 

( ,   ,    

cookies,   ).    PHP   

    .  

    PHP    ,  

   ,   , ,  .   

, PHP      ,     

CGI- ,      html-   

 html-    .     

,     PHP.  

  –   ,    

 .   ,    PHP    

,   ,    web-   

,   .  

   –   GUI-  (  

),      [18].  

PHPMyAdmin —  - ,    

,    web-  PHP,   

-      MySQL.  

     Web- ,     

  .         SQL.  

 PHPMyAdmin:  

 , , , :  , , 

   .  
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       ,   ;  

  ;  

    ;  

   SQL     ;  

    (  ,   .) [19].  

 

3.2.4 MySQL, SQL  

 

SQL (  Structured Query Language –   ) – 

      .   

     ( , , , 

 ). MySQL – ,   

  SQL.     ,    

    . MySQL   

ANSI 92 SQL.  

MySQL –         

 (    )  .    

     ,      

- ,  ,    .   

  , , .   ,  

,    .     

    PHP.  

    .   

     GNU (GPL, GNU Public 

License).  

      

  :    -   ,  

     .    

      Web-
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:    , ё   

   , ё    ё   . .  

 ,  ё      

 ё :       ,  ё 

, ,     ,     

    - ,       

 Unix - ,        

    .   ё    ,  

    -  .  

ё     .     

 , ё ,     

    .      

  ,     .  , 

      -      

 ,    [20].  

  MySQL ,    .  

     -   ,  

      ,    

        . 

     ,   : 

  ; 

  ; 

     ; 

    . 
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3.3   

 

      ,   

  .       

MySQL.  ,       6 

.       8. 

 

 

 

 8 –    

 

       

 : 

 AP (Access Point) – ,     Wi-

Fi.     : 

) ID_AP(PK) –   ,    

       ; 
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) IP_addr – IP   ,     

 ssh    ё   . 

 AP_data – ,   (rec),    

  .     : 

) ID_rec(PK) –  ,     

  « : ё »,       

       ; 

) Time – ,        

    ; 

) AP (Access Point) –   ,    

      ; 

) Ttl_rec (Time to live record) –   ,   

   ,    

,      ё  ; 

) MAC (Media Access Control) –   , 

 .      

. 

 User –    ,   

      .  

   : 

) ID –  .    

    (     

   ; 

) Login –   ,    

 .    ,   

 ; 

) Password –  ,    

,  ,   .   

 . 
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 Client –    ,   

  ,     

   .     : 

) ID -  .    

    (     

   ; 

) MAC (Media Access Control) (PK) –   , 

 .       

 ё  ; 

) Name –    .   

      . 

 BlackMAC –     ,  

   .        

 , . .     ё     

    .     

: 

) MAC (Media Access Control) (PK) –   . 

       ; 

) Date –   ,     

   ё   . 

 Rules –      . 

        

  .     : 

) ID –  .      

    ё  ; 

) Rule –  ,      

 ,          

 ( )   ; 

) Room –       

       .  
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3.4    

 

        

   ,     , 

ё    .      

: 

    –    

    ,     

      ; 

   ё   –  

        

   ; 

   -     

         

; 

  ID  MAC  –   

        

; 

 /   –    

      ё ; 

 /    –     

     ,    ID  IP ,  

      ; 

       ё   

   ,    .  

      9. 
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 9 –    
 

3.5     

 

        Wi-Fi 

 SNR-CPE-W4N. 

SNR-CPE-W4N (rev.M)     SNR-

CPE-W4N.       (  

 Wi-Fi)    ,    

 [21].  

   (MT7620N)   

    (      L2TP  

PPPoE)   ,   . Wi-

Fi  SNR-CPE-W4N (rev.M)    , 

      .  

SNR-CPE-W4N (rev.M)   IEEE 802.11 b/g/n (Wi-Fi 

4)   MIMO 2x2,      

   300 / .    
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    5dBi,    Wi-Fi  

     . 

     Wi-Fi    

         

 ё /     . 

        

    Wi-Fi: 

 sudo ifconfig ra0 down; 

 sudo iwconfig ra0 mode monitor; 

 sudo ifconfig ra0 up; 

          

    .    

    10.  

 

 

 10 –     

 
    4 Wi-Fi  SNR-CPE-W4N 

[20].       

 FastEthernet .      

 11. 
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 11 –    

 

         , 

     . 

        

,       

 ё    (.xlsx).      

 12. 

 

 

 12 –   ё  
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       ,  

   :   ,  

 ,  ,   . 

     . 

        

,      . 

       .  

  ,   Linux      

  ,    LAMP (Linux, Apache, MySQL, 

PHP).       ё  ё  

. 

        

    MySQL. 

    .   

 . 

       . 
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.    802.11      

 ,        

    ,    

     . 

       : 

         

 ; 

       , 

ё       Wi-Fi; 

      Wi-Fi  SNR-CPE-

W4N. 

      1960–  .  

        

   ,   

        

 . 

       

.         

,   Wi-Fi     . 

        .  

        

,     ё    

.        MAC 

     . 
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      ,     

         

     . 

      , 

         ,  

          

. 

       

        ,  

          

      .  ,  ,  

        , 

       .   

        

 5   802.11. 
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 Щ  

 

 –  ; 

 –  ; 

 –  ;  

 –   ; 

 –   ; 

 –  ; 

 –   ; 

 –  ; 

AP – access point; 

Ttl_rec – time to live record (   ). 
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