
 2019 

   
    

«   » 
 

     
      

 

 
                      

  
________ / . .  
  

«_____» ________  2019 . 
 

 
 

  
 
 

 
 02.03.01          

 

 
       

 
 
 
 

        
 
 

  
  ,  

                                                          ____________/ . .    
 
  

                                  ____________/ . .  
  



 

 

 

     «  
      »  

47   , 1 , 20  
, 28 . 

 ,  , 
,  , 

 ,  . 
  –     . 

  -   ,   
     ,    

   ,  ,     
 . 

    ,    , 
  ,     

  .  



 

 

 

 ........................................................................................................ 3 

1    ...................................................................................... 4 

1.1      ................................. 4 

1.2  .......................................................................................... 5 

1.2.1      ...................... 6 

1.2.2      ............................... 6 

1.2.2.1   RSA ........................................................... 7 

1.3   ............................................................................. 10 

1.3.1     ................................................ 10 

1.3.2     ........................................................ 11 

1.4   ........................................................................... 11 

1.5   .......................................................................... 12 

1.5.1  .................................................................................... 12 

1.6     . SSL  TLS ................ 14 

2        ................ 17 

2.1     .............................. 17 

2.2    ............................................. 18 

2.3       ............................... 21 

2.4      .................................... 22 

2.4.1     ........................................................ 25 

2.4.2    ....................................................... 28 

2.5      .................................. 33 

3    .......................................................................... 39 

3.1    ................................................. 40 

3.2     ..................................... 40 

 ............................................................................................... 44 

   ..................................... 45 

 1      ... 47 

 



3 

 

 

       
.    ё  ,    
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.       

           . 
      ,  

      ,   
    ,  ,    

  ,   Linux  windows. 

         
,     viber, telegram, WhatsApp  . 

       ,  ,    
       .  
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     ,    
     : , 

,     .  
    ,    

  -  .     
   .   

 ,        
   -     . , , 

       
  .  

       . 
     . 

 
1.1      

 

        
  —      

    ,  ,  
 .     
 ,        

        .   
       

,    , - , 
 ,      . 

,       
,        
       .   

 ,     . 
,       , 

     .    
   ,       

   ,      , 
  ,     . 

   :  –   
  ,  ,    

         , 
   .   1   -

       . 
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 1 -   –  

 

        
    ,   .  

 ,      ,   
,         

. ,     ,   
        

,   ,  :  
 ;   . 

 
1.2  
 

     ,   
   :     . 

        (  
 )      (   

).  ,       
  . 

,     ,   
     ,       

. 
     .  

 , ,    ,    
   ,        

    .     
 –     . 
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1.2.1      

 

         
 ,      ,   

 ,  .    
       

,        
    . 

       
: 

1. DES (Data Encryption Standard) –        
. 

2. Triple-DES –  DES 

3. AES (Advanced Encryption Standard)  Rijndael –  
 ,      

4. Twofish –     

5.  28147-89 –    

 
1.2.2      
 

   -      1976 
    ,    

     .     
 ( )   (D)     
: 

1. D(E(P)) = P 

2.    D  E 

3. E       . 
 

  ,        
 .  ,     

 .     : 
1.     :   , 

  . 
2.       (  

),       .   
(  ),  ,   . 

3.   A     B,  
     B. 
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4.   B  ,     
   .     

 ,    B   B. 

 

        
       RSA   
   ,   (Rivest, Shamir, Adleman).  

          
   ,    . 

 
1.2.2.1   RSA 

 

    ,  
  . 

- ,    . 
  𝜑  -  ,   

         . 
      : 

1.  n, m –  ,   

    𝜑 = 𝜑 ∗ 𝜑 . (1) 

2.  p –  ,       𝜑 = − .   (2) 

     : 
 1:    

 p –    a –  , ,   (a, p) = 1,  −1 ≡ mod p . (3) 

 2:     

  –    1, …,  – ,   , 
   = ∏ =1 . (4) 

       а1, …, а    
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 { ≡ 1  1…≡    

 

(5) 

       
  ≡  ∑=1   , 

 

(6) 

  =  ∗  ∏ =1 =    (7) 

 

 ≡  −1  .    (8) 

     . 
   .     
   .        

 p  q,     N. = ∗ . (9) 

     e,     𝜑  -     N,       
,   𝜑 = − ∗ − . (10) 

   d    ∗ ≡   𝜑 .  (11) 

   (e, 𝜑 ) = 1,    d ,   . 
 (N, e)         . 
 (N, d)       .   

   . 
         -

 ,         . 
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      ,      
   [0, N − 1].      

.    ,      
 x, 0 ≤ x <N. 

 A,   x  B,   
   (N, e)  B     

  =  . (12) 

 B       =  . (13) 

,       
. : = =   . (14) 

   ∗  ≡  (𝜑 ), (15) 

      ∗ = + 𝑘 ∗ 𝜑  (16) 

    k,  

 = 1+ 𝜙 𝑁 mod = 1+ −1 −1 mod . (17) 

   ,  
1) x = 0 mod(p),  1+ −1 −1 = =   . (18) 

2) x ≠ 0 mod(p),  1+ −1 −1 = ∗ −1 −1   . (19) 

   :  −1 −1    ≡ −1    ≡   . 

 

(20) 
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  = = ∗ −1 −1   =  ∗   =    . (21) 

   ,  p  q ,   
     p    q, , ,  

         
  p  q.   =  =   . (22) 

   . 
 

1.3   
 

         
,  .    ,   

    -     ,   , 
       ,     . 

      . 
 ,       

  : 

1.      ; 
2.         

; 

3.       
. 
       . ,   

       –    
  . 

 
1.3.1     
 

        
  ( ),   .   

       .      
 P,   ,  KA (  ): KA(B, 

RA, t, P) ,  B –  , RA –  ,  , 
t –   ,   .    

   .    ,   
  ,  KB (  ): KB(A, RA, t, P, 
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KC(A, t, P)), KC(A, t, P) –       
 .   

 
1.3.2     

 

       ,  
     ,    

    ,   .  ,  
   . 

       .    
,        

D(E(P)) = P   : E(D(P)) = P.  RSA   
.         

EB(DA(P)) ( ,     ,   
  ),      

    ,     . 
    DA(P),   DA   . 

 
1.4   
 

        
:   .    

.  
 ,   ,    
 - . -  –  ,   

    ,       
   .  - ,  

   (Message Digest, MD)    
: 

1.    P    -  MD(P) 

2.    MD(P)    
  P 

3.   P    P’ ,    

MD(P) = MD(P’) 
4.          

  . 
 

        
,    .     

    . 
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   :    KB(A, RA, t, P, KC(A, 

t, P))   KB(A, RA, t, P, KC(A, t, MD(P))).   
          

. 
        

           
.        P – MD(P),  

  ( )   – DA(MD(P))   
  P, DA(MD(P)) –     . 

      MD5 
(Message Digest 5) –       

 SHA-1 (Secure Hash Algorithm 1),    
     SHA-2. 

 
1.5   
 

     
  ,      

 ,     ,  
   ,        
.  

         
?      -      
,            
  ,     

     ,        
.    ,    

   . 

 
1.5.1  

 

   ,   
 ,     ( ). 

,  -       
 ,         

    .    
,     2,  SHA-1   

    .     
     .       
     . 
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 ,   ,     ,   
     .  ,  

      ,   
,           , 

        .   

   ,        
  ,       

 X.509,    . 
       .   

         
PKI (Public Key Infrastructure –     ). 

   PKI   ,   
 3.   3   ,      

,   .        
  ( ),     , 

    ( ).      
   ,   

   X509.  

 

 
 3 -   

 2 -    
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,  - , , ,     
 ,      ,    

   .     
   .       

    .      
 ? ,     

  ,      « » 
     . 

 
1.6     . SSL  TLS 
 

          
 , ,        

     , ,  
        , 

     .  1995    
      SSL (Secure Sockets 

Layer —   ).   
,     SSL,   . 

       
 : 

1.  ,      
; 

2.   ; 

3.     ; 
4.      . 

 ,     SSL  
     .   

 SSL,      SSLv3.    
, SSL     ,   

  ,     ,    
,      . 
SSL    ,      

  ,   —    
.      .  

,  ,    4.    
,         .  

    . SSL,      
   .       
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 RA,   (  ),    
. 

  .         
,    ,      RB.  

          
    ,   .     

      ,   ,  
  .     384-  

 ,         
  .         

    .     
,     .       
,     ,      

 ,      . 
 

 4 -  SSL  

 

 ,    ,   
 5. ,   ,    
   16  ,  ,   

  .       ,  
     .    

    MAC (Message Authentication Code —  
 ).      MAC  

         
 . 
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 1996   SSL    .  
  TLS (Transport Layer Security –   

 ). TLS    SSLv3.    TLS 
 SSL      ,    ,  

 SSLv3  TLS .  ,     
      

 ,    TLS    SSL,  
  SSL / TLS.  

  

 5 -    ssl 
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2        

 

         
 ,     ,  

,     ,    
.    , . .    

  : Windows, macOS  ,   
 Linux   android (   ), Ubuntu, Linux Mint, 

Raspbian  .         
,     ,  , 

       ,    , 
  ,       

.         6. 

 

    188    .   
       .   

 

2.1      
 

         
 Python  3.7,     

    tkinter,     
 Python.   ,   ,  

 6 -    
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       SQLite,  
       , ,    

  ,      
,     .   

     , , 
      

PyCryptodome    .     
  PyCharm Community edition   JetBrains.  

      SQLite Manager 
  Mozilla Firefox.      

    GIMP  Microsoft Visio. 

 
2.2    
 

         
        

,          
  .       

 . 

       
      ,    

,  ,    
 ,    ,     .  

      ( )  ,    
 , . .      , 

          
  ,     ,    
      . 
          
             

 «  »,       . 
 ,        

,      ,    
         .  

       : 
1.        

  . 
2.       

  .       
   ,    «  

 ». 
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3.       
      .   

       
,    «  p2p ». 

4.       
     .    

   ,   ,    
  . 

 

     1  2    
7,    3  4   8.  

 

 

 7 -     1  2 
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    1  3   ,  
,  ,      

 ,    -    
        ,  

     ,     
    -   ,   

,    . 
    2  4      

-     ,      
  -   ,     

          
   (  ,     2,  

   ).     
   ,       

      . 
       

, ,    ,  .  
,          

,     .  
          

       . 

        
,     ,   ,    

     (      

 8 -     3  4 
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 Linux,  ).    
        android (  

     ).  
 

2.3        
 

         
      

   AES  RSA ,  
          . 

  RSA    ,   
   ,     AES (  

       2.5).    , 
 RSA   ,  AES.    

   ,   AES     
    ,     

 ,     RSA     
  ,        

 ,        
 .       

       1. 
 

 1 -     AES  RSA 

\    (10 – 20 )  (10-20 ) 

RSA (  , ) 2.3835 354.8178 
RSA (  , ) 0.0238 3.5481 
AES (  , ) 0.0648 0.0717 
AES (  , ) 0.0006 0.0007 

 

   ,  RSA       AES 
          

  .    ,   , 
     ,     RSA  

. 
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2.4      
 

     .     
   ,     .    

   , . .       
   ,     ,  

   .       
  .  

    :    
       ssl , 

 ,      ,  
   32        

.    ssl  ,    
   .     ,   
     ,    

    . 
        

-    .       
: ,       

,   ,    
.         – 

 ,    -   ,   
    ,     .  

        
      .  

   ,      
: 

•  –     ,   
 (     ,    , 

    )     
  ,     , , 

     ,   
,        
    .     

   .  
•  –     ,      

           
    : 

1. ,          
   . 

2. ,         
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3.   ,     /   
     . 

•   –       
    .     

          
   ,     

  , . .     
,     . 

•    –     ,   
    ,  

  
•      –    , 

      .   
      ,    

  ,   
.      ,     

   . 
•       –  

      
    ,   , 

   . 
•      –   

    ,    
 .       

 .  
•      –    

   ,  
  ,       

    . 
           

  (  ),    
    .     

  - . 
•      –   

.       . 
    ,   

,       ,   
,     ,      , 
     ,      (   

           
   ),      , 

      ,    
   ,   -     
,   ,         
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-    ,    ,     
     - ,    
  . 

        -
   9  10. 

 

 
 

 9 - -     
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2.4.1     
 

    ,        
  .        

 ,    .     , , 
- ,    ,  -  , 
     , . .    

     .  

 10 - -        
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   ,     .  
          

 ,   user_list    : 
• uid –  ,    

  . 
• login –      . 
• hashed_password –      , 

 ,          
. 

• saltl –  « »,      
. 

• saltr –  « »,      
. 

• public_key –      
. 

          11 
(    2    ): 

  

  

    « »       
.       ,    -  

       ,    
        . 

 ,        ,    
,  ,            

    ,      
       ,     ,  

    .  

 11 -      ( )   ( ). 
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,        «  

».   –   ,     
  .  ,     

     ,    , 
       .   

     « ».  –   , 
  ,      

   .        
    .     , 

     . 

         
.        
 .      

 a  b      message_history_a_b,  
secret_message_history_a_b –    . 

      : 
• sender_id –    
• receiver_id -    
• message -  
• message_type –   (   ) 

         ,  
    ,   ,     

: 

• session_id –    
• message_tag, message_nonce –    

  

        
     ,      

  .       
   ,    ,   

       .    
,        

   -     .  session_id  
       .  

   session_id      
  ,  encrypted_session_keys_a_b,  a  b – 

  .      
: 

• session_id –    
• key_encrypted_by_first_id, key_encrypted_by_second_id –   

 . 
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   12: 

 

  ,    , 
  .       

         
. 

 
2.4.2    

 IP  4       
 .           

.       IP  6,  
     ,     

    .    NAT (Network Address 
Translation –   ). 

   ,   ,   
  IP . NAT     

   .    NAT  
    , , 

.    SNAT,    
           
        .   

 /       
  . 

    ,    IP-  
.    ,     
 .  ,       . 

         , 
    .   «  »  

( )  IP-      (   ) 
IP-      (    ,  

  ). ,    
,       .   

  ,       ,  
      . 

   NAT    13. 

 12 -        
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    NAT,      
   ,   ,    NAT  
   ,  « » NAT,   

  .       
     Hole punching (  ). 

« » TCP-       
 TCP-     ,     

  NAT. Hole punching ,   , A  B,  
    S.      

     ,  S   
   :  (IP- , ),   ,  

    S, . .        (IP-
, ),       . 

      ,    
 .      NAT,     

   . 

    ,   
Hole punching   TCP, -    ,   

 .       
    / ,     

 TCP        
 ,     .  ,  TCP  

 13 -    NAT 
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     TCP   
:  ,       

   TCP,       
  TCP  . 

  ,  «  »,     
  TCP,    TCP-   

    TCP- .  , 
       

 TCP,   SO_REUSEADDR,   
           

,        . 
 BSD   SO_REUSEPORT   

       ; 
        . 

,   A      B. 
 ,  A  B       

S.  hole punching   : 

1.  A      S,   S 
   B. 

2. S   A     B,     
  B     A. 

3.    ,  A  B     S,  
         

  ,   
 . 

4. A  B      /  
  .      
   -   ,  

       
 ( ,  ),    

 . 
5.   ,    

,  ,      .  
  ,      

 ,      
.       

 ,     
.  

   ,    A  B  
  NAT,    .   A  B  

          
 . ,     

  -       
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   , ,      IP- ,   
    .    hole 

punching    14-16. 

 

 

 

 

 14 -     a hole punching 



32 

 

 

 

 

 

 15 -      hole punching 

 16 -      hole punching 
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   ,   NAT   « », 

   TCP  A  B.  NAT  
« »   hole punching,     

   .      B 
     NAT  B  ,   

      B   NAT,  NAT  
B          

     .    
 B    ,    NAT  A 

           
. 

 ,  NAT      
,         . 

 

2.5      
 

      .  
        

,      .    
    ,     

 .      
  ,   ,     

  .      
,      .   

    ,   
,   ,     

    ,     
,          , 
   .     

    ,      
     ,    

. 
      

         , 
           

.  
    ,    
  ,     , 
        . 

   ,     
 ,  ,  .     
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,     ,     
 .      ,   

 ,      
  . 

,   ,      , 
  .        

      , , . 
      ,   
 ,    . 
•         – 

   ip       
    . 

•         – 
        
      

      . 
•      –     

   ,       
        

 .       
,        , 

. .        .  
   ,     

,     ,   
   ,   

  . 
•         

  –     
 . 

•       
    –    

,      . 
     ,  ,   
       :    

     ,     
 . 

        B 
   ,      

.   ,         
         

,          
 ,        

-  .      
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.  ,     B,   
     B    RSA, 

  A       ,  
           

 .        ,   
 .         ,    

 B ,    .  B 
    RSA        

   ,     
 .       

 17. 

 

 

 

       ,   
      .    

    (E2EE – end to end encryption),   
       .  
          

,      ,     
  . 

 17 -        
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  ,     
.    ,    

       ,  
     .       

         
    ,    . 
         

          
.  

      ,    
- ,    18. 
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 18 -      
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.      ,   

 ,      . 
         , 
       .     
    message_history_id  secret_message_history_id, 

 id –    .   
  : 
• message_received –     ,   

    
• message –   
• mes_type –  ,    

       19. 

 

 

 ,      
  friend_list      : 

• id –    
• login –   
• public_key –    

    friend_list    20. 

 

  

 19 -        

 20 -         
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3    
 

     ,    
 python,    .   

  ,     . 
1. client.py –      
2. client_database.py –    .   

   ,    , 
    . 

3. common_functions_and_data_structures.py –    
 ,     ,    
  . 

4. constants.py –   
5. database.py –     ,   

 ,    client_database.py  
server_database.py 

6. gui2.py –    
7. main.py –       . 

        
 gui2.py      client.py.  

8. server.py –  ,    
  . 

9. server_database.py –    .    
 ,   ,  , 

       ,   
      

 . 
 

   ,      
,          

   21      22.   
,       

, . .       ,       
    . 
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3.1    

 

      30   
,        . 

       
 40   ,     30 . 

 

3.2     
 

      ,  
   23,       

,     ,   
. 

 21 -       

 22 -       
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       ,  
   ,       

24. 

 

 

      ,  
 ,    25,      

       , 
   26. 

 23 -   

 24 -    .   ( )  
  ( ) 
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   ,    27,   

  25 - ,     

 26 -    /     

 27 -     
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   .       
     ,      .  

   

         
 ,    28.        

    ,   
.   ,          

   ,   . 
 

 

     ,    
    . 

       . 
 

 28 -   
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    ,       

 .      
     , 
   ,     

   .  
      python,  

  ,   .    
        ,   
   ,   ,      
  .        

 .      ,     
  ,        

,  ,      .    
,        ,   

 ,         
,         

. 
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 1      

 client.py   : 
• Client – ,     

,     
 ,      

   ,   , 
  . 

• ReceivedMessageManager – ,   
     . 

• Peer2PeerConnector – ,     
 . 

• Friend – ,     
,     . 

 client_database.py   : 
• ClientMessageDatabase - ,    

  . 
• ClientUserDatabase – ,    

. 

 gui2.py   :  
• PixelSizedButton, PixelSizedLabel, EntryWithTemplateString -  
• LoginWindow – ,      

,   ,    . 
• ChatWindow - ,      

,   ,    . 
• FriendListWindow - ,     

  ,   ,   
 . 

• GUI - ,     ,   
      

  , . .  , 
   client.py. 

 server.py   :  
• Server - ,    .   

   . 
 server_database.py   :  

• ClientMessageDatabase - ,    
 ,   . 

• ClientUserDatabase – ,   , 
  . 




