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ɤɪɨɫɫɩɥɚɬɮɨɪɦɟɧɧɚɹ ɫɢɫɬɟɦɚ ɨɛɦɟɧɚ ɫɨɨɛɳɟɧɢɹɦɢ ɜ ɫɟɬɢ ɂɧɬɟɪɧɟɬ» ɫɨɞɟɪɠɢɬ 
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ȺɋɂɆɆȿɌɊɂɑɇɕȿ ɄɊɂɉɌɈɋɂɋɌȿɆɕ, ɈȻɆȿɇ ɋɈɈȻɓȿɇɂəɆɂ. 

Ɉɛɴɟɤɬ ɢɫɫɥɟɞɨɜɚɧɢɹ – ɦɟɬɨɞɵ ɢ ɬɟɯɧɨɥɨɝɢɢ ɡɚɳɢɬɵ ɞɚɧɧɵɯ. 
ɐɟɥɶ ɪɚɛɨɬɵ - ɫɨɡɞɚɧɢɟ ɩɪɨɝɪɚɦɦɧɨɣ ɫɢɫɬɟɦɵ, ɩɨɥɶɡɨɜɚɬɟɥɢ ɤɨɬɨɪɨɣ 

ɦɨɝɥɢ ɛɵ ɨɛɦɟɧɢɜɚɬɶɫɹ ɫɨɨɛɳɟɧɢɹɦɢ ɦɟɠɞɭ ɫɨɛɨɣ, ɧɟ ɨɩɚɫɚɹɫɶ ɤɨɦɩɪɨɦɟɬɚɰɢɢ 
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ɤɥɢɟɧɬɫɤɨɝɨ ɢ ɫɟɪɜɟɪɧɨɝɨ, ɩɨɡɜɨɥɹɸɳɚɹ ɫɜɨɢɦ ɩɨɥɶɡɨɜɚɬɟɥɹɦ ɛɟɡɨɩɚɫɧɨ 
ɨɛɦɟɧɢɜɚɬɶɫɹ ɥɸɛɵɦɢ ɞɚɧɧɵɦɢ.  
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ȼȼȿȾȿɇɂȿ 

 

ɋɥɨɠɧɨ ɩɟɪɟɨɰɟɧɢɬɶ ɡɧɚɱɢɦɨɫɬɶ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɟɣ ɜ ɫɨɜɪɟɦɟɧɧɨɦ 
ɦɢɪɟ. ɋɚɦɚɹ ɛɨɥɶɲɚɹ ɢ ɪɚɫɩɪɨɫɬɪɚɧёɧɧɚɹ ɫɟɬɶ, ɩɨɞ ɧɚɡɜɚɧɢɟɦ ɂɧɬɟɪɧɟɬ 
ɟɠɟɞɧɟɜɧɨ ɢɫɩɨɥɶɡɭɟɬɫɹ ɦɢɥɥɢɨɧɚɦɢ ɥɸɞɟɣ ɩɨ ɜɫɟɦɭ ɦɢɪɭ ɞɥɹ ɪɟɲɟɧɢɹ ɫɜɨɢɯ 
ɪɭɬɢɧɧɵɯ ɡɚɞɚɱ ɢ ɨɛɳɟɧɢɹ. ȼ ɢɧɬɟɪɧɟɬɟ ɥɸɞɢ ɦɨɝɭɬ ɨɩɥɚɬɢɬɶ ɭɫɥɭɝɢ ɠɢɥɢɳɧɵɯ 
ɤɨɦɩɚɧɢɣ, ɤɭɩɢɬɶ ɩɨɞɚɪɤɢ ɫɟɛɟ ɢ ɞɪɭɡɶɹɦ, ɨɬɞɚɬɶ ɩɪɢɤɚɡ ɛɚɧɤɭ ɧɚ ɩɟɪɟɜɨɞ ɞɟɧɟɝ 
ɛɥɢɡɤɢɦ. ɉɪɢ ɨɛɳɟɧɢɢ ɞɪɭɝ ɫ ɞɪɭɝɨɦ ɥɸɞɢ ɨɬɩɪɚɜɥɹɸɬ ɜ ɫɟɬɶ ɦɧɨɝɨ ɥɢɱɧɨɣ 
ɢɧɮɨɪɦɚɰɢɢ, ɨ ɫɟɛɟ, ɫɜɨɢɯ ɞɟɬɹɯ, ɢ ɪɚɛɨɬɟ. ȿɫɬɟɫɬɜɟɧɧɨ, ɧɢɤɨɦɭ ɧɟ ɯɨɱɟɬɫɹ, 
ɱɬɨɛɵ ɟɝɨ ɛɚɧɤɨɜɫɤɢɟ ɨɩɟɪɚɰɢɢ ɢɥɢ ɥɢɱɧɚɹ ɢɧɮɨɪɦɚɰɢɹ ɩɨɩɚɥɢ ɜ ɪɭɤɢ ɤ 
ɦɨɲɟɧɧɢɤɚɦ. ɂɦɟɧɧɨ ɩɨɷɬɨɦɭ ɫɟɝɨɞɧɹ ɜɨɩɪɨɫ ɛɟɡɨɩɚɫɧɨɫɬɢ ɤɨɦɩɶɸɬɟɪɧɵɯ 
ɫɟɬɟɣ ɢ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ ɜ ɧɢɯ ɨɬ ɩɨɫɬɨɪɨɧɧɢɯ ɝɥɚɡ ɫɬɨɢɬ ɨɫɨɛɟɧɧɨ ɨɫɬɪɨ. 

ɐɟɥɶɸ ɞɚɧɧɨɣ ɪɚɛɨɬɵ ɛɵɥɨ ɫɨɡɞɚɧɢɟ ɩɪɨɝɪɚɦɦɧɨɣ ɫɢɫɬɟɦɵ, ɩɨɥɶɡɨɜɚɬɟɥɢ 
ɤɨɬɨɪɨɣ ɦɨɝɥɢ ɛɵ ɨɛɦɟɧɢɜɚɬɶɫɹ ɫɨɨɛɳɟɧɢɹɦɢ ɦɟɠɞɭ ɫɨɛɨɣ, ɧɟ ɨɩɚɫɚɹɫɶ 
ɤɨɦɩɪɨɦɟɬɚɰɢɢ ɩɟɪɟɞɚɜɚɟɦɵɯ ɢ ɩɨɥɭɱɚɟɦɵɯ ɞɚɧɧɵɯ, ɚ ɬɚɤɠɟ, ɧɟ ɡɚɜɢɫɹ ɨɬ 
ɢɫɩɨɥɶɡɭɟɦɨɣ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ, ɛɭɞɶ ɬɨ Linux ɢɥɢ windows. 

ɇɚ ɫɟɝɨɞɧɹɲɧɢɣ ɞɟɧɶ ɬɚɤɢɟ ɫɢɫɬɟɦɵ ɭɠɟ ɫɭɳɟɫɬɜɭɸɬ ɢ ɲɢɪɨɤɨ 
ɪɚɫɩɪɨɫɬɪɚɧɟɧɵ, ɤɚɤ ɩɪɢɦɟɪ ɦɨɠɧɨ ɩɪɢɜɟɫɬɢ viber, telegram, WhatsApp ɢ ɞɪɭɝɢɟ. 
Ɉɞɧɚɤɨ ɦɧɨɝɢɟ ɢɡ ɧɢɯ ɢɦɟɸɬ ɡɚɤɪɵɬɵɣ ɢɫɯɨɞɧɵɣ ɤɨɞ, ɢ ɩɪɨɜɟɪɢɬɶ, ɱɬɨ ɠɟ ɧɚ 
ɫɚɦɨɦ ɞɟɥɟ ɩɪɨɢɫɯɨɞɢɬ ɫ ɜɚɲɢɦɢ ɞɚɧɧɵɦɢ ɧɟ ɭɞɚɫɬɫɹ.  
  



4 

1 Ȼɟɡɨɩɚɫɧɨɫɬɶ ɜ ɫɟɬɹɯ 

 

Ȼɟɡɨɩɚɫɧɨɫɬɶ ɫɟɬɢ ɹɜɥɹɟɬɫɹ ɞɨɜɨɥɶɧɨ ɨɛɲɢɪɧɨɣ ɬɟɦɨɣ, ɨɞɧɚɤɨ ɟɟ ɦɨɠɧɨ 
ɭɫɥɨɜɧɨ ɪɚɡɞɟɥɢɬɶ ɧɚ ɧɟɫɤɨɥɶɤɨ ɨɫɧɨɜɧɵɯ ɨɛɥɚɫɬɟɣ: ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ, 
ɫɟɤɪɟɬɧɨɫɬɶ, ɰɟɥɨɫɬɧɨɫɬɶ ɢ ɫɬɪɨɝɨɟ ɫɨɛɥɸɞɟɧɢɟ ɨɛɹɡɚɬɟɥɶɫɬɜ. Ⱥɭɬɟɧɬɢɮɢɤɚɰɢɹ 
ɨɬɜɟɱɚɟɬ ɡɚ ɨɩɪɟɞɟɥɟɧɢɟ ɥɢɱɧɨɫɬɢ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɩɟɪɟɞ ɩɪɟɞɨɫɬɚɜɥɟɧɢɟɦ ɟɦɭ 
ɞɨɫɬɭɩɚ ɤ ɤɚɤɨɣ-ɥɢɛɨ ɢɧɮɨɪɦɚɰɢɢ. ɋɟɤɪɟɬɧɨɫɬɶ ɫɥɟɞɢɬ ɡɚ ɧɟɞɨɫɬɭɩɧɨɫɬɶɸ 
ɜɚɲɟɣ ɢɧɮɨɪɦɚɰɢɢ ɧɟɚɜɬɨɪɢɡɨɜɚɧɧɵɦ ɩɨɥɶɡɨɜɚɬɟɥɹɦ. Ʉɨɧɬɪɨɥɶ ɰɟɥɨɫɬɧɨɫɬɢ 
ɩɨɡɜɨɥɹɟɬ ɭɛɟɞɢɬɶɫɹ, ɱɬɨ ɩɨɥɭɱɟɧɧɨɟ ɫɨɨɛɳɟɧɢɟ ɧɟ ɛɵɥɨ ɫɩɟɰɢɚɥɶɧɨ ɢɡɦɟɧɟɧɨ 
ɢɥɢ ɫɥɭɱɚɣɧɨ ɩɨɜɪɟɠɞɟɧɨ ɤɚɤɢɦ-ɥɢɛɨ ɨɛɪɚɡɨɦ ɜ ɩɪɨɰɟɫɫɟ ɩɟɪɟɞɚɱɢ. ɂ, ɧɚɤɨɧɟɰ, 
ɡɚɞɚɱɚ ɨɛɟɫɩɟɱɟɧɢɹ ɫɬɪɨɝɨɝɨ ɫɨɛɥɸɞɟɧɢɹ ɨɛɹɡɚɬɟɥɶɫɬɜ ɡɚɤɥɸɱɚɟɬɫɹ ɜ 
ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɰɢɮɪɨɜɵɯ ɩɨɞɩɢɫɟɣ.  

Ɂɚɳɢɬɚ ɢɧɮɨɪɦɚɰɢɢ ɜ ɫɟɬɹɯ ɨɫɧɨɜɚɧɚ ɧɚ ɩɪɢɧɰɢɩɚɯ ɤɪɢɩɬɨɝɪɚɮɢɢ. 
ɉɨɷɬɨɦɭ ɫɬɨɢɬ ɩɨɝɨɜɨɪɢɬɶ ɨ ɧɟɣ ɩɨɞɪɨɛɧɟɟ. 

 
1.1 Ɉɫɧɨɜɧɵɟ ɩɪɢɧɰɢɩɵ ɢ ɩɨɧɹɬɢɹ ɤɪɢɩɬɨɝɪɚɮɢɢ 

 

Ɉɛɟɫɩɟɱɟɧɢɟ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ ɜ ɤɪɢɩɬɨɝɪɚɮɢɢ ɩɪɨɢɫɯɨɞɢɬ ɡɚ ɫɱɟɬ 
ɦɟɬɨɞɨɜ ɲɢɮɪɨɜɚɧɢɹ — ɨɛɪɚɬɢɦɨɝɨ ɩɪɟɨɛɪɚɡɨɜɚɧɢɹ ɢɫɯɨɞɧɨɝɨ ɬɟɤɫɬɚ ɧɚ 
ɧɟɤɨɬɨɪɨɣ ɮɭɧɤɰɢɢ ɢ ɫɩɟɰɢɚɥɶɧɨɝɨ ɩɚɪɚɦɟɬɪɚ, ɧɚɡɵɜɚɟɦɨɝɨ ɤɥɸɱɨɦ, ɜ 
ɲɢɮɪɨɜɚɧɧɵɣ ɬɟɤɫɬ. Ɍɪɚɞɢɰɢɨɧɧɚɹ ɤɪɢɩɬɨɝɪɚɮɢɹ ɨɛɪɚɡɭɟɬ ɪɚɡɞɟɥ 
ɫɢɦɦɟɬɪɢɱɧɵɯ ɤɪɢɩɬɨɫɢɫɬɟɦ, ɜ ɤɨɬɨɪɵɯ ɲɢɮɪɨɜɚɧɢɟ ɢ ɞɟɲɢɮɪɨɜɚɧɢɟ   
ɩɪɨɜɨɞɢɬɫɹ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɨɞɧɨɝɨ ɢ ɬɨɝɨ ɠɟ ɫɟɤɪɟɬɧɨɝɨ ɤɥɸɱɚ. ɉɨɦɢɦɨ ɷɬɨɝɨ 
ɪɚɡɞɟɥɚ ɫɨɜɪɟɦɟɧɧɚɹ ɤɪɢɩɬɨɝɪɚɮɢɹ ɜɤɥɸɱɚɟɬ ɜ ɫɟɛɹ ɚɫɢɦɦɟɬɪɢɱɧɵɟ 
ɤɪɢɩɬɨɫɢɫɬɟɦɵ, ɫɢɫɬɟɦɵ ɷɥɟɤɬɪɨɧɧɨɣ ɰɢɮɪɨɜɨɣ ɩɨɞɩɢɫɢ, ɯɟɲ-ɮɭɧɤɰɢɢ, 
ɭɩɪɚɜɥɟɧɢɟ ɤɥɸɱɚɦɢ, ɩɨɥɭɱɟɧɢɟ ɫɤɪɵɬɨɣ ɢɧɮɨɪɦɚɰɢɢ ɢ ɦɧɨɝɨɟ ɞɪɭɝɨɟ. 

ɋɨɨɛɳɟɧɢɹ, ɬɪɟɛɭɸɳɢɟ ɫɟɤɪɟɬɧɨɣ ɩɟɪɟɞɚɱɢ ɢ ɧɚɡɵɜɚɟɦɵɟ ɨɬɤɪɵɬɵɦ 
ɬɟɤɫɬɨɦ, ɩɪɟɨɛɪɚɡɭɸɬɫɹ ɧɚ ɫɬɨɪɨɧɟ ɨɬɩɪɚɜɢɬɟɥɹ ɫ ɩɨɦɨɳɶɸ ɫɩɟɰɢɚɥɶɧɨɣ 
ɮɭɧɤɰɢɢ ɲɢɮɪɨɜɚɧɢɹ ɢ ɫɟɤɪɟɬɧɨɝɨ ɤɥɸɱɚ ɜ ɡɚɲɢɮɪɨɜɚɧɧɵɣ ɬɟɤɫɬ. ɉɨɫɥɟ ɷɬɨɝɨ 
ɡɚɲɢɮɪɨɜɚɧɧɵɣ ɪɟɡɭɥɶɬɚɬ, ɩɟɪɟɞɚɟɬɫɹ ɩɨ ɤɚɧɚɥɭ ɫɜɹɡɢ ɩɨɥɭɱɚɬɟɥɸ. 
ɉɪɟɞɩɨɥɚɝɚɟɬɫɹ, ɱɬɨ ɡɚ ɤɚɧɚɥɨɦ ɫɜɹɡɢ ɧɚɛɥɸɞɚɟɬ ɧɟɤɢɣ ɡɥɨɭɦɵɲɥɟɧɧɢɤ, 
ɤɨɬɨɪɵɣ ɜɢɞɢɬ ɢ ɤɨɩɢɪɭɟɬ ɡɚɲɢɮɪɨɜɚɧɧɵɣ ɬɟɤɫɬ. ɇɨ ɞɥɹ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ 
ɪɚɫɲɢɮɪɨɜɤɚ ɫɨɨɛɳɟɧɢɹ ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɥɨɠɧɭɸ, ɚ ɢɧɨɝɞɚ ɢ ɜɨɜɫɟ ɧɟ ɪɟɲɚɟɦɭɸ 
ɧɚ ɩɪɚɤɬɢɤɟ ɜɵɱɢɫɥɢɬɟɥɶɧɭɸ ɡɚɞɚɱɭ, ɩɨɬɨɦɭ ɱɬɨ ɜ ɨɬɥɢɱɢɟ ɨɬ ɩɨɥɭɱɚɬɟɥɹ, 
ɤɨɬɨɪɨɦɭ ɩɪɟɞɧɚɡɧɚɱɟɧɨ ɫɨɨɛɳɟɧɢɟ, ɟɦɭ ɧɟ ɢɡɜɟɫɬɟɧ ɤɥɸɱ ɞɟɲɢɮɪɨɜɤɢ. 
ɋɭɳɟɫɬɜɭɟɬ ɞɜɚ ɬɢɩɚ ɡɥɨɭɦɵɲɥɟɧɧɢɤɨɜ: ɩɚɫɫɢɜɧɵɣ – ɦɨɠɟɬ ɬɨɥɶɤɨ 
ɩɪɨɫɥɭɲɢɜɚɬɶ ɤɚɧɚɥ ɫɜɹɡɢ, ɢ ɚɤɬɢɜɧɵɣ, ɤɨɬɨɪɵɣ ɩɨɦɢɦɨ ɩɪɨɫɥɭɲɢɜɚɧɢɹ 
ɫɩɨɫɨɛɟɧ ɜɫɬɚɜɥɹɬɶ ɫɜɨɢ ɫɨɨɛɳɟɧɢɹ ɢɥɢ ɢɡɦɟɧɹɬɶ ɢɫɯɨɞɧɵɟ ɫɨɨɛɳɟɧɢɹ ɞɨ ɬɨɝɨ, 
ɤɚɤ ɨɧɢ ɞɨɫɬɢɝɧɭɬ ɩɨɥɭɱɚɬɟɥɹ. ɇɚ ɪɢɫɭɧɤɟ 1 ɩɨɤɚɡɚɧɚ ɦɨɞɟɥɶ ɲɢɮɪɨɜɚɧɢɹ-
ɞɟɲɢɮɪɨɜɚɧɢɹ ɢ ɩɨɥɨɠɟɧɢɟ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ ɜ ɫɢɫɬɟɦɟ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ. 



5 

 
Ɋɢɫɭɧɨɤ 1 - ɦɨɞɟɥɶ ɲɢɮɪɨɜɚɧɢɹ – ɞɟɲɢɮɪɨɜɚɧɢɹ 

 

ɇɚ ɩɪɚɤɬɢɤɟ ɩɪɢ ɤɨɦɩɪɨɦɟɬɚɰɢɢ ɨɞɧɨɝɨ ɦɟɬɨɞɚ ɲɢɮɪɨɜɚɧɢɹ ɧɟɨɛɯɨɞɢɦɨ 
ɩɪɢɥɨɠɢɬɶ ɨɝɪɨɦɧɵɟ ɭɫɢɥɢɹ ɢ ɫɪɟɞɫɬɜɚ, ɞɥɹ ɪɚɡɪɚɛɨɬɤɢ ɞɪɭɝɨɝɨ. ɉɨɷɬɨɦɭ 
ɩɪɢɧɹɬɨ ɫɱɢɬɚɬɶ, ɱɬɨ ɧɢɤɚɤɢɟ ɦɟɬɨɞɵ ɧɟ ɹɜɥɹɸɬɫɹ ɫɟɤɪɟɬɧɵɦɢ, ɞɪɭɝɢɦɢ ɫɥɨɜɚɦɢ 
ɫɱɢɬɚɟɬɫɹ, ɱɬɨ ɜɡɥɨɦɳɢɤɭ ɲɢɮɪɚ ɩɪɟɤɪɚɫɧɨ ɢɡɜɟɫɬɟɧ ɦɟɬɨɞ ɢɫɩɨɥɶɡɭɟɦɵɣ ɞɥɹ 
ɲɢɮɪɨɜɚɧɢɹ. ɂɞɟɹ, ɡɚɤɥɸɱɚɸɳɚɹɫɹ ɜ ɩɪɟɞɩɨɥɨɠɟɧɢɢ ɨ ɬɨɦ, ɱɬɨ ɜɡɥɨɦɳɢɤɭ 
ɢɡɜɟɫɬɟɧ ɦɟɬɨɞ ɢ ɤɪɚɟɭɝɨɥɶɧɵɦ ɤɚɦɧɟɦ ɫɟɤɪɟɬɧɨɫɬɢ ɹɜɥɹɟɬɫɹ ɷɤɫɤɥɸɡɢɜɧɵɣ 
ɤɥɸɱ, ɧɚɡɵɜɚɟɬɫɹ ɩɪɢɧɰɢɩɨɦ Ʉɟɪɤɝɨɮɚ, ɤɨɬɨɪɵɣ ɝɥɚɫɢɬ: Ⱥɥɝɨɪɢɬɦɵ 
ɲɢɮɪɨɜɚɧɢɹ ɨɛɳɟɞɨɫɬɭɩɧɵ; ɫɟɤɪɟɬɧɵ ɬɨɥɶɤɨ ɤɥɸɱɢ. 

 
1.2 ɒɢɮɪɨɜɚɧɢɟ 
 

Ʌɸɛɨɣ ɫɨɜɪɟɦɟɧɧɵɣ ɲɢɮɪ ɢɫɩɨɥɶɡɭɟɦɵɣ ɧɚ ɩɪɚɤɬɢɤɟ, ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ 
ɫɦɟɫɶ ɞɜɭɯ ɨɫɧɨɜɧɵɯ ɦɟɬɨɞɨɜ: ɦɟɬɨɞɚ ɩɨɞɫɬɚɧɨɜɤɢ ɢ ɦɟɬɨɞɚ ɩɟɪɟɫɬɚɧɨɜɤɢ. 

Ɇɟɬɨɞ ɩɨɞɫɬɚɧɨɜɤɢ ɩɪɟɞɫɬɚɜɥɹɟɬ ɢɡ ɫɟɛɹ ɡɚɦɟɧɭ ɤɚɠɞɨɝɨ ɫɢɦɜɨɥɚ (ɢɥɢ 
ɝɪɭɩɩɵ ɫɢɦɜɨɥɨɜ) ɢɫɯɨɞɧɨɝɨ ɬɟɤɫɬɚ ɧɟɤɨɬɨɪɵɦ ɞɪɭɝɢɦ ɫɢɦɜɨɥɨɦ (ɢɥɢ ɝɪɭɩɩɨɣ 
ɫɢɦɜɨɥɨɜ). ɋɬɨɢɬ ɨɬɦɟɬɢɬɶ, ɱɬɨ ɲɢɮɪɵ ɧɚ ɨɫɧɨɜɟ ɩɨɞɫɬɚɧɨɜɨɤ ɫɨɯɪɚɧɹɸɬ 
ɩɨɪɹɞɨɤ ɫɥɟɞɨɜɚɧɢɹ ɫɢɦɜɨɥɨɜ. 

ɒɢɮɪɵ, ɜ ɤɨɬɨɪɵɯ ɢɫɩɨɥɶɡɭɟɬɫɹ ɦɟɬɨɞ ɩɟɪɟɫɬɚɧɨɜɤɢ, ɧɚɩɪɨɬɢɜ ɢɡɦɟɧɹɸɬ 
ɥɢɲɶ ɩɨɪɹɞɨɤ ɫɢɦɜɨɥɨɜ ɜ ɢɫɯɨɞɧɨɦ ɬɟɤɫɬɟ, ɧɨ ɫɚɦɢ ɫɢɦɜɨɥɵ ɩɪɢ ɷɬɨɦ ɧɟ 
ɢɡɦɟɧɹɸɬɫɹ. 

ȼ ɬɪɚɞɢɰɢɨɧɧɨɣ ɤɪɢɩɬɨɝɪɚɮɢɢ ɢɫɩɨɥɶɡɨɜɚɥɢɫɶ ɩɪɨɫɬɵɟ ɚɥɝɨɪɢɬɦɵ. ȼ 
ɫɨɜɪɟɦɟɧɧɨɣ ɤɪɢɩɬɨɝɪɚɮɢɢ, ɨɞɧɚɤɨ, ɰɟɥɶ ɫɨɫɬɨɢɬ ɜ ɬɨɦ, ɱɬɨɛɵ ɫɨɡɞɚɬɶ ɚɥɝɨɪɢɬɦ 
ɧɚɫɬɨɥɶɤɨ ɫɥɨɠɧɵɣ ɢ ɡɚɩɭɬɚɧɧɵɣ, ɱɬɨ ɧɢɤɚɤɨɣ ɩɨɥɶɡɵ ɧɟ ɦɨɠɟɬ ɛɵɬɶ ɩɨɥɭɱɟɧɨ 
ɢɡ ɡɚɲɢɮɪɨɜɚɧɧɨɝɨ ɬɟɤɫɬɚ ɛɟɡ ɤɥɸɱɚ. ɋɭɳɟɫɬɜɭɟɬ ɞɜɚ ɤɥɚɫɫɚ ɚɥɝɨɪɢɬɦɨɜ 
ɲɢɮɪɨɜɚɧɢɹ – ɫ ɫɢɦɦɟɬɪɢɱɧɵɦ ɢ ɨɬɤɪɵɬɵɦ ɤɥɸɱɚɦɢ. 
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1.2.1 Ⱥɥɝɨɪɢɬɦɵ ɲɢɮɪɨɜɚɧɢɹ ɫ ɫɢɦɦɟɬɪɢɱɧɵɦ ɤɥɸɱɨɦ 

 

Ʉɥɚɫɫ ɚɥɝɨɪɢɬɦɨɜ ɫ ɫɢɦɦɟɬɪɢɱɧɵɦ ɤɥɸɱɨɦ ɩɨɥɭɱɢɥ ɫɜɨɟ ɧɚɡɜɚɧɢɟ ɩɨɬɨɦɭ 
ɱɬɨ ɤɥɸɱ, ɢɫɩɨɥɶɡɭɟɦɵɣ ɞɥɹ ɲɢɮɪɨɜɚɧɢɹ ɧɚ ɫɬɨɪɨɧɟ ɨɬɩɪɚɜɢɬɟɥɹ, ɫɨɜɩɚɞɚɟɬ ɫ 
ɤɥɸɱɨɦ ɞɟɲɢɮɪɨɜɚɧɢɹ, ɢɫɩɨɥɶɡɭɟɦɵɦ ɩɨɥɭɱɚɬɟɥɟɦ. Ɉɫɧɨɜɧɨɣ ɩɪɨɛɥɟɦɨɣ ɬɚɤɢɯ 
ɚɥɝɨɪɢɬɦɨɜ ɹɜɥɹɸɬɫɹ ɫɩɨɫɨɛɵ ɭɫɬɚɧɨɜɥɟɧɢɹ ɫɟɤɪɟɬɧɨɝɨ ɤɥɸɱɚ ɦɟɠɞɭ 
ɫɨɛɟɫɟɞɧɢɤɚɦɢ, ɬɚɤ ɤɚɤ ɧɟɨɛɯɨɞɢɦɨ ɪɚɫɩɪɟɞɟɥɢɬɶ ɤɥɸɱ ɦɟɠɞɭ ɜɫɟɦɢ 
ɭɱɚɫɬɧɢɤɚɦɢ ɨɛɳɟɧɢɹ ɫɨɜɟɪɲɟɧɧɨ ɫɟɤɪɟɬɧɵɦ ɫɩɨɫɨɛɨɦ. 

ɇɚɢɛɨɥɟɟ ɢɡɜɟɫɬɧɵɦɢ ɚɥɝɨɪɢɬɦɚɦɢ ɲɢɮɪɨɜɚɧɢɹ ɫ ɫɢɦɦɟɬɪɢɱɧɵɦ ɤɥɸɱɨɦ 
ɹɜɥɹɸɬɫɹ: 

1. DES (Data Encryption Standard) – ɜ ɞɚɧɧɵɣ ɦɨɦɟɧɬ ɭɫɬɚɪɟɥ ɢ ɧɟ ɹɜɥɹɟɬɫɹ 
ɛɟɡɨɩɚɫɧɵɦ. 

2. Triple-DES – ɬɪɨɣɧɨɣ DES 

3. AES (Advanced Encryption Standard) ɢɥɢ Rijndael – ɧɚɢɛɨɥɟɟ 
ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɣ ɚɥɝɨɪɢɬɦ, ɱɚɳɟ ɜɫɟɝɨ ɢɫɩɨɥɶɡɭɟɦɵɣ ɧɚ ɩɪɚɤɬɢɤɟ 

4. Twofish – ɬɚɤɠɟ ɲɢɪɨɤɨ ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɣ ɚɥɝɨɪɢɬɦ 

5. ȽɈɋɌ 28147-89 – Ɋɨɫɫɢɣɫɤɢɣ ɫɬɚɧɞɚɪɬ ɲɢɮɪɨɜɚɧɢɹ 

 
1.2.2 Ⱥɥɝɨɪɢɬɦɵ ɲɢɮɪɨɜɚɧɢɹ ɫ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ 
 

Ⱦɢɮɮɢ ɢ ɏɟɥɥɦɚɧ - ɢɫɫɥɟɞɨɜɚɬɟɥɢ ɢɡ ɋɬɷɧɮɨɪɞɫɤɨɝɨ ɭɧɢɜɟɪɫɢɬɟɬɚ ɜ 1976 
ɝɨɞɭ ɩɪɟɞɥɨɠɢɥɢ ɫɨɜɟɪɲɟɧɧɨ ɧɨɜɭɸ ɤɪɢɩɬɨɫɢɫɬɟɦɭ, ɜ ɤɨɬɨɪɨɣ ɤɥɸɱ 
ɲɢɮɪɨɜɚɧɢɹ ɢ ɤɥɸɱ ɞɟɲɢɮɪɨɜɚɧɢɹ ɛɵɥɢ ɪɚɡɥɢɱɧɵ. ȼ ɢɯ ɫɢɫɬɟɦɟ ɚɥɝɨɪɢɬɦɵ 
ɲɢɮɪɨɜɚɧɢɹ (ȿ) ɢ ɞɟɲɢɮɪɨɜɚɧɢɹ (D) ɞɨɥɠɧɵ ɛɵɥɢ ɭɞɨɜɥɟɬɜɨɪɹɬɶ ɬɪɟɦ 
ɬɪɟɛɨɜɚɧɢɹɦ: 

1. D(E(P)) = P 

2. Ʉɪɚɣɧɟ ɫɥɨɠɧɨ ɜɵɜɟɫɬɢ D ɢɡ E 

3. E ɧɟɥɶɡɹ ɜɡɥɨɦɚɬɶ ɩɪɢ ɩɨɦɨɳɢ ɩɪɨɢɡɜɨɥɶɧɨɝɨ ɨɬɤɪɵɬɨɝɨ ɬɟɤɫɬɚ. 
 
ɋ ɬɟɯ ɩɨɪ, ɦɧɨɝɢɟ ɚɥɝɨɪɢɬɦɵ ɛɵɥɢ ɫɨɡɞɚɧɵ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɤɨɧɰɟɩɰɢɢ 

ɨɬɤɪɵɬɵɯ ɤɥɸɱɟɣ. Ⱥɥɝɨɪɢɬɦ ɩɭɛɥɢɱɧɵɣ, ɧɟɬ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɜ ɫɟɤɪɟɬɧɵɯ 
ɤɚɧɚɥɚɯ ɫɜɹɡɢ. Ɉɛɳɚɹ ɫɯɟɦɚ ɜɵɝɥɹɞɢɬ ɫɥɟɞɭɸɳɢɦ ɨɛɪɚɡɨɦ: 

1. Ʉɚɠɞɵɣ ɩɨɥɶɡɨɜɚɬɟɥɶ ɝɟɧɟɪɢɪɭɟɬ ɩɚɪɭ ɤɥɸɱɟɣ: ɨɞɢɧ ɞɥɹ ɲɢɮɪɨɜɚɧɢɹ, 
ɞɪɭɝɨɣ ɞɥɹ ɪɚɫɲɢɮɪɨɜɤɢ. 

2. Ʉɚɠɞɵɣ ɩɨɥɶɡɨɜɚɬɟɥɶ ɩɭɛɥɢɤɭɟɬ ɫɜɨɣ ɤɥɸɱ ɲɢɮɪɨɜɚɧɢɹ (ɨɬɤɪɵɬɵɣ 
ɤɥɸɱ), ɪɚɡɦɟɳɚɟɬ ɟɝɨ ɜ ɨɬɤɪɵɬɨɦ ɞɥɹ ɜɫɟɯ ɞɨɫɬɭɩɟ. ȼɬɨɪɨɣ ɤɥɸɱ 
(ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ), ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɣ ɨɬɤɪɵɬɨɦɭ, ɫɨɯɪɚɧɹɟɬɫɹ ɜ ɫɟɤɪɟɬɟ. 

3. ȿɫɥɢ ɩɨɥɶɡɨɜɚɬɟɥɶ A ɫɨɛɢɪɚɟɬɫɹ ɩɨɫɥɚɬɶ ɫɨɨɛɳɟɧɢɟ ɩɨɥɶɡɨɜɚɬɟɥɸ B, ɨɧ 
ɲɢɮɪɭɟɬ ɫɨɨɛɳɟɧɢɟ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ ɩɨɥɶɡɨɜɚɬɟɥɹ B. 
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4. Ʉɨɝɞɚ ɩɨɥɶɡɨɜɚɬɟɥɶ B ɩɨɥɭɱɚɟɬ ɫɨɨɛɳɟɧɢɟ, ɨɧ ɪɚɫɲɢɮɪɨɜɵɜɚɟɬ ɟɝɨ ɫ 
ɩɨɦɨɳɶɸ ɫɜɨɟɝɨ ɫɟɤɪɟɬɧɨɝɨ ɤɥɸɱɚ. Ⱦɪɭɝɨɣ ɩɨɥɭɱɚɬɟɥɶ ɧɟ ɫɦɨɠɟɬ 
ɪɚɫɲɢɮɪɨɜɚɬɶ ɫɨɨɛɳɟɧɢɟ, ɩɨɫɤɨɥɶɤɭ ɥɢɱɧɵɣ ɤɥɸɱ B ɡɧɚɟɬ ɬɨɥɶɤɨ B. 

 

ɇɚɢɛɨɥɟɟ ɧɚɞɟɠɧɵɦ ɢ ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɦ ɚɥɝɨɪɢɬɦɨɦ ɞɥɹ ɲɢɮɪɨɜɚɧɢɹ ɫ 
ɨɬɤɪɵɬɵɦɢ ɤɥɸɱɚɦɢ ɧɚ ɫɟɝɨɞɧɹɲɧɢɣ ɞɟɧɶ ɹɜɥɹɟɬɫɹ ɚɥɝɨɪɢɬɦ RSA ɧɚɡɜɚɧɧɵɣ ɩɨ 
ɧɚɱɚɥɶɧɵɦ ɛɭɤɜɚɦ ɢɦɟɧ ɥɸɞɟɣ, ɟɝɨ ɩɪɢɞɭɦɚɜɲɢɯ (Rivest, Shamir, Adleman). ȿɝɨ 
ɦɚɬɟɦɚɬɢɱɟɫɤɨɟ ɨɩɢɫɚɧɢɟ ɞɨɜɨɥɶɧɨ ɢɧɬɟɪɟɫɧɨ ɢ ɧɟ ɬɪɟɛɭɟɬ ɦɧɨɝɨ ɜɪɟɦɟɧɢ ɜ 
ɨɬɥɢɱɢɢ ɨɬ ɨɫɬɚɥɶɧɵɯ ɚɥɝɨɪɢɬɦɨɜ, ɩɨɷɬɨɦɭ ɩɪɢɜɟɞɟɦ ɟɝɨ ɧɢɠɟ. 
 

1.2.2.1 Ɉɩɢɫɚɧɢɟ ɚɥɝɨɪɢɬɦɚ RSA 
 

ɋɩɟɪɜɚ ɜɫɩɨɦɧɢɦ ɧɟɤɨɬɨɪɵɟ ɦɚɬɟɦɚɬɢɱɟɫɤɢɟ ɭɬɜɟɪɠɞɟɧɢɹ, ɧɟɨɛɯɨɞɢɦɵɟ 
ɞɥɹ ɩɨɧɢɦɚɧɢɹ ɚɥɝɨɪɢɬɦɚ. 

ȼɨ-ɩɟɪɜɵɯ, ɧɚɦ ɩɨɧɚɞɨɛɢɬɫɹ ɮɭɧɤɰɢɹ ɗɣɥɟɪɚ. 
Ɏɭɧɤɰɢɹ ɗɣɥɟɪɚ 𝜑ሺ݊ሻ - Ⱥɪɢɮɦɟɬɢɱɟɫɤɚɹ ɮɭɧɤɰɢɹ, ɪɚɜɧɚɹ ɤɨɥɢɱɟɫɬɜɭ 

ɧɚɬɭɪɚɥɶɧɵɯ ɱɢɫɟɥ ɦɟɧɶɲɢɯ ɫɜɨɟɝɨ ɚɪɝɭɦɟɧɬɚ ɢ ɜɡɚɢɦɧɨ ɩɪɨɫɬɵɯ ɫ ɧɢɦ. 
Ɏɭɧɤɰɢɹ ɗɣɥɟɪɚ ɨɛɥɚɞɚɟɬ ɫɥɟɞɭɸɳɢɦɢ ɢɧɬɟɪɟɫɭɸɳɢɦɢ ɧɚɫ ɫɜɨɣɫɬɜɚɦɢ: 

1. ȿɫɥɢ n, m – ɜɡɚɢɦɧɨ ɩɪɨɫɬɵ, ɬɨ  

    𝜑ሺ݊݉ሻ = 𝜑ሺ݊ሻ ∗ 𝜑ሺ݉ሻ. (1) 

2. ȿɫɥɢ p – ɩɪɨɫɬɨɟ ɱɢɫɥɨ, ɬɨ      𝜑ሺ݌ሻ = ݌ − ͳ.   (2) 

Ɍɚɤɠɟ ɧɚɦ ɩɨɧɚɞɨɛɹɬɫɹ ɞɜɟ ɫɥɟɞɭɸɳɢɟ ɬɟɨɪɟɦɵ: 
Ɍɟɨɪɟɦɚ 1: Ɇɚɥɚɹ ɬɟɨɪɟɦɚ Ɏɟɪɦɚ 

ȿɫɥɢ p – ɩɪɨɫɬɨɟ ɱɢɫɥɨ ɢ a – ɰɟɥɨɟ ɱɢɫɥɨ, ɬɚɤɨɟ, ɱɬɨ ɇɈȾ (a, p) = 1, ɬɨ ܽ௣−1 ≡ ͳሺmod pሻ. (3) 

Ɍɟɨɪɟɦɚ 2: Ʉɢɬɚɣɫɤɚɹ ɬɟɨɪɟɦɚ ɨɛ ɨɫɬɚɬɤɚɯ 

ɉɭɫɬɶ ɤ – ɧɚɬɭɪɚɥɶɧɨɟ ɱɢɫɥɨ ɢ ݉1, …, ݉௞ – ɰɟɥɵɟ, ɜɡɚɢɦɧɨ ɩɪɨɫɬɵɟ ɱɢɫɥɚ, 
ɩɪɨɢɡɜɟɞɟɧɢɟ ɤɨɬɨɪɵɯ ɪɚɜɧɨ ܯ = ∏ ௝݉௞௝=1 . (4) 

Ɍɨɝɞɚ ɞɥɹ ɥɸɛɨɝɨ ɧɚɛɨɪɚ ɰɟɥɵɯ ɱɢɫɟɥ  а1, …, а௞ ɪɟɲɟɧɢɟ ɫɢɫɬɟɦɵ 
ɫɪɚɜɧɟɧɢɣ 
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ݔ}  ≡ ܽ1 ሺ݉1݉ ݀݋ሻ…ݔ ≡ ܽ௞ ሺ݉݀݋ ݉௞ሻ 

 

(5) 

ɟɞɢɧɫɬɜɟɧɧɨ ɩɨ ɦɨɞɭɥɸ ܯ ɢ ɭɞɨɜɥɟɬɜɨɪɹɟɬ ɫɪɚɜɧɟɧɢɸ 
≡ ݔ   ∑ ܽ௜ܾ௜ܿ௜௞

௜=1  ሺ݉ܯ ݀݋ሻ, 
 

(6) 

ɝɞɟ  ܾ௜ = ͳ݉௜ ∗  ቆ∏ ௝݉௞௝=1 ቇ =  ௜   (7)ܯ݉

ɢ ܿ௜ ≡  ܾ௜−1 ሺ݉݀݋ ݉௜ሻ.    (8) 

ɇɚ ɷɬɨɦ ɧɟɨɛɯɨɞɢɦɚɹ ɦɚɬɟɦɚɬɢɱɟɫɤɚɹ ɛɚɡɚ ɡɚɤɚɧɱɢɜɚɟɬɫɹ. 
Ɍɟɩɟɪɶ ɨɩɢɲɟɦ ɩɪɨɰɟɫɫ ɲɢɮɪɨɜɚɧɢɹ.  ɋɩɟɪɜɚ ɤɚɠɞɵɣ ɚɛɨɧɟɧɬ 

ɜɵɪɚɛɚɬɵɜɚɟɬ ɫɜɨɸ ɩɚɪɭ ɤɥɸɱɟɣ. Ⱦɥɹ ɷɬɨɝɨ ɨɧ ɝɟɧɟɪɢɪɭɟɬ ɞɜɚ ɛɨɥɶɲɢɯ ɩɪɨɫɬɵɯ 
ɱɢɫɥɚ p ɢ q, ɢ ɜɵɱɢɫɥɹɟɬ ɢɯ ɩɪɨɢɡɜɟɞɟɧɢɟ N. ܰ = ݌ ∗  (9) .ݍ

Ɂɚɬɟɦ ɨɧ ɜɵɪɚɛɚɬɵɜɚɟɬ ɫɥɭɱɚɣɧɨɟ ɱɢɫɥɨ e, ɜɡɚɢɦɧɨ ɩɪɨɫɬɨɟ ɫɨ ɡɧɚɱɟɧɢɟɦ 𝜑ሺܰሻ - ɮɭɧɤɰɢɢ ɗɣɥɟɪɚ ɨɬ ɱɢɫɥɚ N,  ɩɪɢɱɟɦ ɢɡ ɭɩɨɦɹɧɭɬɵɯ ɜɵɲɟ ɫɜɨɣɫɬɜ 
ɫɥɟɞɭɟɬ, ɱɬɨ  𝜑ሺܰሻ = ሺ݌ − ͳሻ ∗ ሺݍ − ͳሻ. (10) 

Ⱦɚɥɟɟ ɧɚɯɨɞɢɬɫɹ ɱɢɫɥɨ d ɢɡ ɭɫɥɨɜɢɹ  ݁ ∗ ݀ ≡ ͳ ሺ݉݀݋ 𝜑ሺܰሻሻ.  (11) 

Ɍɚɤ ɤɚɤ ɇɈȾ (e, 𝜑ሺܰሻ) = 1, ɬɨ ɬɚɤɨɟ ɱɢɫɥɨ d ɫɭɳɟɫɬɜɭɟɬ, ɢ ɨɧɨ ɟɞɢɧɫɬɜɟɧɧɨ. 
ɉɚɪɭ (N, e) ɚɛɨɧɟɧɬ ɨɛɴɹɜɥɹɟɬ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ ɢ ɩɨɦɟɳɚɟɬ ɜ ɨɬɤɪɵɬɵɣ ɞɨɫɬɭɩ. 
ɉɚɪɚ (N, d) ɹɜɥɹɟɬɫɹ ɫɟɤɪɟɬɧɵɦ ɤɥɸɱɨɦ ɢ ɫɨɯɪɚɧɹɟɬɫɹ ɜ ɬɚɣɧɟ. Ⱦɥɹ ɪɚɫɲɢɮɪɨɜɤɢ 
ɞɨɫɬɚɬɨɱɧɨ ɡɧɚɬɶ ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ. 

Ⱦɥɹ ɡɚɲɢɮɪɨɜɤɢ ɬɟɤɫɬ ɞɨɥɠɟɧ ɛɵɬɶ ɩɟɪɟɜɟɞɟɧ ɜ ɱɢɫɥɨɜɭɸ ɮɨɪɦɭ ɤɚɤɢɦ-
ɥɢɛɨ ɫɩɨɫɨɛɨɦ, ɜ ɪɟɡɭɥɶɬɚɬɟ ɱɟɝɨ ɨɧ ɩɪɢɦɟɬ ɜɢɞ ɧɟɤɨɬɨɪɨɝɨ ɛɨɥɶɲɨɝɨ ɱɢɫɥɚ. 
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Ɂɚɬɟɦ ɩɨɥɭɱɟɧɧɨɟ ɱɢɫɥɨ ɪɚɡɛɢɜɚɟɬɫɹ ɧɚ ɱɚɫɬɢ ɬɚɤ, ɱɬɨɛɵ ɤɚɠɞɚɹ ɢɡ ɧɢɯ ɛɵɥɚ 
ɱɢɫɥɨɦ ɜ ɩɪɨɦɟɠɭɬɤɟ [0, N − 1]. ɉɪɨɰɟɫɫ ɲɢɮɪɨɜɚɧɢɹ ɨɞɢɧɚɤɨɜ ɞɥɹ ɤɚɠɞɨɣ 
ɱɚɫɬɢ. ɉɨɷɬɨɦɭ ɦɵ ɦɨɠɟɦ ɫɱɢɬɚɬɶ, ɱɬɨ ɱɚɫɬɶ ɢɫɯɨɞɧɨɝɨ ɬɟɤɫɬɚ ɩɪɟɞɫɬɚɜɥɟɧɚ 
ɱɢɫɥɨɦ x, 0 ≤ x <N. 

ɉɨɥɶɡɨɜɚɬɟɥɶ A, ɨɬɩɪɚɜɥɹɸɳɢɣ ɫɨɨɛɳɟɧɢɟ x ɚɛɨɧɟɧɬɭ B, ɜɵɛɢɪɚɟɬ ɢɡ 
ɨɬɤɪɵɬɨɝɨ ɤɚɬɚɥɨɝɚ ɩɚɪɭ (N, e) ɚɛɨɧɟɧɬɚ B ɢ ɜɵɱɢɫɥɹɟɬ ɲɢɮɪɨɜɚɧɧɨɟ ɫɨɨɛɳɟɧɢɟ 
ɩɨ ɮɨɪɦɭɥɟ ݕ =  ሻ. (12)ܰ ݀݋௘ሺ݉ݔ

Ⱥɛɨɧɟɧɬ B ɜɵɱɢɫɥɹɟɬ ɢɫɯɨɞɧɵɣ ɬɟɤɫɬ ɩɨ ɮɨɪɦɭɥɟ  ݔ =  ሻ. (13)ܰ ݀݋ௗሺ݉ݕ

ɉɨɤɚɠɟɦ, ɱɬɨ ɜɵɱɢɫɥɟɧɧɨɟ ɡɧɚɱɟɧɢɟ ɞɟɣɫɬɜɢɬɟɥɶɧɨ ɪɚɜɧɨ ɢɫɯɨɞɧɨɦɭ 
ɬɟɤɫɬɭ. ɂɦɟɟɦ: ݕௗ = ሺݔ௘ሻௗ = ௘ௗݔ  ሺ݉݀݋ ܰሻ. (14) 

Ɍɚɤ ɤɚɤ  ݁ ∗ ݀ ≡ ͳ ݉݀݋(𝜑ሺܰሻ), (15) 

ɬɨ ɨɧɨ ɩɪɟɞɫɬɚɜɢɦɨ ɜ ɜɢɞɟ  ݁ ∗ ݀ = ͳ + 𝑘 ∗ 𝜑ሺܰሻ (16) 

ɞɥɹ ɧɟɤɨɬɨɪɨɝɨ ɰɟɥɨɝɨ ɱɢɫɥɚ k, ɡɧɚɱɢɬ 

௘ௗݔ  = ௞𝜙ሺ𝑁ሻሺmod ܰሻ+1ݔ =  ሻ. (17)ݍ݌ ௞ሺ௤−1ሻሺ௣−1ሻሺmod+1ݔ

Ⱦɚɥɟɟ ɪɚɫɫɦɨɬɪɢɦ ɞɜɚ ɫɥɭɱɚɹ,  
1) x = 0 mod(p), ɬɨɝɞɚ 1ݔ+௞ሺ௤−1ሻሺ௣−1ሻ = Ͳ =  (18) .݌ ݀݋݉ ݔ

2) x ≠ 0 mod(p), ɬɨɝɞɚ 1ݔ+௞ሺ௤−1ሻሺ௣−1ሻ = ݔ ∗ ሺݔ௣−1ሻ௞ሺ௤−1ሻ ݉(19) .݌ ݀݋ 

ɋɨɝɥɚɫɧɨ ɦɚɥɨɣ ɬɟɨɪɟɦɟ ɮɟɪɦɚ:  ሺݔ௣−1ሻ௞ሺ௤−1ሻ ݉݌ ݀݋ ≡ ͳ௞ሺ௤−1ሻ ݉݌ ݀݋ ≡ ͳ ݉݌ ݀݋. 

 

(20) 
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ɂɦɟɟɦ  ݕௗ = ௘ௗݔ = ݔ ∗ ሺݔ௣−1ሻ௞ሺ௤−1ሻ ݉݌ ݀݋ = ݔ  ∗ ͳ ݉݌ ݀݋ =  (21) .݌ ݀݋݉ ݔ 

Ⱥɧɚɥɨɝɢɱɧɵɟ ɪɚɫɫɭɠɞɟɧɢɹ ɦɨɠɧɨ ɩɪɨɜɟɫɬɢ, ɩɨɦɟɧɹɜ p ɢ q ɦɟɫɬɚɦɢ, ɬɨ ɟɫɬɶ 
ɞɚɧɧɨɟ ɫɪɚɜɧɟɧɢɟ ɜɵɩɨɥɧɹɟɬɫɹ ɞɥɹ ɱɢɫɥɚ p ɢ ɞɥɹ ɱɢɫɥɚ q, ɚ, ɫɥɟɞɨɜɚɬɟɥɶɧɨ, ɩɨ 
ɤɢɬɚɣɫɤɨɣ ɬɟɨɪɟɦɟ ɨɛ ɨɫɬɚɬɤɚɯ ɞɚɧɧɨɟ ɫɪɚɜɧɟɧɢɟ ɜɵɩɨɥɧɹɟɬɫɹ ɢ ɞɥɹ 
ɩɪɨɢɡɜɟɞɟɧɢɹ ɱɢɫɟɥ p ɢ q. ɋɥɟɞɨɜɚɬɟɥɶɧɨ  ݕௗ = ௘ௗݔ  =  (22) .ܰ ݀݋݉ ݔ

ɑɬɨ ɢ ɬɪɟɛɨɜɚɥɨɫɶ ɞɨɤɚɡɚɬɶ. 
 

1.3 ɐɢɮɪɨɜɵɟ ɩɨɞɩɢɫɢ 
 

ȼ ɧɟɤɨɬɨɪɵɯ ɫɢɬɭɚɰɢɹɯ ɥɸɞɢ ɦɨɝɭɬ ɩɨɩɵɬɚɬɶɫɹ ɨɬɤɚɡɚɬɶɫɹ ɨɬ ɫɜɨɢɯ 
ɨɛɹɡɚɬɟɥɶɫɬɜ, ɩɪɢɧɹɬɵɯ ɪɚɧɟɟ. ȼ ɫɨɜɪɟɦɟɧɧɨɦ ɦɢɪɟ ɨɛɹɡɚɧɧɨɫɬɢ, ɤɨɬɨɪɵɟ ɛɟɪɟɬ 
ɧɚ ɫɟɛɹ ɧɚ ɫɟɛɹ ɤɬɨ-ɥɢɛɨ ɮɢɤɫɢɪɭɸɬɫɹ ɸɪɢɫɬɨɦ ɧɚ ɛɭɦɚɝɟ, ɚ ɡɚɬɟɦ ɱɟɥɨɜɟɤ, 
ɛɟɪɭɳɢɣ ɷɬɢ ɨɛɹɡɚɧɧɨɫɬɢ ɫɬɚɜɢɬ ɧɚ ɧɟɣ ɫɜɨɸ ɪɨɫɩɢɫɶ, ɤɚɤ ɡɧɚɤ ɫɨɝɥɚɫɢɹ ɫ ɧɢɦɢ. 
Ʉɨɦɩɶɸɬɟɪɧɵɟ ɫɢɫɬɟɦɵ ɬɚɤɠɟ ɧɭɠɞɚɸɬɫɹ ɜ ɩɨɞɨɛɧɨɦ ɦɟɯɚɧɢɡɦɟ. 

Ɍɪɟɛɭɟɬɫɹ ɫɢɫɬɟɦɚ, ɤɨɬɨɪɚɹ ɜ ɩɟɪɟɩɢɫɤɟ ɞɜɭɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɝɚɪɚɧɬɢɪɭɟɬ 
ɜɵɩɨɥɧɟɧɢɟ ɫɥɟɞɭɸɳɢɯ ɭɫɥɨɜɢɣ: 

1. ɉɨɥɭɱɚɬɟɥɶ ɢɦɟɟɬ ɜɨɡɦɨɠɧɨɫɬɶ ɩɪɨɜɟɪɢɬɶ ɥɢɱɧɨɫɬɶ ɨɬɩɪɚɜɢɬɟɥɹ; 
2. Ɉɬɩɪɚɜɢɬɟɥɶ ɧɟ ɦɨɠɟɬ ɨɬɪɢɰɚɬɶ ɫɨɞɟɪɠɢɦɨɟ ɫɨɨɛɳɟɧɢɹ ɩɨɫɥɟ ɟɝɨ 

ɨɬɩɪɚɜɤɢ; 

3. ɉɨɥɭɱɚɬɟɥɶ ɧɟ ɢɦɟɟɬ ɜɨɡɦɨɠɧɨɫɬɢ ɦɨɞɢɮɢɰɢɪɨɜɚɬɶ ɩɨɞɩɢɫɚɧɧɨɟ 
ɫɨɨɛɳɟɧɢɟ. 
ɐɢɮɪɨɜɵɟ ɩɨɞɩɢɫɢ ɤɚɤ ɪɚɡ ɢ ɹɜɥɹɸɬɫɹ ɬɚɤɨɣ ɫɢɫɬɟɦɨɣ. Ɍɚɤɠɟ, ɤɚɤ ɢ 

ɲɢɮɪɵ ɰɢɮɪɨɜɵɟ ɩɨɞɩɢɫɢ ɞɟɥɹɬɫɹ ɧɚ ɞɜɟ ɪɚɡɧɨɜɢɞɧɨɫɬɢ – ɩɨɞɩɢɫɢ ɫ ɨɬɤɪɵɬɵɦ 
ɢ ɡɚɤɪɵɬɵɦ ɤɥɸɱɨɦ. 

 
1.3.1 ɉɨɞɩɢɫɢ ɫ ɫɢɦɦɟɬɪɢɱɧɵɦ ɤɥɸɱɨɦ 
 

Ɇɟɬɨɞ ɩɨɞɩɢɫɟɣ ɫ ɫɢɦɦɟɬɪɢɱɧɵɦ ɤɥɸɱɨɦ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɫɨɡɞɚɧɢɢ 
ɰɟɧɬɪɚɥɶɧɨɝɨ ɨɪɝɚɧɚ (ɐɈ), ɤɨɬɨɪɨɦɭ ɜɫɟ ɞɨɜɟɪɹɸɬ. Ʉɚɠɞɵɣ ɩɨɥɶɡɨɜɚɬɟɥɶ 
ɜɵɛɢɪɚɟɬ ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ ɢ ɞɟɥɢɬɫɹ ɢɦ ɫ ɐɈ. Ʉɨɝɞɚ Ⱥɥɢɫɚ ɯɨɱɟɬ ɩɨɫɥɚɬɶ Ȼɨɛɭ 
ɬɟɤɫɬ P, ɨɧɚ ɮɨɪɦɢɪɭɟɬ ɫɨɨɛɳɟɧɢɟ, ɡɚɲɢɮɪɨɜɚɧɧɨɟ KA (ɤɥɸɱɨɦ Ⱥɥɢɫɵ): KA(B, 
RA, t, P) , ɝɞɟ B – ɢɞɟɧɬɢɮɢɤɚɬɨɪ Ȼɨɛɚ, RA – ɫɥɭɱɚɣɧɨɟ ɱɢɫɥɨ, ɜɵɛɪɚɧɧɨɟ Ⱥɥɢɫɨɣ, 
t – ɦɟɬɤɚ  ɜɪɟɦɟɧɢ, ɩɨɞɬɜɟɪɠɞɚɸɳɚɹ ɫɜɟɠɟɫɬɶ ɫɨɨɛɳɟɧɢɹ. Ɂɚɬɟɦ Ⱥɥɢɫɚ ɩɨɫɵɥɚɟɬ 
ɷɬɨ ɫɨɨɛɳɟɧɢɟ ɜ ɐɈ. ɐɈ ɪɚɫɲɢɮɪɨɜɵɜɚɟɬ ɫɨɨɛɳɟɧɢɟ Ⱥɥɢɫɵ, ɩɨɫɥɟ ɱɟɝɨ 
ɮɨɪɦɢɪɭɟɬ ɫɜɨɟ ɫɨɨɛɳɟɧɢɟ, ɡɚɲɢɮɪɨɜɚɧɧɨɟ KB (ɤɥɸɱɨɦ Ȼɨɛɚ): KB(A, RA, t, P, 
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KC(A, t, P)), KC(A, t, P) – ɫɨɨɛɳɟɧɢɟ ɡɚɲɢɮɪɨɜɚɧɧɨɟ ɤɥɸɱɨɦ ɐɈ ɢ ɹɜɥɹɸɳɟɟɫɹ 
ɩɨɞɩɢɫɶɸ ɐɈ.   

 
1.3.2 ɉɨɞɩɢɫɢ ɫ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ 

 

Ɉɫɧɨɜɧɨɣ ɩɪɨɛɥɟɦɨɣ ɩɨɞɩɢɫɢ ɫ ɫɢɦɦɟɬɪɢɱɧɵɦ ɤɥɸɱɨɦ ɹɜɥɹɟɬɫɹ ɬɨ, ɱɬɨ 
ɤɚɠɞɵɣ ɞɨɥɠɟɧ ɞɨɜɟɪɢɬɶɫɹ ɧɟɤɨɬɨɪɨɦɭ ɐɟɧɬɪɚɥɶɧɨɦɭ Ɉɪɝɚɧɭ, ɤɨɬɨɪɵɣ ɤ ɬɨɦɭ 
ɠɟ ɫɦɨɠɟɬ ɱɢɬɚɬɶ ɜɫɟ ɫɨɨɛɳɟɧɢɹ, ɩɪɨɯɨɞɹɳɢɟ ɱɟɪɟɡ ɧɟɝɨ. Ȼɭɞɟɬ ɥɭɱɲɟ, ɟɫɥɢ 
ɧɢɤɨɦɭ ɧɟ ɩɪɢɞɟɬɫɹ ɞɨɜɟɪɹɬɶ. 

ɒɢɮɪɨɜɚɧɢɟ ɫ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ ɦɨɠɟɬ ɩɨɦɨɱɶ ɜ ɷɬɨɦ. Ⱦɥɹ ɷɬɨɝɨ ɦɵ 
ɬɪɟɛɭɟɦ, ɱɬɨɛɵ ɚɥɝɨɪɢɬɦɵ ɲɢɮɪɨɜɚɧɢɹ ɢ ɞɟɲɢɮɪɨɜɚɧɢɹ ɩɨɦɢɦɨ ɫɜɨɣɫɬɜɚ 
D(E(P)) = P ɢɦɟɥɢ ɟɳɟ ɨɞɧɨ: E(D(P)) = P. Ⱥɥɝɨɪɢɬɦ RSA ɨɛɥɚɞɚɟɬ ɷɬɢɦ 
ɫɜɨɣɫɬɜɨɦ. ɉɪɢ ɬɚɤɨɣ ɫɯɟɦɟ Ⱥɥɢɫɚ ɩɨɫɵɥɚɟɬ Ȼɨɛɭ ɩɨɞɩɢɫɚɧɧɨɟ ɫɨɨɛɳɟɧɢɟ 
EB(DA(P)) (ɬɟɤɫɬ, ɡɚɲɢɮɪɨɜɚɧɧɵɣ ɫɧɚɱɚɥɚ ɡɚɤɪɵɬɵɦ ɤɥɸɱɨɦ Ⱥɥɢɫɵ, ɚ ɡɚɬɟɦ 
ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ Ȼɨɛɚ), ɩɨɥɭɱɚɹ ɬɚɤɨɟ ɫɨɨɛɳɟɧɢɟ Ȼɨɛ ɫɧɚɱɚɥɚ 
ɪɚɫɲɢɮɪɨɜɵɜɚɟɬ ɟɝɨ ɫɜɨɢɦ ɡɚɤɪɵɬɵɦ ɤɥɸɱɨɦ, ɚ ɡɚɬɟɦ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ Ⱥɥɢɫɵ. 
ɉɪɢ ɷɬɨɦ ɩɨɞɩɢɫɶɸ ɛɭɞɟɬ DA(P), ɬɚɤ ɤɚɤ DA ɢɡɜɟɫɬɧɨ ɬɨɥɶɤɨ Ⱥɥɢɫɟ. 

 
1.4 ɉɪɨɮɢɥɢ ɫɨɨɛɳɟɧɢɣ 
 

Ɇɟɬɨɞɵ ɰɢɮɪɨɜɵɯ ɩɨɞɩɢɫɟɣ ɤɪɢɬɢɤɭɸɬɫɹ ɡɚ ɫɨɱɟɬɚɧɢɟ ɞɜɭɯ ɪɚɡɥɢɱɧɵɯ 
ɮɭɧɤɰɢɣ: ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ ɫɟɤɪɟɬɧɨɫɬɢ. ɑɚɫɬɨ ɬɪɟɛɭɟɬɫɹ ɬɨɥɶɤɨ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ.  

ɋɯɟɦɚ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ, ɧɟ ɬɪɟɛɭɸɳɚɹ ɲɢɮɪɨɜɚɧɢɹ, ɨɫɧɨɜɚɧɚ ɧɚ ɢɞɟɟ 
ɧɟɨɛɪɚɬɢɦɨɣ ɯɟɲ-ɮɭɧɤɰɢɢ. ɏɟɲ-ɮɭɧɤɰɢɢ – ɷɬɨ ɮɭɧɤɰɢɢ, ɩɪɟɞɧɚɡɧɚɱɟɧɧɵɟ ɞɥɹ 
ɫɠɚɬɢɹ   ɩɪɨɢɡɜɨɥɶɧɨɝɨ ɫɨɨɛɳɟɧɢɹ, ɢɡ ɡɚɞɚɧɧɨɝɨ ɬɟɤɫɬɚ ɩɪɨɢɡɜɨɥɶɧɨɣ ɞɥɢɧɵ ɨɧɚ 
ɜɵɱɢɫɥɹɟɬ ɡɧɚɱɟɧɢɟ ɮɢɤɫɢɪɨɜɚɧɧɨɣ ɞɥɢɧɵ. ɗɬɚ ɯɟɲ-ɮɭɧɤɰɢɹ, ɤɨɬɨɪɭɸ 
ɧɚɡɵɜɚɸɬ ɩɪɨɮɢɥɟɦ ɫɨɨɛɳɟɧɢɹ (Message Digest, MD) ɞɨɥɠɧɚ ɢɦɟɬɶ ɫɥɟɞɭɸɳɢɟ 
ɫɜɨɣɫɬɜɚ: 

1. ɉɨ ɡɚɞɚɧɧɨɦɭ ɬɟɤɫɬɭ P ɥɟɝɤɨ ɩɨɫɱɢɬɚɬɶ ɡɧɚɱɟɧɢɟ ɯɟɲ-ɮɭɧɤɰɢɢ MD(P) 

2. ɉɨ ɰɢɮɪɨɜɨɣ ɩɨɞɩɢɫɢ MD(P) ɩɪɚɤɬɢɱɟɫɤɢ ɧɟɜɨɡɦɨɠɧɨ ɨɩɪɟɞɟɥɢɬɶ 
ɢɫɯɨɞɧɵɣ ɬɟɤɫɬ P 

3. Ⱦɥɹ ɡɚɞɚɧɧɨɝɨ P ɩɪɚɤɬɢɱɟɫɤɢ ɧɟɜɨɡɦɨɠɧɨ ɩɨɞɨɛɪɚɬɶ P’ ɬɚɤ, ɱɬɨɛɵ   

MD(P) = MD(P’) 
4. ɂɡɦɟɧɟɧɢɟ ɯɨɬɹ ɛɵ ɨɞɧɨɝɨ ɛɢɬɚ ɜɯɨɞɧɨɣ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ ɩɪɢɜɨɞɢɬ ɤ 

ɫɨɜɟɪɲɟɧɧɨ ɞɪɭɝɨɦɭ ɪɟɡɭɥɶɬɚɬɭ. 
 

ɉɪɨɮɢɥɶ ɫɨɨɛɳɟɧɢɹ ɩɨ ɱɚɫɬɢ ɨɬɤɪɵɬɨɝɨ ɬɟɤɫɬɚ ɜɵɱɢɫɥɹɟɬɫɹ ɧɚɦɧɨɝɨ 
ɛɵɫɬɪɟɟ, ɱɟɦ ɲɢɮɪɭɟɬɫɹ ɜɫɟ ɫɨɨɛɳɟɧɢɟ. ɉɨɷɬɨɦɭ ɩɪɨɮɢɥɢ ɫɨɨɛɳɟɧɢɣ ɦɨɠɧɨ 
ɢɫɩɨɥɶɡɨɜɚɬɶ ɞɥɹ ɭɫɤɨɪɟɧɢɹ ɰɢɮɪɨɜɵɯ ɩɨɞɩɢɫɟɣ. 
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Ɋɚɫɫɦɨɬɪɢɦ ɤɚɤ ɩɪɨɮɢɥɶ ɫɨɨɛɳɟɧɢɹ ɦɨɠɟɬ ɩɨɦɨɱɶ ɜ ɫɥɭɱɚɟ ɰɢɮɪɨɜɨɣ 
ɩɨɞɩɢɫɢ ɫ ɫɢɦɦɟɬɪɢɱɧɵɦ ɤɥɸɱɨɦ: ɐɈ ɜɦɟɫɬɨ ɫɨɨɛɳɟɧɢɹ KB(A, RA, t, P, KC(A, 
t, P)) ɛɭɞɟɬ ɨɬɩɪɚɜɥɹɬɶ KB(A, RA, t, P, KC(A, t, MD(P))). ɂɫɩɨɥɶɡɨɜɚɧɢɟ ɩɪɨɮɢɥɹ 
ɫɨɨɛɳɟɧɢɹ ɷɤɨɧɨɦɢɬ ɜɪɟɦɹ ɧɚ ɲɢɮɪɨɜɚɧɢɟ ɢ ɡɚɬɪɚɬɵ ɧɚ ɬɪɚɧɫɩɨɪɬɢɪɨɜɤɭ ɢ 
ɯɪɚɧɟɧɢɟ. 

ɉɪɨɮɢɥɶ ɫɨɨɛɳɟɧɢɹ ɬɚɤɠɟ ɦɨɠɟɬ ɩɪɢɦɟɧɹɬɶɫɹ ɞɥɹ ɝɚɪɚɧɬɢɢ ɫɨɯɪɚɧɧɨɫɬɢ 
ɫɨɨɛɳɟɧɢɹ ɩɪɢ ɩɟɪɟɞɚɱɟ ɟɝɨ ɩɨ ɫɟɬɢ ɜ ɫɢɫɬɟɦɚɯ ɲɢɮɪɨɜɚɧɢɹ ɫ ɨɬɤɪɵɬɵɦ 
ɤɥɸɱɨɦ. Ɍɚɤ Ⱥɥɢɫɚ ɫɧɚɱɚɥɚ ɜɵɱɢɫɥɹɟɬ ɩɪɨɮɢɥɶ ɫɜɨɟɝɨ ɫɨɨɛɳɟɧɢɹ P – MD(P), ɚ 
ɡɚɬɟɦ ɲɢɮɪɭɟɬ (ɩɨɞɩɢɫɵɜɚɟɬ) ɩɪɨɮɢɥɶ ɫɨɨɛɳɟɧɢɹ – DA(MD(P)) ɢ ɩɨɫɵɥɚɟɬ 
Ȼɨɛɭ ɩɚɪɭ P, DA(MD(P)) – ɨɬɤɪɵɬɵɣ ɬɟɤɫɬ ɢ ɩɨɞɩɢɫɚɧɧɵɣ ɩɪɨɮɢɥɶ. 

ɇɚɢɛɨɥɟɟ ɢɡɜɟɫɬɧɵɦɢ ɚɥɝɨɪɢɬɦɚɦɢ ɰɢɮɪɨɜɨɣ ɩɨɞɩɢɫɢ ɹɜɥɹɸɬɫɹ MD5 
(Message Digest 5) – ɤɨɬɨɪɵɣ ɫɟɣɱɚɫ ɫɱɢɬɚɟɬɫɹ ɧɟɧɚɞɟɠɧɵɦ ɢ ɲɢɪɨɤɨ 
ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɣ SHA-1 (Secure Hash Algorithm 1), ɤɨɬɨɪɵɣ ɬɨɠɟ ɧɚɱɚɥ 
ɭɫɬɚɪɟɜɚɬɶ ɢ ɟɝɨ ɩɨɬɢɯɨɧɶɤɭ ɡɚɦɟɧɹɟɬ SHA-2. 

 
1.5 ɍɩɪɚɜɥɟɧɢɟ ɤɥɸɱɚɦɢ 
 

Ȼɥɚɝɨɞɚɪɹ ɚɫɫɢɦɟɬɪɢɱɧɨɣ ɤɪɢɩɬɨɝɪɚɮɢɢ ɩɨɥɶɡɨɜɚɬɟɥɢ ɦɨɝɭɬ 
ɨɛɦɟɧɢɜɚɬɶɫɹ ɫɟɤɪɟɬɧɵɦɢ ɞɚɧɧɵɦɢ, ɧɟ ɭɫɬɚɧɚɜɥɢɜɚɹ ɩɟɪɟɞ ɷɬɢɦ ɨɛɳɟɝɨ 
ɫɟɤɪɟɬɧɨɝɨ ɤɥɸɱɚ, ɩɨɞɩɢɫɵɜɚɬɶ ɫɜɨɢ ɫɨɨɛɳɟɧɢɹ ɷɥɟɤɬɪɨɧɧɵɦɢ ɩɨɞɩɢɫɹɦɢ, ɧɟ 
ɞɨɜɟɪɹɹ ɢɯ ɬɪɟɬɶɟɦɭ ɥɢɰɭ, ɚ ɬɚɤɠɟ ɩɪɨɜɟɪɹɬɶ ɧɟ ɩɨɜɪɟɠɞɟɧɵ ɥɢ ɩɨɥɭɱɟɧɧɵɟ 
ɞɚɧɧɵɟ.  

ɇɨ ɤɚɤ ɞɜɚ ɧɟɡɧɚɤɨɦɰɚ ɨɛɦɟɧɢɜɚɸɬɫɹ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ ɩɟɪɟɞ ɧɚɱɚɥɨɦ 
ɪɚɡɝɨɜɨɪɚ? ɉɪɨɫɬɨ ɨɫɬɚɜɢɬɶ ɨɬɤɪɵɬɵɣ ɤɥɸɱ ɧɚ ɤɚɤɨɦ-ɬɨ ɫɚɣɬɟ ɜ ɂɧɬɟɪɧɟɬɟ ɧɟ 
ɩɨɥɭɱɢɬɫɹ, ɩɨɬɨɦɭ ɱɬɨ ɤɨɝɞɚ ɨɞɢɧ ɢɡ ɫɨɛɟɫɟɞɧɢɤɨɜ ɫɞɟɥɚɟɬ ɡɚɩɪɨɫ ɧɚ ɫɚɣɬ ɞɥɹ 
ɩɨɥɭɱɟɧɢɹ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ, ɡɥɨɭɦɵɲɥɟɧɧɢɤ ɦɨɠɟɬ ɡɚɦɟɧɢɬɶ ɨɪɢɝɢɧɚɥɶɧɵɣ 
ɤɥɸɱ ɜ ɨɬɜɟɬɟ ɫɚɣɬɚ ɧɚ ɫɜɨɣ, ɚ ɡɚɬɟɦ ɩɟɪɟɯɜɚɬɢɬɶ ɢ ɞɚɠɟ ɢɡɦɟɧɢɬɶ ɱɭɠɢɟ 
ɫɨɨɛɳɟɧɢɹ. ɉɨɷɬɨɦɭ ɧɟɨɛɯɨɞɢɦɨ ɩɪɢɞɭɦɚɬɶ ɦɟɯɚɧɢɡɦ, ɤɨɬɨɪɵɣ ɩɨɡɜɨɥɹɥ ɛɵ 
ɛɟɡɨɩɚɫɧɨ ɨɛɦɟɧɢɜɚɬɶɫɹ ɨɬɤɪɵɬɵɦɢ ɤɥɸɱɚɦɢ. 

 
1.5.1 ɋɟɪɬɢɮɢɤɚɬɵ 

 

Ɍɚɤɢɦ ɦɟɯɚɧɢɡɦɨɦ ɫɬɚɥɢ ɨɪɝɚɧɢɡɚɰɢɢ, ɡɚɧɢɦɚɸɳɢɟɫɹ ɫɟɪɬɢɮɢɤɚɰɢɟɣ 
ɨɬɤɪɵɬɵɯ ɤɥɸɱɟɣ, ɤɨɬɨɪɵɟ ɧɚɡɵɜɚɸɬɫɹ ɰɟɧɬɪɚɦɢ ɫɟɪɬɢɮɢɤɚɰɢɢ (ɐɋ). 

Ɍɟɩɟɪɶ, ɟɫɥɢ ɤɬɨ-ɬɨ ɯɨɱɟɬ ɭɫɬɚɧɨɜɢɬɶ ɛɟɡɨɩɚɫɧɨɟ ɫɨɟɞɢɧɟɧɢɟ ɫ 
ɧɟɡɧɚɤɨɦɵɦɢ ɥɸɞɶɦɢ, ɟɦɭ ɧɭɠɧɨ ɩɪɢɣɬɢ ɜ ɰɟɧɬɪ ɫɟɪɬɢɮɢɤɚɰɢɢ ɫɨ ɫɜɨɢɦ 
ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ ɢ ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɬɶ ɟɝɨ. ɐɟɧɬɪ ɫɟɪɬɢɮɢɤɚɰɢɢ ɜɵɞɚɫɬ 
ɫɟɪɬɢɮɢɤɚɬ, ɚɧɚɥɨɝɢɱɧɵɣ ɩɨɤɚɡɚɧɧɨɦɭ ɧɚ ɪɢɫɭɧɤɟ 2, ɏɟɲ SHA-1 ɤɨɬɨɪɨɝɨ ɛɭɞɟɬ 
ɩɨɞɩɢɫɚɧ ɡɚɤɪɵɬɵɦ ɤɥɸɱɨɦ ɷɬɨɝɨ ɰɟɧɬɪɚ. Ɂɚɞɚɱɟɣ ɷɬɨɝɨ ɫɟɪɬɢɮɢɤɚɬɚ ɹɜɥɹɟɬɫɹ 
ɫɜɹɡɵɜɚɧɢɟ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ ɫ ɟɝɨ ɜɥɚɞɟɥɶɰɟɦ. ɋɚɦ ɩɨ ɫɟɛɟ ɷɬɨɬ ɫɟɪɬɢɮɢɤɚɬ ɧɟ 
ɡɚɳɢɳɚɟɬɫɹ ɢ ɧɟ ɯɪɚɧɢɬɫɹ ɜ ɬɚɣɧɟ. 
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 Ɍɚɤɠɟ, ɤɚɤ ɢ ɪɚɧɟɟ, ɱɬɨɛɵ ɞɜɚ ɧɟɡɧɚɤɨɦɰɚ ɧɚɱɚɥɢ ɨɛɳɚɬɶɫɹ, ɢɦ ɧɭɠɧɨ 
ɜɵɥɨɠɢɬɶ ɫɜɨɢ ɫɟɪɬɢɮɢɤɚɬɵ ɜ ɨɬɤɪɵɬɵɣ ɞɨɫɬɭɩ. Ɉɞɧɚɤɨ ɬɟɩɟɪɶ, ɟɫɥɢ 
ɡɥɨɭɦɵɲɥɟɧɧɢɤ ɩɨɩɵɬɚɟɬɫɹ ɩɨɞɞɟɥɚɬɶ ɫɟɪɬɢɮɢɤɚɬ ɢɥɢ ɨɬɤɪɵɬɵɣ ɤɥɸɱ, ɷɬɨ ɧɟ 
ɫɪɚɛɨɬɚɟɬ, ɬɚɤ ɤɚɤ ɏɟɲ ɟɝɨ ɫɟɪɬɢɮɢɤɚɬɚ ɩɪɢ ɩɪɨɜɟɪɤɟ ɧɟ ɫɨɜɩɚɞɟɬ ɫ ɏɟɲɟɦ, 
ɜɵɱɢɫɥɟɧɧɵɦ ɩɨ ɨɬɤɪɵɬɨɦɭ ɤɥɸɱɭ ɰɟɧɬɪɚ ɫɟɪɬɢɮɢɤɚɰɢɢ ɢ ɛɥɨɤɭ ɩɨɞɩɢɫɢ.   

ɇɚ ɫɚɦɨɦ ɞɟɥɟ ɟɫɬɟɫɬɜɟɧɧɨ, ɞɥɹ ɬɨɝɨ ɱɬɨɛɵ ɩɨɥɭɱɢɬɶ ɫɟɪɬɢɮɢɤɚɬ ɜɚɦ ɧɟ 
ɩɪɢɞɟɬɫɹ ɧɢɤɭɞɚ ɢɞɬɢ, ɬɚɤ ɤɚɤ ɛɵɥ ɪɚɡɪɚɛɨɬɚɧ ɫɩɟɰɢɚɥɶɧɵɣ ɫɬɚɧɞɚɪɬ 
ɫɟɪɬɢɮɢɤɚɬɨɜ X.509, ɲɢɪɨɤɨ ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɣ ɜ ɢɧɬɟɪɧɟɬɟ. 

Ɉɞɧɨɝɨ ɐɟɧɬɪɚ ɋɟɪɬɢɮɢɤɚɰɢɢ ɧɚ ɜɟɫɶ ɦɢɪ ɤɨɧɟɱɧɨ ɧɟɞɨɫɬɚɬɨɱɧɨ. ɉɨ ɷɬɨɣ 
ɩɪɢɱɢɧɟ ɛɵɥ ɫɨɡɞɚɧ ɫɩɨɫɨɛ ɫɟɪɬɢɮɢɤɚɰɢɢ ɨɬɤɪɵɬɵɯ ɤɥɸɱɟɣ ɩɨɞ ɧɚɡɵɜɚɧɢɟɦ 
PKI (Public Key Infrastructure – ɢɧɮɪɚɫɬɪɭɤɬɭɪɚ ɫɢɫɬɟɦ ɫ ɨɬɤɪɵɬɵɦɢ ɤɥɸɱɚɦɢ). 

Ɉɞɧɢɦ ɢɡ ɬɢɩɨɜ PKI ɹɜɥɹɟɬɫɹ ɢɟɪɚɪɯɢɹ ɭɩɪɚɜɥɟɧɢɣ, ɩɪɟɞɫɬɚɜɥɟɧɧɚɹ ɧɚ 
ɪɢɫɭɧɤɟ 3. ɇɚ ɪɢɫɭɧɤɟ 3 ɩɪɟɞɫɬɚɜɥɟɧɵ ɬɪɢ ɭɪɨɜɧɹ, ɨɞɧɚɤɨ ɢɯ ɦɨɠɟɬ ɛɵɬɶ ɤɚɤ 
ɛɨɥɶɲɟ, ɬɚɤ ɢ ɦɟɧɶɲɟ. ɐɟɧɬɪ ɫɟɪɬɢɮɢɤɚɰɢɢ ɜɟɪɯɧɟɝɨ ɭɪɨɜɧɹ ɦɵ ɛɭɞɟɦ ɧɚɡɵɜɚɬɶ 
ɰɟɧɬɪɚɥɶɧɵɦ ɭɩɪɚɜɥɟɧɢɟɦ (ɐɍ), ɨɧɨ ɫɟɪɬɢɮɢɰɢɪɭɟɬ ɭɩɪɚɜɥɟɧɢɹ ɜɬɨɪɨɝɨ ɭɪɨɜɧɹ, 
ɧɚɡɨɜɟɦ ɢɯ Ɋɟɝɢɨɧɚɥɶɧɵɦɢ ɨɬɞɟɥɚɦɢ (ɊɈ). Ɋɟɝɢɨɧɚɥɶɧɵɟ ɨɬɞɟɥɵ ɜ ɫɜɨɸ ɨɱɟɪɟɞɶ 
ɫɟɪɬɢɮɢɰɢɪɭɸɬ ɧɚɫɬɨɹɳɢɟ ɍɩɪɚɜɥɟɧɢɹ ɫɟɪɬɢɮɢɤɚɰɢɢ, ɤɨɬɨɪɵɟ ɜɵɞɚɸɬ 
ɤɥɢɟɧɬɚɦ ɫɟɪɬɢɮɢɤɚɬɵ ɫɬɚɧɞɚɪɬɚ X509.  

 

 
Ɋɢɫɭɧɨɤ 3 - ɢɟɪɚɪɯɢɹ ɭɩɪɚɜɥɟɧɢɣ 

Ɋɢɫɭɧɨɤ 2 - ɩɪɢɦɟɪɧɵɣ ɜɢɞ ɫɟɪɬɢɮɢɤɚɬɚ 
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Ɍɟɩɟɪɶ, ɤɨɝɞɚ ɤɬɨ-ɬɨ, ɧɚɩɪɢɦɟɪ, Ⱥɥɢɫɚ, ɯɨɱɟɬ ɩɪɨɜɟɪɢɬɶ ɫɟɪɬɢɮɢɤɚɬ ɫɜɨɟɝɨ 
ɫɨɛɟɫɟɞɧɢɤɚ Ȼɨɛɚ, ɨɧɚ ɡɚɩɪɚɲɢɜɚɟɬ ɭ ɧɟɝɨ ɫɚɦ ɫɟɪɬɢɮɢɤɚɬ, ɚ ɬɚɤɠɟ ɰɟɩɨɱɤɭ 
ɫɟɪɬɢɮɢɤɚɬɨɜ ɭɩɪɚɜɥɟɧɢɣ ɜɟɪɯɧɢɯ ɭɪɨɜɧɟɣ. Ɍɚɤɚɹ ɰɟɩɨɱɤɚ ɧɚɡɵɜɚɟɬɫɹ ɰɟɩɨɱɤɨɣ 
ɞɨɜɟɪɢɹ ɢɥɢ ɩɭɬɟɦ ɫɟɪɬɢɮɢɤɚɬɚ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ Ⱥɥɢɫɚ ɦɨɠɟɬ ɩɪɨɜɟɪɢɬɶ ɜɫɟ 
ɢɧɬɟɪɟɫɭɸɳɢɟ ɟɟ ɨɪɝɚɧɢɡɚɰɢɢ ɩɨ ɰɟɩɨɱɤɟ. ɇɨ ɤɚɤ ɩɪɨɜɟɪɢɬɶ ɨɬɤɪɵɬɵɣ ɤɥɸɱ 
ɐɟɧɬɪɚɥɶɧɨɝɨ ɭɩɪɚɜɥɟɧɢɹ? ɉɪɟɞɩɨɥɚɝɚɟɬɫɹ, ɱɬɨ ɨɬɤɪɵɬɵɣ ɤɥɸɱ ɐɟɧɬɪɚɥɶɧɨɝɨ 
ɭɩɪɚɜɥɟɧɢɹ ɡɧɚɸɬ ɜɫɟ, ɨɛɵɱɧɨ ɤɥɸɱɢ ɪɚɡɥɢɱɧɵɯ ɷɬɢɯ ɭɩɪɚɜɥɟɧɢɣ «ɜɲɢɬɵ» 
ɜɧɭɬɪɶ ɛɪɚɭɡɟɪɨɜ ɢ ɞɪɭɝɢɯ ɤɥɢɟɧɬɫɤɢɯ ɩɪɢɥɨɠɟɧɢɣ. 

 
1.6 Ɂɚɳɢɬɚ ɢɧɮɨɪɦɚɰɢɢ ɜɨ ɜɫɟɦɢɪɧɨɣ ɩɚɭɬɢɧɟ. SSL ɢ TLS 
 

ȼ ɦɨɦɟɧɬ ɩɨɹɜɥɟɧɢɹ ɢɧɬɟɪɧɟɬɚ ɧɢɤɬɨ ɨɫɨɛɨ ɧɟ ɡɚɛɨɬɢɥɫɹ ɨ ɛɟɡɨɩɚɫɧɨɫɬɢ 
ɩɟɪɟɞɚɜɚɟɦɵɯ ɞɚɧɧɵɯ, ɨɞɧɚɤɨ, ɤɨɝɞɚ ɥɸɞɢ ɩɨɧɹɥɢ ɜɫɟ ɟɝɨ ɩɪɟɢɦɭɳɟɫɬɜɚ ɢ 
ɧɚɱɚɥɢ ɪɚɡɪɚɛɚɬɵɜɚɬɶ ɪɚɡɥɢɱɧɵɟ ɩɪɢɥɨɠɟɧɢɹ ɞɥɹ ɧɟɝɨ, ɧɚɩɪɢɦɟɪ, ɫɬɚɥɢ 
ɢɫɩɨɥɶɡɨɜɚɬɶ ɢɧɬɟɪɧɟɬ ɞɥɹ ɩɪɨɜɟɞɟɧɢɹ ɮɢɧɚɧɫɨɜɵɯ ɨɩɟɪɚɰɢɣ  ɫɬɚɥɨ ɩɨɧɹɬɧɨ, 
ɱɬɨ ɩɟɪɟɞɚɜɚɟɦɵɟ ɞɚɧɧɵɟ ɧɭɠɞɚɸɬɫɹ ɜ ɡɚɳɢɬɟ. ȼ 1995 ɝɨɞɭ ɩɭɛɥɢɤɟ ɛɵɥɚ 
ɩɪɟɞɫɬɚɜɥɟɧɚ ɧɨɜɚɹ ɫɢɫɬɟɦɚ ɛɟɡɨɩɚɫɧɨɫɬɢ ɩɨɞ ɧɚɡɜɚɧɢɟɦ SSL (Secure Sockets 
Layer — ɩɪɨɬɨɤɨɥ ɡɚɳɢɳɟɧɧɵɯ ɫɨɤɟɬɨɜ). ɋɨɨɬɜɟɬɫɬɜɭɸɳɟɟ ɩɪɨɝɪɚɦɦɧɨɟ 
ɨɛɟɫɩɟɱɟɧɢɟ, ɤɚɤ ɢ ɫɚɦ ɩɪɨɬɨɤɨɥ SSL, ɫɟɝɨɞɧɹ ɲɢɪɨɤɨ ɢɫɩɨɥɶɡɭɟɬɫɹ. 

Ⱦɚɧɧɵɣ ɩɪɨɬɨɤɨɥ ɭɫɬɚɧɚɜɥɢɜɚɟɬ ɦɟɠɞɭ ɞɜɭɦɹ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ ɛɟɡɨɩɚɫɧɨɟ 
ɫɨɟɞɢɧɟɧɢɟ ɩɨɡɜɨɥɹɹ: 

1. ɫɨɝɥɚɫɨɜɚɬɶ ɩɚɪɚɦɟɬɪɵ, ɤɨɬɨɪɵɟ ɛɭɞɭɬ ɢɫɩɨɥɶɡɨɜɚɬɶɫɹ ɞɥɹ ɩɟɪɟɞɚɱɢ 
ɞɚɧɧɵɯ; 

2. ɩɨɞɬɜɟɪɞɢɬɶ ɥɢɱɧɨɫɬɢ ɩɨɥɶɡɨɜɚɬɟɥɟɣ; 

3. ɨɪɝɚɧɢɡɨɜɚɬɶ ɦɟɠɞɭ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ ɬɚɣɧɨɟ ɨɛɳɟɧɢɟ; 
4. ɨɛɟɫɩɟɱɢɬɶ ɰɟɥɨɫɬɧɨɫɬɶ ɢ ɡɚɳɢɬɭ ɩɟɪɟɞɚɜɚɟɦɵɯ ɞɚɧɧɵɯ. 

ɉɨɫɥɟ ɬɨɝɨ, ɤɚɤ ɛɟɡɨɩɚɫɧɨɟ ɫɨɟɞɢɧɟɧɢɟ ɭɫɬɚɧɨɜɥɟɧɨ SSL ɡɚɧɢɦɚɟɬɫɹ 
ɩɨɞɞɟɪɠɤɨɣ ɫɠɚɬɢɹ ɢ ɲɢɮɪɨɜɚɧɢɹ ɩɟɪɟɞɚɜɚɟɦɵɯ ɞɚɧɧɵɯ. ɋɭɳɟɫɬɜɭɟɬ ɧɟɫɤɨɥɶɤɨ 
ɜɟɪɫɢɣ SSL, ɩɨɫɥɟɞɧɟɣ ɢ ɫɚɦɨɣ ɧɚɞɟɠɧɨɣ ɹɜɥɹɟɬɫɹ SSLv3. ȼ ɡɚɜɢɫɢɦɨɫɬɢ ɨɬ 
ɜɟɪɫɢɢ, SSL ɦɨɠɟɬ ɢɦɟɬɶ ɪɚɡɥɢɱɧɵɟ ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ ɮɭɧɤɰɢɢ, ɜɤɥɸɱɚɹ ɧɚɥɢɱɢɟ 
ɢɥɢ ɨɬɫɭɬɫɬɜɢɟ ɫɠɚɬɢɹ, ɬɨɬ ɢɥɢ ɢɧɨɣ ɚɥɝɨɪɢɬɦ ɲɢɮɪɨɜɚɧɢɹ, ɚ ɬɚɤɠɟ ɧɟɤɨɬɨɪɵɟ 
ɜɟɳɢ, ɫɜɹɡɚɧɧɵɟ ɫ ɨɝɪɚɧɢɱɟɧɢɹɦɢ ɷɤɫɩɨɪɬɚ ɜ ɤɪɢɩɬɨɝɪɚɮɢɢ. 

SSL ɫɨɫɬɨɢɬ ɢɡ ɞɜɭɯ ɩɨɞɩɪɨɬɨɤɨɥɨɜ, ɨɞɢɧ ɢɡ ɤɨɬɨɪɵɯ ɩɪɟɞɧɚɡɧɚɱɟɧ ɞɥɹ 
ɭɫɬɚɧɨɜɥɟɧɢɹ ɡɚɳɢɳɟɧɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ, ɚ ɜɬɨɪɨɣ — ɞɥɹ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɷɬɨɝɨ 
ɫɨɟɞɢɧɟɧɢɹ. ɇɚɱɧɟɦ ɫ ɪɚɫɫɦɨɬɪɟɧɢɹ ɜɨɩɪɨɫɚ ɭɫɬɚɧɨɜɥɟɧɢɹ ɫɨɟɞɢɧɟɧɢɹ. Ɋɚɛɨɬɚ 
ɩɨɞɩɪɨɬɨɤɨɥɚ, ɡɚɧɢɦɚɸɳɟɝɨɫɹ ɷɬɢɦ, ɩɨɤɚɡɚɧɚ ɧɚ ɪɢɫɭɧɤɟ 4. ȼɫɟ ɧɚɱɢɧɚɟɬɫɹ ɫ 
ɫɨɨɛɳɟɧɢɹ, ɜ ɤɨɬɨɪɨɦ Ⱥɥɢɫɚ ɩɨɫɵɥɚɟɬ Ȼɨɛɭ ɡɚɩɪɨɫ ɧɚ ɭɫɬɚɧɨɜɤɭ ɫɨɟɞɢɧɟɧɢɹ. ȼ 
ɧɟɦ ɨɧɚ ɭɤɚɡɵɜɚɟɬ ɢɫɩɨɥɶɡɭɟɦɭɸ ɜɟɪɫɢ. SSL, ɚ ɬɚɤɠɟ ɫɜɨɢ ɩɪɟɞɩɨɱɬɟɧɢɹ ɧɚɫɱɟɬ 
ɚɥɝɨɪɢɬɦɨɜ ɫɠɚɬɢɹ ɢ ɲɢɮɪɨɜɚɧɢɹ. ȼ ɷɬɨɦ ɫɨɨɛɳɟɧɢɢ ɬɚɤɠɟ ɫɨɞɟɪɠɢɬɫɹ ɱɢɫɥɨ 
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Ⱥɥɢɫɵ RA, ɧɚɡɵɜɚɟɦɨɟ ɧɨɧɫ (ɨɞɧɨɪɚɡɨɜɵɣ ɤɨɞ), ɤɨɬɨɪɵɣ ɛɭɞɟɬ ɢɫɩɨɥɶɡɨɜɚɧ 
ɜɩɨɫɥɟɞɫɬɜɢɢ. 

Ⱦɚɥɟɟ ɜɫɬɭɩɚɟɬ Ȼɨɛ. ȼ ɨɬɜɟɬɧɨɦ ɫɨɨɛɳɟɧɢɢ ɨɧ ɜɵɛɢɪɚɟɬ ɨɞɢɧ ɚɥɝɨɪɢɬɦ ɢɡ 
ɬɟɯ, ɱɬɨ ɛɵɥɢ ɩɪɟɞɥɨɠɟɧɵ Ⱥɥɢɫɨɣ, ɚ ɬɚɤɠɟ ɞɨɛɚɜɥɹɟɬ ɫɜɨɣ ɧɨɧɫ RB. ȼ 
ɫɥɟɞɭɸɳɟɦ ɫɜɨɟɦ ɫɨɨɛɳɟɧɢɢ ɨɧ ɨɬɫɵɥɚɟɬ ɫɜɨɣ ɫɟɪɬɢɮɢɤɚɬ ɫ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ 
ɢ ɰɟɩɨɱɤɭ ɞɨɜɟɪɢɹ ɷɬɨɝɨ ɫɟɪɬɢɮɢɤɚɬɚ, ɟɫɥɢ ɨɧɚ ɧɟɨɛɯɨɞɢɦɚ. ɉɨɫɥɟ ɬɨɝɨ ɤɚɤ Ȼɨɛ 
ɜɵɩɨɥɧɢɥ ɫɜɨɸ ɱɚɫɬɶ ɩɪɨɬɨɤɨɥɚ ɨɧ ɩɨɫɵɥɚɟɬ ɫɨɨɛɳɟɧɢɟ, ɜ ɤɨɬɨɪɨɦ ɝɨɜɨɪɢɬ, ɱɬɨ 
ɧɚɫɬɚɥɚ ɨɱɟɪɟɞɶ Ⱥɥɢɫɵ. Ⱥɥɢɫɚ ɜ ɨɬɜɟɬ ɝɟɧɟɪɢɪɭɟɬ 384-ɪɚɡɪɹɞɧɵɣ 
ɩɨɞɝɨɬɨɜɢɬɟɥɶɧɵɣ ɤɥɸɱ, ɲɢɮɪɭɟɬ ɟɝɨ ɫ ɩɨɦɨɳɶɸ ɫɜɨɟɝɨ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ ɢ 
ɨɬɫɵɥɚɟɬ ɟɝɨ Ȼɨɛɭ. ɇɚɫɬɨɹɳɢɣ ɤɥɸɱ ɫɟɚɧɫɚ ɛɭɞɟɬ ɜɵɱɢɫɥɟɧ ɧɚ ɨɫɧɨɜɟ ɧɨɧɫɨɜ 
ɨɛɟɢɯ ɫɬɨɪɨɧ ɢ ɩɨɞɝɨɬɨɜɢɬɟɥɶɧɨɝɨ ɤɥɸɱɚ. ɉɨɫɥɟ ɩɨɥɭɱɟɧɢɹ ɷɬɨɝɨ ɫɨɨɛɳɟɧɢɹ 
Ⱥɥɢɫɚ, ɢ Ȼɨɛ ɜɵɱɢɫɥɹɸɬ ɫɟɚɧɫɨɜɵɣ ɤɥɸɱ. Ⱦɥɹ ɷɬɨɝɨ Ⱥɥɢɫɚ ɩɪɨɫɢɬ Ȼɨɛɚ ɫɦɟɧɢɬɶ 
ɲɢɮɪ, ɚ ɬɚɤɠɟ ɫɨɨɛɳɚɟɬ ɨ ɬɨɦ, ɱɬɨ ɨɧɚ ɫɱɢɬɚɟɬ ɩɨɞɩɪɨɬɨɤɨɥ ɭɫɬɚɧɨɜɥɟɧɢɹ 
ɫɨɟɞɢɧɟɧɢɹ ɨɤɨɧɱɟɧɧɵɦ, ɩɨɫɥɟ ɱɟɝɨ Ȼɨɛ ɫɨɝɥɚɲɚɟɬɫɹ ɫ ɧɟɣ. 

 

Ɋɢɫɭɧɨɤ 4 - ɭɫɬɚɧɨɜɥɟɧɢɟ SSL ɫɨɟɞɢɧɟɧɢɹ 

 

ȼɬɨɪɨɣ ɩɨɞɩɪɨɬɨɤɨɥ, ɢɫɩɨɥɶɡɭɟɦɵɣ ɞɥɹ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ, ɩɪɟɞɫɬɚɜɥɟɧ ɧɚ 
ɪɢɫɭɧɤɟ 5. ɋɨɨɛɳɟɧɢɹ, ɩɨɫɬɭɩɚɸɳɢɟ ɨɬ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɪɚɡɛɢɜɚɸɬɫɹ ɧɚ ɟɞɢɧɢɰɵ 
ɞɚɧɧɵɯ ɪɚɡɦɟɪɨɦ ɞɨ 16 Ʉɛɚɣɬ ɢ, ɩɪɢ ɧɟɨɛɯɨɞɢɦɨɫɬɢ, ɫɠɢɦɚɸɬɫɹ ɧɟɡɚɜɢɫɢɦɨ 
ɞɪɭɝ ɨɬ ɞɪɭɝɚ. Ɂɚɬɟɦ ɫɨ ɫɠɚɬɵɦ ɬɟɤɫɬɨɦ ɨɛɴɟɞɢɧɹɟɬɫɹ ɡɚɤɪɵɬɵɣ ɤɥɸɱ, ɚ 
ɪɟɡɭɥɶɬɚɬ ɯɟɲɢɪɭɟɬɫɹ ɩɨ ɫɨɝɥɚɫɨɜɚɧɧɨɦɭ ɡɚɪɚɧɟɟ ɚɥɝɨɪɢɬɦɭ. ɏɟɲ ɞɨɛɚɜɥɹɟɬɫɹ ɤ 
ɤɚɠɞɨɦɭ ɮɪɚɝɦɟɧɬɭ ɜ ɜɢɞɟ MAC (Message Authentication Code — ɤɨɞ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɫɨɨɛɳɟɧɢɹ). ɗɬɨɬ ɫɠɚɬɵɣ ɮɪɚɝɦɟɧɬ ɜɦɟɫɬɟ ɫ MAC ɤɨɞɢɪɭɟɬɫɹ 
ɫɨɝɥɚɫɨɜɚɧɧɵɦ ɚɥɝɨɪɢɬɦɨɦ ɫ ɫɢɦɦɟɬɪɢɱɧɵɦ ɤɥɸɱɨɦ ɢ ɩɟɪɟɞɚɟɬɫɹ ɩɨ ɤɚɧɚɥɭ 
ɫɜɹɡɢ ɩɨɥɭɱɚɬɟɥɸ. 
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ȼ 1996 ɝɨɞɭ ɩɪɨɬɨɤɨɥ SSL ɛɵɥ ɨɬɩɪɚɜɥɟɧ ɧɚ ɫɬɚɧɞɚɪɬɢɡɚɰɢɸ. Ɋɟɡɭɥɶɬɚɬɨɦ 
ɫɬɚɥ ɫɬɚɧɞɚɪɬ TLS (Transport Layer Security – ɩɪɨɬɨɤɨɥ ɛɟɡɨɩɚɫɧɨɫɬɢ 
ɬɪɚɧɫɩɨɪɬɧɨɝɨ ɭɪɨɜɧɹ). TLS ɛɵɥ ɨɫɧɨɜɚɧ ɧɚ SSLv3. ɉɪɢ ɫɨɡɞɚɧɢɢ ɫɬɚɧɞɚɪɬɚ TLS 
ɜ SSL ɛɵɥɨ ɜɧɟɫɟɧɨ ɧɟ ɬɚɤ ɦɧɨɝɨ ɢɡɦɟɧɟɧɢɣ, ɧɨ ɷɬɢɯ ɢɡɦɟɧɟɧɢɣ ɯɜɚɬɢɥɨ, ɱɬɨɛɵ 
ɫɞɟɥɚɬɶ SSLv3 ɢ TLS ɧɟɫɨɜɦɟɫɬɢɦɵɦɢ. ȼ ɪɟɡɭɥɶɬɚɬɟ, ɞɥɹ ɭɫɬɪɚɧɟɧɢɹ ɩɪɨɛɥɟɦ ɫ 
ɫɨɜɦɟɫɬɢɦɨɫɬɶɸ ɩɪɨɬɨɤɨɥɨɜ ɦɧɨɠɟɫɬɜɨ ɤɥɢɟɧɬɫɤɢɯ ɩɪɢɥɨɠɟɧɢɣ ɢɫɩɨɥɶɡɭɸɬ 
ɨɛɚ ɩɪɨɬɨɤɨɥɚ, ɢ ɩɪɢ ɧɟɨɛɯɨɞɢɦɨɫɬɢ TLS ɩɪɟɨɛɪɚɡɭɟɬɫɹ ɨɛɪɚɬɧɨ ɜ SSL, ɬɚɤɨɟ 
ɪɟɲɟɧɢɟ ɧɚɡɵɜɚɟɬɫɹ SSL / TLS.  
  

Ɋɢɫɭɧɨɤ 5 - ɩɟɪɟɞɚɱɚ ɞɚɧɧɵɯ ɱɟɪɟɡ ssl 
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2 Ⱥɪɯɢɬɟɤɬɭɪɚ ɫɢɫɬɟɦɵ ɨɛɦɟɧɚ ɫɨɨɛɳɟɧɢɹɦɢ ɜ ɫɟɬɢ ɢɧɬɟɪɧɟɬ 

 

Ⱦɥɹ ɜɵɩɨɥɧɟɧɢɹ ɪɚɛɨɬɵ ɛɵɥɚ ɪɟɚɥɢɡɨɜɚɧɚ ɫɢɫɬɟɦɚ ɨɛɦɟɧɚ ɫɨɨɛɳɟɧɢɹɦɢ ɜ 
ɫɟɬɢ ɢɧɬɟɪɧɟɬ, ɜ ɤɨɬɨɪɭɸ ɜɯɨɞɹɬ ɫɟɪɜɟɪɧɨɟ ɩɪɢɥɨɠɟɧɢɟ, ɤɥɢɟɧɬɫɤɨɟ 
ɩɪɢɥɨɠɟɧɢɟ, ɚ ɬɚɤɠɟ ɧɟɤɨɬɨɪɵɟ ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ ɦɨɞɭɥɢ, ɧɟɨɛɯɨɞɢɦɵɟ ɞɥɹ ɢɯ 
ɪɚɛɨɬɵ. Ⱦɚɧɧɚɹ ɫɢɫɬɟɦɚ ɹɜɥɹɟɬɫɹ ɤɪɨɫɫɩɥɚɬɮɨɪɦɟɧɧɨɣ, ɬ.ɟ. ɦɨɠɟɬ ɪɚɛɨɬɚɬɶ ɧɚ 
ɪɚɡɥɢɱɧɵɯ ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦɚɯ: Windows, macOS ɢ ɫɢɫɬɟɦɚɯ, ɨɫɧɨɜɚɧɧɵɯ ɧɚ 
ɹɞɪɟ Linux ɬɚɤɢɯ ɤɚɤ android (ɫ ɧɟɤɨɬɨɪɵɦɢ ɨɝɪɚɧɢɱɟɧɢɹɦɢ), Ubuntu, Linux Mint, 
Raspbian ɢ ɩɪɨɱɢɯ. Ɍɚɤɠɟ ɷɬɚ ɫɢɫɬɟɦɚ ɩɨɡɜɨɥɹɟɬ ɩɟɪɟɞɚɜɚɬɶ ɢ ɯɪɚɧɢɬɶ ɫɨɨɛɳɟɧɢɹ 
ɩɨɞɩɢɫɚɧɧɵɦɢ, ɡɚɲɢɮɪɨɜɚɧɧɵɦɢ ɢ ɫ ɝɚɪɚɧɬɢɟɣ ɰɟɥɨɫɬɧɨɫɬɢ, ɬɚɤɢɦ ɨɛɪɚɡɨɦ, 
ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɧɢɦ ɫɦɨɝɭɬ ɬɨɥɶɤɨ ɬɟ ɥɸɞɢ, ɞɥɹ ɤɨɬɨɪɵɯ ɨɧɢ ɩɪɟɞɧɚɡɧɚɱɟɧɵ, 
ɚ ɥɸɛɵɟ ɢɡɦɟɧɟɧɢɹ, ɤɨɬɨɪɵɦ ɢɯ ɦɨɝɭɬ ɩɨɞɜɟɪɝɧɭɬɶ ɡɥɨɭɦɵɲɥɟɧɧɢɤɢ ɛɭɞɭɬ 
ɨɛɧɚɪɭɠɟɧɵ. Ⱥɪɯɢɬɟɤɬɭɪɚ ɫɢɫɬɟɦɵ ɜ ɨɛɳɟɦ ɜɢɞɟ ɩɪɟɞɫɬɚɜɥɟɧɚ ɧɚ ɪɢɫɭɧɤɟ 6. 

 

Ɉɛɴɟɦ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɞɚ ɡɚɧɢɦɚɟɬ 188 ɄȻ ɦɟɫɬɚ ɧɚ ɞɢɫɤɟ. ɋɨɫɬɚɜ ɢ 
ɤɪɚɬɤɨɟ ɨɩɢɫɚɧɢɟ ɨɫɧɨɜɧɵɯ ɦɨɞɭɥɟɣ ɨɩɢɫɚɧɨ ɜ ɩɪɢɥɨɠɟɧɢɢ Ⱥ.   

 

2.1 ɂɧɫɬɪɭɦɟɧɬɵ ɢɫɩɨɥɶɡɨɜɚɧɧɵɟ ɩɪɢ ɪɟɚɥɢɡɚɰɢɢ  
 

Ⱦɥɹ ɧɚɩɢɫɚɧɢɹ ɨɫɧɨɜɧɨɝɨ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɞɚ ɫɢɫɬɟɦɵ ɛɵɥ ɜɵɛɪɚɧ ɹɡɵɤ 
ɩɪɨɝɪɚɦɦɢɪɨɜɚɧɢɹ Python ɜɟɪɫɢɢ 3.7, ɝɪɚɮɢɱɟɫɤɢɣ ɢɧɬɟɪɮɟɣɫ ɩɪɢɥɨɠɟɧɢɹ ɛɵɥ 
ɪɟɚɥɢɡɨɜɚɧ ɫ ɩɨɦɨɳɶɸ ɦɨɞɭɥɹ tkinter, ɩɨɫɬɚɜɥɹɟɦɨɝɨ ɜ ɫɨɫɬɚɜɟ ɫɬɚɧɞɚɪɬɧɨɣ 
ɛɢɛɥɢɨɬɟɤɢ Python. ɏɪɚɧɟɧɢɟ ɞɚɧɧɵɯ ɩɪɢɥɨɠɟɧɢɹ, ɬɚɤɢɯ ɤɚɤ ɫɨɨɛɳɟɧɢɹ, ɫɩɢɫɨɤ 

Ɋɢɫɭɧɨɤ 6 - ɚɪɯɢɬɟɤɬɭɪɚ ɪɚɡɪɚɛɨɬɚɧɧɨɣ ɫɢɫɬɟɦɵ 
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ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢ ɞɪɭɝɢɯ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɜ ɛɚɡɟ ɞɚɧɧɵɯ SQLite, ɩɪɟɞɩɨɱɬɟɧɢɟ 
ɛɵɥɨ ɨɬɞɚɧɨ ɢɦɟɧɧɨ ɟɣ ɬɚɤ ɤɚɤ ɷɬɨ ɥɟɝɤɨɜɟɫɧɚɹ, ɛɵɫɬɪɚɹ, ɧɚɞɟɠɧɚɹ ɢ ɲɢɪɨɤɨ 
ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɚɹ ɛɚɡɚ ɞɚɧɧɵɯ, ɨɬɥɢɱɧɨ ɩɨɞɯɨɞɹɳɚɹ ɤɚɤ ɞɥɹ ɧɚɫɬɨɥɶɧɵɯ 
ɤɨɦɩɶɸɬɟɪɨɜ, ɬɚɤ ɢ ɞɥɹ ɦɨɛɢɥɶɧɵɯ ɭɫɬɪɨɣɫɬɜ. Ⱦɥɹ ɪɟɚɥɢɡɚɰɢɢ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɮɭɧɤɰɢɣ ɬɚɤɢɯ ɤɚɤ ɰɢɮɪɨɜɵɟ ɩɨɞɩɢɫɢ, ɯɟɲɢɪɨɜɚɧɢɟ, 
ɫɢɦɦɟɬɪɢɱɧɨɟ ɢ ɚɫɫɢɦɟɬɪɢɱɧɨɟ ɲɢɮɪɨɜɚɧɢɟ ɢɫɩɨɥɶɡɨɜɚɥɚɫɶ ɛɢɛɥɢɨɬɟɤɚ 
PyCryptodome ɫ ɨɬɤɪɵɬɵɦ ɢɫɯɨɞɧɵɦ ɤɨɞɨɦ. ɇɚɩɢɫɚɧɢɟ ɤɨɞɚ ɩɪɨɢɫɯɨɞɢɥɨ ɜ 
ɫɪɟɞɟ ɪɚɡɪɚɛɨɬɤɢ PyCharm Community edition ɨɬ ɤɨɦɩɚɧɢɢ JetBrains. Ⱦɥɹ 
ɩɪɨɫɦɨɬɪɚ ɫɨɞɟɪɠɢɦɨɝɨ ɛɚɡ ɞɚɧɧɵɯ ɢɫɩɨɥɶɡɨɜɚɥɨɫɶ ɪɚɫɲɢɪɟɧɢɟ SQLite Manager 
ɞɥɹ ɛɪɚɭɡɟɪɚ Mozilla Firefox. ɉɨɹɫɧɹɸɳɢɟ ɢɥɥɸɫɬɪɚɰɢɢ ɢ ɫɯɟɦɵ ɛɵɥɢ 
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2.2 ȼɨɡɦɨɠɧɨɫɬɢ ɪɟɚɥɢɡɨɜɚɧɧɨɣ ɫɢɫɬɟɦɵ 
 

ȼɨɡɦɨɠɧɨɫɬɢ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ ɞɚɧɧɨɣ ɫɢɫɬɟɦɵ ɞɨɜɨɥɶɧɨ ɩɪɨɫɬɵ ɢ ɜ 
ɨɫɧɨɜɧɨɦ ɫɜɨɞɹɬɫɹ ɤ ɨɛɫɥɭɠɢɜɚɧɢɸ ɤɥɢɟɧɬɫɤɢɯ ɡɚɩɪɨɫɨɜ ɬɚɤɢɯ ɤɚɤ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ, ɡɚɩɪɨɫɵ ɤ ɛɚɡɟ ɞɚɧɧɵɯ ɢ ɩɟɪɟɫɵɥɤɚ ɫɨɨɛɳɟɧɢɣ ɨɬ ɨɞɧɨɝɨ 
ɩɨɥɶɡɨɜɚɬɟɥɹ ɤ ɞɪɭɝɨɦɭ. ɉɨɷɬɨɦɭ ɩɟɪɟɣɞɟɦ ɫɪɚɡɭ ɤ ɪɚɫɫɦɨɬɪɟɧɢɸ ɤɥɢɟɧɬɫɤɨɣ 
ɱɚɫɬɢ ɫɢɫɬɟɦɵ. 

Ⱦɥɹ ɬɨɝɨ ɱɬɨɛɵ ɜɨɫɩɨɥɶɡɨɜɚɬɶɫɹ ɤɥɢɟɧɬɫɤɢɦ ɩɪɢɥɨɠɟɧɢɟɦ ɩɨɥɶɡɨɜɚɬɟɥɶ 
ɞɨɥɠɟɧ ɩɟɪɜɵɦ ɞɟɥɨɦ ɩɪɨɣɬɢ ɩɪɨɰɟɫɫ ɪɟɝɢɫɬɪɚɰɢɢ ɢɥɢ, ɟɫɥɢ ɨɧ ɭɠɟ 
ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɧ, ɩɪɨɰɟɫɫ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ, ɬɚɤɢɦ ɨɛɪɚɡɨɦ ɨɛɟɫɩɟɱɢɜɚɟɬɫɹ 
ɝɚɪɚɧɬɢɹ ɬɨɝɨ, ɱɬɨ ɩɨɥɶɡɨɜɚɬɟɥɶ ɹɜɥɹɟɬɫɹ ɬɟɦ, ɡɚ ɤɨɝɨ ɨɧ ɫɟɛɹ ɜɵɞɚɟɬ. ɉɪɢ 
ɪɟɝɢɫɬɪɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɶ ɞɨɥɠɟɧ ɜɵɛɪɚɬɶ ɫɟɛɟ ɢɦɹ (ɥɨɝɢɧ) ɢɡ ɬɟɯ, ɱɬɨ ɟɳɟ ɧɟ 
ɛɵɥɢ ɢɫɩɨɥɶɡɨɜɚɧɵ, ɬ.ɟ. ɧɟ ɫɨɞɟɪɠɚɬɶɫɹ ɜ ɛɚɡɟ ɞɚɧɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, 
ɯɪɚɧɹɳɟɣɫɹ ɧɚ ɫɟɪɜɟɪɟ ɢ ɤɨɬɨɪɨɟ ɛɭɞɟɬ ɨɬɨɛɪɚɠɚɬɶɫɹ ɞɪɭɝɢɦ ɩɨɥɶɡɨɜɚɬɟɥɹɦ ɩɪɢ 
ɨɛɳɟɧɢɢ ɫ ɧɢɦ, ɚ ɬɚɤɠɟ ɫ ɩɨɦɨɳɶɸ ɤɨɬɨɪɨɝɨ, ɞɪɭɝɢɟ ɩɨɥɶɡɨɜɚɬɟɥɢ ɫɦɨɝɭɬ 
ɞɨɛɚɜɢɬɶ ɷɬɨɝɨ ɱɟɥɨɜɟɤɚ ɜ ɫɜɨɣ ɫɩɢɫɨɤ ɤɨɧɬɚɤɬɨɜ. 

Ⱦɥɹ ɬɨɝɨ ɱɬɨɛɵ ɞɨɛɚɜɢɬɶ ɢɧɬɟɪɟɫɭɸɳɟɝɨ ɧɚɫ ɱɟɥɨɜɟɤɚ ɜ ɫɩɢɫɨɤ ɫɜɨɢɯ 
ɤɨɧɬɚɤɬɨɜ ɧɭɠɧɨ ɩɪɨɫɬɨ ɜɜɟɫɬɢ ɟɝɨ ɥɨɝɢɧ ɜ ɫɩɟɰɢɚɥɶɧɨɟ ɩɨɥɟ ɜɜɨɞɚ ɢ ɧɚɠɚɬɶ ɧɚ 
ɤɧɨɩɤɭ «Ⱦɨɛɚɜɢɬɶ ɞɪɭɝɚ», ɩɨɫɥɟ ɱɟɝɨ ɨɧ ɨɬɨɛɪɚɡɢɬɶɫɹ ɜ ɫɩɢɫɤɟ ɤɨɧɬɚɤɬɨɜ. 

ɉɨɫɥɟ ɬɨɝɨ, ɤɚɤ ɩɨɥɶɡɨɜɚɬɟɥɶ ɩɪɨɲɟɥ ɩɪɨɰɟɫɫ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ ɧɚɲɟɥ 
ɥɸɞɟɣ, ɫ ɤɨɬɨɪɵɦɢ ɨɧ ɩɥɚɧɢɪɭɟɬ ɧɚɱɚɬɶ ɨɛɳɟɧɢɟ, ɨɧ ɜɵɛɢɪɚɟɬ ɢɧɬɟɪɟɫɭɸɳɟɝɨ 
ɟɝɨ ɱɟɥɨɜɟɤɚ ɢɡ ɫɜɨɟɝɨ ɫɩɢɫɤɚ ɤɨɧɬɚɤɬɨɜ ɢ ɫɩɨɫɨɛ ɩɟɪɟɞɚɱɢ ɫɨɨɛɳɟɧɢɣ.  

ɉɟɪɟɞɚɱɚ ɫɨɨɛɳɟɧɢɣ ɦɨɠɟɬ ɨɫɭɳɟɫɬɜɥɹɬɶɫɹ ɨɞɧɢɦ ɢɡ ɱɟɬɵɪɟɯ ɫɩɨɫɨɛɨɜ: 
1. ɉɟɪɟɞɚɱɚ ɧɟ ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɫɨɨɛɳɟɧɢɣ ɨɬ ɨɞɧɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ 

ɞɪɭɝɨɦɭ ɱɟɪɟɡ ɫɟɪɜɟɪ. 
2. ɉɟɪɟɞɚɱɚ ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɫɨɨɛɳɟɧɢɣ ɨɬ ɨɞɧɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ 

ɞɪɭɝɨɦɭ ɱɟɪɟɡ ɫɟɪɜɟɪ. Ⱦɥɹ ɷɬɨɝɨ ɩɟɪɟɞ ɩɟɪɟɞɚɱɟɣ ɫɨɨɛɳɟɧɢɹ ɧɭɠɧɨ 
ɫɩɟɪɜɚ ɭɫɬɚɧɨɜɢɬɶ ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ, ɧɚɠɚɜ ɧɚ ɤɧɨɩɤɭ «ɭɫɬɚɧɨɜɢɬɶ 
ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ». 
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3. ɉɟɪɟɞɚɱɚ ɧɟ ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɫɨɨɛɳɟɧɢɣ ɧɚɩɪɹɦɭɸ ɦɟɠɞɭ 
ɤɥɢɟɧɬɚɦɢ ɢɫɤɥɸɱɚɹ ɩɪɨɦɟɠɭɬɨɱɧɨɟ ɡɜɟɧɨ ɜ ɜɢɞɟ ɫɟɪɜɟɪɚ. Ⱦɥɹ ɷɬɨɝɨ 
ɩɟɪɟɞ ɩɟɪɟɞɚɱɟɣ ɫɨɨɛɳɟɧɢɹ ɧɭɠɧɨ ɫɩɟɪɜɚ ɭɫɬɚɧɨɜɢɬɶ ɫɨɟɞɢɧɟɧɢɟ 
ɧɚɩɪɹɦɭɸ, ɧɚɠɚɜ ɧɚ ɤɧɨɩɤɭ «ɭɫɬɚɧɨɜɢɬɶ p2p ɫɨɟɞɢɧɟɧɢɟ». 

4. ɉɟɪɟɞɚɱɚ ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɫɨɨɛɳɟɧɢɣ ɧɚɩɪɹɦɭɸ ɦɟɠɞɭ ɤɥɢɟɧɬɚɦɢ 
ɢɫɤɥɸɱɚɹ ɩɪɨɦɟɠɭɬɨɱɧɨɟ ɡɜɟɧɨ ɜ ɜɢɞɟ ɫɟɪɜɟɪɚ. Ⱦɥɹ ɷɬɨɝɨ ɧɭɠɧɨ 
ɭɫɬɚɧɨɜɢɬɶ ɢ ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ, ɢ ɩɪɹɦɨɟ ɫɨɟɞɢɧɟɧɢɟ, ɟɫɥɢ ɨɧɢ ɧɟ 
ɛɵɥɢ ɭɫɬɚɧɨɜɥɟɧɵ ɪɚɧɟɟ. 

 

ɋɯɟɦɵ ɩɟɪɟɞɚɱɢ ɫɨɨɛɳɟɧɢɣ ɞɥɹ ɫɩɨɫɨɛɨɜ 1 ɢ 2 ɩɪɟɞɫɬɚɜɥɟɧɵ ɧɚ ɪɢɫɭɧɤɟ 
7, ɚ ɞɥɹ ɫɩɨɫɨɛɨɜ 3 ɢ 4 ɧɚ ɪɢɫɭɧɤɟ 8.  

 

 

Ɋɢɫɭɧɨɤ 7 - ɫɯɟɦɚ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɫɩɨɫɨɛɚɦɢ 1 ɢ 2 
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ɉɪɢ ɩɟɪɟɞɚɱɟ ɫɨɨɛɳɟɧɢɣ ɫɩɨɫɨɛɚɦɢ 1 ɢ 3 ɧɟɬ ɧɢɤɚɤɨɣ ɝɚɪɚɧɬɢɢ, ɱɬɨ 
ɫɨɨɛɳɟɧɢɹ, ɨɬɩɪɚɜɥɟɧɧɵɟ ɩɨɥɶɡɨɜɚɬɟɥɟɦ, ɧɟ ɛɭɞɭɬ ɩɟɪɟɯɜɚɱɟɧɵ ɢ ɩɪɨɱɢɬɚɧɵ 
ɩɨɫɬɨɪɨɧɧɢɦɢ ɥɸɞɶɦɢ, ɨɞɧɚɤɨ ɩɨɞɦɟɧɢɬɶ ɢɥɢ ɤɚɤɢɦ-ɬɨ ɨɛɪɚɡɨɦ ɢɡɦɟɧɢɬɶ 
ɩɟɪɟɞɚɜɚɟɦɨɟ ɦɟɠɞɭ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ ɫɨɨɛɳɟɧɢɟ ɛɟɡ ɢɯ ɜɟɞɨɦɚ ɧɟ ɩɨɥɭɱɢɬɫɹ, ɬɚɤ 
ɤɚɤ ɫɨɨɛɳɟɧɢɟ ɛɭɞɟɬ ɩɨɦɟɱɟɧɨ ɤɚɤ ɩɨɜɪɟɠɞɟɧɧɨɟ, ɞɚɧɧɵɟ ɫɩɨɫɨɛɵ ɩɨɞɯɨɞɹɬ ɞɥɹ 
ɨɛɵɱɧɨɝɨ ɨɛɳɟɧɢɹ ɛɟɡ ɩɟɪɟɞɚɱɢ ɤɚɤɨɣ-ɥɢɛɨ ɬɚɣɧɨɣ ɢɧɮɨɪɦɚɰɢɢ, ɥɢɱɧɨɣ ɢɥɢ 
ɫɥɭɠɟɛɧɨɣ, ɩɚɪɨɥɟɣ ɢ ɬɚɤ ɞɚɥɟɟ. 

ɉɪɢ ɩɟɪɟɞɚɱɟ ɫɨɨɛɳɟɧɢɹ ɫɩɨɫɨɛɚɦɢ 2 ɢ 4 ɧɢɤɨɦɭ ɧɟ ɭɞɚɫɬɫɹ ɧɟ ɬɨɥɶɤɨ 
ɤɚɤɢɦ-ɥɢɛɨ ɨɛɪɚɡɨɦ ɧɟɡɚɦɟɬɧɨ ɩɨɜɪɟɞɢɬɶ ɫɨɨɛɳɟɧɢɟ, ɧɨ ɬɚɤɠɟ ɢ ɩɪɨɱɢɬɚɬɶ ɟɝɨ 
ɢɥɢ ɞɨɛɵɬɶ ɤɚɤɭɸ-ɬɨ ɜɚɠɧɭɸ ɢɧɮɨɪɦɚɰɢɸ, ɬɚɤ ɤɚɤ ɫɨɨɛɳɟɧɢɹ ɛɭɞɭɬ 
ɡɚɲɢɮɪɨɜɚɧɵ ɩɪɢ ɩɟɪɟɞɚɱɟ ɨɬ ɩɟɪɜɨɝɨ ɤɥɢɟɧɬɚ ɢ ɪɚɫɲɢɮɪɨɜɚɧɵ ɬɨɥɶɤɨ ɩɪɢ 
ɩɨɥɭɱɟɧɢɢ ɜɬɨɪɵɦ ɤɥɢɟɧɬɨɦ (ɞɚɠɟ ɫɟɪɜɟɪ, ɜ ɫɥɭɱɚɟ ɩɟɪɟɞɚɱɢ ɫɩɨɫɨɛɨɦ 2, ɧɟ 
ɫɦɨɠɟɬ ɪɚɫɲɢɮɪɨɜɚɬɶ ɩɟɪɟɞɚɜɚɟɦɨɟ ɫɨɨɛɳɟɧɢɟ). Ⱦɚɧɧɵɟ ɫɩɨɫɨɛɵ ɩɨɞɯɨɞɹɬ ɞɥɹ 
ɩɟɪɟɞɚɱɢ ɢɧɮɨɪɦɚɰɢɢ ɥɸɛɨɝɨ ɬɢɩɚ, ɨɞɧɚɤɨ ɛɭɞɭɬ ɬɚɤɠɟ ɢ ɧɚɤɥɚɞɧɵɟ ɜɪɟɦɟɧɧɵɟ 
ɪɚɫɯɨɞɵ ɧɚ ɡɚɲɢɮɪɨɜɤɭ ɢ ɪɚɫɲɢɮɪɨɜɤɭ ɷɬɨɣ ɢɧɮɨɪɦɚɰɢɢ. 

ɗɬɢɦɢ ɱɟɬɵɪɶɦɹ ɫɩɨɫɨɛɚɦɢ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɝɚɪɚɧɬɢɪɭɟɬɫɹ ɰɟɥɨɫɬɧɨɫɬɶ 
ɫɨɨɛɳɟɧɢɣ, ɢ, ɜ ɫɥɭɱɚɟ ɲɢɮɪɨɜɚɧɧɨɣ ɩɟɪɟɞɚɱɢ, ɢɯ ɫɟɤɪɟɬɧɨɫɬɶ.  

Ɉɬɦɟɬɢɦ, ɱɬɨ ɥɸɛɵɦ ɢɡ ɷɬɢɯ ɫɩɨɫɨɛɨɜ ɦɨɠɧɨ ɩɟɪɟɞɚɜɚɬɶ ɧɟ ɬɨɥɶɤɨ 
ɫɨɨɛɳɟɧɢɹ, ɧɨ ɢ ɤɚɤɢɟ ɭɝɨɞɧɨ ɮɚɣɥɵ.  

ȼ ɥɸɛɨɣ ɦɨɦɟɧɬ ɜɪɟɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɶ ɦɨɠɟɬ ɜɵɣɬɢ ɢɡ ɫɜɨɟɝɨ ɚɤɤɚɭɧɬɚ 
ɢɥɢ ɫɨɜɫɟɦ ɭɞɚɥɢɬɶ ɟɝɨ ɢɡ ɛɚɡɵ ɞɚɧɧɵɯ ɫɟɪɜɟɪɚ. 

Ɍɚɤɠɟ ɤɥɢɟɧɬɫɤɨɟ ɩɪɢɥɨɠɟɧɢɟ ɫɩɨɫɨɛɧɨ ɪɚɛɨɬɚɬɶ ɢ ɛɟɡ ɝɪɚɮɢɱɟɫɤɨɝɨ 
ɢɧɬɟɪɮɟɣɫɚ, ɬɨ ɟɫɬɶ ɜ ɤɨɧɫɨɥɶɧɨɦ ɪɟɠɢɦɟ, ɱɬɨ ɦɟɧɟɟ ɭɞɨɛɧɨ, ɧɨ ɦɨɠɟɬ ɛɵɬɶ 
ɩɨɥɟɡɧɨ ɩɪɢ ɨɬɫɭɬɫɬɜɢɢ ɝɪɚɮɢɱɟɫɤɨɝɨ ɦɟɧɟɞɠɟɪɚ (ɨɛɵɱɧɨ ɬɚɤɨɟ ɦɨɠɟɬ ɛɵɬɶ ɧɚ 

Ɋɢɫɭɧɨɤ 8 - ɫɯɟɦɚ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɫɩɨɫɨɛɚɦɢ 3 ɢ 4 
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ɫɢɫɬɟɦɚɯ Linux, ɫɨɛɢɪɚɟɦɵɯ ɫɚɦɨɫɬɨɹɬɟɥɶɧɨ). Ʉɨɧɫɨɥɶɧɵɣ ɪɟɠɢɦ ɪɚɛɨɬɵ 
ɹɜɥɹɟɬɫɹ ɧɚ ɬɟɤɭɳɢɣ ɦɨɦɟɧɬ ɟɞɢɧɫɬɜɟɧɧɨ ɜɨɡɦɨɠɧɵɦ ɞɥɹ ɫɢɫɬɟɦɵ android (ɤɚɤ 
ɪɚɡ ɨɛ ɷɬɨɦ ɨɝɪɚɧɢɱɟɧɢɢ ɭɩɨɦɢɧɚɥɨɫɶ ɪɚɧɟɟ).  

 

2.3 Ɉ ɜɵɛɨɪɟ ɚɥɝɨɪɢɬɦɨɜ ɢ ɫɩɨɫɨɛɚɯ ɲɢɮɪɨɜɚɧɢɹ  
 

Ʉɚɤ ɭɠɟ ɛɵɥɨ ɨɬɦɟɱɟɧɨ ɪɚɧɟɟ ɧɚɢɛɨɥɟɟ ɱɚɫɬɨ ɢɫɩɨɥɶɡɭɟɦɵɦɢ ɢ 
ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɦɢ ɚɥɝɨɪɢɬɦɚɦɢ ɲɢɮɪɨɜɚɧɢɹ ɞɥɹ ɫɢɦɦɟɬɪɢɱɧɵɯ ɢ 
ɚɫɢɦɦɟɬɪɢɱɧɵɯ ɤɪɢɩɬɨɫɢɫɬɟɦ ɹɜɥɹɸɬɫɹ AES ɢ RSA ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ, ɩɨɷɬɨɦɭ 
ɢɦɟɧɧɨ ɨɧɢ ɢ ɛɵɥɢ ɜɵɛɪɚɧɵ ɞɥɹ ɲɢɮɪɨɜɚɧɢɹ ɞɚɧɧɵɯ ɜ ɪɟɚɥɢɡɨɜɚɧɧɨɣ ɫɢɫɬɟɦɟ. 

Ɉɞɧɚɤɨ ɚɥɝɨɪɢɬɦ RSA ɢɫɩɨɥɶɡɭɟɬɫɹ ɬɨɥɶɤɨ ɞɥɹ ɬɨɝɨ, ɱɬɨɛɵ ɡɚɲɢɮɪɨɜɚɬɶ 
ɢ ɩɟɪɟɞɚɬɶ ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ, ɤɨɬɨɪɵɣ ɛɭɞɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶɫɹ ɚɥɝɨɪɢɬɦɨɦ AES (ɨɛ 
ɷɬɨɦ ɛɨɥɟɟ ɩɨɞɪɨɛɧɨ ɛɭɞɟɬ ɪɚɫɫɤɚɡɚɧɨ ɜ ɩɭɧɤɬɟ 2.5). Ɍɚɤ ɛɵɥɨ ɫɞɟɥɚɧɨ ɩɨɬɨɦɭ, 
ɱɬɨ RSA ɪɚɛɨɬɚɟɬ ɡɧɚɱɢɬɟɥɶɧɨ ɦɟɞɥɟɧɧɟɟ, ɱɟɦ AES. Ɂɧɚɱɢɬɟɥɶɧɚɹ ɪɚɡɧɢɰɚ ɜ 
ɫɤɨɪɨɫɬɢ ɪɚɛɨɬɵ ɨɛɭɫɥɨɜɥɟɧɚ ɬɟɦ, ɱɬɨ ɚɥɝɨɪɢɬɦ AES ɢɫɩɨɥɶɡɭɟɬ ɜ ɫɜɨɟɣ ɪɚɛɨɬɟ 
ɜ ɨɫɧɨɜɧɨɦ ɩɟɪɟɫɬɚɧɨɜɤɢ ɢ ɫɞɜɢɝɢ, ɤɨɬɨɪɵɟ ɧɟ ɹɜɥɹɸɬɫɹ ɜɵɱɢɫɥɢɬɟɥɶɧɨ 
ɡɚɬɪɚɬɧɵɦɢ ɨɩɟɪɚɰɢɹɦɢ, ɜ ɬɨ ɜɪɟɦɹ ɤɚɤ RSA ɢɫɩɨɥɶɡɭɟɬ ɜ ɫɜɨɟɣ ɪɚɛɨɬɟ 
ɜɨɡɜɟɞɟɧɢɟ ɜ ɫɬɟɩɟɧɶ, ɭɦɧɨɠɟɧɢɟ ɢ ɜɡɹɬɢɟ ɨɫɬɚɬɤɚ ɩɨ ɧɟɤɨɬɨɪɨɦɭ ɦɨɞɭɥɸ 
ɛɨɥɶɲɢɯ ɱɢɫɟɥ, ɱɬɨ ɞɚɠɟ ɞɥɹ ɫɨɜɪɟɦɟɧɧɵɯ ɤɨɦɩɶɸɬɟɪɨɜ ɹɜɥɹɟɬɫɹ ɞɨɜɨɥɶɧɨ 
ɬɪɭɞɧɨɣ ɡɚɞɚɱɟɣ. Ɋɟɡɭɥɶɬɚɬɵ ɫɪɚɜɧɟɧɢɹ ɫɤɨɪɨɫɬɟɣ ɞɥɹ ɲɢɮɪɨɜɚɧɢɹ ɫɬɚ 
ɫɨɨɛɳɟɧɢɣ ɢ ɫɬɚ ɮɚɣɥɨɜ ɩɪɢɜɟɞɟɧɵ ɜ ɬɚɛɥɢɰɟ 1. 

 

Ɍɚɛɥɢɰɚ 1 - ɫɪɚɜɧɟɧɢɟ ɫɤɨɪɨɫɬɟɣ ɪɚɛɨɬɵ ɚɥɝɨɪɢɬɦɨɜ AES ɢ RSA 

Ⱥɥɝɨɪɢɬɦ\ɬɢɩ ɫɨɨɛɳɟɧɢɹ Ɍɟɤɫɬ (10 – 20 Ȼɚɣɬ) Ɏɚɣɥ (10-20 ɄȻɚɣɬ) 

RSA (ɩɨɥɧɨɟ ɜɪɟɦɹ, ɫɟɤ) 2.3835 354.8178 
RSA (ɫɪɟɞɧɟɟ ɜɪɟɦɹ, ɫɟɤ) 0.0238 3.5481 
AES (ɩɨɥɧɨɟ ɜɪɟɦɹ, ɫɟɤ) 0.0648 0.0717 
AES (ɫɪɟɞɧɟɟ ɜɪɟɦɹ, ɫɟɤ) 0.0006 0.0007 

 

ɂɡ ɷɬɨɣ ɬɚɛɥɢɰɵ ɜɢɞɧɨ, ɱɬɨ RSA ɪɚɛɨɬɚɟɬ ɜ ɞɟɫɹɬɤɢ ɪɚɡ ɦɟɞɥɟɧɧɟɟ ɱɟɦ AES 
ɞɥɹ ɧɟɛɨɥɶɲɢɯ ɬɟɤɫɬɨɜɵɯ ɫɨɨɛɳɟɧɢɣ ɢ ɜ ɬɵɫɹɱɢ ɪɚɡ ɦɟɞɥɟɧɧɟɟ ɞɥɹ 
ɨɬɧɨɫɢɬɟɥɶɧɨ ɦɚɥɟɧɶɤɢɯ ɮɚɣɥɨɜ. ɇɚ ɩɪɚɤɬɢɤɟ ɠɟ ɮɚɣɥɵ, ɩɟɪɟɞɚɸɳɢɟɫɹ ɩɨ ɫɟɬɢ, 
ɜɟɫɹɬ ɞɟɫɹɬɤɢ ɢɥɢ ɞɚɠɟ ɫɨɬɧɢ ɦɟɝɚɛɚɣɬ, ɢ ɲɢɮɪɨɜɚɬɶ ɢɯ ɚɥɝɨɪɢɬɦɨɦ RSA ɩɥɨɯɚɹ 
ɢɞɟɹ. 
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2.4 Ɉɩɢɫɚɧɢɟ ɪɚɛɨɬɵ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ ɫɢɫɬɟɦɵ 
 

Ⱦɥɹ ɧɚɱɚɥɚ ɨɩɢɲɟɦ ɩɪɢɧɰɢɩ ɪɚɛɨɬɵ ɫɟɪɜɟɪɚ. Ʉɚɤ ɬɨɥɶɤɨ ɫɟɪɜɟɪ ɡɚɩɭɫɬɢɥɫɹ 
ɜ ɩɟɪɜɵɣ ɪɚɡ ɩɪɟɞɩɨɥɚɝɚɟɬɫɹ, ɱɬɨ ɨɧ ɜɫɟɝɞɚ ɛɭɞɟɬ ɚɤɬɢɜɟɧ. ɉɪɢ ɩɟɪɜɨɦ ɡɚɩɭɫɤɟ 
ɫɟɪɜɟɪ ɩɪɨɜɨɞɢɬ ɧɚɱɚɥɶɧɭɸ ɢɧɢɰɢɚɥɢɡɚɰɢɸ, ɬ.ɟ. ɫɨɡɞɚɟɬ ɞɜɟ ɛɚɡɵ ɞɚɧɧɵɯ ɢ ɜɫɟ 
ɧɟɨɛɯɨɞɢɦɵɟ ɬɚɛɥɢɰɵ ɜ ɧɢɯ, ɨɞɧɭ ɞɥɹ ɯɪɚɧɟɧɢɹ ɤɥɢɟɧɬɫɤɢɯ ɫɨɨɛɳɟɧɢɣ, ɞɪɭɝɭɸ 
ɞɥɹ ɯɪɚɧɟɧɢɹ ɫɩɢɫɤɚ ɤɥɢɟɧɬɨɜ. ɉɨɫɥɟ ɢɧɢɰɢɚɥɢɡɚɰɢɢ ɫɟɪɜɟɪ ɩɟɪɟɯɨɞɢɬ ɜ ɪɟɠɢɦ 
ɨɠɢɞɚɧɢɹ ɩɨɞɤɥɸɱɟɧɢɹ ɤɥɢɟɧɬɨɜ.  

ɉɨɞɤɥɸɱɟɧɢɟ ɤɥɢɟɧɬɚ ɩɪɨɢɫɯɨɞɢɬ ɫɥɟɞɭɸɳɢɦ ɨɛɪɚɡɨɦ: ɤɚɤ ɬɨɥɶɤɨ ɫɟɪɜɟɪ 
ɩɪɢɧɢɦɚɟɬ ɜɯɨɞɹɳɟɟ ɩɨɞɤɥɸɱɟɧɢɟ ɨɧ ɭɫɬɚɧɚɜɥɢɜɚɟɬ ɫ ɤɥɢɟɧɬɨɦ ssl ɫɨɟɞɢɧɟɧɢɟ, 
ɞɥɹ ɬɨɝɨ, ɱɬɨɛɵ ɩɟɪɟɞɚɬɶ ɟɦɭ ɤɥɸɱ ɫɢɦɦɟɬɪɢɱɧɨɝɨ ɲɢɮɪɨɜɚɧɢɹ, ɤɨɬɨɪɵɣ 
ɩɪɟɞɫɬɚɜɥɹɟɬ ɢɡ ɫɟɛɹ 32 ɫɥɭɱɚɣɧɨ ɫɝɟɧɟɪɢɪɨɜɚɧɧɵɯ ɛɚɣɬɚ ɢ ɛɭɞɟɬ ɢɫɩɨɥɶɡɨɜɚɧ ɜ 
ɞɚɥɶɧɟɣɲɟɦ. ɉɨɫɥɟ ɩɟɪɟɞɚɱɢ ɤɥɸɱɚ ssl ɫɨɟɞɢɧɟɧɢɟ ɡɚɤɪɵɜɚɟɬɫɹ, ɢ ɤɚɧɚɥ ɫɜɹɡɢ 
ɫɧɨɜɚ ɫɬɚɧɨɜɢɬɫɹ ɧɟ ɡɚɳɢɳɟɧɧɵɦ. Ⱦɚɥɟɟ ɫɟɪɜɟɪ ɫɨɡɞɚɟɬ ɧɨɜɵɣ ɩɨɬɨɤ, ɜ ɤɨɬɨɪɨɦ 
ɛɭɞɟɬ ɨɛɫɥɭɠɢɜɚɬɶɫɹ ɬɨɥɶɤɨ ɱɬɨ ɩɨɞɤɥɸɱɟɧɧɵɣ ɤɥɢɟɧɬ, ɚ ɬɟɤɭɳɢɣ ɩɨɬɨɤ 
ɩɪɨɞɨɥɠɚɟɬ ɨɠɢɞɚɬɶ ɧɨɜɵɯ ɜɯɨɞɹɳɢɯ ɩɨɞɤɥɸɱɟɧɢɣ. 

Ɉɛɫɥɭɠɢɜɚɸɳɢɣ ɤɥɢɟɧɬɚ ɩɨɬɨɤ ɜɫɟɝɞɚ ɧɚɯɨɞɢɬɫɹ ɜ ɫɨɫɬɨɹɧɢɢ ɨɠɢɞɚɧɢɹ 
ɤɚɤɨɝɨ-ɥɢɛɨ ɫɨɨɛɳɟɧɢɹ ɨɬ ɤɥɢɟɧɬɚ. ɋɨɨɛɳɟɧɢɟ ɦɨɠɟɬ ɛɵɬɶ ɨɞɧɨɝɨ ɢɡ ɞɜɭɯ 
ɜɢɞɨɜ: ɫɨɨɛɳɟɧɢɟ, ɩɪɟɞɧɚɡɧɚɱɟɧɧɨɟ ɞɥɹ ɩɟɪɟɫɵɥɤɢ ɞɪɭɝɨɦɭ ɩɨɥɶɡɨɜɚɬɟɥɸ ɢɥɢ 
ɫɨɨɛɳɟɧɢɟ, ɩɪɟɞɧɚɡɧɚɱɟɧɧɨɟ ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ ɫɟɪɜɟɪɭ, ɬɨ ɟɫɬɶ ɧɟɤɨɬɨɪɚɹ 
ɤɨɦɚɧɞɚ. ɉɟɪɜɵɦ ɫɨɨɛɳɟɧɢɟɦ ɨɬ ɤɥɢɟɧɬɚ ɫɟɪɜɟɪ ɨɠɢɞɚɟɬ ɩɨɥɭɱɢɬɶ ɤɨɦɚɧɞɭ – 
ɡɚɩɪɨɫ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ, ɟɫɥɢ ɨɧ ɩɨɥɭɱɚɟɬ ɤɚɤɢɟ-ɬɨ ɞɪɭɝɢɟ ɫɨɨɛɳɟɧɢɹ, ɬɨ ɨɧɢ 
ɩɪɨɫɬɨ ɢɝɧɨɪɢɪɭɸɬɫɹ ɞɨ ɬɟɯ ɩɨɪ, ɩɨɤɚ ɤɥɢɟɧɬ ɧɟ ɛɭɞɟɬ ɚɭɬɟɧɬɢɮɢɰɢɪɨɜɚɧ. ɉɨɫɥɟ 
ɭɫɩɟɲɧɨɣ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɤɥɢɟɧɬɚ ɫɟɪɜɟɪ ɛɭɞɟɬ ɜɵɩɨɥɧɹɬɶ ɥɸɛɵɟ ɟɝɨ 
ɞɨɩɭɫɬɢɦɵɟ ɤɨɦɚɧɞɵ ɢ ɩɟɪɟɫɵɥɚɬɶ ɫɨɨɛɳɟɧɢɹ ɞɪɭɝɢɦ ɤɥɢɟɧɬɚɦ.  

ɉɪɢɜɟɞɟɦ ɫɩɢɫɨɤ ɞɨɩɭɫɬɢɦɵɯ ɤɨɦɚɧɞ, ɤɨɬɨɪɵɟ ɜɵɩɨɥɧɹɟɬ ɫɟɪɜɟɪ ɢ ɢɯ 
ɨɩɢɫɚɧɢɟ: 

• Ɋɟɝɢɫɬɪɚɰɢɹ – ɤɥɢɟɧɬ ɩɪɢɫɥɚɥ ɞɚɧɧɵɟ ɞɥɹ ɪɟɝɢɫɬɪɚɰɢɢ, ɥɨɝɢɧ ɢ 
ɩɚɪɨɥɶ (ɚ ɬɚɤɠɟ ɧɟɤɨɬɨɪɵɟ ɞɪɭɝɢɟ ɞɚɧɧɵɟ, ɨ ɤɨɬɨɪɵɯ ɦɵ ɩɨɝɨɜɨɪɢɦ, 
ɤɨɝɞɚ ɛɭɞɟɦ ɪɚɫɫɦɚɬɪɢɜɚɬɶ ɪɚɛɨɬɭ ɤɥɢɟɧɬɚ) ɛɭɞɭɬ ɡɚɧɟɫɟɧɵ ɜ ɛɚɡɭ 
ɞɚɧɧɵɯ ɧɚ ɫɟɪɜɟɪɟ, ɟɫɥɢ ɧɟ ɩɪɨɢɡɨɣɞɟɬ ɧɢɤɚɤɨɣ ɨɲɢɛɤɢ, ɧɚɩɪɢɦɟɪ, 
ɟɫɥɢ ɤɥɢɟɧɬ ɩɨɩɵɬɚɟɬɫɹ ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɬɶɫɹ ɫ ɥɨɝɢɧɨɦ, ɤɨɬɨɪɵɣ ɭɠɟ 
ɡɚɧɹɬ, ɩɨɫɥɟ ɱɟɝɨ ɤɥɢɟɧɬɭ ɩɪɢɫɜɨɢɬɫɹ ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɵɣ ɧɨɦɟɪ ɢ 
ɛɭɞɟɬ ɨɬɩɪɚɜɥɟɧ ɟɦɭ ɨɛɪɚɬɧɵɦ ɫɨɨɛɳɟɧɢɟɦ. Ʌɨɝɢɧ ɢ ɩɚɪɨɥɶ ɜɫɟɝɞɚ 
ɩɪɢɯɨɞɹɬ ɜ ɡɚɲɢɮɪɨɜɚɧɧɨɦ ɜɢɞɟ.  

• ȼɯɨɞ – ɤɥɢɟɧɬ ɩɪɢɫɥɚɥ ɥɨɝɢɧ ɢ ɩɚɪɨɥɶ, ɫɟɪɜɟɪ ɩɪɨɜɟɪɢɬ ɟɫɬɶ ɥɢ ɬɚɤɚɹ 
ɩɚɪɚ ɜ ɟɝɨ ɛɚɡɟ ɞɚɧɧɵɯ ɢ ɜ ɡɚɜɢɫɢɦɨɫɬɢ ɨɬ ɪɟɡɭɥɶɬɚɬɚ ɩɪɨɜɟɪɤɢ 
ɤɥɢɟɧɬ ɦɨɠɟɬ ɩɨɥɭɱɢɬɶ ɫɥɟɞɭɸɳɢɟ ɨɬɜɟɬɵ: 

1. Ʌɨɝɢɧ, ɫ ɤɨɬɨɪɵɦ ɩɵɬɚɟɬɫɹ ɜɨɣɬɢ ɜ ɫɢɫɬɟɦɭ ɤɥɢɟɧɬ ɧɟ ɧɚɣɞɟɧ 
ɜ ɛɚɡɟ ɞɚɧɧɵɯ ɤɥɢɟɧɬɨɜ. 

2. ɉɚɪɨɥɶ, ɫ ɤɨɬɨɪɵɦ ɩɵɬɚɟɬɫɹ ɜɨɣɬɢ ɜ ɫɢɫɬɟɦɭ ɤɥɢɟɧɬ ɧɟ 
ɫɨɨɬɜɟɬɫɬɜɭɟɬ ɥɨɝɢɧɭ 
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3. ɋɨɨɛɳɟɧɢɟ ɨɛ ɭɫɩɟɯɟ, ɜ ɫɥɭɱɚɟ ɟɫɥɢ ɩɚɪɚ ɥɨɝɢɧ/ɩɚɪɨɥɶ ɛɵɥɚ 
ɧɚɣɞɟɧɚ ɫɟɪɜɟɪɨɦ ɜ ɫɜɨɟɣ ɛɚɡɟ ɞɚɧɧɵɯ. 

• ɍɞɚɥɟɧɢɟ ɚɤɤɚɭɧɬɚ – ɤɥɢɟɧɬ ɩɪɢɫɥɚɥ ɡɚɩɪɨɫ ɧɚ ɭɞɚɥɟɧɢɟ ɫɜɨɟɝɨ 
ɚɤɤɚɭɧɬɚ ɢɡ ɛɚɡɵ ɞɚɧɧɵɯ ɤɥɢɟɧɬɨɜ. ɋɟɪɜɟɪ ɧɚɣɞɟɬ ɥɨɝɢɧ ɬɟɤɭɳɟɝɨ 
ɤɥɢɟɧɬɚ ɢ ɭɞɚɥɢɬ ɟɝɨ ɢɡ ɛɚɡɵ ɞɚɧɧɵɯ ɜɦɟɫɬɟ ɫ ɨɫɬɚɥɶɧɨɣ 
ɢɧɮɨɪɦɚɰɢɟɣ ɨɛ ɷɬɨɦ ɤɥɢɟɧɬɟ, ɨɞɧɚɤɨ ɢɫɬɨɪɢɹ ɟɝɨ ɫɨɨɛɳɟɧɢɣ 
ɭɞɚɥɟɧɚ ɧɟ ɛɭɞɟɬ, ɬ.ɤ. ɨɧɚ ɦɨɠɟɬ ɩɨɬɪɟɛɨɜɚɬɶɫɹ ɞɪɭɝɢɦ 
ɩɨɥɶɡɨɜɚɬɟɥɹɦ, ɫ ɤɨɬɨɪɵɦɢ ɨɧ ɜɟɥ ɞɢɚɥɨɝ. 

• ȼɵɯɨɞ ɢɡ ɚɤɤɚɭɧɬɚ – ɤɥɢɟɧɬ ɜɵɲɟɥ ɢɡ ɫɜɨɟɝɨ ɚɤɤɚɭɧɬɚ, ɫɟɪɜɟɪ ɫɧɨɜɚ 
ɨɠɢɞɚɟɬ ɫɨɨɛɳɟɧɢɟ ɫ ɡɚɩɪɨɫɨɦ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ, ɨɫɬɚɥɶɧɵɟ 
ɫɨɨɛɳɟɧɢɹ ɢɝɧɨɪɢɪɭɸɬɫɹ 

• ɉɨɢɫɤ ɞɪɭɝɨɝɨ ɤɥɢɟɧɬɚ ɩɨ ɥɨɝɢɧɭ – ɤɥɢɟɧɬ ɩɪɢɫɥɚɥ ɥɨɝɢɧ ɤɥɢɟɧɬɚ, 
ɤɨɬɨɪɨɝɨ ɯɨɱɟɬ ɞɨɛɚɜɢɬɶ ɜ ɫɩɢɫɨɤ ɫɜɨɢɯ ɤɨɧɬɚɤɬɨɜ. ȿɫɥɢ ɫɟɪɜɟɪ 
ɧɚɯɨɞɢɬ ɬɚɤɨɣ ɥɨɝɢɧ ɜ ɫɜɨɟɣ ɛɚɡɟ ɞɚɧɧɵɯ, ɬɨ ɨɬɜɟɬɧɵɦ ɫɨɨɛɳɟɧɢɟɦ 
ɨɬɩɪɚɜɥɹɟɬ ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɵɣ ɧɨɦɟɪ, ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɣ ɷɬɨɦɭ 
ɥɨɝɢɧɭ. ȿɫɥɢ ɫɟɪɜɟɪ ɬɚɤɨɝɨ ɥɨɝɢɧɚ ɧɟ ɧɚɲɟɥ, ɬɨ ɜ ɨɬɜɟɬ ɛɭɞɟɬ 
ɨɬɩɪɚɜɥɟɧɨ ɫɨɨɛɳɟɧɢɟ ɨɛ ɨɲɢɛɤɟ. 

• ɉɨɥɭɱɟɧɢɟ ɢɫɬɨɪɢɢ ɫɨɨɛɳɟɧɢɣ ɫ ɞɪɭɝɢɦɢ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ – ɤɚɤ 
ɬɨɥɶɤɨ ɩɨɥɶɡɨɜɚɬɟɥɶ ɭɫɩɟɲɧɨ ɩɪɨɯɨɞɢɬ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɫɟɪɜɟɪ 
ɜɵɫɵɥɚɟɬ ɟɦɭ ɢɫɬɨɪɢɸ ɟɝɨ ɫɨɨɛɳɟɧɢɣ, ɫ ɞɪɭɝɢɦɢ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ, 
ɯɪɚɧɹɳɭɸɫɹ ɜ ɛɚɡɟ ɞɚɧɧɵɯ. 

• ɋɨɡɞɚɧɢɟ ɩɪɹɦɨɝɨ ɫɨɟɞɢɧɟɧɢɹ ɦɟɠɞɭ ɤɥɢɟɧɬɚɦɢ – ɤɥɢɟɧɬ ɩɪɢɫɥɚɥ 
ɡɚɩɪɨɫ ɧɚ ɭɫɬɚɧɨɜɥɟɧɢɟ ɩɪɹɦɨɝɨ ɫɨɟɞɢɧɟɧɢɹ, ɱɬɨɛɵ ɨɛɳɚɬɶɫɹ ɜ 
ɨɛɯɨɞ ɫɟɪɜɟɪɚ. Ɉɛ ɭɫɬɚɧɨɜɥɟɧɢɢ ɬɚɤɨɝɨ ɫɨɟɞɢɧɟɧɢɹ ɛɭɞɟɬ ɪɚɫɫɤɚɡɚɧɨ 
ɱɭɬɶ ɩɨɡɠɟ.  

• Ɉɛɦɟɧ ɤɥɸɱɚɦɢ ɲɢɮɪɨɜɚɧɢɹ ɦɟɠɞɭ ɤɥɢɟɧɬɚɦɢ – ɤɥɢɟɧɬ ɩɪɢɫɥɚɥ ɞɜɚ 
ɨɞɢɧɚɤɨɜɵɯ ɫɢɦɦɟɬɪɢɱɧɵɯ ɤɥɸɱɚ ɲɢɮɪɨɜɚɧɢɹ, ɡɚɲɢɮɪɨɜɚɧɧɵɯ 
ɞɜɭɦɹ ɪɚɡɧɵɦɢ ɫɩɨɫɨɛɚɦɢ, ɡɚɱɟɦ ɷɬɨ ɬɪɟɛɭɟɬɫɹ ɛɭɞɟɬ ɨɛɴɹɫɧɟɧɨ ɩɪɢ 
ɩɨɞɪɨɛɧɨɦ ɪɚɫɫɦɨɬɪɟɧɢɢ ɪɚɛɨɬɵ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ. 
ɋɟɪɜɟɪ ɫɨɯɪɚɧɢɬ ɷɬɢ ɞɜɚ ɤɥɸɱɚ ɜ ɛɚɡɭ ɞɚɧɧɵɯ ɢ ɩɪɢɫɜɨɢɬ ɢɦ 
ɨɩɪɟɞɟɥɟɧɧɵɣ ɧɨɦɟɪ (ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɫɟɫɫɢɢ), ɩɨ ɤɨɬɨɪɨɦɭ ɢɯ 
ɦɨɠɧɨ ɛɭɞɟɬ ɧɚɣɬɢ ɜ ɞɚɥɶɧɟɣɲɟɦ. Ɉɞɢɧ ɢɡ ɤɥɸɱɟɣ ɛɭɞɟɬ 
ɩɟɪɟɧɚɩɪɚɜɥɟɧ ɤɥɢɟɧɬɭ - ɩɨɥɭɱɚɬɟɥɸ. 

• Ɂɚɜɟɪɲɟɧɢɟ ɫɨɟɞɢɧɟɧɢɹ ɫɨ ɫɬɨɪɨɧɵ ɤɥɢɟɧɬɚ – ɤɥɢɟɧɬ ɡɚɤɪɵɥ 
ɩɪɢɥɨɠɟɧɢɟ. ɋɟɪɜɟɪ ɫɪɚɡɭ ɩɪɟɪɜɟɬ ɫɨɟɞɢɧɟɧɢɟ ɫɨ ɫɜɨɟɣ ɫɬɨɪɨɧɵ. 

ɉɪɢ ɩɨɥɭɱɟɧɢɢ ɨɬ ɤɥɢɟɧɬɚ ɫɨɨɛɳɟɧɢɹ, ɩɪɟɞɧɚɡɧɚɱɟɧɧɨɝɨ ɞɪɭɝɨɦɭ 
ɤɥɢɟɧɬɭ, ɫɟɪɜɟɪ ɩɪɨɜɟɪɹɟɬ ɹɜɥɹɟɬɫɹ ɥɢ ɷɬɨ ɫɨɨɛɳɟɧɢɟ ɡɚɲɢɮɪɨɜɚɧɧɵɦ, ɢ ɟɫɥɢ 
ɞɚ, ɬɨ ɩɪɨɫɬɨ ɩɟɪɟɫɵɥɚɟɬ ɟɝɨ ɩɨɥɭɱɚɬɟɥɸ, ɧɟ ɩɪɢɦɟɧɹɹ ɤ ɧɟɦɭ ɧɢɤɚɤɢɯ ɞɟɣɫɬɜɢɣ, 
ɬɚɤ ɤɚɤ ɟɦɭ ɧɟ ɢɡɜɟɫɬɟɧ ɤɥɸɱ, ɤɨɬɨɪɵɦ ɟɝɨ ɡɚɲɢɮɪɨɜɚɥɢ ɢ ɩɨɞɩɢɫɚɥɢ (ɷɬɨɬ ɤɥɸɱ 
ɢɡɜɟɫɬɟɧ ɬɨɥɶɤɨ ɨɬɩɪɚɜɢɬɟɥɸ ɢ ɩɨɥɭɱɚɬɟɥɸ ɢ ɨɬɥɢɱɚɟɬɫɹ ɨɬ ɬɟɯ ɤɨɬɨɪɵɟ ɫɟɪɜɟɪ 
ɜɵɫɵɥɚɥ ɢɦ ɩɪɢ ɩɨɞɤɥɸɱɟɧɢɢ), ɟɫɥɢ ɠɟ ɫɨɨɛɳɟɧɢɟ ɧɟ ɹɜɥɹɟɬɫɹ ɡɚɲɢɮɪɨɜɚɧɧɵɦ, 
ɬɨ ɨɧɨ ɨɛɹɡɚɬɟɥɶɧɨ ɹɜɥɹɟɬɫɹ ɩɨɞɩɢɫɚɧɧɵɦ ɬɟɦ ɤɥɸɱɨɦ, ɤɨɬɨɪɵɣ ɫɟɪɜɟɪ ɜɵɫɥɚɥ 
ɤɥɢɟɧɬɭ ɜ ɧɚɱɚɥɟ ɨɛɫɥɭɠɢɜɚɧɢɹ, ɬɚɤ ɤɚɤ ɤɥɢɟɧɬɭ-ɩɨɥɭɱɚɬɟɥɸ ɞɚɧɧɵɣ ɤɥɸɱ ɧɟ 
ɢɡɜɟɫɬɟɧ, ɬɨ ɫɟɪɜɟɪ ɩɪɨɜɟɪɹɟɬ, ɱɬɨ ɫɨɨɛɳɟɧɢɟ ɧɟ ɛɵɥɨ ɩɨɜɪɟɠɞɟɧɨ ɩɨ ɩɭɬɢ ɨɬ 
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ɤɥɢɟɧɬɚ-ɨɬɩɪɚɜɢɬɟɥɹ ɤ ɫɟɪɜɟɪɭ ɢ, ɟɫɥɢ ɜɫɟ ɜ ɩɨɪɹɞɤɟ, ɬɨ ɫɟɪɜɟɪ ɩɟɪɟ ɩɨɞɩɢɫɵɜɚɟɬ 
ɫɨɨɛɳɟɧɢɟ ɤɥɸɱɨɦ ɢɡɜɟɫɬɧɵɦ ɟɦɭ ɢ ɤɥɢɟɧɬɭ-ɩɨɥɭɱɚɬɟɥɸ, ɩɨɫɥɟ ɱɟɝɨ ɨɬɩɪɚɜɥɹɟɬ 
ɫɨɨɛɳɟɧɢɟ ɷɬɨɦɭ ɤɥɢɟɧɬɭ. 

ɇɚɝɥɹɞɧɚɹ ɫɯɟɦɚ ɪɚɛɨɬɵ ɫɟɪɜɟɪɧɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɩɪɢɜɟɞɟɧɚ ɜ ɜɢɞɟ ɛɥɨɤ-
ɫɯɟɦ ɧɚ ɪɢɫɭɧɤɚɯ 9 ɢ 10. 

 

 
 

Ɋɢɫɭɧɨɤ 9 - ɛɥɨɤ-ɫɯɟɦɚ ɪɚɛɨɬɵ ɫɟɪɜɟɪɧɨɝɨ ɩɪɢɥɨɠɟɧɢɹ 
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2.4.1 ɏɪɚɧɟɧɢɟ ɞɚɧɧɵɯ ɧɚ ɫɟɪɜɟɪɟ 
 

Ɍɟɩɟɪɶ ɩɨɝɨɜɨɪɢɦ ɩɨɞɪɨɛɧɟɟ ɨ ɬɨɦ, ɤɚɤ ɢ ɤɚɤɢɟ ɞɚɧɧɵɟ ɫɟɪɜɟɪ ɫɨɯɪɚɧɹɟɬ ɜ 
ɫɜɨɢɯ ɛɚɡɚɯ ɞɚɧɧɵɯ. ȼɫɸ ɧɟɨɛɯɨɞɢɦɭɸ ɢɧɮɨɪɦɚɰɢɸ ɫɟɪɜɟɪ ɯɪɚɧɢɬ ɧɟ ɜ 
ɢɫɯɨɞɧɨɦ ɜɢɞɟ, ɚ ɩɪɟɨɛɪɚɡɨɜɵɜɚɟɬ ɜ ɛɚɣɬɵ. ɗɬɨ ɛɵɥɨ ɫɞɟɥɚɧɨ ɞɥɹ ɬɨɝɨ, ɱɬɨɛɵ, 
ɜɨ-ɩɟɪɜɵɯ, ɫɨɤɪɚɬɢɬɶ ɢɫɩɨɥɶɡɭɟɦɨɟ ɞɢɫɤɨɜɨɟ ɩɪɨɫɬɪɚɧɫɬɜɨ, ɚ ɜɨ-ɜɬɨɪɵɯ ɩɨɬɨɦɭ, 
ɱɬɨ ɛɨɥɶɲɢɧɫɬɜɨ ɞɚɧɧɵɯ ɬɪɟɛɭɟɬɫɹ ɩɟɪɟɫɵɥɚɬɶ ɤɥɢɟɧɬɚɦ, ɬ.ɟ. ɢɯ ɜɫɟ ɪɚɜɧɨ 
ɩɪɢɲɥɨɫɶ ɛɵ ɩɪɟɨɛɪɚɡɨɜɵɜɚɬɶ ɤ ɧɚɛɨɪɭ ɛɚɣɬ.  

Ɋɢɫɭɧɨɤ 10 - ɛɥɨɤ-ɫɯɟɦɚ ɪɚɛɨɬɵ ɩɨɬɨɤɚ ɨɛɫɥɭɠɢɜɚɧɢɹ ɤɥɢɟɧɬɚ ɧɚ ɫɟɪɜɟɪɟ 



26 

Ⱦɥɹ ɧɚɱɚɥɚ ɪɚɫɫɦɨɬɪɢɦ ɫɜɟɞɟɧɢɹ, ɤɨɬɨɪɵɟ ɫɟɪɜɟɪ ɫɨɯɪɚɧɹɟɬ ɨ ɤɥɢɟɧɬɟ. Ⱦɥɹ 
ɫɨɯɪɚɧɟɧɢɹ ɞɚɧɧɵɯ ɨ ɤɥɢɟɧɬɟ ɫɟɪɜɟɪ ɢɫɩɨɥɶɡɭɟɬ ɛɚɡɭ ɞɚɧɧɵɯ ɫɨɫɬɨɹɳɭɸ ɢɡ 
ɨɞɧɨɣ ɬɚɛɥɢɰɵ, ɤɨɬɨɪɚɹ ɧɚɡɵɜɚɟɬɫɹ user_list ɢ ɫɨɞɟɪɠɢɬ ɫɥɟɞɭɸɳɢɟ ɩɨɥɹ: 

• uid – ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɵɣ ɧɨɦɟɪ, ɩɪɢɫɜɚɢɜɚɟɦɵɣ ɫɟɪɜɟɪɨɦ ɤɥɢɟɧɬɭ 
ɜ ɦɨɦɟɧɬ ɪɟɝɢɫɬɪɚɰɢɢ. 

• login – ɥɨɝɢɧ ɤɥɢɟɧɬɚ ɜ ɜɢɞɟ ɧɚɛɨɪɚ ɛɚɣɬ. 
• hashed_password – ɯɟɲ ɤɥɢɟɧɬɫɤɨɝɨ ɩɚɪɨɥɹ ɢ ɫɩɟɰɢɚɥɶɧɨɣ ɞɨɛɚɜɤɢ, 

ɧɚɡɵɜɚɟɦɨɣ ɫɨɥɶɸ, ɱɬɨ ɷɬɨ ɬɚɤɨɟ ɢ ɡɚɱɟɦ ɷɬɨ ɧɭɠɧɨ ɛɭɞɟɬ ɩɨɹɫɧɟɧɨ 
ɞɚɥɟɟ. 

• saltl – ɱɚɫɬɶ «ɫɨɥɢ», ɩɪɢɩɢɫɵɜɚɟɦɚɹ ɩɚɪɨɥɸ ɫɥɟɜɚ ɜ ɦɨɦɟɧɬ 
ɯɟɲɢɪɨɜɚɧɢɹ. 

• saltr – ɱɚɫɬɶ «ɫɨɥɢ», ɩɪɢɩɢɫɵɜɚɟɦɚɹ ɩɚɪɨɥɸ ɫɩɪɚɜɚ ɜ ɦɨɦɟɧɬ 
ɯɟɲɢɪɨɜɚɧɢɹ. 

• public_key – ɨɬɤɪɵɬɵɣ ɤɥɸɱ ɩɨɥɶɡɨɜɚɬɟɥɹ ɞɥɹ ɚɫɫɢɦɟɬɪɢɱɧɨɝɨ 
ɲɢɮɪɨɜɚɧɢɹ. 

ɋɩɢɫɨɤ ɡɚɩɢɫɟɣ ɜ ɬɚɛɥɢɰɟ ɦɨɠɟɬ ɜɵɝɥɹɞɟɬɶ ɤɚɤ ɩɨɤɚɡɚɧɨ ɧɚ ɪɢɫɭɧɤɟ 11 
(ɢɡɨɛɪɚɠɟɧɢɟ ɪɚɡɛɢɬɨ ɧɚ 2 ɱɚɫɬɢ ɥɟɜɭɸ ɢ ɩɪɚɜɭɸ): 

  

  

Ɋɚɡɛɟɪɟɦɫɹ ɞɥɹ ɱɟɝɨ ɧɭɠɧɨ «ɫɨɥɢɬɶ» ɩɚɪɨɥɢ ɩɟɪɟɞ ɩɨɦɟɳɟɧɢɟɦ ɢɯ ɜ ɛɚɡɭ 
ɞɚɧɧɵɯ. ɏɪɚɧɢɬɶ ɩɚɪɨɥɢ ɜ ɢɫɯɨɞɧɨɦ ɜɢɞɟ ɩɪɨɫɬɨ ɝɥɭɩɨ, ɬɚɤ ɤɚɤ ɟɫɥɢ ɤɬɨ-ɥɢɛɨ 
ɫɭɦɟɟɬ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɛɚɡɟ ɞɚɧɧɵɯ ɧɚ ɫɟɪɜɟɪɟ, ɬɨ ɨɧ ɫɦɨɠɟɬ 
ɛɟɫɩɪɟɩɹɬɫɬɜɟɧɧɨ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɢ ɤ ɥɸɛɨɦɭ ɢɧɬɟɪɟɫɭɸɳɟɦɭ ɟɝɨ ɚɤɤɚɭɧɬɭ. 
Ⱦɥɹ ɬɨɝɨ, ɱɬɨɛɵ ɷɬɨɦɭ ɩɨɦɟɲɚɬɶ ɨɛɵɱɧɨ ɫɨɯɪɚɧɹɸɬ ɧɟ ɫɚɦ ɩɚɪɨɥɶ, ɚ ɬɨɥɶɤɨ ɟɝɨ 
ɯɟɲ, ɬɨɝɞɚ ɬɨɦɭ, ɤɬɨ ɩɨɥɭɱɢɬ ɞɨɫɬɭɩ ɤ ɛɚɡɟ ɞɚɧɧɵɯ ɭɠɟ ɧɟ ɭɞɚɫɬɫɹ ɬɚɤ ɩɪɨɫɬɨ 
ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɧɭɠɧɨɦɭ ɚɤɤɚɭɧɬɭ, ɬɚɤ ɤɚɤ ɩɪɢɞɟɬɫɹ ɩɟɪɟɛɢɪɚɬɶ ɜɫɟ 
ɜɨɡɦɨɠɧɵɟ ɩɚɪɨɥɢ ɢ ɫɪɚɜɧɢɜɚɬɶ ɢɯ ɯɟɲ ɫ ɬɟɦ, ɱɬɨ ɯɪɚɧɢɬɫɹ ɜ ɛɚɡɟ ɞɚɧɧɵɯ, ɱɬɨ 
ɦɨɠɟɬ ɩɨɬɪɟɛɨɜɚɬɶ ɨɱɟɧɶ ɦɧɨɝɨ ɜɪɟɦɟɧɢ.  

Ɋɢɫɭɧɨɤ 11 - ɩɪɢɦɟɪ ɛɚɡɵ ɞɚɧɧɵɯ ɩɚɪɨɥɟɣ ɥɟɜɚɹ ɱɚɫɬɶ(ɫɜɟɪɯɭ) ɢ ɩɪɚɜɚɹ (ɫɧɢɡɭ). 



27 

Ɉɞɧɚɤɨ ɧɚ ɫɟɝɨɞɧɹɲɧɢɣ ɞɟɧɶ ɢ ɷɬɨɬ ɦɟɬɨɞ ɧɟ ɫɱɢɬɚɟɬɫɹ ɞɨɫɬɚɬɨɱɧɨ 
ɛɟɡɨɩɚɫɧɵɦ, ɬɚɤ ɤɚɤ ɜ ɢɧɬɟɪɧɟɬɟ ɫɭɳɟɫɬɜɭɸɬ ɬɚɤ ɧɚɡɵɜɚɟɦɵɟ «ɪɚɞɭɠɧɵɟ 
ɬɚɛɥɢɰɵ». Ɋɚɞɭɠɧɚɹ ɬɚɛɥɢɰɚ – ɷɬɨ ɬɚɤɚɹ ɬɚɛɥɢɰɚ, ɜ ɤɨɬɨɪɨɣ ɫɨɯɪɚɧɹɸɬɫɹ ɩɚɪɨɥɢ 
ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɟ ɨɩɪɟɞɟɥɟɧɧɵɦ ɯɟɲɚɦ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɢɦɟɹ ɯɟɲ ɩɚɪɨɥɹ ɢ 
ɜɵɩɨɥɧɢɜ ɟɝɨ ɩɨɢɫɤ ɩɨ ɪɚɞɭɠɧɨɣ ɬɚɛɥɢɰɟ, ɦɨɠɧɨ ɩɨɥɭɱɢɬɶ ɫɩɢɫɨɤ ɩɚɪɨɥɟɣ, 
ɤɨɬɨɪɵɦ ɫɨɨɬɜɟɬɫɬɜɭɟɬ ɷɬɨɬ ɯɟɲ ɩɪɢ ɪɚɡɧɵɯ ɚɥɝɨɪɢɬɦɚɯ ɯɟɲɢɪɨɜɚɧɢɹ. ȼ ɬɚɤɨɦ 
ɫɥɭɱɚɟ ɦɨɠɟɬ ɩɨɦɨɱɶ ɬɚɤ ɧɚɡɵɜɚɟɦɚɹ «ɫɨɥɶ». ɋɨɥɶ – ɷɬɨ ɞɨɩɨɥɧɢɬɟɥɶɧɚɹ ɫɬɪɨɤɚ, 
ɫɝɟɧɟɪɢɪɨɜɚɧɧɚɹ ɫɥɭɱɚɣɧɵɦ ɨɛɪɚɡɨɦ, ɤɨɬɨɪɚɹ ɩɪɢɩɢɫɵɜɚɟɬɫɹ ɤ ɩɚɪɨɥɸ ɢ 
ɏɟɲɢɪɭɟɬɫɹ ɜɦɟɫɬɟ ɫ ɧɢɦ. ɂɡ ɩɨɥɭɱɟɧɧɨɝɨ ɬɚɤɢɦ ɨɛɪɚɡɨɦ ɏɟɲɚ ɩɨ ɪɚɞɭɠɧɨɣ 
ɬɚɛɥɢɰɟ ɩɚɪɨɥɶ ɭɠɟ ɧɟ ɜɨɫɫɬɚɧɨɜɢɲɶ. Ɂɧɚɹ ɫɨɥɶ ɢ ɜɵɯɨɞɧɨɣ ɏɟɲ, 
ɡɥɨɭɦɵɲɥɟɧɧɢɤ ɨɛɪɟɱɟɧ ɧɚ ɩɨɥɧɵɣ ɩɟɪɟɛɨɪ ɩɚɪɨɥɹ. 

Ɋɚɫɫɦɨɬɪɢɦ ɬɟɩɟɪɶ ɜ ɤɚɤɨɦ ɜɢɞɟ ɫɟɪɜɟɪ ɯɪɚɧɢɬ ɪɚɡɥɢɱɧɵɟ ɤɥɢɟɧɬɫɤɢɟ 
ɫɨɨɛɳɟɧɢɹ. Ɂɚɲɢɮɪɨɜɚɧɧɵɟ ɢ ɧɟ ɡɚɲɢɮɪɨɜɚɧɧɵɟ ɫɨɨɛɳɟɧɢɹ ɯɪɚɧɹɬɫɹ ɜ 
ɪɚɡɥɢɱɧɵɯ ɬɚɛɥɢɰɚɯ. ɂɫɬɨɪɢɹ ɫɨɨɛɳɟɧɢɣ ɤɥɢɟɧɬɨɜ ɫ ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɵɦɢ 
ɧɨɦɟɪɚɦɢ a ɢ b ɫɨɯɪɚɧɹɟɬɫɹ ɜ ɬɚɛɥɢɰɟ ɫ ɧɚɡɜɚɧɢɟɦ message_history_a_b, ɢɥɢ 
secret_message_history_a_b – ɟɫɥɢ ɷɬɨ ɡɚɲɢɮɪɨɜɚɧɧɵɟ ɫɨɨɛɳɟɧɢɹ. 

Ɍɚɛɥɢɰɚ ɧɟ ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɫɨɨɛɳɟɧɢɣ ɫɨɞɟɪɠɢɬ ɫɥɟɞɭɸɳɢɟ ɩɨɥɹ: 
• sender_id – ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɵɣ ɧɨɦɟɪ ɨɬɩɪɚɜɢɬɟɥɹ 
• receiver_id - ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɵɣ ɧɨɦɟɪ ɩɨɥɭɱɚɬɟɥɹ 
• message - ɫɨɨɛɳɟɧɢɟ 
• message_type – ɬɢɩ ɫɨɨɛɳɟɧɢɹ (ɬɟɤɫɬɨɜɨɟ ɢɥɢ ɮɚɣɥ) 

ȼ ɬɚɛɥɢɰɟ ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɫɨɨɛɳɟɧɢɣ ɯɪɚɧɹɬɫɹ ɜɫɟ ɬɟ ɠɟ ɫɚɦɵɟ ɩɨɥɹ, ɱɬɨ 
ɢ ɞɥɹ ɧɟ ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɫɨɨɛɳɟɧɢɣ, ɧɨ ɩɨɦɢɦɨ ɧɢɯ, ɟɫɬɶ ɢ ɧɟɫɤɨɥɶɤɨ ɞɪɭɝɢɯ 
ɩɨɥɟɣ: 

• session_id – ɧɨɦɟɪ ɫɟɤɪɟɬɧɨɣ ɫɟɫɫɢɢ 
• message_tag, message_nonce – ɞɚɧɧɵɟ ɧɟɨɛɯɨɞɢɦɵɟ ɞɥɹ 

ɪɚɫɲɢɮɪɨɜɤɢ ɫɨɨɛɳɟɧɢɹ 

Ʉɚɠɞɵɣ ɪɚɡ ɩɪɢ ɩɟɪɟɞɚɱɟ ɫɟɤɪɟɬɧɵɯ ɫɨɨɛɳɟɧɢɣ ɤɥɢɟɧɬɵ ɞɨɥɠɧɵ 
ɞɨɝɨɜɨɪɢɬɶɫɹ ɨɛ ɢɡɜɟɫɬɧɨɦ ɬɨɥɶɤɨ ɢɦ ɤɥɸɱɟ, ɫ ɩɨɦɨɳɶɸ ɤɨɬɨɪɨɝɨ ɨɧɢ ɛɭɞɭɬ 
ɲɢɮɪɨɜɚɬɶ ɫɜɨɢ ɞɚɧɧɵɟ. ɉɪɢ ɭɫɬɚɧɨɜɥɟɧɢɢ ɤɥɢɟɧɬɚɦɢ ɧɨɜɨɝɨ ɤɥɸɱɚ ɫɟɪɜɟɪ 
ɩɨɥɭɱɚɟɬ ɞɜɚ ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɤɥɸɱɚ, ɤɨɬɨɪɵɟ ɨɧ ɞɨɥɠɟɧ ɫɨɯɪɚɧɢɬɶ, ɞɥɹ ɬɨɝɨ 
ɱɬɨɛɵ ɤɥɢɟɧɬɵ ɜ ɛɭɞɭɳɟɦ ɫɦɨɝɥɢ ɪɚɫɲɢɮɪɨɜɚɬɶ ɷɬɢ ɫɨɨɛɳɟɧɢɹ. Ȼɨɥɟɟ ɬɨɝɨ ɜɫɟ 
ɫɨɨɛɳɟɧɢɹ, ɤɨɬɨɪɵɟ ɩɟɪɟɞɚɸɬɫɹ ɦɟɠɞɭ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɷɬɨɝɨ 
ɤɥɸɱɚ ɞɨɥɠɧɵ ɛɵɬɶ ɤɚɤɢɦ-ɬɨ ɨɛɪɚɡɨɦ ɚɫɫɨɰɢɢɪɨɜɚɧɵ ɫ ɧɢɦ. ɉɨɥɟ session_id ɤɚɤ 
ɪɚɡ ɢ ɭɤɚɡɵɜɚɟɬ ɤɚɤɨɦɭ ɤɥɸɱɭ ɫɨɨɬɜɟɬɫɬɜɭɸɬ ɬɟɤɭɳɢɟ ɫɨɨɛɳɟɧɢɹ. ɑɬɨɛɵ 
ɩɨɥɭɱɢɬɶ ɤɥɸɱɢ ɡɧɚɹ session_id ɫɨɨɛɳɟɧɢɣ ɫɟɪɜɟɪɭ ɧɟɨɛɯɨɞɢɦɨ ɨɛɪɚɬɢɬɶɫɹ ɤ 
ɟɳɟ ɨɞɧɨɣ ɬɚɛɥɢɰɟ, ɧɚɡɵɜɚɟɦɨɣ encrypted_session_keys_a_b, ɝɞɟ a ɢ b – 
ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɵɟ ɧɨɦɟɪɚ ɩɨɥɶɡɨɜɚɬɟɥɟɣ. ȼ ɷɬɨɣ ɬɚɛɥɢɰɟ ɫɨɞɟɪɠɚɬɫɹ ɬɚɤɢɟ 
ɩɨɥɹ: 

• session_id – ɧɨɦɟɪ ɫɟɤɪɟɬɧɨɣ ɫɟɫɫɢɢ 
• key_encrypted_by_first_id, key_encrypted_by_second_id – ɤɥɸɱɢ ɞɥɹ 

ɬɟɤɭɳɟɣ ɫɟɫɫɢɢ. 
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ɉɪɢɦɟɪ ɫɨɨɛɳɟɧɢɹ ɫɨɞɟɪɠɚɳɟɝɨɫɹ ɜ ɬɚɛɥɢɰɟ ɧɟ ɫɟɤɪɟɬɧɵɯ ɫɨɨɛɳɟɧɢɣ 
ɩɪɟɞɫɬɚɜɥɟɧ ɧɚ ɪɢɫɭɧɤɟ 12: 

 

ȼɫɹ ɧɟɨɛɯɨɞɢɦɚɹ ɢɧɮɨɪɦɚɰɢɹ, ɤɚɫɚɸɳɚɹɫɹ ɯɪɚɧɟɧɢɹ ɞɚɧɧɵɯ ɫɟɪɜɟɪɨɦ, 
ɛɵɥɚ ɧɚɦɢ ɪɚɫɫɦɨɬɪɟɧɚ. Ɍɟɩɟɪɶ ɩɟɪɟɣɞɟɦ ɤ ɡɚɜɟɪɲɚɸɳɟɣ ɱɚɫɬɢ ɪɚɫɫɦɨɬɪɟɧɢɹ 
ɪɚɛɨɬɵ ɫɟɪɜɟɪɚ ɢ ɩɨɝɨɜɨɪɢɦ ɨɛ ɭɫɬɚɧɨɜɥɟɧɢɢ ɫɨɟɞɢɧɟɧɢɹ ɧɚɩɪɹɦɭɸ ɦɟɠɞɭ 
ɤɥɢɟɧɬɚɦɢ. 

 
2.4.2 ɉɪɹɦɨɟ ɫɨɟɞɢɧɟɧɢɟ ɤɥɢɟɧɬɨɜ 

ɋɬɚɧɞɚɪɬ IP ɜɟɪɫɢɢ 4 ɧɚɫɱɢɬɵɜɚɟɬ ɜɫɟɝɨ ɱɭɬɶ ɛɨɥɟɟ ɱɟɬɵɪɟɯ ɦɢɥɥɢɚɪɞɨɜ 
ɢɧɬɟɪɧɟɬ ɚɞɪɟɫɨɜ. ȼ ɫɨɜɪɟɦɟɧɧɨɦ ɦɢɪɟ ɷɬɢɯ ɚɞɪɟɫɨɜ ɭɠɟ ɞɚɜɧɨ ɧɟ ɯɜɚɬɚɟɬ ɧɚ 
ɜɫɟɯ. ɉɪɨɛɥɟɦɭ ɧɟɯɜɚɬɤɢ ɚɞɪɟɫɨɜ ɩɪɢɡɜɚɧ ɪɟɲɢɬɶ ɫɬɚɧɞɚɪɬ IP ɜɟɪɫɢɢ 6, ɨɞɧɚɤɨ 
ɜɧɟɞɪɟɧɢɟ ɷɬɨɝɨ ɫɬɚɧɞɚɪɬɚ ɩɪɨɢɫɯɨɞɢɬ ɞɨɜɨɥɶɧɨ ɦɟɞɥɟɧɧɨ, ɚ ɞɨɫɬɭɩ ɜ ɢɧɬɟɪɧɟɬ 
ɥɸɞɹɦ ɧɭɠɟɧ ɡɞɟɫɶ ɢ ɫɟɣɱɚɫ. ɉɨɷɬɨɦɭ ɛɵɥ ɩɪɢɞɭɦɚɧ NAT (Network Address 
Translation – ɩɪɟɨɛɪɚɡɨɜɚɧɢɟ ɫɟɬɟɜɵɯ ɚɞɪɟɫɨɜ). 

Ʌɨɤɚɥɶɧɵɟ ɫɟɬɢ ɜɧɭɬɪɢ ɞɨɦɚ, ɨɪɝɚɧɢɡɚɰɢɢ ɢɥɢ ɝɨɪɨɞɚ, ɦɨɝɭɬ ɢɫɩɨɥɶɡɨɜɚɬɶ 
ɨɝɪɨɦɧɨɟ ɤɨɥɢɱɟɫɬɜɨ IP ɚɞɪɟɫɨɜ. NAT ɩɨɡɜɨɥɹɟɬ ɷɬɨ ɨɝɪɨɦɧɨɟ ɤɨɥɢɱɟɫɬɜɨ 
ɚɞɪɟɫɨɜ ɩɪɟɨɛɪɚɡɨɜɚɬɶ ɜ ɨɞɢɧ. ɉɪɟɨɛɪɚɡɨɜɚɧɢɟ ɚɞɪɟɫɚ ɦɟɬɨɞɨɦ NAT ɦɨɠɟɬ 
ɩɪɨɢɡɜɨɞɢɬɶɫɹ ɩɨɱɬɢ ɥɸɛɵɦ ɦɚɪɲɪɭɬɢɡɢɪɭɸɳɢɦ ɭɫɬɪɨɣɫɬɜɨɦ, ɧɚɩɪɢɦɟɪ, 
ɪɨɭɬɟɪɨɦ. ɇɚɢɛɨɥɟɟ ɩɨɩɭɥɹɪɧɵɦ ɹɜɥɹɟɬɫɹ SNAT, ɫɭɬɶ ɦɟɯɚɧɢɡɦɚ ɤɨɬɨɪɨɝɨ 
ɫɨɫɬɨɢɬ ɜ ɡɚɦɟɧɟ ɚɞɪɟɫɚ ɢɫɬɨɱɧɢɤɚ ɩɪɢ ɩɪɨɯɨɠɞɟɧɢɢ ɢɧɬɟɪɧɟɬ ɩɚɤɟɬɚ ɜ ɨɞɧɭ 
ɫɬɨɪɨɧɭ ɢ ɨɛɪɚɬɧɨɣ ɡɚɦɟɧɟ ɚɞɪɟɫɚ ɧɚɡɧɚɱɟɧɢɹ ɜ ɨɬɜɟɬɧɨɦ ɩɚɤɟɬɟ. ɇɚɪɹɞɭ ɫ 
ɚɞɪɟɫɚɦɢ ɢɫɬɨɱɧɢɤ/ɧɚɡɧɚɱɟɧɢɟ ɦɨɝɭɬ ɬɚɤɠɟ ɡɚɦɟɧɹɬɶɫɹ ɧɨɦɟɪɚ ɩɨɪɬɨɜ 
ɢɫɬɨɱɧɢɤɚ ɢ ɧɚɡɧɚɱɟɧɢɹ. 

ɉɪɢɧɢɦɚɹ ɩɚɤɟɬ ɨɬ ɥɨɤɚɥɶɧɨɝɨ ɤɨɦɩɶɸɬɟɪɚ, ɪɨɭɬɟɪ ɫɦɨɬɪɢɬ ɧɚ IP-ɚɞɪɟɫ 
ɧɚɡɧɚɱɟɧɢɹ. ȿɫɥɢ ɷɬɨ ɥɨɤɚɥɶɧɵɣ ɚɞɪɟɫ, ɬɨ ɩɚɤɟɬ ɩɟɪɟɫɵɥɚɟɬɫɹ ɞɪɭɝɨɦɭ 
ɥɨɤɚɥɶɧɨɦɭ ɤɨɦɩɶɸɬɟɪɭ. ȿɫɥɢ ɧɟɬ, ɬɨ ɩɚɤɟɬ ɧɚɞɨ ɩɟɪɟɫɥɚɬɶ ɧɚɪɭɠɭ ɜ ɢɧɬɟɪɧɟɬ. 
ɇɨ ɜɟɞɶ ɨɛɪɚɬɧɵɦ ɚɞɪɟɫɨɦ ɜ ɩɚɤɟɬɟ ɭɤɚɡɚɧ ɥɨɤɚɥɶɧɵɣ ɚɞɪɟɫ ɤɨɦɩɶɸɬɟɪɚ, 
ɤɨɬɨɪɵɣ ɢɡ ɢɧɬɟɪɧɟɬɚ ɛɭɞɟɬ ɧɟɞɨɫɬɭɩɟɧ. ɉɨɷɬɨɦɭ ɪɨɭɬɟɪ «ɧɚ ɥɟɬɭ» ɬɪɚɧɫɥɢɪɭɟɬ 
(ɩɨɞɦɟɧɹɟɬ) ɨɛɪɚɬɧɵɣ IP-ɚɞɪɟɫ ɩɚɤɟɬɚ ɧɚ ɫɜɨɣ ɜɧɟɲɧɢɣ (ɜɢɞɢɦɵɣ ɢɡ ɢɧɬɟɪɧɟɬɚ) 
IP-ɚɞɪɟɫ ɢ ɦɟɧɹɟɬ ɧɨɦɟɪ ɩɨɪɬɚ (ɱɬɨɛɵ ɪɚɡɥɢɱɚɬɶ ɨɬɜɟɬɧɵɟ ɩɚɤɟɬɵ, ɚɞɪɟɫɨɜɚɧɧɵɟ 
ɪɚɡɧɵɦ ɥɨɤɚɥɶɧɵɦ ɤɨɦɩɶɸɬɟɪɚɦ). Ʉɨɦɛɢɧɚɰɢɸ, ɧɭɠɧɭɸ ɞɥɹ ɨɛɪɚɬɧɨɣ 
ɩɨɞɫɬɚɧɨɜɤɢ, ɪɨɭɬɟɪ ɫɨɯɪɚɧɹɟɬ ɭ ɫɟɛɹ ɜɨ ɜɪɟɦɟɧɧɨɣ ɬɚɛɥɢɰɟ. ɑɟɪɟɡ ɧɟɤɨɬɨɪɨɟ 
ɜɪɟɦɹ ɩɨɫɥɟ ɬɨɝɨ, ɤɚɤ ɤɥɢɟɧɬ ɢ ɫɟɪɜɟɪ ɡɚɤɨɧɱɚɬ ɨɛɦɟɧɢɜɚɬɶɫɹ ɩɚɤɟɬɚɦɢ, ɪɨɭɬɟɪ 
ɫɨɬɪɟɬ ɭ ɫɟɛɹ ɜ ɬɚɛɥɢɰɟ ɫɨɨɬɜɟɬɫɬɜɭɸɳɭɸ ɡɚɩɢɫɶ. 

ɉɪɢɦɟɪ ɪɚɛɨɬɵ ɭɫɬɪɨɣɫɬɜɚ NAT ɩɨɤɚɡɚɧ ɧɚ ɪɢɫɭɧɤɟ 13. 

Ɋɢɫɭɧɨɤ 12 - ɩɪɢɦɟɪ ɡɚɩɢɫɢ ɜ ɬɚɛɥɢɰɟ ɧɟ ɫɟɤɪɟɬɧɵɯ ɫɨɨɛɳɟɧɢɣ 
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ɇɟɫɦɨɬɪɹ ɧɚ ɜɫɸ ɩɨɥɶɡɭ NAT, ɨɧ ɩɪɢɜɧɨɫɢɬ ɬɚɤɠɟ ɢ ɧɟɤɨɬɨɪɵɟ 
ɨɝɪɚɧɢɱɟɧɢɹ ɜ ɜɢɞɟ ɬɨɝɨ, ɱɬɨ ɢɡ ɫɟɬɢ, ɧɚɯɨɞɹɳɟɣɫɹ ɡɚ ɩɪɟɞɟɥɚɦɢ NAT ɧɟɬ 
ɜɨɡɦɨɠɧɨɫɬɢ ɩɨɞɤɥɸɱɢɬɶɫɹ ɤ ɭɫɬɪɨɣɫɬɜɭ, ɧɚɯɨɞɹɳɟɦɭɫɹ «ɡɚ» NAT, ɧɟ ɩɪɢɛɟɝɚɹ 
ɤ ɧɟɤɨɬɨɪɵɦ ɯɢɬɪɨɫɬɹɦ. ɇɚɢɛɨɥɟɟ ɱɚɫɬɨ ɫɪɚɛɚɬɵɜɚɸɳɢɣ ɢ ɯɨɪɨɲɨ ɨɩɢɫɚɧɧɵɣ 
ɦɟɬɨɞ ɭɫɬɚɧɨɜɤɢ ɩɪɹɦɨɝɨ ɫɨɟɞɢɧɟɧɢɹ ɧɚɡɵɜɚɟɬɫɹ Hole punching (ɩɪɨɛɢɬɢɟ ɞɵɪ). 

«ɉɪɨɛɢɬɢɟ» TCP-ɞɵɪɵ ɩɨɡɜɨɥɹɟɬ ɞɜɭɦ ɤɥɢɟɧɬɚɦ ɭɫɬɚɧɨɜɢɬɶ ɩɪɹɦɨɣ 
ɨɞɧɨɪɚɧɝɨɜɵɣ TCP-ɫɟɚɧɫ ɫ ɩɨɦɨɳɶɸ ɢɡɜɟɫɬɧɨɝɨ ɫɟɪɜɟɪɚ, ɞɚɠɟ ɟɫɥɢ ɨɛɚ ɤɥɢɟɧɬɚ 
ɧɚɯɨɞɹɬɫɹ ɡɚ NAT. Hole punching ɩɪɟɞɩɨɥɚɝɚɟɬ, ɱɬɨ ɞɜɚ ɤɥɢɟɧɬɚ, A ɢ B, ɭɠɟ 
ɭɫɬɚɧɨɜɢɥɢ ɫɨɟɞɢɧɟɧɢɟ ɫ ɫɟɪɜɟɪɨɦ S. Ʉɨɝɞɚ ɤɥɢɟɧɬ ɩɪɢɫɵɥɚɟɬ ɡɚɩɪɨɫ ɧɚ 
ɭɫɬɚɧɨɜɤɭ ɩɪɹɦɨɝɨ ɫɨɟɞɢɧɟɧɢɹ ɫ ɞɪɭɝɢɦ ɤɥɢɟɧɬɨɦ, ɫɟɪɜɟɪ S ɡɚɩɢɫɵɜɚɟɬ ɞɜɚ 
ɚɞɪɟɫɚ ɞɥɹ ɷɬɨɝɨ ɤɥɢɟɧɬɚ: ɩɚɪɭ (IP-ɚɞɪɟɫ, ɩɨɪɬ), ɤɨɬɨɪɭɸ ɤɥɢɟɧɬ ɫɱɢɬɚɟɬ, ɱɬɨ 
ɢɫɩɨɥɶɡɭɟɬ ɞɥɹ ɨɛɳɟɧɢɹ ɫ S, ɬ.ɟ. ɟɝɨ ɚɞɪɟɫ ɜɧɭɬɪɢ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ ɢ ɩɚɪɭ (IP-
ɚɞɪɟɫ, ɩɨɪɬ), ɤɨɬɨɪɭɸ ɫɟɪɜɟɪ ɧɚɛɥɸɞɚɟɬ ɩɪɢ ɩɨɥɭɱɟɧɢɢ ɤɥɢɟɧɬɫɤɨɝɨ ɫɨɨɛɳɟɧɢɹ. 
Ɇɵ ɧɚɡɨɜɟɦ ɩɟɪɜɭɸ ɩɚɪɭ ɩɪɢɜɚɬɧɵɦ ɚɞɪɟɫɨɦ ɤɥɢɟɧɬɚ, ɚ ɜɬɨɪɭɸ ɩɭɛɥɢɱɧɵɦ 
ɚɞɪɟɫɨɦ ɤɥɢɟɧɬɚ. ȿɫɥɢ ɤɥɢɟɧɬ ɧɟ ɧɚɯɨɞɢɬɫɹ ɡɚ NAT, ɬɨ ɟɝɨ ɩɪɢɜɚɬɧɵɣ ɢ 
ɩɭɛɥɢɱɧɵɣ ɚɞɪɟɫɚ ɞɨɥɠɧɵ ɫɨɜɩɚɞɚɬɶ. 

Ɉɫɧɨɜɧɚɹ ɩɪɚɤɬɢɱɟɫɤɚɹ ɩɪɨɛɥɟɦɚ ɞɥɹ ɩɪɢɥɨɠɟɧɢɣ, ɠɟɥɚɸɳɢɯ ɪɟɚɥɢɡɨɜɚɬɶ 
Hole punching ɩɨ ɩɪɨɬɨɤɨɥɭ TCP, - ɷɬɨ ɧɟ ɩɪɨɛɥɟɦɚ ɩɪɨɬɨɤɨɥɚ, ɚ ɩɪɨɛɥɟɦɚ 
ɢɧɬɟɪɮɟɣɫɚ ɫɨɤɟɬɨɜ. ɉɨɫɤɨɥɶɤɭ ɫɬɚɧɞɚɪɬɧɵɣ ɢɧɬɟɪɮɟɣɫ ɫɨɤɟɬɨɜ Ȼɟɪɤɥɢ ɛɵɥ 
ɪɚɡɪɚɛɨɬɚɧ ɜɨɤɪɭɝ ɩɚɪɚɞɢɝɦɵ ɤɥɢɟɧɬ / ɫɟɪɜɟɪ, ɨɧ ɩɨɡɜɨɥɹɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶ ɫɨɤɟɬ 
ɩɪɨɬɨɤɨɥɚ TCP ɞɥɹ ɢɧɢɰɢɚɰɢɢ ɢɫɯɨɞɹɳɟɝɨ ɫɨɟɞɢɧɟɧɢɹ ɢɥɢ ɞɥɹ ɩɪɨɫɥɭɲɢɜɚɧɢɹ 
ɜɯɨɞɹɳɢɯ ɫɨɟɞɢɧɟɧɢɣ, ɧɨ ɧɟ ɨɛɚ ɞɟɣɫɬɜɢɹ ɫɪɚɡɭ. Ʉɪɨɦɟ ɬɨɝɨ, ɫɨɤɟɬɵ TCP ɨɛɵɱɧɨ 

Ɋɢɫɭɧɨɤ 13 - ɫɯɟɦɚ ɪɚɛɨɬɵ ɭɫɬɪɨɣɫɬɜɚ NAT 
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ɢɦɟɸɬ ɨɞɧɨɡɧɚɱɧɨɟ ɫɨɨɬɜɟɬɫɬɜɢɟ ɧɨɦɟɪɚɦ ɩɨɪɬɨɜ TCP ɧɚ ɥɨɤɚɥɶɧɨɦ 
ɤɨɦɩɶɸɬɟɪɟ: ɩɨɫɥɟ ɬɨɝɨ, ɤɚɤ ɩɪɢɥɨɠɟɧɢɟ ɩɪɢɜɹɡɵɜɚɟɬ ɨɞɢɧ ɫɨɤɟɬ ɤ 
ɨɩɪɟɞɟɥɟɧɧɨɦɭ ɥɨɤɚɥɶɧɨɦɭ ɩɨɪɬɭ TCP, ɩɨɩɵɬɤɚ ɩɪɢɜɹɡɚɬɶ ɜɬɨɪɨɣ ɫɨɤɟɬ ɤ ɬɨɦɭ 
ɠɟ ɩɨɪɬɭ TCP ɡɚɜɟɪɲɚɟɬɫɹ ɧɟɭɞɚɱɟɣ. 

Ɉɞɧɚɤɨ ɞɥɹ ɬɨɝɨ, ɱɬɨɛɵ «ɩɪɨɛɢɬɶ ɞɵɪɭ», ɦɵ ɞɨɥɠɧɵ ɢɫɩɨɥɶɡɨɜɚɬɶ ɨɞɢɧ 
ɥɨɤɚɥɶɧɵɣ ɩɨɪɬ TCP, ɱɬɨɛɵ ɩɪɨɫɥɭɲɢɜɚɬɶ ɜɯɨɞɹɳɢɟ TCP-ɫɨɟɞɢɧɟɧɢɹ ɢ 
ɨɞɧɨɜɪɟɦɟɧɧɨ ɢɧɢɰɢɢɪɨɜɚɬɶ ɧɟɫɤɨɥɶɤɨ ɢɫɯɨɞɹɳɢɯ TCP-ɫɨɟɞɢɧɟɧɢɣ. Ʉ ɫɱɚɫɬɶɸ, 
ɜɫɟ ɨɫɧɨɜɧɵɟ ɨɩɟɪɚɰɢɨɧɧɵɟ ɫɢɫɬɟɦɵ ɩɨɞɞɟɪɠɢɜɚɸɬ ɫɩɟɰɢɚɥɶɧɵɣ ɩɚɪɚɦɟɬɪ 
ɫɨɤɟɬɚ TCP, ɨɛɵɱɧɨ ɧɚɡɵɜɚɟɦɵɣ SO_REUSEADDR, ɤɨɬɨɪɵɣ ɩɨɡɜɨɥɹɟɬ 
ɩɪɢɥɨɠɟɧɢɸ ɫɜɹɡɵɜɚɬɶ ɧɟɫɤɨɥɶɤɨ ɫɨɤɟɬɨɜ ɫ ɨɞɧɨɣ ɢ ɬɨɣ ɠɟ ɥɨɤɚɥɶɧɨɣ ɤɨɧɟɱɧɨɣ 
ɬɨɱɤɨɣ, ɟɫɥɢ ɷɬɨɬ ɩɚɪɚɦɟɬɪ ɭɫɬɚɧɨɜɥɟɧ ɧɚ ɜɫɟɯ ɡɚɞɟɣɫɬɜɨɜɚɧɧɵɯ ɫɨɤɟɬɚɯ. 
ɋɢɫɬɟɦɵ BSD ɩɪɟɞɫɬɚɜɢɥɢ ɨɩɰɢɸ SO_REUSEPORT ɤɨɬɨɪɚɹ ɤɨɧɬɪɨɥɢɪɭɟɬ 
ɩɨɜɬɨɪɧɨɟ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɩɨɪɬɚ ɨɬɞɟɥɶɧɨ ɨɬ ɩɨɜɬɨɪɧɨɝɨ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɚɞɪɟɫɚ; 
ɜ ɬɚɤɢɯ ɫɢɫɬɟɦɚɯ ɞɨɥɠɧɵ ɛɵɬɶ ɭɫɬɚɧɨɜɥɟɧɵ ɨɛɟ ɷɬɢ ɨɩɰɢɢ. 

ɉɪɟɞɩɨɥɨɠɢɦ, ɱɬɨ ɤɥɢɟɧɬ A ɯɨɱɟɬ ɭɫɬɚɧɨɜɢɬɶ ɫɨɟɞɢɧɟɧɢɟ ɫ ɤɥɢɟɧɬɨɦ B. 
Ɇɵ ɩɪɟɞɩɨɥɚɝɚɟɦ, ɱɬɨ A ɢ B ɭɠɟ ɭɫɬɚɧɨɜɢɥɢ ɫɨɟɞɢɧɟɧɢɹ ɫ ɢɡɜɟɫɬɧɵɦ ɫɟɪɜɟɪɨɦ 
S. ɉɪɨɬɨɤɨɥ hole punching ɪɚɛɨɬɚɟɬ ɫɥɟɞɭɸɳɢɦ ɨɛɪɚɡɨɦ: 

1. Ʉɥɢɟɧɬ A ɢɫɩɨɥɶɡɭɟɬ ɫɜɨɣ ɚɤɬɢɜɧɵɣ ɫɟɚɧɫ ɫ S, ɱɬɨɛɵ ɩɨɩɪɨɫɢɬɶ S 
ɩɨɦɨɱɶ ɩɨɞɤɥɸɱɢɬɶɫɹ ɤ B. 

2. S ɜɵɫɵɥɚɟɬ ɤɥɢɟɧɬɭ A ɩɭɛɥɢɱɧɵɣ ɢ ɩɪɢɜɚɬɧɵɣ ɚɞɪɟɫɚ B, ɢ ɜ ɬɨ ɠɟ 
ɜɪɟɦɹ ɨɬɩɪɚɜɥɹɟɬ B ɩɭɛɥɢɱɧɵɣ ɢ ɩɪɢɜɚɬɧɵɣ ɚɞɪɟɫɚ A. 

3. ɋ ɬɟɯ ɠɟ ɩɨɪɬɨɜ, ɤɨɬɨɪɵɟ A ɢ B ɢɫɩɨɥɶɡɨɜɚɥɢ ɞɥɹ ɫɜɹɡɢ ɫ S, ɤɚɠɞɵɣ 
ɢɡ ɧɢɯ ɧɚɱɢɧɚɟɬ ɜɵɩɨɥɧɹɬɶ ɩɨɩɵɬɤɢ ɫɨɟɞɢɧɟɧɢɹ ɫ ɩɪɢɜɚɬɧɵɦ ɢ 
ɩɭɛɥɢɱɧɵɦ ɚɞɪɟɫɚɦɢ ɜɬɨɪɨɝɨ, ɨɞɧɨɜɪɟɦɟɧɧɨ ɩɪɨɫɥɭɲɢɜɚɹ 
ɜɯɨɞɹɳɢɟ ɫɨɟɞɢɧɟɧɢɹ. 

4. A ɢ B ɞɨɠɢɞɚɸɬɫɹ ɭɫɩɟɲɧɨɣ ɩɨɩɵɬɤɢ ɢɫɯɨɞɹɳɟɝɨ ɫɨɟɞɢɧɟɧɢɹ ɢ/ɢɥɢ 
ɩɨɹɜɥɟɧɢɹ ɜɯɨɞɹɳɟɝɨ ɫɨɟɞɢɧɟɧɢɹ. ȿɫɥɢ ɨɞɧɚ ɢɡ ɩɨɩɵɬɨɤ ɢɫɯɨɞɹɳɟɝɨ 
ɫɨɟɞɢɧɟɧɢɹ ɡɚɜɟɪɲɚɟɬɫɹ ɧɟɭɞɚɱɧɨ ɢɡ-ɡɚ ɫɟɬɟɜɨɣ ɨɲɢɛɤɢ, ɤɨɦɩɶɸɬɟɪ 
ɩɪɨɫɬɨ ɩɨɜɬɨɪɹɟɬ ɷɬɭ ɩɨɩɵɬɤɭ ɫɨɟɞɢɧɟɧɢɹ ɩɨɫɥɟ ɧɟɛɨɥɶɲɨɣ 
ɡɚɞɟɪɠɤɢ (ɧɚɩɪɢɦɟɪ, ɨɞɧɨɣ ɫɟɤɭɧɞɵ), ɞɨ ɞɨɫɬɢɠɟɧɢɹ ɦɚɤɫɢɦɚɥɶɧɨɝɨ 
ɤɨɥɢɱɟɫɬɜɚ ɩɨɩɵɬɨɤ. 

5. Ʉɨɝɞɚ ɭɫɬɚɧɨɜɥɟɧɨ ɫɨɟɞɢɧɟɧɢɟ, ɤɥɢɟɧɬɵ ɚɭɬɟɧɬɢɮɢɰɢɪɭɸɬ ɞɪɭɝ 
ɞɪɭɝɚ, ɱɬɨɛɵ ɭɛɟɞɢɬɶɫɹ, ɱɬɨ ɨɧɢ ɩɨɞɤɥɸɱɟɧɵ ɤ ɤɨɦɭ ɯɨɬɟɥɢ. ȿɫɥɢ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ ɧɟ ɭɞɚɥɚɫɶ, ɤɥɢɟɧɬɵ ɡɚɤɪɵɜɚɸɬ ɷɬɨ ɫɨɟɞɢɧɟɧɢɟ ɢ 
ɩɪɨɞɨɥɠɚɸɬ ɠɞɚɬɶ, ɩɨɤɚ ɞɪɭɝɢɟ ɩɨɩɵɬɤɢ ɫɨɟɞɢɧɟɧɢɹ ɞɨɛɶɸɬɫɹ 
ɭɫɩɟɯɚ. Ʉɥɢɟɧɬɵ ɢɫɩɨɥɶɡɭɸɬ ɞɥɹ ɨɛɳɟɧɢɹ ɩɟɪɜɨɟ ɭɫɩɟɲɧɨ 
ɚɭɬɟɧɬɢɮɢɰɢɪɨɜɚɧɧɨɟ ɫɨɟɞɢɧɟɧɢɟ, ɩɨɥɭɱɟɧɧɨɟ ɜ ɪɟɡɭɥɶɬɚɬɟ ɷɬɨɝɨ 
ɩɪɨɰɟɫɫɚ.  

Ɋɚɫɫɦɨɬɪɢɦ ɫɰɟɧɚɪɢɣ ɨɛɳɟɝɨ ɫɥɭɱɚɹ, ɜ ɤɨɬɨɪɨɦ ɤɥɢɟɧɬɵ A ɢ B ɧɚɯɨɞɹɬɫɹ 
ɡɚ ɪɚɡɧɵɦɢ NAT, ɤɚɤ ɩɨɤɚɡɚɧɨ ɧɚ ɪɢɫɭɧɤɟ. ɉɨɩɵɬɤɢ ɫɨɟɞɢɧɟɧɢɹ A ɢ B ɫ 
ɩɪɢɜɚɬɧɵɦɢ ɚɞɪɟɫɚɦɢ ɞɪɭɝ ɞɪɭɝɚ ɩɪɨɜɚɥɹɬɫɹ ɢɥɢ ɩɪɢɜɟɞɭɬ ɤ ɩɨɞɤɥɸɱɟɧɢɸ ɤ 
ɧɟɩɪɚɜɢɥɶɧɨɦɭ ɯɨɫɬɭ. ȼɚɠɧɨ, ɱɬɨɛɵ ɩɪɢɥɨɠɟɧɢɹ ɚɭɬɟɧɬɢɮɢɰɢɪɨɜɚɥɢ ɫɜɨɢ 
ɨɞɧɨɪɚɧɝɨɜɵɟ ɫɟɚɧɫɵ ɢɡ-ɡɚ ɜɟɪɨɹɬɧɨɫɬɢ ɨɲɢɛɨɱɧɨɝɨ ɩɨɞɤɥɸɱɟɧɢɹ ɤ ɫɥɭɱɚɣɧɨɦɭ 
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ɯɨɫɬɭ ɜ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ, ɤɨɬɨɪɵɣ, ɦɨɠɟɬ ɢɦɟɬɶ ɬɨɬ ɠɟ ɩɪɢɜɚɬɧɵɣ IP-ɚɞɪɟɫ, ɱɬɨ ɢ 
ɧɭɠɧɵɣ ɯɨɫɬ ɧɚ ɭɞɚɥɟɧɧɨɦ ɤɨɦɩɶɸɬɟɪɟ. ɉɪɨɰɟɫɫ ɪɚɛɨɬɵ ɚɥɝɨɪɢɬɦɚ hole 
punching ɩɪɟɞɫɬɚɜɥɟɧ ɧɚ ɪɢɫɭɧɤɚɯ 14-16. 

 

 

 

 

Ɋɢɫɭɧɨɤ 14 - ɫɯɟɦɚ ɫɨɟɞɢɧɟɧɢɣ ɩɟɪɟɞ ɧɚɱɚɥɨɦ ɩɪɨɰɟɫɫa hole punching 
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Ɋɢɫɭɧɨɤ 15 - ɫɯɟɦɚ ɫɨɟɞɢɧɟɧɢɣ ɜɨ ɜɪɟɦɹ ɩɪɨɰɟɫɫɚ hole punching 

Ɋɢɫɭɧɨɤ 16 -  ɫɯɟɦɚ ɫɨɟɞɢɧɟɧɢɣ ɩɨɫɥɟ ɩɪɨɰɟɫɫɚ hole punching 
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ɉɨɩɵɬɤɢ ɢɫɯɨɞɹɳɟɝɨ ɩɨɞɤɥɸɱɟɧɢɹ ɤɥɢɟɧɬɨɜ ɤ ɩɭɛɥɢɱɧɵɦ ɚɞɪɟɫɚɦ ɞɪɭɝ 
ɞɪɭɝɚ ɩɪɢɜɨɞɹɬ ɤ ɬɨɦɭ, ɱɬɨ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɟ NAT ɨɬɤɪɵɜɚɸɬ ɧɨɜɵɟ «ɞɵɪɵ», 
ɨɛɟɫɩɟɱɢɜɚɹ ɩɪɹɦɭɸ ɫɜɹɡɶ TCP ɦɟɠɞɭ A ɢ B. ȿɫɥɢ NAT ɹɜɥɹɟɬɫɹ 
«ɞɪɭɠɟɫɬɜɟɧɧɵɦ» ɤ ɦɟɬɨɞɭ hole punching, ɬɨ ɦɟɠɞɭ ɤɥɢɟɧɬɚɦɢ ɚɜɬɨɦɚɬɢɱɟɫɤɢ 
ɫɨɡɞɚɟɬɫɹ ɧɨɜɨɟ ɨɞɧɨɪɚɧɝɨɜɨɟ ɫɨɟɞɢɧɟɧɢɟ. ȿɫɥɢ ɩɟɪɜɚɹ ɩɨɩɵɬɤɚ ɫɨɟɞɢɧɟɧɢɹ ɫ B 
ɫɨ ɫɬɨɪɨɧɵ Ⱥ ɞɨɫɬɢɝɚɟɬ ɭɫɬɪɨɣɫɬɜɨ NAT ɤɥɢɟɧɬɚ B ɩɟɪɟɞ ɬɟɦ, ɤɚɤ ɩɟɪɜɚɹ 
ɩɨɩɵɬɤɚ ɫɨɟɞɢɧɟɧɢɹ ɫ Ⱥ ɫɨ ɫɬɨɪɨɧɵ B ɞɨɫɬɢɝɚɟɬ ɫɜɨɟɝɨ NAT, ɬɨɝɞɚ NAT ɤɥɢɟɧɬɚ 
B ɦɨɠɟɬ ɢɧɬɟɪɩɪɟɬɢɪɨɜɚɬɶ ɫɨɟɞɢɧɟɧɢɟ ɫɨ ɫɬɨɪɨɧɵ Ⱥ ɤɚɤ ɩɨɩɵɬɤɭ ɧɟ 
ɡɚɩɪɨɲɟɧɧɨɝɨ ɜɯɨɞɹɳɟɝɨ ɫɨɟɞɢɧɟɧɢɹ ɢ ɨɬɛɪɨɫɢɬɶ ɟɝɨ. Ɉɞɧɚɤɨ ɫɨɟɞɢɧɟɧɢɟ ɫɨ 
ɫɬɨɪɨɧɵ B ɩɪɢ ɷɬɨɦ ɞɨɥɠɧɨ ɩɪɨɣɬɢ, ɩɨɬɨɦɭ ɱɬɨ ɭɫɬɪɨɣɫɬɜɨ NAT ɤɥɢɟɧɬɚ A 
ɜɢɞɢɬ ɷɬɨ ɫɨɟɞɢɧɟɧɢɟ ɤɚɤ ɱɚɫɬɶ ɢɫɯɨɞɹɳɟɝɨ ɫɟɚɧɫɚ ɤɨɬɨɪɨɟ ɛɵɥɨ ɧɚɱɚɬɨ ɟɝɨ 
ɤɥɢɟɧɬɨɦ. 

Ʉ ɫɨɠɚɥɟɧɢɸ, ɧɟɤɨɬɨɪɵɟ NAT ɭɫɬɪɨɣɫɬɜɚ ɧɟ ɞɨɩɭɫɤɚɸɬ ɫɨɟɞɢɧɟɧɢɹ ɬɚɤɢɦ 
ɨɛɪɚɡɨɦ, ɩɨɷɬɨɦɭ ɭɫɬɚɧɨɜɢɬɶ ɩɪɹɦɭɸ ɫɜɹɡɶ ɦɟɠɞɭ ɤɥɢɟɧɬɚɦɢ ɭɞɚɫɬɫɹ ɧɟ ɜɫɟɝɞɚ. 

 

2.5 Ɉɩɢɫɚɧɢɟ ɪɚɛɨɬɵ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ ɫɢɫɬɟɦɵ 
 

ɉɟɪɟɣɞɟɦ ɤ ɪɚɫɫɦɨɬɪɟɧɢɸ ɞɟɬɚɥɟɣ ɪɚɛɨɬɵ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ.  
ɉɪɢ ɡɚɩɭɫɤɟ ɩɪɢɥɨɠɟɧɢɟ ɨɞɧɨɜɪɟɦɟɧɧɨ ɡɚɩɭɫɤɚɟɬ ɩɪɨɰɟɫɫ ɩɨɞɤɥɸɱɟɧɢɹ ɤ 

ɫɟɪɜɟɪɭ, ɢ ɩɪɨɰɟɫɫ ɢɧɢɰɢɚɥɢɡɚɰɢɢ ɜ ɪɚɡɧɵɯ ɩɨɬɨɤɚɯ. ɉɪɨɰɟɫɫ ɩɨɞɤɥɸɱɟɧɢɹ ɤ 
ɫɟɪɜɟɪɭ ɦɵ ɭɠɟ ɪɚɡɨɛɪɚɥɢ ɪɚɧɟɟ, ɩɨɷɬɨɦɭ ɪɚɫɫɦɨɬɪɢɦ ɫɪɚɡɭ ɩɪɨɰɟɫɫ 
ɢɧɢɰɢɚɥɢɡɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɹ. ɉɟɪɜɵɦ ɞɟɥɨɦ ɩɪɨɜɟɪɹɟɬɫɹ ɧɚɥɢɱɢɟ ɭ 
ɩɨɥɶɡɨɜɚɬɟɥɹ ɩɚɪɵ ɤɥɸɱɟɣ, ɨɬɤɪɵɬɨɝɨ ɢ ɡɚɤɪɵɬɨɝɨ, ɫ ɩɨɦɨɳɶɸ ɤɨɬɨɪɵɯ ɛɭɞɟɬ 
ɩɪɨɢɡɜɨɞɢɬɶɫɹ ɚɫɫɢɦɟɬɪɢɱɧɨɟ ɲɢɮɪɨɜɚɧɢɟ. ɉɪɢ ɨɬɫɭɬɫɬɜɢɢ ɷɬɢɯ ɤɥɸɱɟɣ ɭ 
ɩɨɥɶɡɨɜɚɬɟɥɹ, ɨɧɢ ɝɟɧɟɪɢɪɭɸɬɫɹ ɢ ɫɨɯɪɚɧɹɸɬɫɹ ɧɚ ɭɫɬɪɨɣɫɬɜɟ. ɉɨɫɥɟ ɭɫɩɟɲɧɨɝɨ 
ɫɨɟɞɢɧɟɧɢɹ ɫ ɫɟɪɜɟɪɨɦ ɢ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ, ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɟ ɩɪɢɥɨɠɟɧɢɟ 
ɢɧɢɰɢɚɥɢɡɢɪɭɟɬ, ɜ ɫɥɭɱɚɟ ɧɟɨɛɯɨɞɢɦɨɫɬɢ, ɛɚɡɵ ɞɚɧɧɵɯ ɤɨɬɨɪɵɟ ɫɨɞɟɪɠɚɬ 
ɫɩɢɫɨɤ ɤɨɧɬɚɤɬɨɜ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɫɨɨɛɳɟɧɢɹ, ɤɨɬɨɪɵɟ ɧɟ ɫɨɯɪɚɧɹɸɬɫɹ ɧɚ 
ɫɟɪɜɟɪɟ, ɬɨ ɟɫɬɶ ɩɨɥɭɱɟɧɧɵɟ ɜ ɯɨɞɟ ɩɪɹɦɨɝɨ ɫɨɟɞɢɧɟɧɢɹ ɫ ɞɪɭɝɢɦ ɩɨɥɶɡɨɜɚɬɟɥɟɦ, 
ɫɨɡɞɚɜɚɹ ɬɚɦ ɧɟɨɛɯɨɞɢɦɵɟ ɬɚɛɥɢɰɵ. Ɉɛɵɱɧɨ ɷɬɚ ɢɧɢɰɢɚɥɢɡɚɰɢɹ ɬɪɟɛɭɟɬɫɹ 
ɬɨɥɶɤɨ ɩɪɢ ɩɟɪɜɨɦ ɡɚɩɭɫɤɟ ɩɪɢɥɨɠɟɧɢɹ, ɨɞɧɚɤɨ ɟɫɥɢ ɩɨɥɶɡɨɜɚɬɟɥɶ ɜɞɪɭɝ ɭɞɚɥɢɥ 
ɧɚɦɟɪɟɧɧɨ ɢɥɢ ɫɥɭɱɚɣɧɨ ɧɭɠɧɵɟ ɩɪɢɥɨɠɟɧɢɸ ɞɚɧɧɵɟ, ɨɧɢ ɛɭɞɭɬ ɫɨɡɞɚɜɚɬɶɫɹ 
ɡɚɧɨɜɨ. 

ɉɨɫɥɟ ɥɨɤɚɥɶɧɨɣ ɢɧɢɰɢɚɥɢɡɚɰɢɢ ɤɥɢɟɧɬɫɤɨɟ ɩɪɢɥɨɠɟɧɢɟ ɩɨɫɵɥɚɟɬ 
ɫɟɪɜɟɪɭ ɡɚɩɪɨɫ ɧɚ ɩɨɥɭɱɟɧɢɟ ɢɫɬɨɪɢɢ ɫɨɨɛɳɟɧɢɣ ɢɡ ɟɝɨ ɛɚɡɵ ɞɚɧɧɵɯ, 
ɨɞɧɨɜɪɟɦɟɧɧɨ ɫ ɷɬɢɦ ɩɨɞɝɪɭɠɚɹ ɫɨɨɛɳɟɧɢɹ ɢ ɫɩɢɫɨɤ ɤɨɧɬɚɤɬɨɜ ɢɡ ɫɜɨɟɣ ɛɚɡɵ 
ɞɚɧɧɵɯ.  

Ʉɨɝɞɚ ɜɫɟ ɧɟɨɛɯɨɞɢɦɵɟ ɞɚɧɧɵɟ ɩɨɥɭɱɟɧɵ, ɩɪɢɥɨɠɟɧɢɸ ɨɫɬɚɟɬɫɹ ɬɨɥɶɤɨ 
ɪɟɚɝɢɪɨɜɚɬɶ ɧɚ ɞɟɣɫɬɜɢɹ, ɫɨɜɟɪɲɚɟɦɵɟ ɩɨɥɶɡɨɜɚɬɟɥɟɦ ɢ ɜɵɩɨɥɧɹɬɶ ɤɨɦɚɧɞɵ, 
ɩɪɢɯɨɞɹɳɢɟ ɨɬ ɫɟɪɜɟɪɚ ɢɥɢ ɪɟɚɝɢɪɨɜɚɬɶ ɧɚ ɫɨɨɛɳɟɧɢɹ ɞɪɭɝɢɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ. 

ɋɚɦɨɟ ɜɚɠɧɨɟ ɞɟɣɫɬɜɢɟ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɧɚ ɤɨɬɨɪɨɟ ɧɭɠɧɨ ɪɟɚɝɢɪɨɜɚɬɶ 
ɩɪɢɥɨɠɟɧɢɸ ɷɬɨ, ɤɨɧɟɱɧɨ ɠɟ, ɨɬɩɪɚɜɤɚ ɫɨɨɛɳɟɧɢɹ. ɋɚɦɨɟ ɜɚɠɧɨɟ ɜ ɨɬɩɪɚɜɤɟ 
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ɫɨɨɛɳɟɧɢɹ, ɟɫɥɢ ɨɧɨ ɩɪɨɢɡɜɨɞɢɬɫɹ ɤɥɢɟɧɬɭ ɧɚɩɪɹɦɭɸ, ɷɬɨ ɫɨɯɪɚɧɢɬɶ ɟɝɨ ɜ 
ɥɨɤɚɥɶɧɨɣ ȻȾ. ȿɫɥɢ ɫɨɨɛɳɟɧɢɟ ɨɬɩɪɚɜɥɹɟɬɫɹ ɜ ɫɟɤɪɟɬɧɨɣ ɩɟɪɟɩɢɫɤɟ, ɬɨ ɟɝɨ 
ɧɟɨɛɯɨɞɢɦɨ ɡɚɲɢɮɪɨɜɚɬɶ, ɩɪɨɰɟɫɫ ɩɟɪɟɞɚɱɢ ɫɟɤɪɟɬɧɨɝɨ ɫɨɨɛɳɟɧɢɹ ɛɭɞɟɬ 
ɪɚɫɫɦɨɬɪɟɧ ɱɭɬɶ ɩɨɡɠɟ. 

Ʉɨɦɚɧɞɵ, ɩɪɢɯɨɞɹɳɢɟ ɨɬ ɫɟɪɜɟɪɚ, ɫɜɨɞɹɬɫɹ ɤ ɨɬɜɟɬɚɦ ɫɟɪɜɟɪɚ ɧɚ ɡɚɩɪɨɫɵ, 
ɩɨɥɭɱɟɧɧɵɟ ɨɬ ɩɨɥɶɡɨɜɚɬɟɥɹ. ȼ ɨɫɧɨɜɧɨɦ ɨɧɢ ɭɜɟɞɨɦɥɹɸɬ ɤɥɢɟɧɬɚ ɨɛ ɭɫɩɟɲɧɨɦ 
ɢɥɢ ɧɟɭɞɚɱɧɨɦ ɡɚɜɟɪɲɟɧɢɢ ɬɨɝɨ ɢɥɢ ɢɧɨɝɨ ɞɟɣɫɬɜɢɹ, ɧɚɩɪɢɦɟɪ, ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ. 
Ɉɞɧɚɤɨ ɧɟɤɨɬɨɪɵɟ ɫɨɨɛɳɟɧɢɹ ɨɬ ɫɟɪɜɟɪɚ ɫɨɞɟɪɠɚɬ ɞɚɧɧɵɟ, ɧɟɨɛɯɨɞɢɦɵɟ ɞɥɹ 
ɪɚɛɨɬɵ ɩɪɢɥɨɠɟɧɢɹ, ɪɚɫɫɦɨɬɪɢɦ ɷɬɢ ɞɚɧɧɵɟ ɩɨɞɪɨɛɧɟɟ. 

• Ⱦɚɧɧɵɟ ɨ ɩɭɛɥɢɱɧɨɦ ɢ ɩɪɢɜɚɬɧɨɦ ɚɞɪɟɫɟ ɞɪɭɝɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ – 
ɩɪɢɜɚɬɧɵɣ ɢ ɩɭɛɥɢɱɧɵɣ ip ɚɞɪɟɫɚ ɢ ɩɨɪɬɵ ɤɥɢɟɧɬɚ ɧɟɨɛɯɨɞɢɦɵɟ ɞɥɹ 
ɭɫɬɚɧɨɜɥɟɧɢɹ ɩɪɹɦɨɝɨ ɫɨɟɞɢɧɟɧɢɹ ɫ ɧɢɦ. 

• Ⱦɚɧɧɵɟ ɩɪɢɯɨɞɹɳɢɟ ɩɪɢ ɞɨɛɚɜɥɟɧɢɢ ɱɟɥɨɜɟɤɚ ɜ ɫɩɢɫɨɤ ɤɨɧɬɚɤɬɨɜ – 
ɭɫɩɟɲɧɨɦ ɜɵɩɨɥɧɟɧɢɢ ɡɚɩɪɨɫɚ ɧɚ ɞɨɛɚɜɥɟɧɢɟ ɱɟɥɨɜɟɤɚ ɜ ɫɩɢɫɨɤ 
ɤɨɧɬɚɤɬɨɜ ɫɟɪɜɟɪ ɜɵɫɵɥɚɟɬ ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɵɣ ɧɨɦɟɪ ɷɬɨɝɨ 
ɱɟɥɨɜɟɤɚ ɢ ɟɝɨ ɨɬɤɪɵɬɵɣ ɤɥɸɱ ɚɫɫɢɦɟɬɪɢɱɧɨɝɨ ɲɢɮɪɨɜɚɧɢɹ. 

• ɋɨɨɛɳɟɧɢɹ ɢɡ ɛɚɡɵ ɞɚɧɧɵɯ ɫɟɪɜɟɪɚ – ɫɨɨɛɳɟɧɢɟ ɦɨɠɟɬ ɛɵɬɶ ɞɜɭɯ 
ɜɢɞɨɜ ɡɚɲɢɮɪɨɜɚɧɧɨɟ ɢɥɢ ɧɟɬ, ɚ ɬɚɤɠɟ ɨɧɨ ɦɨɠɟɬ ɛɵɬɶ ɩɨɥɭɱɟɧɨ 
ɧɚɩɪɹɦɭɸ ɨɬ ɞɪɭɝɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢɥɢ ɩɭɬɟɦ ɩɟɪɟɫɵɥɤɢ ɫɨɨɛɳɟɧɢɹ 
ɫ ɫɟɪɜɟɪɚ. ȿɫɥɢ ɫɨɨɛɳɟɧɢɟ ɛɵɥɨ ɩɨɥɭɱɟɧɨ ɨɬ ɩɨɥɶɡɨɜɚɬɟɥɹ 
ɧɚɩɪɹɦɭɸ, ɬɨ ɟɝɨ ɧɟɨɛɯɨɞɢɦɨ ɫɨɯɪɚɧɢɬɶ ɜ ɥɨɤɚɥɶɧɨɣ ɛɚɡɟ ɞɚɧɧɵɯ, 
ɬ.ɤ. ɫɟɪɜɟɪ ɞɚɧɧɨɝɨ ɫɨɨɛɳɟɧɢɹ ɭ ɫɟɛɹ ɫɨɯɪɚɧɢɬɶ ɧɟ ɦɨɝ. ȿɫɥɢ 
ɫɨɨɛɳɟɧɢɟ ɛɵɥɨ ɧɟ ɡɚɲɢɮɪɨɜɚɧɨ, ɬɨ ɨɧɨ ɩɪɨɫɬɨ ɨɬɨɛɪɚɠɚɟɬɫɹ 
ɩɨɥɶɡɨɜɚɬɟɥɸ, ɟɫɥɢ ɠɟ ɨɧɨ ɛɵɥɨ ɡɚɲɢɮɪɨɜɚɧɨ, ɬɨ ɩɟɪɟɞ 
ɨɬɨɛɪɚɠɟɧɢɟɦ ɟɝɨ ɧɟɨɛɯɨɞɢɦɨ ɪɚɫɲɢɮɪɨɜɚɬɶ, ɷɬɨɬ ɩɪɨɰɟɫɫ 
ɪɚɫɫɦɨɬɪɢɦ ɩɨɞɪɨɛɧɟɟ ɞɚɥɟɟ. 

• Ɂɚɲɢɮɪɨɜɚɧɧɵɣ ɤɥɸɱ ɢɡ ɛɚɡɵ ɞɚɧɧɵɯ ɞɥɹ ɪɚɫɲɢɮɪɨɜɤɢ ɢɫɬɨɪɢɢ 
ɫɟɤɪɟɬɧɵɯ ɫɨɨɛɳɟɧɢɣ – ɤɥɸɱ ɧɟɨɛɯɨɞɢɦɵɣ ɞɥɹ ɪɚɫɲɢɮɪɨɜɤɢ 
ɫɟɤɪɟɬɧɨɝɨ ɫɨɨɛɳɟɧɢɹ. 

• Ɂɚɲɢɮɪɨɜɚɧɧɵɣ ɤɥɸɱ ɫɢɦɦɟɬɪɢɱɧɨɝɨ ɲɢɮɪɨɜɚɧɢɹ ɞɥɹ ɫɟɤɪɟɬɧɨɝɨ 
ɨɛɳɟɧɢɹ ɫ ɞɪɭɝɢɦ ɩɨɥɶɡɨɜɚɬɟɥɟɦ – ɤɥɸɱ ɤɨɬɨɪɵɣ ɫɝɟɧɟɪɢɪɨɜɚɥ 
ɩɨɥɶɡɨɜɚɬɟɥɶ, ɠɟɥɚɸɳɢɣ ɜɟɫɬɢ ɫɟɤɪɟɬɧɨɟ ɨɛɳɟɧɢɟ ɫ ɧɚɦɢ. 

ɋɟɣɱɚɫ ɩɨɝɨɜɨɪɢɦ ɛɨɥɟɟ ɩɨɞɪɨɛɧɨ ɨ ɬɨɦ, ɱɬɨ ɩɪɨɢɫɯɨɞɢɬ, ɤɨɝɞɚ ɞɜɚ 
ɩɨɥɶɡɨɜɚɬɟɥɹ ɪɟɲɚɸɬ ɧɚɱɚɬɶ ɫɟɤɪɟɬɧɵɣ ɱɚɬ ɞɪɭɝ ɫ ɞɪɭɝɨɦ: ɤɚɤ ɨɧɢ ɨɛɦɟɧɢɜɚɸɬɫɹ 
ɫɟɤɪɟɬɧɵɦ ɤɥɸɱɨɦ ɛɟɡ ɪɚɫɤɪɵɬɢɹ ɟɝɨ ɫɟɪɜɟɪɭ, ɢ ɤɚɤ ɜɨɫɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɢɫɬɨɪɢɹ 
ɫɟɤɪɟɬɧɵɯ ɫɨɨɛɳɟɧɢɣ. 

Ʉɨɝɞɚ ɩɨɥɶɡɨɜɚɬɟɥɶ Ⱥ ɧɚɱɢɧɚɟɬ ɫɟɤɪɟɬɧɭɸ ɩɟɪɟɩɢɫɤɭ ɫ ɩɨɥɶɡɨɜɚɬɟɥɟɦ B 
ɟɦɭ ɧɟɨɛɯɨɞɢɦɨ ɜɵɛɪɚɬɶ ɤɥɸɱ, ɤɨɬɨɪɵɦ ɨɧ ɛɭɞɟɬ ɲɢɮɪɨɜɚɬɶ ɨɬɩɪɚɜɥɹɟɦɵɟ 
ɫɨɨɛɳɟɧɢɹ. ɇɟɫɦɨɬɪɹ ɧɚ ɬɨ, ɱɬɨ ɨɧ ɡɧɚɟɬ ɨɬɤɪɵɬɵɟ ɤɥɸɱɢ ɜɫɟɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢɡ 
ɫɜɨɟɝɨ ɫɩɢɫɤɚ ɤɨɧɬɚɤɬɨɜ ɩɪɢɦɟɧɹɬɶ ɤɪɢɩɬɨɝɪɚɮɢɸ ɫ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ ɧɟ 
ɠɟɥɚɬɟɥɶɧɨ, ɬɚɤ ɤɚɤ ɷɬɨ ɬɪɟɛɭɟɬ ɛɨɥɶɲɢɯ ɡɚɬɪɚɬ ɜɪɟɦɟɧɢ ɱɟɦ ɲɢɮɪɨɜɚɧɢɟ 
ɫɢɦɦɟɬɪɢɱɧɵɦ ɤɥɸɱɨɦ, ɨɫɨɛɟɧɧɨ ɷɬɨ ɛɭɞɟɬ ɡɚɦɟɬɧɨ ɩɪɢ ɩɨɩɵɬɤɟ ɩɟɪɟɫɥɚɬɶ 
ɤɚɤɨɣ-ɥɢɛɨ ɮɚɣɥ. ɉɨɷɬɨɦɭ ɩɪɢɥɨɠɟɧɢɟ ɝɟɧɟɪɢɪɭɟɬ ɤɥɸɱ ɫɢɦɦɟɬɪɢɱɧɨɝɨ 
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ɲɢɮɪɨɜɚɧɢɹ. Ⱦɥɹ ɬɨɝɨ, ɱɬɨɛɵ ɩɟɪɟɞɚɬɶ ɤɥɸɱ ɩɨɥɶɡɨɜɚɬɟɥɸ B, ɩɨɥɶɡɨɜɚɬɟɥɶ Ⱥ 
ɲɢɮɪɭɟɬ ɟɝɨ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ ɩɨɥɶɡɨɜɚɬɟɥɹ B ɫ ɩɨɦɨɳɶɸ ɚɥɝɨɪɢɬɦɚ RSA, 
ɬɚɤɠɟ ɩɨɥɶɡɨɜɚɬɟɥɶ A ɲɢɮɪɭɟɬ ɷɬɨɬ ɤɥɸɱ ɢ ɫɜɨɢɦ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ, ɬɚɤɢɦ 
ɨɛɪɚɡɨɦ ɭ ɧɟɝɨ ɟɫɬɶ ɞɜɚ ɨɞɢɧɚɤɨɜɵɯ ɤɥɸɱɚ ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɫ ɩɨɦɨɳɶɸ ɪɚɡɧɵɯ 
ɨɬɤɪɵɬɵɯ ɤɥɸɱɟɣ. ɂɦɟɧɧɨ ɨɛ ɷɬɨɣ ɩɚɪɟ ɤɥɸɱɟɣ ɢ ɲɥɚ ɪɟɱɶ, ɩɪɢ ɪɚɫɫɦɨɬɪɟɧɢɢ 
ɪɚɛɨɬɵ ɫɟɪɜɟɪɚ. ɋɟɪɜɟɪ ɫɨɯɪɚɧɢɬ ɷɬɭ ɩɚɪɭ ɭ ɫɟɛɹ ɜ ɛɚɡɟ ɞɚɧɧɵɯ, ɚ ɬɚɤɠɟ ɩɟɪɟɲɥɟɬ 
ɩɨɥɶɡɨɜɚɬɟɥɸ B ɤɥɸɱ, ɡɚɲɢɮɪɨɜɚɧɧɵɣ ɟɝɨ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ. ɉɨɥɶɡɨɜɚɬɟɥɶ B 
ɬɚɤɠɟ ɫ ɩɨɦɨɳɶɸ ɚɥɝɨɪɢɬɦɚ RSA ɢ ɫɜɨɟɝɨ ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɚ ɪɚɫɲɢɮɪɭɟɬ ɟɝɨ ɢ 
ɩɨɥɭɱɢɬ ɤɥɸɱ ɫɢɦɦɟɬɪɢɱɧɨɝɨ ɲɢɮɪɨɜɚɧɢɹ, ɞɥɹ ɫɟɤɪɟɬɧɨɝɨ ɨɛɳɟɧɢɹ ɫ 
ɩɨɥɶɡɨɜɚɬɟɥɟɦ Ⱥ. ɋɯɟɦɚ ɞɨɫɬɚɜɤɢ ɫɢɦɦɟɬɪɢɱɧɨɝɨ ɤɥɸɱɚ ɩɪɟɞɫɬɚɜɥɟɧɚ ɧɚ 
ɪɢɫɭɧɤɟ 17. 

 

 

 

ɇɚ ɞɚɧɧɨɦ ɷɬɚɩɟ ɩɪɨɢɡɜɟɞɟɧ ɨɛɦɟɧ ɤɥɸɱɨɦ ɬɚɤɢɦ ɨɛɪɚɡɨɦ, ɱɬɨ ɧɢɤɬɨ 
ɤɪɨɦɟ ɞɜɭɯ ɤɨɧɟɱɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɧɟ ɡɧɚɟɬ ɟɝɨ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ ɨɛɟɫɩɟɱɢɜɚɟɬɫɹ 
ɬɚɤ ɧɚɡɵɜɚɟɦɨɟ ɫɤɜɨɡɧɨɟ ɲɢɮɪɨɜɚɧɢɟ (E2EE – end to end encryption), ɨɧɨ ɧɟ 
ɩɨɡɜɨɥɹɟɬ ɬɪɟɬɶɢɦ ɥɢɰɚɦ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɱɚɫɬɧɨɣ ɩɟɪɟɩɢɫɤɟ.  

Ʉɚɤ ɭɠɟ ɝɨɜɨɪɢɥɨɫɶ ɪɚɧɟɟ ɫɟɪɜɟɪ ɫɨɯɪɚɧɹɟɬ ɜɫɟ ɫɨɨɛɳɟɧɢɹ ɜ ɢɫɯɨɞɧɨɦ 
ɜɢɞɟ, ɩɨɷɬɨɦɭ ɩɪɢ ɩɨɥɭɱɟɧɢɢ ɞɨɫɬɭɩɚ ɤ ɫɟɪɜɟɪɭ, ɫɟɤɪɟɬɧɚɹ ɩɟɪɟɩɢɫɤɚ ɬɚɤɠɟ ɧɟ 
ɦɨɠɟɬ ɛɵɬɶ ɫɤɨɦɩɪɨɦɟɬɢɪɨɜɚɧɚ. 

Ɋɢɫɭɧɨɤ 17 - ɫɯɟɦɚ ɭɫɬɚɧɨɜɥɟɧɢɹ ɨɛɳɟɝɨ ɫɢɦɦɟɬɪɢɱɧɨɝɨ ɤɥɸɱɚ ɦɟɠɞɭ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ 
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Ɍɟɩɟɪɶ ɧɭɠɧɨ ɩɨɧɹɬɶ, ɤɚɤ ɜɨɫɫɬɚɧɨɜɢɬɶ ɢɫɬɨɪɢɸ ɡɚɲɢɮɪɨɜɚɧɧɵɯ 
ɫɨɨɛɳɟɧɢɣ. Ʉɚɤ ɛɵɥɨ ɪɚɫɫɦɨɬɪɟɧɨ ɪɚɧɟɟ, ɤɨɝɞɚ ɩɨɥɶɡɨɜɚɬɟɥɶ ɡɚɩɪɚɲɢɜɚɟɬ 
ɢɫɬɨɪɢɸ ɫɨɨɛɳɟɧɢɣ ɟɦɭ ɬɚɤɠɟ ɩɪɢɯɨɞɹɬ ɢ ɡɚɲɢɮɪɨɜɚɧɧɵɟ ɤɥɸɱɢ, ɤɨɬɨɪɵɟ 
ɫɟɪɜɟɪ ɫɨɯɪɚɧɹɥ ɜ ɫɜɨɟɣ ɛɚɡɟ ɞɚɧɧɵɯ. ɂɦɟɧɧɨ ɞɥɹ ɷɬɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɶ ɩɪɢ ɧɚɱɚɥɟ 
ɫɟɤɪɟɬɧɨɝɨ ɨɛɳɟɧɢɹ ɨɬɩɪɚɜɥɹɥ ɫɟɪɜɟɪɭ ɤɥɸɱ ɤɨɬɨɪɵɣ ɛɵɥ ɡɚɲɢɮɪɨɜɚɧ ɧɟ 
ɬɨɥɶɤɨ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ ɜɬɨɪɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɧɨ ɢ ɫɜɨɢɦ ɫɨɛɫɬɜɟɧɧɵɦ. 
Ɍɟɩɟɪɶ ɩɪɢ ɩɨɥɭɱɟɧɢɢ ɞɚɧɧɨɝɨ ɤɥɸɱɚ ɩɨɥɶɡɨɜɚɬɟɥɶ ɪɚɫɲɢɮɪɨɜɵɜɚɟɬ ɟɝɨ ɫɜɨɢɦ 
ɡɚɤɪɵɬɵɦ ɤɥɸɱɨɦ ɢ ɩɨɥɭɱɚɹ ɡɚɲɢɮɪɨɜɚɧɧɵɟ ɫɨɨɛɳɟɧɢɹ ɫ ɫɟɪɜɟɪɚ ɦɨɠɟɬ ɢɯ 
ɪɚɫɲɢɮɪɨɜɚɬɶ.  

ȼ ɰɟɥɨɦ ɪɚɛɨɬɚ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɭɫɬɪɨɟɧɚ ɬɚɤ, ɤɚɤ ɩɨɤɚɡɚɧɨ ɧɚ 
ɛɥɨɤ-ɫɯɟɦɟ, ɩɪɟɞɫɬɚɜɥɟɧɧɨɣ ɧɚ ɪɢɫɭɧɤɟ 18. 
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Ɋɢɫɭɧɨɤ 18 - ɛɥɨɤ ɫɯɟɦɚ ɪɚɛɨɬɵ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ 
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Ɍɟɩɟɪɶ ɪɚɫɫɦɨɬɪɢɦ ɤɚɤɢɟ ɞɚɧɧɵɟ ɯɪɚɧɢɬ ɩɨɥɶɡɨɜɚɬɟɥɶ ɧɚ ɫɜɨɟɦ 
ɭɫɬɪɨɣɫɬɜɟ. ɉɨɥɶɡɨɜɚɬɟɥɶɫɤɢɟ ɛɚɡɵ ɞɚɧɧɵɯ ɭɫɬɪɨɟɧɵ ɧɚɦɧɨɝɨ ɩɪɨɳɟ, ɱɟɦ ɛɚɡɵ 
ɞɚɧɧɵɯ ɫɟɪɜɟɪɚ, ɱɬɨɛɵ ɧɟ ɪɚɫɯɨɞɨɜɚɬɶ ɦɧɨɝɨ ɞɢɫɤɨɜɨɝɨ ɩɪɨɫɬɪɚɧɫɬɜɚ. 

ȼɫɟ ɫɨɨɛɳɟɧɢɹ ɜ ɛɚɡɟ ɞɚɧɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɹ ɯɪɚɧɹɬɫɹ ɜ ɨɬɤɪɵɬɨɦ ɜɢɞɟ, 
ɯɪɚɧɟɧɢɟ ɢɯ ɜ ɡɚɲɢɮɪɨɜɚɧɧɨɦ ɜɢɞɟ ɧɟ ɢɦɟɟɬ ɫɦɵɫɥɚ. ȼɫɟ ɫɨɨɛɳɟɧɢɹ ɯɪɚɧɹɬɫɹ ɜ 
ɬɚɛɥɢɰɚɯ ɫ ɧɚɡɜɚɧɢɹɦɢ ɜɢɞɚ message_history_id ɢɥɢ secret_message_history_id, 
ɝɞɟ id – ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɵɣ ɧɨɦɟɪ ɜɬɨɪɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ. Ⱦɚɧɧɵɟ ɬɚɛɥɢɰɵ 
ɫɨɞɟɪɠɚɬ ɨɞɢɧɚɤɨɜɵɟ ɩɨɥɹ: 

• message_received – ɩɨɥɟ ɯɪɚɧɹɳɟɟ ɢɧɮɨɪɦɚɰɢɸ ɨ ɬɨɦ, ɛɵɥɨ ɞɚɧɧɨɟ 
ɫɨɨɛɳɟɧɢɟ ɩɨɥɭɱɟɧɨ ɢɥɢ ɨɬɩɪɚɜɥɟɧɨ 

• message – ɫɚɦɨ ɫɨɨɛɳɟɧɢɟ 
• mes_type – ɬɢɩ ɫɨɨɛɳɟɧɢɹ, ɮɚɣɥ ɢɥɢ ɬɟɤɫɬ 

ɉɪɢɦɟɪ ɫɨɨɛɳɟɧɢɹ ɢɡ ɬɚɛɢɰɵ ɩɨɤɚɡɚɧ ɧɚ ɪɢɫɭɧɤɟ 19. 

 

 

Ȼɚɡɚ ɞɚɧɧɵɯ, ɫɨɞɟɪɠɚɳɚɹ ɫɩɢɫɨɤ ɤɨɧɬɚɤɬɨɜ ɩɨɥɶɡɨɜɚɬɟɥɹ ɫɨɞɟɪɠɢɬ 
ɟɞɢɧɫɬɜɟɧɧɭɸ ɬɚɛɥɢɰɭ friend_list ɢ ɫɨɯɪɚɧɹɟɬ ɜ ɧɟɣ ɫɥɟɞɭɸɳɭɸ ɢɧɮɨɪɦɚɰɢɸ: 

• id – ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɵɣ ɧɨɦɟɪ ɩɨɥɶɡɨɜɚɬɟɥɹ 
• login – ɥɨɝɢɧ ɩɨɥɶɡɨɜɚɬɟɥɹ 
• public_key – ɨɬɤɪɵɬɵɣ ɤɥɸɱ ɩɨɥɶɡɨɜɚɬɟɥɹ 

ɉɪɢɦɟɪ ɡɚɩɢɫɢ ɢɡ ɬɚɛɥɢɰɵ friend_list ɩɨɤɚɡɚɧ ɧɚ ɪɢɫɭɧɤɟ 20. 

 

  

Ɋɢɫɭɧɨɤ 19 - ɩɪɢɦɟɪ ɡɚɩɢɫɢ ɜ ɛɚɡɟ ɞɚɧɧɵɯ ɤɥɢɟɧɬɫɤɢɯ ɫɨɨɛɳɟɧɢɣ 

Ɋɢɫɭɧɨɤ 20 - ɩɪɢɦɟɪ ɡɚɩɢɫɢ ɜ ɛɚɡɟ ɞɚɧɧɵɯ ɫɩɢɫɤɨɜ ɤɨɧɬɚɤɬɨɜ ɩɨɥɶɡɨɜɚɬɟɥɹ 
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3 Ɉɩɢɫɚɧɢɟ ɪɚɛɨɬɵ ɫɢɫɬɟɦɵ 
 

Ⱦɚɧɧɚɹ ɫɢɫɬɟɦɚ ɫɨɫɬɨɢɬ ɢɡ ɧɟɫɤɨɥɶɤɢɯ ɦɨɞɭɥɟɣ, ɧɚɩɢɫɚɧɧɵɯ ɧɚ ɹɡɵɤɟ 
ɩɪɨɝɪɚɦɦɢɪɨɜɚɧɢɹ python, ɩɪɟɢɦɭɳɟɫɬɜɟɧɧɨ ɜ ɫɬɢɥɟ ɈɈɉ. ɉɪɢɜɟɞɟɦ ɤɪɚɬɤɨɟ 
ɨɩɢɫɚɧɢɟ ɢɫɩɨɥɶɡɭɟɦɵɯ ɦɨɞɭɥɟɣ, ɞɥɹ ɥɭɱɲɟɝɨ ɩɨɧɢɦɚɧɢɹ ɪɚɛɨɬɵ ɫɢɫɬɟɦɵ. 

1. client.py – ɫɨɞɟɪɠɢɬ ɨɫɧɨɜɧɨɣ ɮɭɧɤɰɢɨɧɚɥ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ 
2. client_database.py – ɤɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ ɛɚɡɵ ɞɚɧɧɵɯ. ȼ ɧɟɣ 

ɫɨɯɪɚɧɹɸɬɫɹ ɫɩɢɫɨɤ ɤɨɧɬɚɤɬɨɜ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɚ ɬɚɤɠɟ ɬɟ ɫɨɨɛɳɟɧɢɹ, 
ɤɨɬɨɪɵɟ ɧɟ ɯɪɚɧɹɬɫɹ ɧɚ ɫɟɪɜɟɪɟ. 

3. common_functions_and_data_structures.py – ɨɛɳɢɟ ɮɭɧɤɰɢɢ ɢ 
ɫɬɪɭɤɬɭɪɵ ɞɚɧɧɵɯ, ɤɨɬɨɪɵɟ ɢɫɩɨɥɶɡɭɸɬɫɹ ɤɚɤ ɜ ɤɥɢɟɧɬɫɤɨɣ, ɬɚɤ ɢ ɜ 
ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɹɯ ɫɢɫɬɟɦɵ. 

4. constants.py – ɫɩɢɫɨɤ ɤɨɧɫɬɚɧɬ 
5. database.py – ɫɨɞɟɪɠɢɬ ɨɫɧɨɜɧɨɣ ɤɥɚɫɫ ɛɚɡɵ ɞɚɧɧɵɯ, ɨɬ ɤɨɬɨɪɨɝɨ 

ɭɧɚɫɥɟɞɨɜɚɧɵ ɤɥɚɫɫɵ, ɧɚɯɨɞɹɳɢɟɫɹ ɜ ɦɨɞɭɥɹɯ client_database.py ɢ 
server_database.py 

6. gui2.py – ɢɧɬɟɪɮɟɣɫ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ 
7. main.py – ɪɚɛɨɬɚ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɧɚɱɢɧɚɟɬɫɹ ɜ ɷɬɨɦ ɦɨɞɭɥɟ. 

Ɉɧ ɫɜɹɡɵɜɚɟɬ ɦɟɠɞɭ ɫɨɛɨɣ ɢɧɬɟɪɮɟɣɫ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɢɡ 
ɦɨɞɭɥɹ gui2.py ɢ ɟɝɨ ɮɭɧɤɰɢɨɧɚɥ ɢɡ ɦɨɞɭɥɹ client.py.  

8. server.py – ɫɨɞɟɪɠɢɬ ɮɭɧɤɰɢɨɧɚɥ, ɧɟɨɛɯɨɞɢɦɵɣ ɞɥɹ ɪɚɛɨɬɵ 
ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ ɫɢɫɬɟɦɵ. 

9. server_database.py – ɫɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɛɚɡɵ ɞɚɧɧɵɯ. ȼ ɧɟɣ ɫɨɯɪɚɧɹɸɬɫɹ 
ɜɫɟ ɫɨɨɛɳɟɧɢɹ, ɩɪɨɯɨɞɹɳɢɟ ɱɟɪɟɡ ɫɟɪɜɟɪ, ɫɩɢɫɨɤ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, 
ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɧɧɵɯ ɜ ɫɢɫɬɟɦɟ ɜɦɟɫɬɟ ɫ ɢɧɮɨɪɦɚɰɢɟɣ ɨ ɧɢɯ, ɚ ɬɚɤɠɟ 
ɧɟɤɨɬɨɪɚɹ ɜɫɩɨɦɨɝɚɬɟɥɶɧɚɹ ɢɧɮɨɪɦɚɰɢɹ ɧɭɠɧɚɹ ɞɥɹ ɩɪɚɜɢɥɶɧɨɣ 
ɪɚɛɨɬɵ ɫɢɫɬɟɦɵ. 

 

Ɉɪɝɚɧɢɡɚɰɢɹ ɦɨɞɭɥɟɣ ɜ ɩɪɨɝɪɚɦɦɟ, ɡɚɜɢɫɢɦɨɫɬɢ ɦɟɠɞɭ ɧɢɦɢ ɢ ɨɫɧɨɜɧɵɟ 
ɤɥɚɫɫɵ, ɤɨɬɨɪɵɟ ɨɧɢ ɫɨɞɟɪɠɚɬ ɨɬɨɛɪɚɠɟɧɵ ɧɚ ɪɢɫɭɧɤɚɯ ɧɢɠɟ ɞɥɹ ɤɥɢɟɧɬɫɤɨɝɨ 
ɩɪɢɥɨɠɟɧɢɹ ɧɚ ɪɢɫɭɧɤɟ 21 ɢ ɞɥɹ ɫɟɪɜɟɪɧɨɝɨ ɧɚ ɪɢɫɭɧɤɟ 22. Ɇɨɞɭɥɢ ɢɡɨɛɪɚɠɟɧɵ 
ɩɪɹɦɨɭɝɨɥɶɧɢɤɚɦɢ, ɚ ɫɬɪɟɥɨɱɤɚɦɢ ɢɡɨɛɪɚɠɟɧɨ ɨɬɧɨɲɟɧɢɟ ɜɤɥɸɱɟɧɢɹ ɦɟɠɞɭ 
ɧɢɦɢ, ɬ.ɟ. ɟɫɥɢ ɦɨɞɭɥɶ Ⱥ ɜɤɥɸɱɟɧ ɜ ɦɨɞɭɥɶ Ȼ, ɬɨ ɫɬɪɟɥɨɱɤɚ ɜɵɯɨɞɢɬ ɢɡ ɦɨɞɭɥɹ Ⱥ 
ɢ ɜɯɨɞɢɬ ɜ ɦɨɞɭɥɶ Ȼ. 
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3.1 ɋɢɫɬɟɦɧɵɟ ɬɪɟɛɨɜɚɧɢɹ ɩɪɢɥɨɠɟɧɢɹ 

 

Ɂɚɩɭɫɤ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ ɩɪɢɥɨɠɟɧɢɹ ɬɪɟɛɭɟɬ ɨɤɨɥɨ 30 ɦɛ ɨɩɟɪɚɬɢɜɧɨɣ 
ɩɚɦɹɬɢ, ɧɨ ɡɚɬɪɚɬɵ ɩɚɦɹɬɢ ɭɜɟɥɢɱɢɜɚɸɬɫɹ ɫ ɩɨɞɤɥɸɱɟɧɢɟɦ ɧɨɜɵɯ ɤɥɢɟɧɬɨɜ. 

Ɂɚɩɭɫɤ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɜ ɝɪɚɮɢɱɟɫɤɨɦ ɪɟɠɢɦɟ ɬɪɟɛɭɟɬ 
ɨɤɨɥɨ 40 ɦɛ ɨɩɟɪɚɬɢɜɧɨɣ ɩɚɦɹɬɢ, ɛɟɡ ɝɪɚɮɢɱɟɫɤɨɝɨ ɪɟɠɢɦɚ ɨɤɨɥɨ 30 ɦɛ. 
 

3.2 ɉɪɢɦɟɪɵ ɪɚɛɨɬɵ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ 
 

ɉɪɢ ɡɚɩɭɫɤɟ ɩɪɢɥɨɠɟɧɢɹ ɩɨɥɶɡɨɜɚɬɟɥɶ ɭɜɢɞɢɬ ɨɤɧɨ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ, ɤɚɤ 
ɩɨɤɚɡɚɧɨ ɧɚ ɪɢɫɭɧɤɟ 23, ɞɥɹ ɩɪɨɞɨɥɠɟɧɢɹ ɪɚɛɨɬɵ ɧɟɨɛɯɨɞɢɦɨ ɜɜɟɫɬɢ ɫɜɨɢ 
ɞɚɧɧɵɟ, ɚ ɡɚɬɟɦ ɜɨɣɬɢ ɢɥɢ ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɬɶɫɹ, ɧɚɠɚɜ ɫɨɨɬɜɟɬɫɬɜɭɸɳɭɸ 
ɤɥɚɜɢɲɭ. 

Ɋɢɫɭɧɨɤ 21 - ɫɯɟɦɚ ɨɪɝɚɧɢɡɚɰɢɢ ɦɨɞɭɥɟɣ ɜ ɤɥɢɟɧɬɫɤɨɦ ɩɪɢɥɨɠɟɧɢɢ 

Ɋɢɫɭɧɨɤ 22 - ɫɯɟɦɚ ɨɪɝɚɧɢɡɚɰɢɢ ɦɨɞɭɥɟɣ ɜ ɫɟɪɜɟɪɧɨɦ ɩɪɢɥɨɠɟɧɢɢ 
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ɉɪɢ ɩɨɩɵɬɤɟ ɜɨɣɬɢ ɫ ɧɟɩɪɚɜɢɥɶɧɵɦ ɥɨɝɢɧɨɦ ɢɥɢ ɩɚɪɨɥɟɦ, ɩɨɥɶɡɨɜɚɬɟɥɶ 
ɩɨɥɭɱɢɬ ɨɞɧɨ ɢɡ ɩɪɟɞɭɩɪɟɠɞɟɧɢɣ, ɤɚɤ ɩɨɤɚɡɚɧɨ ɧɚ ɩɪɢɜɟɞɟɧɧɨɦ ɧɢɠɟ ɪɢɫɭɧɤɟ 
24. 

 

 

ɉɪɢ ɩɨɩɵɬɤɟ ɪɟɝɢɫɬɪɚɰɢɢ ɫ ɭɠɟ ɫɭɳɟɫɬɜɭɸɳɢɦ ɥɨɝɢɧɨɦ, ɩɨɥɶɡɨɜɚɬɟɥɶ 
ɩɨɥɭɱɢɬ ɩɪɟɞɭɩɪɟɠɞɟɧɢɟ, ɩɨɤɚɡɚɧɧɨɟ ɧɚ ɪɢɫɭɧɤɟ 25, ɚ ɩɪɢ ɩɨɩɵɬɤɟ ɜɯɨɞɚ ɢɥɢ 
ɪɟɝɢɫɬɪɚɰɢɢ ɫ ɧɟɡɚɩɨɥɧɟɧɧɵɦɢ ɩɨɥɹɦɢ ɥɨɝɢɧɚ ɢɥɢ ɩɚɪɨɥɹ ɩɪɟɞɭɩɪɟɠɞɟɧɢɟ, 
ɩɨɤɚɡɚɧɧɨɟ ɧɚ ɪɢɫɭɧɤɟ 26. 

Ɋɢɫɭɧɨɤ 23 - ɨɤɧɨ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ 

Ɋɢɫɭɧɨɤ 24 - ɫɤɪɢɧɲɨɬɵ ɨɲɢɛɨɤ ɩɪɢ ɜɯɨɞɟ. ɇɟɫɭɳɟɫɬɜɭɸɳɢɣ ɥɨɝɢɧ (ɫɥɟɜɚ) ɢ 
ɧɟɩɪɚɜɢɥɶɧɵɣ ɩɚɪɨɥɶ (ɫɩɪɚɜɚ) 
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ɉɨɫɥɟ ɭɫɩɟɲɧɨɝɨ ɩɪɨɯɨɠɞɟɧɢɹ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɸ ɨɬɤɪɨɟɬɫɹ 
ɨɫɧɨɜɧɨɟ ɨɤɧɨ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ, ɩɨɤɚɡɚɧɧɨɟ ɧɚ ɪɢɫɭɧɤɟ 27, ɜ ɤɨɬɨɪɨɦ 

 Ɋɢɫɭɧɨɤ 25 - ɥɨɝɢɧ, ɭɤɚɡɚɧɧɵɣ ɩɪɢ ɪɟɝɢɫɬɪɚɰɢɢ ɡɚɧɹɬ 

Ɋɢɫɭɧɨɤ 26 - ɩɨɥɟ ɜɜɨɞɚ ɥɨɝɢɧɚ ɢ/ɢɥɢ ɩɚɪɨɥɹ ɧɟ ɡɚɩɨɥɧɟɧɨ 

Ɋɢɫɭɧɨɤ 27 - ɨɤɧɨ ɫɩɢɫɤɚ ɤɨɧɬɚɤɬɨɜ ɩɨɥɶɡɨɜɚɬɟɥɹ 
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ɨɬɨɛɪɚɠɚɟɬɫɹ ɫɩɢɫɨɤ ɟɝɨ ɤɨɧɬɚɤɬɨɜ. Ɍɚɤɠɟ ɜ ɝɥɚɜɧɨɦ ɨɤɧɟ ɢɦɟɟɬɫɹ ɜɨɡɦɨɠɧɨɫɬɶ 
ɞɨɛɚɜɢɬɶ ɧɨɜɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɷɬɨɬ ɫɩɢɫɨɤ, ɜɵɣɬɢ ɢɡ ɚɤɤɚɭɧɬɚ ɢɥɢ ɭɞɚɥɢɬɶ ɟɝɨ.  

   

ɉɪɢ ɜɵɛɨɪɟ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢɡ ɨɬɨɛɪɚɠɚɟɦɨɝɨ ɫɩɢɫɤɚ ɨɬɤɪɵɜɚɟɬɫɹ ɨɤɧɨ ɱɚɬɚ 
ɫ ɧɢɦ, ɩɨɤɚɡɚɧɧɨɟ ɧɚ ɪɢɫɭɧɤɟ 28. ȼ ɞɚɧɧɨɦ ɨɤɧɟ ɦɨɠɧɨ ɜɵɛɪɚɬɶ ɨɞɢɧ ɢɡ 
ɩɟɪɟɱɢɫɥɟɧɧɵɯ ɪɚɧɟɟ ɫɩɨɫɨɛɨɜ ɩɟɪɟɞɚɱɢ ɫɨɨɛɳɟɧɢɣ, ɧɚɠɚɜ ɫɨɨɬɜɟɬɫɬɜɭɸɳɭɸ 
ɤɧɨɩɤɭ. Ⱦɥɹ ɨɬɩɪɚɜɤɢ ɮɚɣɥɨɜ, ɧɭɠɧɨ ɧɚɠɚɬɶ ɧɚ ɤɧɨɩɤɭ ɮɚɣɥ ɢ ɜɵɛɪɚɬɶ ɟɝɨ ɜ 
ɨɬɤɪɵɜɲɟɦɫɹ ɨɤɧɟ ɜɵɛɨɪɚ ɮɚɣɥɨɜ, ɩɨɤɚɡɚɧɧɨɦ ɧɚ ɪɢɫɭɧɤɟ. 

 

 

ȼ ɰɟɥɨɦ ɢɧɬɟɪɮɟɣɫ ɩɪɢɥɨɠɟɧɢɹ ɞɨɫɬɚɬɨɱɧɨ ɩɪɨɫɬ, ɩɨɷɬɨɦɭ ɪɚɡɨɛɪɚɬɶɫɹ ɜ 
ɧɟɦ ɧɟ ɫɨɫɬɚɜɢɬ ɧɢɤɚɤɨɝɨ ɬɪɭɞɚ. 

ɇɚ ɷɬɨɦ ɪɚɫɫɦɨɬɪɟɧɢɟ ɪɚɛɨɬɵ ɫɢɫɬɟɦɵ ɦɨɠɧɨ ɫɱɢɬɚɬɶ ɡɚɜɟɪɲɟɧɧɵɦ. 
 

Ɋɢɫɭɧɨɤ 28 - ɨɤɧɨ ɱɚɬɚ 
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ɁȺɄɅɘɑȿɇɂȿ 

 

ȼ ɯɨɞɟ ɜɵɩɨɥɧɟɧɢɹ ɛɚɤɚɥɚɜɪɫɤɨɣ ɪɚɛɨɬɵ ɛɵɥɢ ɪɚɫɫɦɨɬɪɟɧɵ ɦɟɬɨɞɵ 
ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɩɨ ɪɚɡɥɢɱɧɵɦ ɫɟɬɹɦ, ɚ ɬɚɤɠɟ ɦɟɬɨɞɵ ɢ ɬɟɯɧɨɥɨɝɢɢ ɡɚɳɢɬɵ 
ɩɟɪɟɞɚɜɚɟɦɵɯ ɞɚɧɧɵɯ. Ⱦɥɹ ɥɭɱɲɟɝɨ ɩɨɧɢɦɚɧɢɹ ɢɫɩɨɥɶɡɭɟɦɵɯ ɦɟɬɨɞɨɜ 
ɛɟɡɨɩɚɫɧɨɫɬɢ ɪɚɡɨɛɪɚɧɵ ɨɫɧɨɜɧɵɟ ɩɪɢɧɰɢɩɵ ɫɨɜɪɟɦɟɧɧɨɣ ɤɪɢɩɬɨɝɪɚɮɢɢ, 
ɪɚɫɫɦɨɬɪɟɧɵ ɚɥɝɨɪɢɬɦɵ ɤɚɤ ɫɢɦɦɟɬɪɢɱɧɨɝɨ, ɬɚɤ ɢ ɚɫɢɦɦɟɬɪɢɱɧɨɝɨ ɲɢɮɪɨɜɚɧɢɹ 
ɧɚ ɤɨɬɨɪɵɯ ɨɧɢ ɩɨɫɬɪɨɟɧɵ.  

Ȼɵɥɚ ɪɟɚɥɢɡɨɜɚɧɚ ɫɢɫɬɟɦɚ ɧɚ ɹɡɵɤɟ ɩɪɨɝɪɚɦɦɢɪɨɜɚɧɢɹ python, ɫɨɫɬɨɹɳɚɹ 
ɢɡ ɞɜɭɯ ɩɪɢɥɨɠɟɧɢɣ, ɤɥɢɟɧɬɫɤɨɝɨ ɢ ɫɟɪɜɟɪɧɨɝɨ. ɉɨɥɶɡɨɜɚɬɟɥɢ ɞɚɧɧɨɣ ɫɢɫɬɟɦɵ 
ɢɦɟɸɬ ɜɨɡɦɨɠɧɨɫɬɶ ɨɛɳɚɬɶɫɹ ɞɪɭɝ ɫ ɞɪɭɝɨɦ ɜ ɫɟɬɢ ɢɧɬɟɪɧɟɬ, ɩɪɢɱɟɦ ɨɛɳɟɧɢɟ 
ɦɨɠɟɬ ɩɪɨɜɨɞɢɬɶɫɹ ɫɟɤɪɟɬɧɵɦ ɨɛɪɚɡɨɦ, ɬɨ ɟɫɬɶ ɬɚɤ, ɱɬɨ ɬɪɟɬɶɢ ɥɢɰɚ ɧɟ ɩɨɥɭɱɚɬ 
ɞɨɫɬɭɩ ɤ ɩɟɪɟɩɢɫɤɟ. ɉɨɦɢɦɨ ɨɛɵɱɧɵɯ ɫɨɨɛɳɟɧɢɣ ɫɢɫɬɟɦɚ ɦɨɠɟɬ ɩɟɪɟɞɚɜɚɬɶ ɩɨ 
ɫɟɬɢ ɮɚɣɥɵ. ȼɫɟ ɫɨɨɛɳɟɧɢɹ ɯɪɚɧɹɬɫɹ ɜ ɛɚɡɟ ɞɚɧɧɵɯ, ɩɪɢ ɩɨɥɭɱɟɧɢɢ ɞɨɫɬɭɩɚ ɤ 
ɤɨɬɨɪɨɣ ɬɪɟɬɶɢɦ ɥɢɰɨɦ, ɧɢɤɚɤɚɹ ɫɟɤɪɟɬɧɚɹ ɢɧɮɨɪɦɚɰɢɹ ɜɫɟ ɪɚɜɧɨ ɧɟ ɛɭɞɟɬ 
ɫɤɨɦɩɪɨɦɟɬɢɪɨɜɚɧɚ, ɛɥɚɝɨɞɚɪɹ ɬɨɦɭ, ɱɬɨ ɨɧɚ ɯɪɚɧɢɬɫɹ ɜ ɡɚɲɢɮɪɨɜɚɧɧɨɦ ɜɢɞɟ.    

Ʉɨɧɟɱɧɨ, ɞɚɧɧɚɹ ɫɢɫɬɟɦɚ ɧɟ ɢɞɟɚɥɶɧɚ ɢ ɢɦɟɟɬ ɫɜɨɢ ɧɟɞɨɫɬɚɬɤɢ, ɜ ɩɥɚɧɟ 
ɭɞɨɛɫɬɜɚ ɢɫɩɨɥɶɡɨɜɚɧɢɹ, ɨɞɧɚɤɨ ɜ ɩɥɚɧɟ ɡɚɳɢɬɵ ɞɚɧɧɵɯ ɨɧɚ ɧɟ ɭɫɬɭɩɚɟɬ 
ɫɢɫɬɟɦɚɦ, ɧɚɞ ɤɨɬɨɪɵɦɢ ɬɪɭɞɹɬɫɹ ɰɟɥɵɟ ɤɨɦɚɧɞɵ ɪɚɡɪɚɛɨɬɱɢɤɨɜ ɜ ɛɨɥɶɲɢɯ 
ɤɨɦɩɚɧɢɹɯ. 
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ɉɊɂɅɈɀȿɇɂȿ 1 Ɉɩɢɫɚɧɢɟ ɤɥɚɫɫɨɜ ɨɫɧɨɜɧɵɯ ɤɨɦɩɨɧɟɧɬɨɜ ɫɢɫɬɟɦɵ 

Ɇɨɞɭɥɶ client.py ɫɨɞɟɪɠɢɬ ɫɥɟɞɭɸɳɢɟ ɤɥɚɫɫɵ: 
• Client – ɤɥɚɫɫ, ɨɩɢɫɵɜɚɸɳɢɣ ɨɫɧɨɜɧɭɸ ɥɨɝɢɤɭ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɝɨ 

ɩɪɢɥɨɠɟɧɢɹ, ɫɨɞɟɪɠɢɬ ɦɟɬɨɞɵ ɞɥɹ ɢɧɢɰɢɚɥɢɡɚɰɢɢ 
ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ, ɞɥɹ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɫ ɧɢɦ ɜ 
ɤɨɧɫɨɥɶɧɨɦ ɢ ɝɪɚɮɢɱɟɫɤɨɦ ɪɟɠɢɦɚɯ, ɚ ɬɚɤɠɟ ɦɟɬɨɞɵ, 
ɨɛɪɚɛɚɬɵɜɚɸɳɢɟ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɟ ɡɚɩɪɨɫɵ. 

• ReceivedMessageManager – ɤɥɚɫɫ, ɨɛɪɚɛɚɬɵɜɚɸɳɢɣ ɜɯɨɞɹɳɢɟ 
ɫɨɨɛɳɟɧɢɹ ɨɬ ɞɪɭɝɢɯ ɤɥɢɟɧɬɨɜ ɢɥɢ ɫɟɪɜɟɪɚ. 

• Peer2PeerConnector – ɤɥɚɫɫ, ɨɬɜɟɱɚɸɳɢɣ ɡɚ ɫɨɟɞɢɧɟɧɢɟ ɞɜɭɯ 
ɤɥɢɟɧɬɨɜ ɧɚɩɪɹɦɭɸ. 

• Friend – ɤɥɚɫɫ, ɩɪɟɞɫɬɚɜɥɹɸɳɢɣ ɫɨɛɨɣ ɨɩɢɫɚɧɢɟ ɞɪɭɝɨɝɨ 
ɩɨɥɶɡɨɜɚɬɟɥɹ, ɧɚɯɨɞɹɳɟɝɨɫɹ ɜ ɫɩɢɫɤɟ ɜɚɲɢɯ ɤɨɧɬɚɤɬɨɜ. 

Ɇɨɞɭɥɶ client_database.py ɫɨɞɟɪɠɢɬ ɫɥɟɞɭɸɳɢɟ ɤɥɚɫɫɵ: 
• ClientMessageDatabase - ɤɥɚɫɫ, ɭɩɪɚɜɥɹɸɳɢɣ ɛɚɡɨɣ ɞɚɧɧɵɯ 

ɥɨɤɚɥɶɧɵɯ ɫɨɨɛɳɟɧɢɣ ɩɨɥɶɡɨɜɚɬɟɥɹ. 
• ClientUserDatabase – ɤɥɚɫɫ, ɭɩɪɚɜɥɹɸɳɢɣ ɫɩɢɫɤɨɦ ɤɨɧɬɚɤɬɨɜ 

ɩɨɥɶɡɨɜɚɬɟɥɹ. 

Ɇɨɞɭɥɶ gui2.py ɫɨɞɟɪɠɢɬ ɫɥɟɞɭɸɳɢɟ ɤɥɚɫɫɵ:  
• PixelSizedButton, PixelSizedLabel, EntryWithTemplateString -  
• LoginWindow – ɤɥɚɫɫ, ɨɬɜɟɱɚɸɳɢɣ ɡɚ ɭɫɬɚɧɨɜɤɭ ɨɛɪɚɛɨɬɱɢɤɨɜ ɨɤɧɚ 

ɜɯɨɞɚ, ɢ ɨɛɪɚɛɨɬɤɭ ɫɨɛɵɬɢɣ, ɩɪɨɢɫɯɨɞɹɳɢɯ ɜ ɷɬɨɦ ɨɤɧɟ. 
• ChatWindow - ɤɥɚɫɫ, ɨɬɜɟɱɚɸɳɢɣ ɡɚ ɭɫɬɚɧɨɜɤɭ ɨɛɪɚɛɨɬɱɢɤɨɜ ɨɤɧɚ 

ɱɚɬɚ, ɢ ɨɛɪɚɛɨɬɤɭ ɫɨɛɵɬɢɣ, ɩɪɨɢɫɯɨɞɹɳɢɯ ɜ ɷɬɨɦ ɨɤɧɟ. 
• FriendListWindow - ɤɥɚɫɫ, ɨɬɜɟɱɚɸɳɢɣ ɡɚ ɭɫɬɚɧɨɜɤɭ ɨɛɪɚɛɨɬɱɢɤɨɜ 

ɨɤɧɚ ɫɩɢɫɤɚ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɢ ɨɛɪɚɛɨɬɤɭ ɫɨɛɵɬɢɣ, ɩɪɨɢɫɯɨɞɹɳɢɯ ɜ 
ɷɬɨɦ ɨɤɧɟ. 

• GUI - ɤɥɚɫɫ, ɨɬɪɢɫɨɜɵɜɚɸɳɢɣ ɧɟɨɛɯɨɞɢɦɵɟ ɨɤɧɚ ɧɚ ɷɤɪɚɧɟ, ɚ ɬɚɤɠɟ 
ɫɜɹɡɵɜɚɸɳɢɣ ɢɧɬɟɪɮɟɣɫɧɭɸ ɱɚɫɬɶ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɣ ɩɪɨɝɪɚɦɦɵ ɫ 
ɟɟ ɚɥɝɨɪɢɬɦɢɱɟɫɤɨɣ ɱɚɫɬɶɸ, ɬ.ɟ. ɨɛɪɚɛɚɬɵɜɚɸɳɢɣ ɫɨɛɵɬɢɹ, 
ɩɪɢɯɨɞɹɳɢɟ ɢɡ ɦɨɞɭɥɹ client.py. 

Ɇɨɞɭɥɶ server.py ɫɨɞɟɪɠɢɬ ɫɥɟɞɭɸɳɢɟ ɤɥɚɫɫɵ:  
• Server - ɤɥɚɫɫ, ɪɟɚɥɢɡɭɸɳɢɣ ɫɟɪɜɟɪɧɭɸ ɱɚɫɬɶ ɫɢɫɬɟɦɵ. Ɉɬɜɟɱɚɟɬ ɡɚ 

ɨɛɪɚɛɨɬɤɭ ɜɫɟɯ ɤɥɢɟɧɬɫɤɢɯ ɡɚɩɪɨɫɨɜ. 
Ɇɨɞɭɥɶ server_database.py ɫɨɞɟɪɠɢɬ ɫɥɟɞɭɸɳɢɟ ɤɥɚɫɫɵ:  

• ClientMessageDatabase - ɤɥɚɫɫ, ɭɩɪɚɜɥɹɸɳɢɣ ɛɚɡɨɣ ɞɚɧɧɵɯ 
ɫɨɨɛɳɟɧɢɣ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɯɪɚɧɹɳɢɯɫɹ ɧɚ ɫɟɪɜɟɪɟ. 

• ClientUserDatabase – ɤɥɚɫɫ, ɭɩɪɚɜɥɹɸɳɢɣ ɫɩɢɫɤɨɦ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, 
ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɧɧɵɯ ɜ ɩɪɢɥɨɠɟɧɢɢ. 




