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Ɇɚɝɢɫɬɟɪɫɤɚɹ ɞɢɫɫɟɪɬɚɰɢɹ ɩɨ ɬɟɦɟ «Ɇɨɞɟɥɶ ɢ ɩɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ 
ɫɢɫɬɟɦɵ ɛɟɡɨɩɚɫɧɨɝɨ ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ ɜ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ» 
ɫɨɞɟɪɠɢɬ 88 ɫɬɪɚɧɢɰ ɬɟɤɫɬɨɜɨɝɨ ɞɨɤɭɦɟɧɬɚ, 33 ɢɥɥɸɫɬɪɚɰɢɣ, 21 ɬɚɛɥɢɰ, 7 ɮɨɪɦɭɥ, 
56 ɢɫɩɨɥɶɡɨɜɚɧɧɵɯ ɢɫɬɨɱɧɢɤɨɜ, ɢ 4 ɩɪɢɥɨɠɟɧɢɣ. 

ɉɪɟɞɫɬɚɜɥɟɧɧɚɹ ɪɚɛɨɬɚ ɩɨɫɜɹɳɟɧɚ ɩɪɨɛɥɟɦɚɦ ɡɚɳɢɬɵ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ 
ɢɧɮɨɪɦɚɰɢɢ ɜ ɨɬɤɪɵɬɵɯ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ ɨɬ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɝɨ ɞɨɫɬɭɩɚ. 
ȼ ɪɚɛɨɬɟ ɢɫɫɥɟɞɭɸɬɫɹ ɫɨɜɪɟɦɟɧɧɵɟ ɫɢɫɬɟɦɵ ɦɝɧɨɜɟɧɧɨɝɨ ɢɧɮɨɪɦɚɰɢɨɧɧɨɝɨ 
ɨɛɦɟɧɚ, ɪɚɫɫɦɚɬɪɢɜɚɸɬɫɹ ɢɯ ɧɟɞɨɫɬɚɬɤɢ ɜ ɤɨɧɬɟɤɫɬɟ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ 
ɛɟɡɨɩɚɫɧɨɫɬɢ. ɋ ɰɟɥɶɸ ɭɫɬɪɚɧɟɧɢɹ ɜɵɹɜɥɟɧɧɵɯ ɧɟɞɨɫɬɚɬɤɨɜ, ɩɪɟɞɥɚɝɚɟɬɫɹ ɧɨɜɵɣ 
ɫɩɨɫɨɛ ɛɟɡɨɩɚɫɧɨɝɨ ɢɧɮɨɪɦɚɰɢɨɧɧɨɝɨ ɨɛɦɟɧɚ ɜ ɨɬɤɪɵɬɵɯ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ. ɇɚ 
ɨɫɧɨɜɟ ɤɨɬɨɪɨɝɨ, ɪɚɡɪɚɛɨɬɚɧɚ ɦɨɞɟɥɶ ɢ ɩɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ. ȼ ɪɚɛɨɬɟ ɨɬɪɚɠɟɧɵ 
ɬɟɯɧɨɥɨɝɢɱɟɫɤɢɟ ɚɫɩɟɤɬɵ ɪɚɡɪɚɛɨɬɤɢ ɢ ɧɚɞёɠɧɨɫɬɢ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ. 

ɁȺɓɂɌȺ ɂɇɎɈɊɆȺɐɂɂ, ɁȺɓɂɌȺ ɌȿɅȿɄɈɆɆɍɇɂɄȺɐɂɃ, 
ɈɄɈɇȿɑɇɈȿ ɒɂɎɊɈȼȺɇɂȿ, ɊȺɋɉɊȿȾȿɅȿɇɂȿ ɄɅɘɑȿɃ ɒɂɎɊɈȼȺɇɂə, 
ȺɍɌȿɇɌɂɎɂɄȺɐɂə ɂɇɎɈɊɆȺɐɂɂ, ɄɊɂɉɌɈɋɂɋɌȿɆȺ. 
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ȼȼȿȾȿɇɂȿ 
 

Аɤɬɭɚɥɶɧɨɫɬɶ. ȼɨɩɪɨɫɵ, ɫɜɹɡɚɧɧɵɟ ɫ ɨɛɟɫɩɟɱɟɧɢɟɦ ɡɚɳɢɬɵ ɩɟɪɟɞɚɜɚɟɦɨɣ 
ɢɧɮɨɪɦɚɰɢɢ ɩɨ ɨɬɤɪɵɬɵɦ ɤɨɦɩɶɸɬɟɪɧɵɦ ɫɟɬɹɦ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ, ɧɟ ɬɟɪɹɸɬ ɫɜɨɟɣ 
ɚɤɬɭɚɥɶɧɨɫɬɢ ɢ ɩɨ ɫɟɣ ɞɟɧɶ, ɧɟɫɦɨɬɪɹ ɧɚ ɦɧɨɝɨɱɢɫɥɟɧɧɵɟ ɩɪɟɞɥɨɠɟɧɧɵɟ ɫɩɨɫɨɛɵ 
ɢ ɩɨɩɵɬɤɢ ɢɯ ɪɟɲɟɧɢɣ ɤɚɤ ɫɨ ɫɬɨɪɨɧɵ ɢɧɞɢɜɢɞɭɚɥɶɧɵɯ ɪɚɡɪɚɛɨɬɱɢɤɨɜ, ɬɚɤ ɢ ɫɨ 
ɫɬɨɪɨɧɵ ɱɚɫɬɧɵɯ ɢ ɝɨɫɭɞɚɪɫɬɜɟɧɧɵɯ ɤɨɦɩɚɧɢɣ. Ɉɫɨɛɟɧɧɨ ɡɚɦɟɬɧɨ ɷɬɨ ɫɬɚɥɨ ɫ 
ɢɧɬɟɧɫɢɜɧɵɦ ɪɨɫɬɨɦ ɩɨɩɭɥɹɪɧɨɫɬɢ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɩɪɨɝɪɚɦɦɧɵɯ ɫɢɫɬɟɦ 
ɦɝɧɨɜɟɧɧɨɝɨ ɢɧɮɨɪɦɚɰɢɨɧɧɨɝɨ ɨɛɦɟɧɚ ɫɨɨɛɳɟɧɢɹɦɢ (Instant messaging, IM) – 
ɦɟɫɫɟɧɞɠɟɪɵ, ɚ ɬɚɤɠɟ ɩɨɜɫɟɦɟɫɬɧɵɦ ɪɚɫɩɪɨɫɬɪɚɧɟɧɢɟɦ ɚɛɨɧɟɧɬɫɤɢɯ ɭɫɬɪɨɣɫɬɜ 
ɩɨɞɤɥɸɱɟɧɢɹ ɤ ɫɟɬɢ ɂɧɬɟɪɧɟɬ, ɢ ɩɪɚɤɬɢɱɟɫɤɢɦ ɩɪɢɦɟɧɟɧɢɟɦ ɢɧɮɨɪɦɚɰɢɨɧɧɨ-
ɤɨɦɦɭɧɢɤɚɰɢɨɧɧɵɯ ɬɟɯɧɨɥɨɝɢɣ (ɂɄɌ) ɜ ɠɢɡɧɢ ɫɨɜɪɟɦɟɧɧɨɝɨ ɨɛɳɟɫɬɜɚ, ɜ ɬɨɦ 
ɱɢɫɥɟ ɢ ɞɥɹ ɤɨɦɦɭɧɢɤɚɰɢɣ. ɋɟɝɨɞɧɹ IM ɫɢɫɬɟɦɵ ɢɫɩɨɥɶɡɭɸɬɫɹ ɭɠɟ ɧɟ ɬɨɥɶɤɨ ɜ 
ɥɢɱɧɵɯ ɰɟɥɹɯ, ɨɧɢ ɬɚɤɠɟ ɜɧɟɞɪɹɸɬɫɹ ɜ ɛɢɡɧɟɫ ɫɪɟɞɭ, ɝɨɫɭɞɚɪɫɬɜɟɧɧɵɟ ɤɨɦɩɚɧɢɢ ɢ 
ɭɱɪɟɠɞɟɧɢɹ ɤɚɤ ɨɫɧɨɜɧɨɟ ɫɪɟɞɫɬɜɨ ɞɥɹ ɛɵɫɬɪɨɣ ɢ ɞɟɲёɜɨɣ ɤɨɦɦɭɧɢɤɚɰɢɢ ɦɟɠɞɭ 
ɫɨɬɪɭɞɧɢɤɚɦɢ ɧɚ ɪɚɫɫɬɨɹɧɢɢ, ɨ ɱɟɦ ɫɜɢɞɟɬɟɥɶɫɬɜɭɸɬ ɩɨɫɥɟɞɧɢɟ ɧɨɜɨɫɬɧɵɟ 
ɫɨɛɵɬɢɹ. ɉɨ ɫɨɛɫɬɜɟɧɧɵɦ ɩɨɞɫɱɟɬɚɦ, ɧɟɤɨɬɨɪɵɯ IM ɫɢɫɬɟɦ, ɱɢɫɥɨ 
ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɧɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɞɨɫɬɢɝɥɨ ɜɟɥɢɱɢɧɵ ɜ 1 ɦɢɥɥɢɚɪɞ ɱɟɥɨɜɟɤ.  

ɋɥɟɞɫɬɜɢɟɦ ɷɬɨɝɨ, IM ɫɢɫɬɟɦɵ ɯɪɚɧɹɬ ɢ ɨɛɪɚɛɚɬɵɜɚɸɬ ɨɝɪɨɦɧɨɟ ɤɨɥɢɱɟɫɬɜɨ 
ɢɧɮɨɪɦɚɰɢɢ, ɫɪɟɞɢ ɤɨɬɨɪɨɣ ɦɨɠɟɬ ɛɵɬɶ ɢɧɮɨɪɦɚɰɢɹ, ɩɪɟɞɨɫɬɚɜɥɹɸɳɚɹ 
ɷɤɨɧɨɦɢɱɟɫɤɭɸ, ɩɨɥɢɬɢɱɟɫɤɭɸ, ɢ ɢɧɭɸ ɰɟɧɧɨɫɬɶ. Ɉɱɟɜɢɞɧɨ, ɱɬɨ ɢɧɮɨɪɦɚɰɢɹ 
ɩɨɞɨɛɧɨɝɨ ɪɨɞɚ, ɜɫɟɝɞɚ ɩɪɢɜɥɟɤɚɟɬ ɡɥɨɭɦɵɲɥɟɧɧɢɤɨɜ, ɢ ɬɪɟɛɭɟɬ ɩɨɜɵɲɟɧɧɨɝɨ 
ɭɪɨɜɧɹ ɡɚɳɢɬɵ. ɉɪɚɤɬɢɱɟɫɤɢ ɜɫɟ ɪɚɫɩɪɨɫɬɪɚɧёɧɧɵɟ IM ɫɢɫɬɟɦɵ ɩɨɫɬɪɨɟɧɵ ɧɚ 
ɰɟɧɬɪɚɥɢɡɨɜɚɧɧɨɣ ɚɪɯɢɬɟɤɬɭɪɟ ɢ ɧɟɫɦɨɬɪɹ ɧɚ ɫɟɪɶёɡɧɵɟ ɦɟɯɚɧɢɡɦɵ ɡɚɳɢɬɵ 
ɢɧɮɨɪɦɚɰɢɢ, ɩɪɢɦɟɧɹɟɦɵɟ ɪɚɡɪɚɛɨɬɱɢɤɚɦɢ, ɢɦɟɸɬ ɨɛɳɢɣ ɢ ɫɭɳɟɫɬɜɟɧɧɵɣ 
ɧɟɞɨɫɬɚɬɨɤ, – ɨɬɫɭɬɫɬɜɢɟ ɞɨɜɟɪɢɹ ɤ ɰɟɧɬɪɚɥɶɧɨɣ ɱɚɫɬɢ (ɫɟɪɜɢɫ-ɩɪɨɜɚɣɞɟɪɭ)  
IM ɫɢɫɬɟɦ.  ɉɪɢ ɷɬɨɦ ɰɟɧɬɪɚɥɶɧɚɹ ɫɬɨɪɨɧɚ ɦɨɠɟɬ ɛɵɬɶ ɫɤɨɦɩɪɨɦɟɬɢɪɨɜɚɧɚ ɤɚɤ 
ɡɥɨɭɦɵɲɥɟɧɧɢɤɚɦɢ, ɬɚɤ ɢ ɜɥɚɞɟɥɶɰɟɦ ɫɢɫɬɟɦɵ ɩɨ ɬɟɦ ɢɥɢ ɢɧɵɦ ɩɪɢɱɢɧɚɦ. 
Ⱦɪɭɝɢɦɢ ɫɥɨɜɚɦɢ, ɦɨɠɟɬ ɛɵɬɶ ɪɟɚɥɢɡɨɜɚɧɚ ɚɬɚɤɚ «ɱɟɥɨɜɟɤ ɜ ɫɟɪɟɞɢɧɟ»  
(Man-in-the-middel, MITM), ɤɨɬɨɪɚɹ ɜ ɫɜɨɸ ɨɱɟɪɟɞɶ ɧɟɫɟɬ ɪɹɞ ɭɝɪɨɡ ɧɚɪɭɲɟɧɢɹ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ ɢ ɰɟɥɨɫɬɧɨɫɬɢ ɢɧɮɨɪɦɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɜ ɩɪɨɰɟɫɫɟ 
ɢɧɮɨɪɦɚɰɢɨɧɧɨɝɨ ɨɛɦɟɧɚ. ɇɚɥɢɱɢɟ ɬɚɤɢɯ ɭɝɪɨɡ, ɨɫɨɛɟɧɧɨ ɜ ɤɨɧɬɟɤɫɬɟ ɬɨɝɨ, ɱɬɨ 
ɛɨɥɶɲɚɹ ɱɚɫɬɶ ɪɚɫɩɪɨɫɬɪɚɧёɧɧɵɯ IM ɫɢɫɬɟɦ ɩɪɢɧɚɞɥɟɠɢɬ ɢɧɨɫɬɪɚɧɧɵɦ 
ɤɨɦɩɚɧɢɹɦ, ɫɭɳɟɫɬɜɟɧɧɨ ɨɝɪɚɧɢɱɢɜɚɟɬ ɢɥɢ ɞɟɥɚɟɬ ɧɟɜɨɡɦɨɠɧɵɦ ɢɯ ɢɫɩɨɥɶɡɨɜɚɧɢɟ 
ɞɥɹ ɨɛɦɟɧɚ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ. 

Ɍɚɤɢɦ ɨɛɪɚɡɨɦ ɮɨɪɦɚɥɢɡɨɜɚɥɚɫɶ ɧɚɭɱɧɨ-ɬɟɯɧɢɱɟɫɤɚɹ ɡɚɞɚɱɚ ɩɨ ɨɪɝɚɧɢɡɚɰɢɢ 
ɛɟɡɨɩɚɫɧɨɝɨ ɨɛɦɟɧɚ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɜ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ 
ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ, ɫ ɭɱёɬɨɦ ɜɨɡɦɨɠɧɨɣ ɤɨɦɩɪɨɦɟɬɚɰɢɢ ɰɟɧɬɪɚɥɶɧɨɣ ɫɬɨɪɨɧɵ 
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ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ. ȼ ɫɜɨɸ ɨɱɟɪɟɞɶ ɪɟɲɟɧɢɟ ɞɚɧɧɨɣ ɡɚɞɚɱɢ ɜɥɟɱёɬ ɡɚ ɫɨɛɨɣ 
ɪɚɡɪɚɛɨɬɤɭ ɫɩɨɫɨɛɚ ɛɟɡɨɩɚɫɧɨɝɨ ɨɛɦɟɧɚ, ɦɨɞɟɥɢ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ ɢ 
ɪɚɡɥɢɱɧɨɝɨ ɚɥɝɨɪɢɬɦɢɱɟɫɤɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ.   

Ɉɫɧɨɜɧɚя ɰɟɥɶ ɢ ɡɚɞɚɱɢ ɪɚɛɨɬɵ. ɐɟɥɶɸ ɧɚɫɬɨɹɳɟɣ ɪɚɛɨɬɵ ɡɚɤɥɸɱɚɟɬɫɹ ɜ 
ɪɚɡɪɚɛɨɬɤɟ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ ɞɥɹ ɛɟɡɨɩɚɫɧɨɝɨ ɨɛɦɟɧɚ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ 
ɢɧɮɨɪɦɚɰɢɟɣ ɜ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ. 

ȼ ɯɨɞɟ ɜɵɩɨɥɧɟɧɢɹ ɪɚɛɨɬɵ ɛɵɥɢ ɩɨɫɬɚɜɥɟɧɵ ɢ ɪɟɲɟɧɵ ɫɥɟɞɭɸɳɢɟ 
ɨɫɧɨɜɧɵɟ ɡɚɞɚɱɢ: 

 ɢɡɭɱɢɬɶ ɢ ɩɪɨɚɧɚɥɢɡɢɪɨɜɚɬɶ ɬɟɯɧɢɱɟɫɤɭɸ ɞɨɤɭɦɟɧɬɚɰɢɸ 
ɫɨɜɪɟɦɟɧɧɵɯ ɢ ɧɚɢɛɨɥɟɟ ɪɚɫɩɪɨɫɬɪɚɧёɧɧɵɯ ɫɢɫɬɟɦ ɦɝɧɨɜɟɧɧɨɝɨ 
ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ ɧɚ ɩɪɟɞɦɟɬ ɨɛɧɚɪɭɠɟɧɢɹ ɜɨɡɦɨɠɧɵɯ 
ɤɪɢɬɢɱɟɫɤɢɯ ɭɝɪɨɡ ɛɟɡɨɩɚɫɧɨɫɬɢ; 

 ɪɚɡɪɚɛɨɬɚɬɶ ɧɨɜɵɣ ɫɩɨɫɨɛ ɛɟɡɨɩɚɫɧɨɝɨ ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ, 
ɧɢɜɟɥɢɪɭɸɳɢɣ ɨɛɧɚɪɭɠɟɧɧɵɟ ɤɪɢɬɢɱɟɫɤɢɟ ɭɝɪɨɡɵ; 

 ɪɚɡɪɚɛɨɬɚɬɶ ɦɨɞɟɥɶ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ ɞɥɹ ɛɟɡɨɩɚɫɧɨɝɨ 
ɨɛɦɟɧɚ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɜ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ 
ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ;  

 ɪɚɡɪɚɛɨɬɚɬɶ ɫɨɩɭɬɫɬɜɭɸɳɟɟ ɚɥɝɨɪɢɬɦɢɱɟɫɤɨɟ ɨɛɟɫɩɟɱɟɧɢɟ;  
 ɨɫɭɳɟɫɬɜɢɬɶ ɩɪɨɝɪɚɦɦɧɭɸ ɪɟɚɥɢɡɚɰɢɸ ɪɚɡɪɚɛɨɬɚɧɧɨɣ 

ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ; 
 ɨɰɟɧɢɬɶ ɤɚɱɟɫɬɜɟɧɧɵɟ ɢ ɤɨɥɢɱɟɫɬɜɟɧɧɵɟ ɩɨɤɚɡɚɬɟɥɢ ɩɪɟɞɥɚɝɚɟɦɨɣ 

ɩɪɨɝɪɚɦɦɧɨɣ ɪɟɚɥɢɡɚɰɢɢ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ, ɜ ɬɨɦ ɱɢɫɥɟ 
ɧɚɝɪɭɡɨɱɧɭɸ ɫɩɨɫɨɛɧɨɫɬɶ; 

 ɩɪɟɞɥɨɠɢɬɶ ɦɚɫɲɬɚɛɢɪɭɟɦɭɸ ɚɪɯɢɬɟɤɬɭɪɭ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ 
ɫɢɫɬɟɦɵ, ɭɱɢɬɵɜɚɸɳɭɸ ɩɨɬɟɧɰɢɚɥɶɧɵɣ ɪɨɫɬ ɤɨɥɢɱɟɫɬɜɚ ɚɛɨɧɟɧɬɨɜ. 

Ɉɛɴɟɤɬ ɢɫɫɥɟɞɨɜɚɧɢя. Ȼɟɡɨɩɚɫɧɵɣ ɨɛɦɟɧ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ 
ɜ ɨɬɤɪɵɬɵɯ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ. 

ɉɪɟɞɦɟɬ ɢɫɫɥɟɞɨɜɚɧɢя. ɋɢɫɬɟɦɵ ɦɝɧɨɜɟɧɧɨɝɨ ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ ɫ 
ɩɨɜɵɲɟɧɧɵɦ ɭɪɨɜɧɟɦ ɡɚɳɢɳɟɧɧɨɫɬɢ. 

Ɇɟɬɨɞɵ ɢɫɫɥɟɞɨɜɚɧɢя. Ⱦɥɹ ɪɟɲɟɧɢɹ ɩɨɫɬɚɜɥɟɧɧɵɯ ɡɚɞɚɱ ɢɫɩɨɥɶɡɨɜɚɥɢɫɶ 
ɦɟɬɨɞɵ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ, ɬɟɨɪɢɹ ɤɪɢɩɬɨɝɪɚɮɢɢ, ɬɟɨɪɢɹ ɫɟɬɟɣ ɢ ɫɟɬɟɜɵɯ 
ɩɪɨɬɨɤɨɥɨɜ, ɬɟɨɪɢɹ ɦɧɨɠɟɫɬɜ, ɦɟɬɨɞɵ ɩɨɫɬɪɨɟɧɢɹ ɩɪɨɝɪɚɦɦɧɵɯ ɤɨɦɩɥɟɤɫɨɜ, 
ɦɟɬɨɞɵ ɩɨɫɬɪɨɟɧɢɹ ɪɚɫɩɪɟɞɟɥёɧɧɵɯ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ. 

ɇɚɭɱɧɚя ɧɨɜɢɡɧɚ. ɇɨɜɵɦɢ ɹɜɥɹɸɬɫɹ ɫɥɟɞɭɸɳɢɟ ɪɟɡɭɥɶɬɚɬɵ ɪɚɛɨɬɵ: 
 ɧɨɜɚɹ ɦɨɞɟɥɶ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ ɞɥɹ ɨɛɦɟɧɚ 

ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɜ ɨɬɤɪɵɬɵɯ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ, 
ɨɬɥɢɱɢɬɟɥɶɧɚɹ ɨɫɨɛɟɧɧɨɫɬɶ ɤɨɬɨɪɨɣ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɭɫɬɪɚɧɟɧɢɢ ɭɝɪɨɡɵ 



8 
 

ɬɢɩɚ «ɱɟɥɨɜɟɤ ɩɨɫɟɪɟɞɢɧɟ» ɜ ɭɫɥɨɜɢɹɯ ɤɨɦɩɪɨɦɟɬɚɰɢɢ ɫɟɪɜɟɪɧɨɣ 
ɫɬɨɪɨɧɵ; 

 ɚɥɝɨɪɢɬɦɵ, ɪɟɚɥɢɡɭɸɳɢɟ ɢɧɮɪɚɫɬɪɭɤɬɭɪɭ ɤɥɸɱɟɣ ɲɢɮɪɨɜɚɧɢɹ ɩɨ 
ɧɟɫɤɨɥɶɤɢɦ ɤɚɧɚɥɚɦ ɢ ɩɪɨɬɨɤɨɥɚɦ ɫɜɹɡɢ ɫ ɰɟɥɶɸ ɪɚɡɞɟɥɟɧɢɹ ɨɛɳɟɝɨ 
ɫɟɤɪɟɬɚ. 

ɉɪɚɤɬɢɱɟɫɤɚя ɡɧɚɱɢɦɨɫɬɶ ɪɟɡɭɥɶɬɚɬɨɜ ɪɚɛɨɬɵ: 
 ɪɚɡɪɚɛɨɬɚɧ ɩɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ, ɪɟɚɥɢɡɭɸɳɢɣ ɩɪɟɞɥɚɝɚɟɦɭɸ 

ɢɧɮɨɪɦɚɰɢɨɧɧɭɸ ɫɢɫɬɟɦɭ; 
 ɩɪɟɞɥɨɠɟɧɚ ɦɚɫɲɬɚɛɢɪɭɟɦɚɹ ɚɪɯɢɬɟɤɬɭɪɚ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ, 

ɭɱɢɬɵɜɚɸɳɚɹ ɩɨɬɟɧɰɢɚɥɶɧɵɣ ɪɨɫɬ ɤɨɥɢɱɟɫɬɜɚ ɚɛɨɧɟɧɬɨɜ.  
Аɩɪɨɛɚɰɢя. Ɋɟɡɭɥɶɬɚɬɵ ɪɚɛɨɬɵ ɞɨɤɥɚɞɵɜɚɥɢɫɶ ɢ ɨɛɫɭɠɞɚɥɢɫɶ ɧɚ ɫɥɟɞɭɸɳɢɯ 

ɧɚɭɱɧɨ-ɬɟɯɧɢɱɟɫɤɢɯ ɤɨɧɮɟɪɟɧɰɢɹɯ: Ɇɟɠɞɭɧɚɪɨɞɧɚɹ ɧɚɭɱɧɨ-ɬɟɯɧɢɱɟɫɤɚɹ 
ɤɨɧɮɟɪɟɧɰɢɹ ɫɬɭɞɟɧɬɨɜ, ɚɫɩɢɪɚɧɬɨɜ, ɢ ɦɨɥɨɞɵɯ ɭɱɟɧɵɯ «ɇɚɭɱɧɚɹ ɫɟɫɫɢɹ ɌɍɋɍɊ», 
ɝ. Ɍɨɦɫɤ (2016, 2017 ɝɝ.), ɞɨɤɥɚɞɵ ɨɬɦɟɱɟɧɵ II ɢ III ɦɟɫɬɨɦ ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ; 
ȼɫɟɪɨɫɫɢɣɫɤɚɹ ɦɨɥɨɞɟɠɧɚɹ ɲɤɨɥɚ-ɫɟɦɢɧɚɪ ɩɨ ɩɪɨɛɥɟɦɚɦ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ 
ɛɟɡɨɩɚɫɧɨɫɬɢ «ɉȿɊɋɉȿɄɌɂȼȺ-2016», ɝ. Ɍɚɝɚɧɪɨɝ (2016 ɝ.). 

ɉɭɛɥɢɤɚɰɢɢ. ɉɨ ɬɟɦɟ ɞɢɫɫɟɪɬɚɰɢɢ ɨɩɭɛɥɢɤɨɜɚɧɨ 3 ɩɟɱɚɬɧɵɯ ɪɚɛɨɬ ɜ 
ɫɛɨɪɧɢɤɚɯ ɬɟɡɢɫɨɜ ɤɨɧɮɟɪɟɧɰɢɣ, ɨɫɧɨɜɧɵɟ ɩɨɥɨɠɟɧɢɹ ɢ ɪɟɡɭɥɶɬɚɬɵ ɪɚɛɨɬɵ 
ɩɪɢɧɹɬɵ ɤ ɩɭɛɥɢɤɚɰɢɢ ɜ ɧɚɭɱɧɨ-ɬɟɯɧɢɱɟɫɤɨɦ ɠɭɪɧɚɥɟ «ɉɪɨɝɪɚɦɦɧɚɹ ɢɧɠɟɧɟɪɢɹ» 
(ɩɟɪɟɱɟɧɶ ȼȺɄ), ɩɨɥɭɱɟɧɨ ɚɜɬɨɪɫɤɨɟ ɫɜɢɞɟɬɟɥɶɫɬɜɨ ɨ ɝɨɫɭɞɚɪɫɬɜɟɧɧɨɣ ɪɟɝɢɫɬɪɚɰɢɢ 
ɩɪɨɝɪɚɦɦɵ ɞɥɹ ɗȼɆ ɧɚ ɪɚɡɪɚɛɨɬɚɧɧɵɣ ɩɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ. 

ɋɬɪɭɤɬɭɪɚ ɢ ɨɛɴɟɦ ɪɚɛɨɬɵ. Ⱦɢɫɫɟɪɬɚɰɢɨɧɧɚɹ ɪɚɛɨɬɵ ɫɨɫɬɨɢɬ ɢɡ ɜɜɟɞɟɧɢɹ, 
4 ɝɥɚɜ, ɡɚɤɥɸɱɟɧɢɹ, ɫɩɢɫɤɚ ɥɢɬɟɪɚɬɭɪɵ (56 ɧɚɢɦɟɧɨɜɚɧɢɣ) ɢ 4 ɩɪɢɥɨɠɟɧɢɣ. 
Ɉɫɧɨɜɧɨɣ ɬɟɤɫɬ ɫɨɞɟɪɠɢɬ 88 ɫɬɪɚɧɢɰ, ɜɤɥɸɱɚɸɳɢɣ ɜ ɫɟɛɹ 33 ɪɢɫɭɧɤɨɜ, 21 ɬɚɛɥɢɰ, 
ɢ 7 ɮɨɪɦɭɥ. 

ɋɨɞɟɪɠɚɧɢɟ ɪɚɛɨɬɵ 
ȼɨ ɜɜɟɞɟɧɢɢ ɨɩɢɫɵɜɚɟɬɫɹ ɨɛɳɚɹ ɯɚɪɚɤɬɟɪɢɫɬɢɤɚ ɪɚɛɨɬɵ, ɨɛɨɫɧɨɜɵɜɚɟɬɫɹ 

ɚɤɬɭɚɥɶɧɨɫɬɶ ɞɢɫɫɟɪɬɚɰɢɨɧɧɨɣ ɪɚɛɨɬɵ, ɨɩɪɟɞɟɥɹɟɬɫɹ ɰɟɥɶ, ɮɨɪɦɭɥɢɪɭɸɬɫɹ ɡɚɞɚɱɢ 
ɢɫɫɥɟɞɨɜɚɧɢɹ, ɨɩɢɫɵɜɚɟɬɫɹ ɫɬɪɭɤɬɭɪɚ ɢ ɫɨɞɟɪɠɚɧɢɟ ɪɚɛɨɬɵ. 

ɉɟɪɜɚя ɝɥɚɜɚ ɩɨɫɜɹɳɟɧɚ ɨɛɡɨɪɭ ɬɟɯɧɢɱɟɫɤɨɣ ɞɨɤɭɦɟɧɬɚɰɢɢ, ɢɫɩɨɥɶɡɭɟɦɵɯ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɩɪɨɬɨɤɨɥɨɜ ɢ ɚɥɝɨɪɢɬɦɨɜ ɜ ɧɚɢɛɨɥɟɟ ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɯ 
ɚɧɚɥɨɝɢɱɧɵɯ ɫɢɫɬɟɦɚɯ ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɢ, ɫ ɰɟɥɶɸ ɜɵɹɜɥɟɧɢɹ ɩɨɬɟɧɰɢɚɥɶɧɵɯ 
ɭɝɪɨɡ ɛɟɡɨɩɚɫɧɨɫɬɢ. ȼ ɱɚɫɬɧɨɫɬɢ, ɪɚɫɫɦɚɬɪɢɜɚɸɬɫɹ ɫɢɫɬɟɦɵ WhatsApp, Viber, 
Telegram, Threema. Ɏɨɪɦɭɥɢɪɭɟɬɫɹ ɩɨɫɬɚɧɨɜɤɚ ɡɚɞɚɱɢ. 

Вɬɨɪɚя ɝɥɚɜɚ ɪɚɫɫɦɚɬɪɢɜɚɟɬ ɩɪɟɞɥɚɝɚɟɦɵɣ ɫɩɨɫɨɛ ɞɥɹ ɨɛɦɟɧɚ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɜ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ, 
ɭɱɢɬɵɜɚɸɳɢɣ ɜɨɡɦɨɠɧɭɸ ɤɨɦɩɪɨɦɟɬɚɰɢɸ ɰɟɧɬɪɚɥɶɧɨɣ ɱɚɫɬɢ, ɢ, ɩɪɚɤɬɢɱɟɫɤɢ, 
ɧɢɜɟɥɢɪɭɸɳɢɣ ɭɝɪɨɡɭ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ ɩɟɪɟɞɚɜɚɟɦɨɣ ɢɧɮɨɪɦɚɰɢɢ. ȼ ɞɚɧɧɨɣ 
ɝɥɚɜɟ ɨɩɢɫɵɜɚɟɬɫɹ ɪɟɲɟɧɢɟ ɞɥɹ ɨɛɟɫɩɟɱɟɧɢɹ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ ɨɬ 
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ɧɟɩɪɚɜɨɦɟɪɧɨɝɨ ɞɨɫɬɭɩɚ. ɉɪɢɜɨɞɢɬɫɹ ɦɨɞɟɥɶ ɪɚɡɪɚɛɨɬɚɧɧɨɣ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ 
ɫɢɫɬɟɦɵ. Ⱦɟɬɚɥɶɧɨ ɨɩɢɫɵɜɚɸɬɫɹ ɢɫɩɨɥɶɡɭɟɦɵɟ ɩɪɨɬɨɤɨɥɵ, ɢɧɮɪɚɫɬɪɭɤɬɭɪɚ 
ɤɥɸɱɟɣ, ɩɨɞɫɢɫɬɟɦɚ ɭɩɪɚɜɥɟɧɢɹ ɞɨɫɬɭɩɨɦ. 

Ɍɪɟɬɶя ɝɥɚɜɚ ɞɟɬɚɥɶɧɨ ɨɩɢɫɵɜɚɟɬ ɚɪɯɢɬɟɤɬɭɪɧɵɟ ɪɟɲɟɧɢɹ ɩɪɨɝɪɚɦɦɧɨɝɨ 
ɤɨɦɩɥɟɤɫɚ «ruMessanger». Ɋɚɫɫɦɚɬɪɢɜɚɸɬɫɹ ɢɫɩɨɥɶɡɭɟɦɵɟ ɢɧɫɬɪɭɦɟɧɬɵ ɞɥɹ 
ɪɚɡɪɚɛɨɬɤɢ, ɨɩɢɫɵɜɚɟɬɫɹ ɩɨɞɯɨɞ ɤ ɩɪɨɟɤɬɢɪɨɜɚɧɢɸ ɢ ɪɟɚɥɢɡɚɰɢɢ ɩɪɨɝɪɚɦɦɧɨɝɨ 
ɤɨɦɩɥɟɤɫɚ. Ⱦɚɟɬɫɹ ɨɩɢɫɚɧɢɟ ɩɨɞɫɢɫɬɟɦ, ɦɨɞɭɥɟɣ, ɩɪɨɬɨɤɨɥɨɜ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ 
ɱɚɫɬɟɣ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ, ɩɪɢɜɨɞɢɬɫɹ ɚɪɯɢɬɟɤɬɭɪɚ ɛɚɡɵ ɞɚɧɧɵɯ. Ɍɚɤɠɟ ɜ 
ɞɚɧɧɨɣ ɝɥɚɜɟ ɩɪɢɜɨɞɹɬɫɹ ɪɟɡɭɥɶɬɚɬɵ ɢ ɦɟɬɨɞɢɤɢ ɢɫɩɵɬɚɧɢɣ ɩɪɨɝɪɚɦɦɧɨɝɨ 
ɩɪɨɞɭɤɬɚ, ɧɚɰɟɥɟɧɧɵɟ ɧɚ ɨɛɟɫɩɟɱɟɧɢɟ ɤɚɱɟɫɬɜɚ. Ɉɩɢɫɵɜɚɸɬɫɹ ɫɪɟɞɫɬɜɚ ɢ ɩɨɪɹɞɨɤ 
ɬɟɫɬɢɪɨɜɚɧɢɹ, ɫɰɟɧɚɪɢɣ ɢ ɩɪɨɰɟɫɫ ɬɟɫɬɢɪɨɜɚɧɢɹ.  

Чɟɬɜɟɪɬɚя ɝɥɚɜɚ ɩɨɫɜɹɳɟɧɚ ɜɨɩɪɨɫɚɦ ɦɚɫɲɬɚɛɢɪɨɜɚɧɢɹ ɚɪɯɢɬɟɤɬɭɪɵ 
ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ. ɉɪɟɞɥɚɝɚɟɬɫɹ ɫɩɨɫɨɛ ɩɨ ɭɜɟɥɢɱɟɧɢɸ 
ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɫɟɪɜɟɪɧɨɣ ɫɬɨɪɨɧɵ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ.  
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Ƚɥɚɜɚ 1.  Ɉɛɡɨɪ ɢ ɚɧɚɥɢɡ ɫɭɳɟɫɬɜɭɸɳɢɯ ɪɟɲɟɧɢɣ 
 

Ʉɨɦɦɭɧɢɤɚɰɢɹ ɦɟɠɞɭ ɥɸɞɶɦɢ ɛɵɥɚ, ɟɫɬɶ ɢ ɛɭɞɟɬ ɨɞɧɨɣ ɢɡ ɜɚɠɧɟɣɲɢɯ 
ɫɨɫɬɚɜɥɹɸɳɢɯ ɞɟɹɬɟɥɶɧɨɫɬɢ ɱɟɥɨɜɟɤɚ. Ɍɚɤ ɜ 21 ɜɟɤɟ ɞɥɹ ɤɨɦɦɭɧɢɤɚɰɢɢ ɧɚ 
ɪɚɫɫɬɨɹɧɢɢ ɛɨɥɶɲɢɧɫɬɜɨ ɥɸɞɟɣ ɢɫɩɨɥɶɡɭɟɬ ɢɧɮɨɪɦɚɰɢɨɧɧɨ-ɤɨɦɦɭɧɢɤɚɰɢɨɧɧɵɟ 
ɬɟɯɧɨɥɨɝɢɢ (ɂɄɌ) ɢ ɫɟɬɶ ɂɧɬɟɪɧɟɬ, ɫɬɚɜɲɢɟ ɧɟɨɬɴɟɦɥɟɦɨɣ ɱɚɫɬɶɸ ɠɢɡɧɢ 
ɫɨɜɪɟɦɟɧɧɨɝɨ ɨɛɳɟɫɬɜɚ, ɢ ɨɫɧɨɜɨɣ ɞɥɹ ɪɚɡɜɢɬɢɹ ɟɝɨ ɩɨɬɟɧɰɢɚɥɚ. Ɍɨ ɟɫɬɶ, ɥɸɞɢ 
ɩɨɥɶɡɭɸɬɫɹ ɷɥɟɤɬɪɨɧɧɨɣ ɩɨɱɬɨɣ (email) ɢ ɫɢɫɬɟɦɚɦɢ ɦɝɧɨɜɟɧɧɨɝɨ ɨɛɦɟɧɚ 
ɫɨɨɛɳɟɧɢɹɦɢ (Instant messaging, IM) – ɦɟɫɫɟɧɞɠɟɪɵ. ȼ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ, 
ɷɥɟɤɬɪɨɧɧɚɹ ɩɨɱɬɚ ɜ ɨɛɥɚɫɬɢ ɥɢɱɧɨɣ ɤɨɦɦɭɧɢɤɚɰɢɢ ɨɬɨɲɥɚ ɧɚ ɜɬɨɪɨɣ ɩɥɚɧ, ɢ 
ɢɫɩɨɥɶɡɭɟɬɫɹ ɜ ɨɫɧɨɜɧɨɦ ɞɥɹ ɮɨɪɦɚɥɶɧɨɣ ɩɟɪɟɩɢɫɤɢ, ɧɟ ɬɪɟɛɭɸɳɟɣ ɛɵɫɬɪɨɝɨ 
ɨɬɜɟɬɚ. ȼɨɡɦɨɠɧɨɫɬɶ ɨɛɦɟɧɚ ɫɨɨɛɳɟɧɢɹɦɢ ɜ ɪɟɚɥɶɧɨɦ ɜɪɟɦɟɧɢ, ɩɨɡɜɨɥɢɥɚ IM 
ɫɢɫɬɟɦɚɦ ɡɚɧɹɬɶ ɩɟɪɜɨɟ ɦɟɫɬɨ ɩɨ ɱɢɫɥɭ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢ ɨɛɴɟɦɚɯ ɩɟɪɟɞɚɜɚɟɦɨɣ 
ɢɧɮɨɪɦɚɰɢɟɣ. Ɍɚɤ, ɧɚɩɪɢɦɟɪ, ɬɨɥɶɤɨ ɩɪɢɥɨɠɟɧɢɟɦ-ɦɟɫɫɟɧɞɠɟɪɨɦ WhatsApp 
ɩɨɥɶɡɭɸɬɫɹ ɛɨɥɟɟ 1 ɦɢɥɥɢɚɪɞɚ ɱɟɥɨɜɟɤ ɜ 180 ɫɬɪɚɧɚɯ [1], ɚ ɜ ɞɟɧɶ ɩɟɪɟɞɚɟɬɫɹ ɨɤɨɥɨ 
42 ɦɢɥɥɢɚɪɞɨɜ ɫɨɨɛɳɟɧɢɣ [2]. ɋɥɟɞɫɬɜɢɟɦ ɷɬɨɝɨ, ɨɫɨɛɨ ɚɤɬɭɚɥɶɧɨɣ ɫɬɚɧɨɜɢɬɶɫɹ 
ɡɚɞɚɱɚ ɩɨ ɨɛɟɫɩɟɱɟɧɢɸ ɛɟɡɨɩɚɫɧɨɝɨ ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ. 

Ɋɚɫɫɦɚɬɪɢɜɚɹ ɫɨɜɪɟɦɟɧɧɵɟ IM ɫɢɫɬɟɦɵ ɜ ɪɚɡɪɟɡɟ ɨɛɟɫɩɟɱɟɧɢɹ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ ɩɟɪɟɞɚɜɚɟɦɨɣ ɢɧɮɨɪɦɚɰɢɢ, ɦɨɠɧɨ ɨɫɨɛɨ ɜɵɞɟɥɢɬɶ ɬɚɤɢɟ 
ɫɢɫɬɟɦɵ, ɤɚɤ WhatsApp, Viber, Telegram, Threema, ɡɚ ɢɯ ɧɚɢɛɨɥɶɲɭɸ ɩɨɩɭɥɹɪɧɨɫɬɶ 
ɢ ɫɟɪɶёɡɧɵɟ ɦɟɯɚɧɢɡɦɵ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ. ɉɟɪɟɞ ɬɟɦ ɤɚɤ ɨɫɬɚɧɨɜɢɬɶɫɹ ɧɚ 
ɩɨɞɪɨɛɧɨɦ ɪɚɫɫɦɨɬɪɟɧɢɢ ɷɬɢɯ ɫɢɫɬɟɦ. Ɂɚɦɟɬɢɦ, ɱɬɨ ɩɪɟɞɫɬɚɜɥɟɧɧɵɟ ɫɢɫɬɟɦɵ, ɢ 
ɩɨɞɚɜɥɹɸɳɟɟ ɛɨɥɶɲɢɧɫɬɜɨ ɞɪɭɝɢɯ ɩɨɞɨɛɧɵɯ ɫɢɫɬɟɦ, ɩɨɫɬɪɨɟɧɵ ɧɚ ɤɥɢɟɧɬ-
ɫɟɪɜɟɪɧɨɣ ɚɪɯɢɬɟɤɬɭɪɟ. ɉɨɬɨɦɭ, ɱɬɨ ɷɬɚ ɚɪɯɢɬɟɤɬɭɪɚ ɩɨɜɵɲɚɟɬ ɭɩɪɚɜɥɹɟɦɨɫɬɶ IM 
ɫɢɫɬɟɦɵ ɜ ɰɟɥɨɦ, ɨɛɥɚɞɚɟɬ ɛɨɥɟɟ ɜɵɫɨɤɢɦ ɭɪɨɜɧɟɦ ɡɚɳɢɳёɧɧɨɫɬɢ ɞɚɧɧɵɯ [3], 
ɨɛɥɚɞɚɟɬ ɜɨɡɦɨɠɧɨɫɬɶɸ ɦɚɫɲɬɚɛɢɪɨɜɚɧɢɹ, ɚ ɬɚɤɠɟ ɭɜɟɥɢɱɢɜɚɟɬ ɧɚɞɟɠɧɨɫɬɶ 
ɯɪɚɧɟɧɢɹ ɨɛɪɚɛɚɬɵɜɚɟɦɵɯ ɢ ɪɟɡɟɪɜɧɵɯ ɞɚɧɧɵɯ, ɡɚ ɫɱёɬ ɩɟɪɟɞɚɱɢ ɨɬɜɟɬɫɬɜɟɧɧɨɫɬɢ 
ɡɚ ɫɨɯɪɚɧɧɨɫɬɶ ɞɚɧɧɵɯ ɧɚ ɫɟɪɜɟɪɧɭɸ ɫɬɨɪɨɧɭ, ɱɬɨ ɩɨɡɜɨɥɹɟɬ ɫɧɢɡɢɬɶ 
ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɟ ɡɚɬɪɚɬɵ ɧɚ ɨɛɫɥɭɠɢɜɚɧɢɟ. 

1.1 ɋɢɫɬɟɦɚ ɨɛɦɟɧɚ ɫɨɨɛɳɟɧɢɹɦɢ WhatsApp 
ɋɢɫɬɟɦɚ WhatsApp ɩɨɡɜɨɥɹɟɬ ɥɸɞɹɦ ɨɛɦɟɧɢɜɚɬɶɫɹ ɫɨɨɛɳɟɧɢɹɦɢ (ɜɤɥɸɱɚɹ 

ɬɟɤɫɬɨɜɵɟ ɫɨɨɛɳɟɧɢɹ, ɩɟɪɟɞɚɜɚɬɶ ɢɡɨɛɪɚɠɟɧɢɹ, ɜɢɞɟɨ, ɝɨɥɨɫɨɜɵɟ ɫɨɨɛɳɟɧɢɹ, 
ɮɚɣɥɵ) ɜ ɪɟɠɢɦɟ ɪɟɚɥɶɧɨɝɨ ɜɪɟɦɟɧɢ ɢ ɨɫɭɳɟɫɬɜɥɹɬɶ ɡɜɨɧɤɢ ɩɨ ɜɫɟɦɭ ɦɢɪɭ. Ɉɧɚ 
ɛɵɥɚ ɨɫɧɨɜɚɧɚ əɧɨɦ Ʉɭɦɨɦ ɢ Ȼɪɚɣɚɧɨɦ ɗɤɬɨɧɨɦ ɜ ɋɒȺ, ɢ ɩɪɟɞɫɬɚɜɥɟɧɚ ɜ 2009 
ɝɨɞɭ. ɇɚ ɫɟɝɨɞɧɹɲɧɢɣ ɞɟɧɶ WhatsApp ɩɪɢɧɚɞɥɟɠɢɬ Facebook Inc. ɢ ɡɚɧɢɦɚɟɬ 
ɥɢɞɢɪɭɸɳɟɟ ɦɟɫɬɨ ɩɨ ɤɨɥɢɱɟɫɬɜɭ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɫɪɟɞɢ IM ɫɢɫɬɟɦ. ȼ 2016 ɝɨɞɭ 
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ɪɚɡɪɚɛɨɬɱɢɤɢ ɜɧɟɞɪɢɥɢ ɜ WhatsApp ɬɟɯɧɨɥɨɝɢɸ ɨɤɨɧɟɱɧɨɝɨ ɲɢɮɪɨɜɚɧɢɹ (End-to-

end encryption, E2EE) [4] ɞɥɹ ɜɫɟɯ ɬɢɩɨɜ ɤɥɢɟɧɬɫɤɢɯ ɩɪɢɥɨɠɟɧɢɣ. ɉɨ ɡɚɹɜɥɟɧɢɸ 
ɪɚɡɪɚɛɨɬɱɢɤɨɜ, ɫɟɪɜɟɪɚ WhatsApp ɯɪɚɧɹɬ ɬɨɥɶɤɨ ɧɟ ɩɪɢɧɹɬɵɟ ɫɨɨɛɳɟɧɢɹ ɚɛɨɧɟɧɬɨɜ, 
ɚ ɨɫɬɚɥɶɧɵɟ ɫɨɨɛɳɟɧɢɹ ɯɪɚɧɹɬɫɹ ɜ ɩɚɦɹɬɢ ɨɤɨɧɟɱɧɨɝɨ ɭɫɬɪɨɣɫɬɜɚ. Ɋɚɫɫɦɨɬɪɢɦ 
ɧɚɢɛɨɥɟɟ ɜɚɠɧɵɟ ɷɬɚɩɵ ɪɚɛɨɬɵ WhatsApp ɫ ɩɨɡɢɰɢɢ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ 
ɛɟɡɨɩɚɫɧɨɫɬɢ. 

1.1.1 Ɋɟɝɢɫɬɪɚɰɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɫɨɡɞɚɧɢɹ ɥɢɱɧɵɯ ɤɥɸɱɟɣ 
ɉɪɢ ɭɫɬɚɧɨɜɤɢ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ WhatsApp ɞɥɹ ɦɨɛɢɥɶɧɨɝɨ 

ɭɫɬɪɨɣɫɬɜɚ, ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɫ ɩɨɦɨɳɶɸ ɫɦɫ-ɤɨɞɚ. 
Ⱦɚɥɟɟ, ɝɟɧɟɪɢɪɭɸɬɫɹ ɬɪɢ ɚɫɫɢɦɟɬɪɢɱɧɵɯ ɤɥɸɱɚ ɲɢɮɪɨɜɚɧɢɹ ɧɚ ɷɥɥɢɩɬɢɱɟɫɤɨɣ 
ɤɪɢɜɨɣ Curve25519 [5]. Ƚɟɧɟɪɢɪɭɟɦɵɟ ɚɫɫɢɦɟɬɪɢɱɧɵɟ ɤɥɸɱɢ, ɩɪɢɜɟɞɟɧɵ ɜ  
ɬɚɛɥɢɰɟ 1, ɢɫɩɨɥɶɡɭɸɬɫɹ ɞɥɹ ɭɫɬɚɧɨɜɥɟɧɢɹ ɫɟɚɧɫɚ ɫɜɹɡɢ ɦɟɠɞɭ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ 
(ɚɛɨɧɟɧɬɚɦɢ) ɫɢɫɬɟɦɵ WhatsApp. 

 
Ɍɚɛɥɢɰɚ 1 – Ⱥɫɫɢɦɟɬɪɢɱɧɵɟ ɤɥɸɱɢ ɩɨɥɶɡɨɜɚɬɟɥɹ 

Ɉɛɨɡɧɚɱɟɧɢɟ Ɉɩɢɫɚɧɢɟ 
Identity Key = ( , )pk skIK IK   Ⱦɨɥɝɨɜɪɟɦɟɧɧɚɹ, ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɚɹ ɤɥɸɱɟɜɚɹ ɩɚɪɚ 

ɩɨɥɶɡɨɜɚɬɟɥɹ.  
Signed Pre Key = ( , )pk skSK SK  ɋɪɟɞɧɟɫɪɨɱɧɚɹ, ɩɨɞɩɢɫɵɜɚɸɳɚɹ ɤɥɸɱɟɜɚɹ ɩɚɪɚ 

ɩɨɥɶɡɨɜɚɬɟɥɹ. 
One-Time Pre Keys = ( , )pk skOK OK  ɋɩɢɫɨɤ ɢɡ ɪɚɡɨɜɵɯ, ɤɪɚɬɤɨɜɪɟɦɟɧɧɵɯ, ɤɥɸɱɟɣ 

ɩɨɥɶɡɨɜɚɬɟɥɹ. 
 

ɇɚ ɷɬɚɩɟ ɪɟɝɢɫɬɪɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɫɢɫɬɟɦɟ WhatsApp, ɤɥɢɟɧɬɫɤɨɟ 
ɩɪɢɥɨɠɟɧɢɟ ɨɫɭɳɟɫɬɜɥɹɟɬ ɩɟɪɟɞɚɱɭ ɨɬɤɪɵɬɵɯ ɤɥɸɱɟɣ: 

pkIK , 
pkSK , 

pkOK  –
ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ. Ʉɚɤ ɨɬɦɟɱɚɟɬɫɹ ɜ [6], ɫɟɪɜɟɪ WhatsApp ɯɪɚɧɢɬ ɬɨɥɶɤɨ ɨɬɤɪɵɬɵɟ 
ɤɥɸɱɢ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɢ ɧɢ ɢɦɟɟɬ ɞɨɫɬɭɩɚ ɤ ɡɚɤɪɵɬɵɦ ɤɥɸɱɚɦ. 

1.1.2 ɋɨɡɞɚɧɢɟ ɡɚɳɢɳɟɧɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ 
Ʉɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɶ ɩɟɪɟɞɚɜɚɟɦɨɣ ɢɧɮɨɪɦɚɰɢɢ ɜ ɫɢɫɬɟɦɟ WhatsApp ɦɟɠɞɭ 

ɤɥɢɟɧɬɫɤɢɦ ɢ ɫɟɪɜɟɪɧɵɦ ɩɪɢɥɨɠɟɧɢɹɦɢ ɛɚɡɢɪɭɟɬɫɹ ɧɚ ɩɪɨɬɨɤɨɥɟ Noise Pipes [7], 
ɜɤɥɸɱɚɸɳɢɣ ɜ ɫɟɛɹ ɩɪɨɬɨɤɨɥ Ⱦɢɮɮɢ-ɏɟɥɥɦɚɧɚ ɧɚ ɷɥɥɢɩɬɢɱɟɫɤɢɯ ɤɪɢɜɵɯ (Elliptic 

Curve Diffie-Hellman, ECDH) ɞɥɹ ɜɵɪɚɛɨɬɤɢ ɤɥɸɱɟɣ ɲɢɮɪɨɜɚɧɢɹ, ɚɥɝɨɪɢɬɦɟ 
ɲɢɮɪɨɜɚɧɢɹ AES ɜ ɪɟɠɢɦɟ ɫɱɟɬɱɢɤɚ ɫ ɚɭɬɟɧɬɢɮɢɤɚɰɢɟɣ Ƚɚɥɭɚ (Galois Counter 

Mode, GCM) [8], ɢ ɯɷɲ-ɮɭɧɤɰɢɢ SHA-256 [9]. 
Ⱦɥɹ ɭɫɬɚɧɨɜɥɟɧɢɹ ɛɟɡɨɩɚɫɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ ɦɟɠɞɭ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ 

ɢɫɩɨɥɶɡɭɟɬɫɹ ɩɪɨɬɨɤɨɥ Signal Protocol [10], ɪɚɡɪɚɛɨɬɚɧɧɵɣ ɨɪɝɚɧɢɡɚɰɢɟɣ Open 

Whisper Systems. ɉɪɨɬɨɤɨɥ ɩɨɡɜɨɥɹɟɬ ɨɪɝɚɧɢɡɨɜɚɬɶ ɦɟɠɞɭ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ E2EE, 
ɩɭɬɟɦ ɜɵɪɚɛɨɬɤɢ ɨɛɳɟɝɨ ɞɨɥɝɨɫɪɨɱɧɨɝɨ ɫɟɤɪɟɬɧɨɝɨ ɤɥɸɱɚ ɦɟɠɞɭ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ 
– ɦɚɫɬɟɪ-ɤɥɸɱɚ.  ɉɪɨɰɟɫɫ ɫɨɡɞɚɧɢɹ ɡɚɳɢɳɟɧɧɨɝɨ ɫɟɚɧɫɚ ɫɜɹɡɢ [6] ɦɟɠɞɭ 
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ɨɬɩɪɚɜɢɬɟɥɟɦ ɢ ɩɨɥɭɱɚɬɟɥɟɦ (S ɢ R ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ), ɬ.ɟ. ɦɚɫɬɟɪ-ɤɥɸɱɚ, ɦɨɠɧɨ 
ɨɩɢɫɚɬɶ ɫɥɟɞɭɸɳɢɦ ɚɥɝɨɪɢɬɦɨɦ:  

ɒɚɝ 1: Ɉɬɩɪɚɜɢɬɟɥɶ ɡɚɩɪɚɲɢɜɚɟɬ ɨɬ ɫɟɪɜɟɪɚ ɨɬɤɪɵɬɵɟ ɤɥɸɱɢ ɩɨɥɭɱɚɬɟɥɹ, 
ɬ.ɟ. R

pkIK , R

pkSK , R

pkOK ; 

ɒɚɝ 2: ɋɟɪɜɟɪ ɜɨɡɜɪɚɳɚɟɬ ɨɬɤɪɵɬɵɟ ɤɥɸɱɢ. Ɉɬɤɪɵɬɵɣ ɤɥɸɱ R

pkOK

ɢɫɩɨɥɶɡɭɟɬɫɹ ɬɨɥɶɤɨ ɨɞɢɧ ɪɚɡ, ɢ ɩɨɫɥɟ ɡɚɩɪɨɫɚ, ɨɧ ɭɞɚɥɹɟɬɫɹ ɢɡ ɯɪɚɧɢɥɢɳɚ ɫɟɪɜɟɪɚ. 
ȿɫɥɢ ɩɨɥɭɱɚɬɟɥɶ ɧɟ ɩɨɩɨɥɧɢɥ ɩɭɫɬɨɣ ɫɩɢɫɨɤ ɪɚɡɨɜɵɯ ɨɬɤɪɵɬɵɯ ɤɥɸɱɟɣ One-Time 

Pre Keys, ɬɨ ɨɬɤɪɵɬɵɣ ɤɥɸɱ R

pkOK  ɧɟ ɜɨɡɜɪɚɳɚɟɬɫɹ; 

ɒɚɝ 3: Ɉɬɩɪɚɜɢɬɟɥɶ ɫɨɯɪɚɧɹɟɬ ɨɬɤɪɵɬɵɟ ɤɥɸɱɢ ɩɨɥɭɱɚɬɟɥɹ; 
ɒɚɝ 4: Ɉɬɩɪɚɜɢɬɟɥɶ ɝɟɧɟɪɢɪɭɟɬ ɧɚ Curve25519 ɷɮɟɦɟɪɧɭɸ ɤɥɸɱɟɜɭɸ ɩɚɪɭ, 

ɬ.ɟ. ( , )S S

pk skEK EK ; 

ɒɚɝ 5: Ɉɬɩɪɚɜɢɬɟɥɶ ɡɚɝɪɭɠɚɟɬ ɫɜɨɸ ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɭɸ ɤɥɸɱɟɜɭɸ ɩɚɪɭ, 
ɬ.ɟ. Identity Key SIK ; 

ɒɚɝ 6: Ɉɬɩɪɚɜɢɬɟɥɶ ɜɵɱɢɫɥɹɟɬ ɦɚɫɬɟɪ-ɫɟɤɪɟɬ, ɢɫɩɨɥɶɡɭɹ ɞɥɹ ɷɬɨɝɨ ɫɜɨɢ 
ɡɚɤɪɵɬɵɟ ɤɥɸɱɢ ɢ ɨɬɤɪɵɬɵɟ ɤɥɸɱɢ ɩɨɥɭɱɚɬɟɥɹ, ɬ.ɟ. || || c || dMS a b , ɝɞɟ 

( , )S R

sk pka ECDH IK SK , ( , )S R

sk pkb ECDH EK IK , ( , )S R

sk pkc ECDH EK SK ,
( , )S R

sk pkd ECDH EK OK . ȿɫɥɢ R

pkOK  ɨɬɫɭɬɫɬɜɭɟɬ, ɬɨ ɜɵɱɢɫɥɟɧɢɟ d  ɧɟ ɩɪɨɢɡɜɨɞɢɬɫɹ; 

ɒɚɝ 7: Ɉɬɩɪɚɜɢɬɟɥɶ, ɢɫɩɨɥɶɡɭɹ HKDF [11] ɢ ɦɚɫɬɟɪ-ɫɟɤɪɟɬ (MS), ɫɨɡɞɚɟɬ 
Root (RK) ɢ Chain (CK) ɤɥɸɱɢ (ɫɦ. ɪɚɡɞɟɥ 1.1.3), ɬ.ɟ. RK=CK=HKDF(MS). 
ɇɟɨɛɯɨɞɢɦɵɟ ɞɥɹ ɫɨɡɞɚɧɢɹ ɤɥɸɱɚ ɲɢɮɪɨɜɚɧɢɹ ɫɨɨɛɳɟɧɢɣ. 

ɉɨɫɥɟ ɫɨɡɞɚɧɢɹ ɫɟɚɧɫɚ ɫɜɹɡɢ, ɩɨɥɭɱɚɬɟɥɶ ɨɫɭɳɟɫɬɜɥɹɟɬ ɩɪɢɟɦ ɨɬɤɪɵɬɵɯ 
ɤɥɸɱɟɣ ɨɬɩɪɚɜɢɬɟɥɹ ɢ ɜɵɱɢɫɥɹɟɬ ɨɛɳɢɣ ɫɟɤɪɟɬɚ, ɱɬɨ ɦɨɠɧɨ ɨɩɢɫɚɬɶ ɫɥɟɞɭɸɳɢɦ 
ɚɥɝɨɪɢɬɦɨɦ: 

ɒɚɝ 1: Ɉɬɩɪɚɜɢɬɟɥɶ ɩɟɪɟɞɚɟɬ ɩɨɥɭɱɚɬɟɥɸ ɫɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ 
ɧɚɫɬɪɨɣɤɢ ɫɟɚɧɫɚ ɫɜɹɡɢ, ɬ.ɟ. S

pkIK , S

pkSK , S

pkOK , S

pkEK ; 

ɒɚɝ 2: ɉɨɥɭɱɚɬɟɥɶ ɩɪɢɧɢɦɚɟɬ ɫɨɨɛɳɟɧɢɟ ɨɬ ɨɬɩɪɚɜɢɬɟɥɹ, ɡɚɬɟɦ ɜɵɱɢɫɥɹɟɬ 
ɦɚɫɬɟɪ-ɫɟɤɪɟɬ (MS), ɢɫɩɨɥɶɡɭɹ ɫɜɨɢ ɡɚɤɪɵɬɵɟ ɤɥɸɱɢ ɢ ɩɨɥɭɱɟɧɧɵɟ ɨɬɤɪɵɬɵɟ 
ɤɥɸɱɢ ɨɬɩɪɚɜɢɬɟɥɹ, ɬ.ɟ. || || c || dM S a b , ɝɞɟ ( , )R S

sk pka ECDH IK SK , 
( , )R S

sk pkb ECDH EK IK , ( , )R S

sk pkc ECDH EK SK , ( , )R S

sk pkd ECDH EK OK ; 

ɒɚɝ 3: ɉɨɥɭɱɚɬɟɥɶ ɭɞɚɥɹɟɬ ɢɫɩɨɥɶɡɨɜɚɧɧɵɣ ɨɬɩɪɚɜɢɬɟɥɟɦ ( , )R R

pk skOK OK ; 

ɒɚɝ 4: ɉɨɥɭɱɚɬɟɥɶ, ɢɫɩɨɥɶɡɭɹ HKDF ɢ ɦɚɫɬɟɪ-ɫɟɤɪɟɬ (MS), ɫɨɡɞɚɟɬ Root 

(RK) ɢ Chain (CK) ɤɥɸɱɢ (ɫɦɨɬɪɢɬɟ ɪɚɡɞɟɥ 1.1.3), ɬ.ɟ. RK=CK=HKDF(MS). 
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Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɫɱɢɬɚɟɬɫɹ, ɱɬɨ ɫɟɚɧɫ ɡɚɳɢɳɟɧɧɨɣ ɫɜɹɡɢ ɛɵɥ ɭɫɬɚɧɨɜɥɟɧ, ɢ 
ɩɨɥɶɡɨɜɚɬɟɥɢ ɦɨɝɭɬ ɛɟɡɨɩɚɫɧɨ ɨɬɩɪɚɜɥɹɬɶ ɫɨɨɛɳɟɧɢɹ ɞɪɭɝ ɞɪɭɝɭ. 

1.1.3 Ɉɛɦɟɧ ɫɨɨɛɳɟɧɢɹɦɢ 
Ɂɚɳɢɬɚ ɩɟɪɟɞɚɜɚɟɦɵɯ ɫɨɨɛɳɟɧɢɣ ɞɨɫɬɢɝɚɟɬɫɹ ɩɭɬɟɦ ɢɯ ɲɢɮɪɨɜɚɧɢɹ ɩɨ 

ɚɥɝɨɪɢɬɦɭ AES ɜ ɪɟɠɢɦɟ ɫɰɟɩɥɟɧɢɹ ɛɥɨɤɨɜ ɲɢɮɪɬɟɤɫɬɚ (Cipher Block Chaining, 
CBC), ɚ ɞɥɹ ɩɪɨɜɟɪɤɢ ɰɟɥɨɫɬɧɨɫɬɢ ɫɨɨɛɳɟɧɢɣ, ɢɫɩɨɥɶɡɭɟɬɫɹ ɤɨɞ ɚɭɬɟɧɬɢɱɧɨɫɬɢ 
ɫɨɨɛɳɟɧɢɹ (Message authentication code, MAC) ɜɵɱɢɫɥɹɟɦɵɣ ɩɨ HMAC-SHA256 
[12]. Ʉɚɤ ɛɵɥɨ ɭɩɨɦɹɧɭɬɨ ɜ ɪɚɡɞɟɥɟ 1.1.2, ɞɥɹ ɫɨɡɞɚɧɢɹ ɤɥɸɱɚ ɲɢɮɪɨɜɚɧɢɹ 
ɫɨɨɛɳɟɧɢɣ MK ɦɟɠɞɭ ɞɜɭɦɹ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ, ɜɵɪɚɛɚɬɵɜɚɸɬɫɹ ɬɪɢ ɫɢɦɦɟɬɪɢɱɧɵɯ 
ɤɥɸɱɚ, ɤɨɬɨɪɵɟ ɩɪɢɜɟɞɟɧɵ ɜ ɬɚɛɥɢɰɟ 2. 

 
Ɍɚɛɥɢɰɚ 2 – ɋɢɦɦɟɬɪɢɱɧɵɟ ɤɥɸɱɢ, ɢɫɩɨɥɶɡɭɟɦɵɟ ɞɥɹ ɡɚɳɢɬɵ ɫɨɨɛɳɟɧɢɹ 

Ɉɛɨɡɧɚɱɟɧɢɟ Ɉɩɢɫɚɧɢɟ 
Root Key = RK Ʉɨɪɧɟɜɨɣ ɤɥɸɱ, ɪɚɡɦɟɪɨɦ 32 ɛɚɣɬ. ȼɵɪɚɛɚɬɵɜɚɟɬɫɹ ɢɡ ɦɚɫɬɟɪ-ɫɟɤɪɟɬɚ 

(MS), ɩɪɟɞɧɚɡɧɚɱɟɧ ɞɥɹ ɜɵɪɚɛɨɬɤɢ Chain Key. 
Chain Key = CK Ʉɥɸɱ ɰɟɩɨɱɤɢ, ɪɚɡɦɟɪɨɦ 32 ɛɚɣɬ. ȼɵɪɚɛɚɬɵɜɚɟɬɫɹ ɢɡ Root Key, 

ɩɪɟɞɧɚɡɧɚɱɟɧ ɞɥɹ ɜɵɪɚɛɨɬɤɢ Message Key. 
Message Key = MK ɗɮɟɦɟɪɧɵɣ (ɪɚɡɨɜɵɣ) ɤɥɸɱ ɫɨɨɛɳɟɧɢɹ, ɪɚɡɦɟɪɨɦ 80 ɛɚɣɬ. 

ȼɵɪɚɛɚɬɵɜɚɟɬɫɹ ɢɡ Chain Key, ɩɪɟɞɧɚɡɧɚɱɟɧ ɞɥɹ ɲɢɮɪɨɜɚɧɢɹ 
ɫɨɨɛɳɟɧɢɹ. ɂɡ 80 ɛɚɣɬ, 32 ɛɚɣɬɚ ɢɫɩɨɥɶɡɭɸɬɫɹ ɜ ɤɚɱɟɫɬɜɟ ɤɥɸɱɚ ɞɥɹ 
AES, ɫɥɟɞɭɸɳɢɟ 32 ɛɚɣɬɚ ɢɫɩɨɥɶɡɭɸɬɫɹ ɜ ɤɚɱɟɫɬɜɟ ɤɥɸɱɚ ɞɥɹ HMAC-

SHA256, ɚ ɨɫɬɚɜɲɢɟɫɹ 16 ɛɚɣɬ ɢɫɩɨɥɶɡɭɸɬɫɹ ɤɚɤ ɜɟɤɬɨɪ 
ɢɧɢɰɢɚɥɢɡɚɰɢɢ. 

 
ɋ ɤɚɠɞɵɦ ɨɬɩɪɚɜɥɟɧɧɵɦ ɫɨɨɛɳɟɧɢɟɦ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɨɛɧɨɜɥɟɧɢɟ ɤɥɸɱɚ 

ɫɨɨɛɳɟɧɢɹ MK ɩɨ ɚɥɝɨɪɢɬɦɭ «Double Ratchet» [13]. 

1.1.3.1 Ⱥɥɝɨɪɢɬɦ Double Ratchet ɜ ɫɢɫɬɟɦɟ WhatsApp 
Ⱥɥɝɨɪɢɬɦ «Double Ratchet» [13] ɩɨɡɜɨɥɹɟɬ ɞɜɭɦ ɫɬɨɪɨɧɚɦ ɫɨɡɞɚɬɶ ɨɛɳɢɣ, 

ɫɟɤɪɟɬɧɵɣ, ɫɢɦɦɟɬɪɢɱɧɵɣ ɤɥɸɱ ɲɢɮɪɨɜɚɧɢɹ ɫ ɩɨɫɥɟɞɭɸɳɢɦ ɨɛɧɨɜɥɟɧɢɟɦ ɤɥɸɱɚ 
ɲɢɮɪɨɜɚɧɢɹ ɞɥɹ ɤɚɠɞɨɝɨ ɩɟɪɟɞɚɜɚɟɦɨɝɨ ɫɨɨɛɳɟɧɢɹ. Ⱦɚɧɧɵɣ ɚɥɝɨɪɢɬɦ ɨɛɥɚɞɚɟɬ 
ɫɜɨɣɫɬɜɨɦ ɫɨɜɟɪɲɟɧɧɨ ɩɪɹɦɨɣ ɫɟɤɪɟɬɧɨɫɬɢ (Perfect forward secrecy, PFS) [14], ɱɬɨ 
ɨɛɟɫɩɟɱɢɜɚɟɬ ɟɝɨ ɲɢɪɨɤɨɟ ɪɚɫɩɪɨɫɬɪɚɧɟɧɢɟ, ɧɚɩɪɢɦɟɪ, ɜ ɬɚɤɢɯ ɢɡɜɟɫɬɧɵɯ IM 

ɫɢɫɬɟɦɚɯ, ɤɚɤ Signal, WhatsApp, Viber, Facebook Messenger, ɢ ɞɪ. Ⱥɥɝɨɪɢɬɦ «Double 

Ratchet» ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɤɨɦɛɢɧɚɰɢɸ ɞɜɭɯ ɚɥɝɨɪɢɬɦɨɜ «Symmetric-key ratchet» 

ɢ «DH Ratchet» [13].  Ɋɚɫɫɦɨɬɪɢɦ ɚɥɝɨɪɢɬɦ «Double Ratchet» ɜ ɤɨɧɬɟɤɫɬɟ ɫɢɫɬɟɦɵ 
WhatsApp. 

Ⱦɥɹ ɤɚɠɞɨɝɨ ɧɨɜɨɝɨ ɫɨɨɛɳɟɧɢɹ ɨɬɩɪɚɜɢɬɟɥɶ ɜɵɱɢɫɥɹɟɬ ɤɥɸɱ ɫɨɨɛɳɟɧɢɹ. 
ɂɡɧɚɱɚɥɶɧɨ ɩɨɥɚɝɚɟɬɫɹ, ɱɬɨ CK=MK. ɇɚ ɩɟɪɜɨɦ ɷɬɚɩɟ ɜɵɩɨɥɧɹɟɬɫɹ ɚɥɝɨɪɢɬɦ 
«Symmetric-key ratchet». Ɉɧ ɜɵɱɢɫɥɹɟɬ ɯɷɲ-ɤɨɞ ɨɬ ɤɥɸɱɚ ɰɟɩɨɱɤɢ CK ɩɨ         



14 
 

HMAC-SHA256, ɱɬɨ ɩɨɡɜɨɥɹɟɬ ɜɵɪɚɛɨɬɚɬɶ ɧɨɜɵɣ ɤɥɸɱ ɫɨɨɛɳɟɧɢɹ MK. ȼɵɲɟ 
ɧɚɩɢɫɚɧɧɨɟ ɦɨɠɧɨ ɫɮɨɪɦɭɥɢɪɨɜɚɬɶ ɫɥɟɞɭɸɳɢɦ ɚɥɝɨɪɢɬɦɨɦ: 

ɒɚɝ 1: Ɉɬɩɪɚɜɢɬɟɥɶ ɜɵɱɢɫɥɹɟɬ MK=HMAC-SHA256(CK, 0x01);  
ɒɚɝ 2: ɉɟɪɟɫɱɢɬɚɬɶ CK=HMAC-SHA256(CK, 0x02).  
ȼɬɨɪɨɣ ɷɬɚɩ, ɧɚɡɵɜɚɟɦɵɣ «DH Ratchet», ɜɵɩɨɥɧɹɟɬɫɹ ɩɪɢ ɩɨɥɭɱɟɧɢɢ 

ɫɨɨɛɳɟɧɢɹ ɨɬ ɨɬɩɪɚɜɢɬɟɥɹ. ɉɨɦɢɦɨ ɲɢɮɪɬɟɤɫɬɚ, ɫɨɨɛɳɟɧɢɟ ɫɨɞɟɪɠɢɬ ɨɬɤɪɵɬɵɣ 
ɤɥɸɱ S

pkEK , ɧɨɜɨɣ ɷɮɟɦɟɪɧɨɣ ɩɚɪɵ ( , )S S

pk skEK EK , ɤɨɬɨɪɚɹ ɛɵɥɚ ɫɝɟɧɟɪɢɪɨɜɚɧɚ 
ɨɬɩɪɚɜɢɬɟɥɟɦ ɧɚ Curve25519 ɩɟɪɟɞ ɨɬɩɪɚɜɤɨɣ ɫɨɨɛɳɟɧɢɹ. Ⱥɧɚɥɨɝɢɱɧɨ 
ɨɬɩɪɚɜɢɬɟɥɸ, ɩɨɥɭɱɚɬɟɥɶ ɝɟɧɟɪɢɪɭɟɬ ɧɨɜɭɸ ɷɮɟɦɟɪɧɭɸ ɩɚɪɭ ( , )R R

pk skEK EK  ɧɚ 
Curve25519, ɨɬɤɪɵɬɵɣ ɤɥɸɱ R

pkEK  ɩɟɪɟɞɚɟɬɫɹ ɨɬɩɪɚɜɢɬɟɥɸ. Ɂɚɬɟɦ, ɩɨɥɭɱɚɬɟɥɶ 
ɜɵɪɚɛɚɬɵɜɚɟɬ ɧɨɜɵɟ CK ɢ RK: 

ɒɚɝ 1: ɉɨɥɭɱɚɬɟɥɶ ɜɵɱɢɫɥɹɟɬ ɷɮɟɦɟɪɧɵɣ ɫɟɤɪɟɬ, ɬ.ɟ. 
( , )R S

sk pkES ECDH EK EK ; 

ɒɚɝ 2: ɉɟɪɟɫɱɢɬɚɬɶ , ( , )CK RK HKDF RK ES . 

ȿɫɥɢ ɨɬɩɪɚɜɢɬɟɥɶ ɩɟɪɟɞɚɥ ɜɬɨɪɨɟ ɢ ɩɨɫɥɟɞɭɸɳɢɟ ɫɨɨɛɳɟɧɢɹ ɞɨ ɩɨɥɭɱɟɧɢɹ ɨɬɜɟɬɚ 
ɨɬ ɩɨɥɭɱɚɬɟɥɹ, ɬɨ ɧɨɜɵɟ ɡɧɚɱɟɧɢɹ ɞɥɹ CK ɢ MK ɜɵɱɢɫɥɹɸɬɫɹ ɫɨɝɥɚɫɧɨ ɚɥɝɨɪɢɬɦɭ 
«Symmetric-key ratchet», ɨɩɢɫɚɧɧɨɦɭ ɧɚ ɩɟɪɜɨɦ ɷɬɚɩɟ. 

1.1.4 ɉɪɨɜɟɪɤɚ ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɫɨɛɟɫɟɞɧɢɤɚ 
ɉɪɢ ɨɛɦɟɧɟ ɫɨɨɛɳɟɧɢɹɦɢ, ɜɨɡɦɨɠɧɚ ɫɢɬɭɚɰɢɹ, ɩɪɢ ɤɨɬɨɪɨɣ 

ɡɥɨɭɦɵɲɥɟɧɧɢɤ ɨɤɚɡɵɜɚɟɬɫɹ ɩɨɫɪɟɞɧɢɤɨɦ ɦɟɠɞɭ ɨɬɩɪɚɜɢɬɟɥɟɦ ɢ ɩɨɥɭɱɚɬɟɥɟɦ. Ɍɨ 
ɟɫɬɶ, ɡɥɨɭɦɵɲɥɟɧɧɢɤ ɪɟɚɥɢɡɭɟɬ ɚɬɚɤɭ «ɱɟɥɨɜɟɤ ɩɨɫɟɪɟɞɢɧɟ» (Man-in-the-middel, 
MITM) [4, 14]. Ⱦɥɹ ɡɚɳɢɬɵ ɨɬ MITM-ɚɬɚɤ ɩɨɥɶɡɨɜɚɬɟɥɹɦ ɩɪɟɞɥɚɝɚɟɬɫɹ ɩɨ ɫɬɨɪɨɧɧɢɦ 
ɤɚɧɚɥɚɦ ɫɜɹɡɢ, ɥɢɛɨ ɩɪɢ ɥɢɱɧɨɣ ɜɫɬɪɟɱɢ ɜɟɪɢɮɢɰɢɪɨɜɚɬɶ ɢɯ QR-ɤɨɞɵ ɢɥɢ 60-
ɡɧɚɱɧɵɣ ɧɨɦɟɪ.  

ɋɨɝɥɚɫɧɨ [6], QR-ɤɨɞ ɮɨɪɦɢɪɭɟɬɫɹ ɢɡ: 
 ɜɟɪɫɢɢ; 
 ɢɞɟɧɬɢɮɢɤɚɬɨɪɚ ɨɛɨɢɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ; 
 32-ɛɢɬɧɨɝɨ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ 

pkIK , ɨɛɨɢɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ. 
Ʉɨɝɞɚ ɩɨɥɶɡɨɜɚɬɟɥɶ ɫɤɚɧɢɪɭɸɬ QR-ɤɨɞ ɫɨɛɟɫɟɞɧɢɤɚ, ɬɨ ɫɪɚɜɧɢɜɚɸɬɫɹ 

ɨɬɤɪɵɬɵɟ ɤɥɸɱɢ 
pkIK  ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɨɣ ɩɚɪɵ. ɗɬɨ ɩɨɡɜɨɥɹɟɬ ɝɚɪɚɧɬɢɪɨɜɚɬɶ, ɱɬɨ 

ɫɨɞɟɪɠɚɳɢɟɫɹ ɤɥɸɱɢ ɜ QR-ɤɨɞɟ ɩɨɥɭɱɟɧɵ ɨɬ ɫɟɪɜɟɪɚ.  
ȼɟɪɢɮɢɤɚɰɢɨɧɧɵɣ 60-ɡɧɚɱɧɵɣ ɧɨɦɟɪ ɜɵɱɢɫɥɹɟɬɫɹ ɩɭɬɟɦ ɫɨɟɞɢɧɟɧɢɹ 

(ɤɨɧɤɚɬɟɧɚɰɢɢ) ɞɜɭɯ 30-ɡɧɚɱɧɵɯ ɨɬɩɟɱɚɬɤɨɜ, ɩɨɥɭɱɟɧɧɵɯ ɞɥɹ ɤɚɠɞɨɝɨ ɨɬɤɪɵɬɨɝɨ 
ɤɥɸɱɚ 

pkIK  ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɨɣ ɩɚɪɵ. ȼɵɱɢɫɥɟɧɢɟ 30-ɡɧɚɱɧɨɝɨ ɨɬɩɟɱɚɬɤɚ, 
ɜɵɩɨɥɧɹɟɬɫɹ ɩɨ ɧɢɠɟ ɩɪɢɜɟɞɟɧɧɨɦɭ ɚɥɝɨɪɢɬɦɭ: 
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ɒɚɝ 1: ɂɬɟɪɚɬɢɜɧɨ, 5200 ɪɚɡ, ɜɵɱɢɫɥɹɟɬɫɹ ɯɷɲ-ɤɨɞ ɩɨ ɮɭɧɤɰɢɢ SHA-512 [9] 
ɨɬ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ 

pkIK   ɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪɚ ɩɨɥɶɡɨɜɚɬɟɥɹ;  

ɒɚɝ 2: ɂɡɜɥɟɱɶ ɩɟɪɜɵɟ 30-ɛɚɣɬ ɯɷɲ-ɤɨɞɚ, ɩɨɥɭɱɟɧɧɨɝɨ ɧɚ ɲɚɝɟ 1; 
ɒɚɝ 3: Ɋɚɡɞɟɥɢɬɶ 30-ɛɚɣɬɧɵɣ ɪɟɡɭɥɶɬɚɬ ɢɡ ɲɚɝɚ 2, ɧɚ ɲɟɫɬɶ ɛɥɨɤɨɜ ɩɨ 5-

ɛɚɣɬ; 
ɒɚɝ 4: ɉɪɟɨɛɪɚɡɨɜɚɬɶ ɤɚɠɞɵɣ 5-ɛɚɣɬɨɜɵɣ ɛɥɨɤ ɜ 5-ɡɧɚɱɧɭɸ ɰɢɮɪɭ. Ⱦɥɹ 

ɷɬɨɝɨ 5-ɛɚɣɬɨɜɵɣ ɛɥɨɤ ɩɪɟɞɫɬɚɜɥɹɟɬɫɹ ɤɚɤ ɰɟɥɨɟ ɱɢɫɥɨ ɛɟɡ ɡɧɚɤɚ, ɤɨɬɨɪɨɟ 
ɭɦɟɧɶɲɚɟɬɫɹ ɩɨ ɦɨɞɭɥɸ 100000; 

ɒɚɝ 5: ɋɨɟɞɢɧɢɬɶ ɲɟɫɬɶ ɝɪɭɩɩ ɢɡ ɩɹɬɢ ɰɢɮɪ ɜ 30-ɡɧɚɱɧɭɸ ɰɢɮɪɭ. 
1.2 ɋɢɫɬɟɦɚ ɨɛɦɟɧɚ ɫɨɨɛɳɟɧɢɹɦɢ Telegram 
ɋɢɫɬɟɦɚ Telegram ɛɵɥɚ ɪɚɡɪɚɛɨɬɚɧɚ ɪɨɫɫɢɣɫɤɢɦɢ ɪɚɡɪɚɛɨɬɱɢɤɚɦɢ ɉɚɜɥɨɦ ɢ 

ɇɢɤɨɥɚɟɦ Ⱦɭɪɨɜɵɦ ɜ 2013 ɝɨɞɭ. ȼ ɨɬɥɢɱɢɟ ɨɬ WhatsApp, ɫɢɫɬɟɦɚ Telegram 
ɢɡɧɚɱɚɥɶɧɨ ɫɨɡɞɚɜɚɥɚɫɶ ɞɥɹ ɛɟɡɨɩɚɫɧɨɝɨ ɨɛɦɟɧɚ ɫɨɨɛɳɟɧɢɹɦɢ ɢ ɦɟɞɢɚɮɚɣɥɚɦɢ 
ɪɚɡɥɢɱɧɵɯ ɮɨɪɦɚɬɨɜ. ɉɨɷɬɨɦɭ, Telegram ɢɦɟɟɬ ɞɜɚ ɪɟɠɢɦɚ ɨɛɳɟɧɢɹ: ɨɛɵɱɧɵɟ ɱɚɬɵ 
– ɢɫɩɨɥɶɡɭɸɬ ɲɢɮɪɨɜɚɧɢɟ ɬɢɩɚ «ɤɥɢɟɧɬ-ɫɟɪɜɟɪ», ɫɟɤɪɟɬɧɵɟ ɱɚɬɵ – ɢɫɩɨɥɶɡɭɸɬ 
ɨɤɨɧɟɱɧɨɟ ɲɢɮɪɨɜɚɧɢɟ ɢ ɧɟ ɫɨɯɪɚɧɹɸɬ ɢɫɬɨɪɢɸ ɫɨɨɛɳɟɧɢɣ ɧɚ ɫɟɪɜɟɪɚɯ Telegram. 
ɉɨ ɭɦɨɥɱɚɧɢɸ, ɨɛɦɟɧ ɫɨɨɛɳɟɧɢɹɦɢ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɜ ɪɟɠɢɦɟ ɨɛɵɱɧɵɯ ɱɚɬɨɜ. 
Ɋɚɫɫɦɨɬɪɢɦ ɩɨɞɪɨɛɧɟɟ ɬɟɯɧɢɱɟɫɤɭɸ ɫɨɫɬɚɜɥɹɸɳɭɸ Telegram ɫ ɩɨɡɢɰɢɢ 
ɨɪɝɚɧɢɡɚɰɢɢ ɡɚɳɢɬɵ ɩɟɪɟɞɚɜɚɟɦɨɣ ɢɧɮɨɪɦɚɰɢɢ ɦɟɠɞɭ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ.  

1.2.1 Ɋɟɝɢɫɬɪɚɰɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɫɨɡɞɚɧɢɹ ɥɢɱɧɵɯ ɤɥɸɱɟɣ 
ɉɪɢ ɭɫɬɚɧɨɜɤɟ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ Telegram, ɩɨɥɶɡɨɜɚɬɟɥɶ ɭɤɚɡɵɜɚɟɬ 

ɧɨɦɟɪ ɬɟɥɟɮɨɧɚ, ɧɚ ɤɨɬɨɪɵɣ ɨɬɩɪɚɜɥɹɟɬɫɹ ɨɞɧɨɪɚɡɨɜɵɣ ɫɦɫ-ɤɨɞ ɞɥɹ ɩɪɨɜɟɞɟɧɢɹ 
ɩɪɨɰɟɞɭɪɵ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ. ɉɨɫɥɟ ɱɟɝɨ ɡɚɩɭɫɤɚɟɬɫɹ ɩɪɨɬɨɤɨɥ ɚɜɬɨɪɢɡɚɰɢɢ 
ɭɫɬɪɨɣɫɬɜɚ [15]: 

ɒɚɝ 1: Ʉɥɢɟɧɬ ɨɬɩɪɚɜɥɹɟɬ ɧɚ ɫɟɪɜɟɪ ɡɚɩɪɨɫ, ɫɨɞɟɪɠɚɳɢɣ ɫɥɭɱɚɣɧɭɸ ɫɬɪɨɤɭ 
nonce (128 ɛɢɬ); 

ɒɚɝ 2: ȼ ɨɬɜɟɬ ɤɥɢɟɧɬɭ, ɫɟɪɜɟɪ ɨɬɜɟɱɚɟɬ ɞɪɭɝɨɣ ɫɥɭɱɚɣɧɨɣ ɫɬɪɨɤɨɣ 
server_nonce (128 ɛɢɬ), ɰɟɥɵɦ ɱɢɫɥɨɦ n (64 ɛɢɬ), ɨɬɩɟɱɚɬɤɨɦ ɩɭɛɥɢɱɧɨɝɨ ɤɥɸɱɚ 
RSA. Ɉɬɩɟɱɚɬɨɤ ɩɭɛɥɢɱɧɨɝɨ ɤɥɸɱɚ ɷɬɨ ɦɥɚɞɲɢɟ 64 ɛɢɬɚ ɨɬ ɪɟɡɭɥɶɬɚɬɚ ɜɵɱɢɫɥɟɧɢɹ 
ɯɷɲ-ɮɭɧɤɰɢɢ SHA1 ɩɨ ɨɬɤɪɵɬɨɦɭ ɤɥɸɱɭ ɫɟɪɜɟɪɚ pkserver ; 

ɒɚɝ 3: Ʉɥɢɟɧɬ ɪɚɫɤɥɚɞɵɜɚɟɬ n ɧɚ ɞɜɚ ɩɪɨɫɬɵɯ ɱɢɫɥɚ p (2048 ɛɢɬ) ɢ q ɬɚɤ, ɱɬɨ 
p q . ɗɬɨ ɫɥɭɠɢɬ ɩɪɨɜɟɪɤɨɣ ɬɨɝɨ, ɱɬɨ ɩɨɥɶɡɨɜɚɬɟɥɶ ɨɛɥɚɞɚɟɬ pkserver , ɤɨɬɨɪɵɣ 

ɯɪɚɧɢɬɶɫɹ ɧɚ ɟɝɨ ɭɫɬɪɨɣɫɬɜɟ. Ʉɥɸɱ ɜɵɛɢɪɚɟɬɫɹ ɢɡ ɫɩɢɫɤɚ ɨɬɤɪɵɬɵɯ ɤɥɸɱɟɣ ɫɟɪɜɟɪɚ 
ɬɚɤɨɣ, ɤɨɬɨɪɵɣ ɫɨɨɬɜɟɬɫɬɜɭɟɬ ɩɪɢɲɟɞɲɟɦɭ ɨɬɩɟɱɚɬɤɭ; 

ɒɚɝ 4: Ʉɥɢɟɧɬ ɜɵɛɢɪɚɟɬ ɧɨɜɭɸ ɫɥɭɱɚɣɧɭɸ ɫɬɪɨɤɭ new_nonce (256 ɛɢɬ), ɧɟ 
ɫɨɞɟɪɠɚɳɭɸ nonce ɢ server_nonce. Ⱦɚɥɟɟ, ɤɥɢɟɧɬ ɮɨɪɦɢɪɭɟɬ ɤɨɧɬɟɣɧɟɪ, 
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ɫɨɞɟɪɠɚɳɢɣ nonce, server_nonce, new_nonce, n, p ɢ q. Ɂɚɬɟɦ, ɩɨɥɶɡɨɜɚɬɟɥɶ ɩɟɪɟɞɚɟɬ 
ɫɟɪɜɟɪɭ ɡɚɲɢɮɪɨɜɚɧɧɵɣ ɤɨɧɬɟɣɧɟɪ ɚɥɝɨɪɢɬɦɨɦ RSA ɫ ɩɨɦɨɳɶɸ ɤɥɸɱɚ pkserver ; 

ɒɚɝ 5: ɋɟɪɜɟɪ ɨɬɜɟɱɚɟɬ ɩɚɪɚɦɟɬɪɚɦɢ g, p, ag , ɩɪɨɬɨɤɨɥɚ Ⱦɢɮɮɢ-ɏɟɥɥɦɚɧɚ, 
ɡɚɲɢɮɪɨɜɚɧɧɵɦɢ ɚɥɝɨɪɢɬɦɨɦ AES-256 ɜ ɪɟɠɢɦɟ ɪɚɫɲɢɪɟɧɢɹ ɧɟɨɩɪɟɞɟɥɟɧɧɨɝɨ 
ɢɫɤɚɠɟɧɢɹ (Infinite Garble Extension, IGE) [16] ɫ ɩɨɦɨɳɶɸ ɜɪɟɦɟɧɧɨɝɨ ɤɥɸɱɚ 
temp_key ɢ ɜɟɤɬɨɪɚ ɢɧɢɰɢɚɥɢɡɚɰɢɢ IV. ɇɚ ɪɢɫɭɧɤɟ 1 ɩɨɤɚɡɚɧɚ ɫɯɟɦɚ ɜɵɱɢɫɥɟɧɢɹ 
temp_key ɢ IV ɢɡ server_nonce ɢ new_nonce; 

ɒɚɝ 6: Ʉɥɢɟɧɬ ɝɟɧɟɪɢɪɭɟɬ ɫɥɭɱɚɣɧɵɣ ɡɚɤɪɵɬɵɣ ɤɥɸɱ b (2048 ɛɢɬ), ɡɚɬɟɦ 
ɜɵɱɢɫɥɹɟɬ ɨɬɤɪɵɬɵɣ ɩɚɪɚɦɟɬɪ modb

bg g p  ɢ _ ( ) modb

aauth key g p . Ⱦɚɥɟɟ, 
ɤɥɢɟɧɬ ɩɟɪɟɞɚɟɬ ɫɟɪɜɟɪɭ ɡɚɲɢɮɪɨɜɚɧɧɵɣ bg  ɩɨ ɚɥɝɨɪɢɬɦɭ AES-256 ɜ ɪɟɠɢɦɟ IGE c 
ɩɨɦɨɳɶɸ ɤɥɸɱɚ temp_key ɢ ɜɟɤɬɨɪɚ ɢɧɢɰɢɚɥɢɡɚɰɢɢ IV. 

 

 
Ɋɢɫɭɧɨɤ 1 – ȼɵɱɢɫɥɟɧɢɟ ɜɪɟɦɟɧɧɨɝɨ ɤɥɸɱɚ temp_key ɢ ɜɟɤɬɨɪɚ ɢɧɢɰɢɚɥɢɡɚɰɢɢ IV ɜɨ ɜɪɟɦɹ 

ɪɟɝɢɫɬɪɚɰɢɢ 
 
ɇɚ ɲɚɝɟ 3, ɩɪɢ ɪɚɡɥɨɠɟɧɢɢ ɰɟɥɨɱɢɫɥɟɧɧɨɝɨ ɱɢɫɥɚ n ɧɚ ɩɪɨɫɬɵɟ ɦɧɨɠɢɬɟɥɢ 

p ɢ q, ɞɨɥɠɧɨ ɜɵɩɨɥɧɹɬɶɫɹ ɭɫɥɨɜɢɟ: 
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2
,
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  
  

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



 (1.2.1.1) 
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ɝɞɟ P  – ɦɧɨɠɟɫɬɜɨ ɩɪɨɫɬɵɯ ɱɢɫɟɥ. ɑɢɫɥɚ p  ɢ q  ɩɪɨɜɟɪɹɸɬɫɹ ɧɚ ɩɪɨɫɬɨɬɭ ɬɟɫɬɨɦ 
Ɇɢɥɥɟɪɚ-Ɋɚɛɢɧɚ. ȼɨɡɜɪɚɳɚɟɦɵɟ, ɫɟɪɜɟɪɨɦ, ɡɧɚɱɟɧɢɹ ɧɚ ɲɚɝɟ 5 ɭɞɨɜɥɟɬɜɨɪɹɸɬ 
ɭɫɥɨɜɢɸ, ɱɬɨ {2,3, 4,5,6,7}g   ɢ 1 1ag p   . 

Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɤɥɢɟɧɬ ɢ ɫɟɪɜɟɪ ɢɦɟɸɬ ɨɛɳɢɣ ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ auth_key. Ɉɧ 
ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɥɹ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ ɩɟɪɟɞɚɜɚɟɦɨɣ ɦɟɠɞɭ ɫɟɪɜɟɪɨɦ ɢ ɤɥɢɟɧɬɨɦ, 
ɚ ɬɚɤɠɟ ɜ ɨɛɵɱɧɵɯ ɱɚɬɚɯ. ɋɱɢɬɚɟɬɫɹ, ɱɬɨ ɭɫɬɪɨɣɫɬɜɨ ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɧɨ ɢ 
ɚɜɬɨɪɢɡɢɪɨɜɚɧɨ. ȿɫɥɢ ɩɨɥɶɡɨɜɚɬɟɥɶ ɩɨɞɤɥɸɱɚɟɬɫɹ ɫ ɧɨɜɨɝɨ ɭɫɬɪɨɣɫɬɜɚ, ɬɨ ɜɵɲɟ 
ɩɪɢɜɟɞɟɧɧɵɣ ɩɪɨɬɨɤɨɥ ɩɨɜɬɨɪɹɟɬɫɹ. 

1.2.2 ɋɨɡɞɚɧɢɟ ɡɚɳɢɳɟɧɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ 
Ʉɚɤ ɛɵɥɨ ɨɩɢɫɚɧɨ ɜ ɪɚɡɞɟɥɟ 1.2.1, ɡɚɳɢɬɚ ɤɥɢɟɧɬ-ɫɟɪɜɟɪɧɨɝɨ ɤɚɧɚɥɚ ɫɜɹɡɢ 

ɫɬɪɨɢɬɫɹ ɧɚ ɩɨɞɯɨɞɟ Pinning [17] ɬɢɩɚ Public key pinning c RSA (2048-ɛɢɬ). ɗɬɨ 
ɡɧɚɱɢɬ, ɱɬɨ ɩɪɢɥɨɠɟɧɢɟ ɢɦɟɟɬ ɜɫɬɪɨɟɧɧɵɣ ɩɭɛɥɢɱɧɵɣ ɤɥɸɱ ɫɟɪɜɟɪɚ, ɤɨɬɨɪɵɣ 
ɦɨɠɧɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɞɥɹ ɩɪɨɜɟɪɤɢ ɩɨɞɩɢɫɢ ɢɥɢ ɲɢɮɪɨɜɚɧɢɹ, ɧɨ ɟɝɨ ɧɟɥɶɡɹ 
ɢɫɩɨɥɶɡɨɜɚɬɶ ɞɥɹ ɩɨɞɩɢɫɢ ɫɨɨɛɳɟɧɢɣ. Ʌɢɱɧɵɣ (ɡɚɤɪɵɬɵɣ) ɤɥɸɱ ɫɟɪɜɟɪɚ ɯɪɚɧɢɬɫɹ 
ɧɚ ɫɟɪɜɟɪɟ ɢ ɢɡɦɟɧɹɟɬɫɹ ɨɱɟɧɶ ɪɟɞɤɨ. Ɍɨ ɟɫɬɶ, 2048-ɛɢɬɧɵɣ ɤɥɸɱ RSA, ɢɫɩɨɥɶɡɭɟɬɫɹ 
ɞɥɹ ɡɚɲɢɮɪɨɜɵɜɚɧɢɹ ɫɨɨɛɳɟɧɢɣ ɩɪɢ ɝɟɧɟɪɚɰɢɢ ɤɥɸɱɚ ɚɜɬɨɪɢɡɚɰɢɢ auth_key ɩɨ 
ɩɪɨɬɨɤɨɥɭ Ⱦɢɮɮɢ-ɏɟɥɥɦɚɧɚ.  

ȼ ɫɟɤɪɟɬɧɨɦ ɱɚɬɟ ɫ ɩɨɦɨɳɶɸ ɩɪɨɬɨɤɨɥɚ Ⱦɢɮɮɢ-ɏɟɥɥɦɚɧɚ, ɦɟɠɞɭ ɞɜɭɦɹ 
ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ, ɫɨɡɞɚɟɬɫɹ ɨɛɳɢɣ ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ shared_key (2048 ɛɢɬ), ɤɨɬɨɪɵɣ 
ɩɟɪɢɨɞɢɱɟɫɤɢ ɨɛɧɨɜɥɹɟɬɫɹ ɜ ɫɥɭɱɚɟ ɡɚɲɢɮɪɨɜɵɜɚɧɢɹ ɢ ɪɚɫɲɢɮɪɨɜɵɜɚɧɢɹ ɛɨɥɟɟ 
100 ɫɨɨɛɳɟɧɢɣ, ɥɢɛɨ ɩɪɢ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɤɥɸɱɚ ɛɨɥɟɟ ɨɞɧɨɣ ɧɟɞɟɥɢ. Ɉɞɧɚɤɨ, 
ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɣ ɡɚɤɪɵɬɵɣ ɤɥɸɱ a ɜ ɩɪɨɬɨɤɨɥɟ ɝɟɧɟɪɢɪɭɟɬɫɹ ɫɥɟɞɭɸɳɢɦ ɨɛɪɚɡɨɦ: 

 
,client servera r r   (1.2.2.1) 

 
ɝɞɟ 

clientr  –  2048 ɛɢɬɧɨɟ ɫɥɭɱɚɣɧɨɟ ɱɢɫɥɨ, ɫɝɟɧɟɪɢɪɨɜɚɧɧɨɟ ɩɨɥɶɡɨɜɚɬɟɥɟɦ; 
serverr – 2048 ɛɢɬɧɨɟ ɫɥɭɱɚɣɧɨɟ ɱɢɫɥɨ, ɫɝɟɧɟɪɢɪɨɜɚɧɧɨɟ ɫɟɪɜɟɪɨɦ ɞɥɹ ɩɨɜɵɲɟɧɢɹ 

ɫɬɨɣɤɨɫɬɢ ɤɥɸɱɚ a, ɜ ɫɥɭɱɚɟ ɧɟɧɚɞɟɠɧɨɝɨ ɝɟɧɟɪɚɬɨɪɚ ɩɨɥɶɡɨɜɚɬɟɥɹ. 
Ɉɬɤɪɵɬɵɟ ɩɚɪɚɦɟɬɪɵ ɩɪɨɬɨɤɨɥɚ Ⱦɢɮɮɢ-ɏɟɥɥɦɚɧɚ ɮɢɤɫɢɪɨɜɚɧɵ ɢ ɯɪɚɧɹɬɫɹ 

ɧɚ ɫɟɪɜɟɪɟ. ɉɪɢ ɜɵɩɭɫɤɟ ɧɨɜɨɣ ɜɟɪɫɢɢ ɩɪɢɥɨɠɟɧɢɹ, ɩɚɪɚɦɟɬɪɵ ɦɨɝɭɬ ɛɵɬɶ 
ɨɛɧɨɜɥɟɧɵ. ɋɥɟɞɭɟɬ ɨɬɦɟɬɢɬɶ, ɱɬɨ ɤ ɨɬɤɪɵɬɵɦ ɩɚɪɚɦɟɬɪɚɦ ɩɪɟɞɴɹɜɥɹɸɬɫɹ 
ɬɪɟɛɨɜɚɧɢɹ ɚɧɚɥɨɝɢɱɧɵɟ ɪɚɡɞɟɥɭ 1.2.1. 

1.2.3 Ɉɛɦɟɧ ɫɨɨɛɳɟɧɢɹɦɢ 
Ʉɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɶ ɩɟɪɟɞɚɜɚɟɦɵɯ ɫɨɨɛɳɟɧɢɣ ɜ Telegram ɞɨɫɬɢɝɚɟɬɫɹ ɡɚ 

ɫɱɟɬ ɩɪɨɬɨɤɨɥɚ MTProto [18, 19]. Ɉɞɧɚɤɨ ɫɧɚɱɚɥɚ ɪɚɫɫɦɨɬɪɢɦ ɫɬɪɭɤɬɭɪɭ ɫɨɨɛɳɟɧɢɹ, 
ɩɨɞɥɟɠɚɳɭɸ ɡɚɲɢɮɪɨɜɵɜɚɧɢɸ, ɩɪɢɜɟɞɟɧɧɭɸ ɧɚ ɪɢɫɭɧɤɟ 2.  
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Ɋɢɫɭɧɨɤ 2 – ɋɬɪɭɤɬɭɪɚ ɫɨɨɛɳɟɧɢɹ, ɩɨɞɥɟɠɚɳɟɝɨ ɡɚɲɢɮɪɨɜɵɜɚɧɢɸ ɜ MTProto 

 
ɇɢɠɟ ɩɪɢɜɟɞɟɧɵ ɤɥɸɱɟɜɵɟ ɦɨɦɟɧɬɵ ɫɬɪɭɤɬɭɪɵ ɫɨɨɛɳɟɧɢɹ, ɤɨɬɨɪɵɟ 

ɩɪɟɞɫɬɚɜɥɟɧɵ ɧɚ ɪɢɫɭɧɤɟ 2: 
 salt – ɫɥɭɱɚɣɧɨɟ 64 ɛɢɬɧɨɟ ɱɢɫɥɨ, ɩɪɟɞɧɚɡɧɚɱɟɧɨ ɞɥɹ ɡɚɳɢɬɵ ɩɪɨɬɢɜ ɚɬɚɤ 

ɩɨɜɬɨɪɧɨɝɨ ɜɨɫɩɪɨɢɡɜɟɞɟɧɢɹ (replay attack). ɉɟɪɢɨɞɢɱɟɫɤɢ ɢɡɦɟɧɹɟɬɫɹ ɞɥɹ ɤɚɠɞɨɝɨ 
ɫɨɨɛɳɟɧɢɹ; 

 session_id – ɫɥɭɱɚɣɧɨɟ 64 ɛɢɬɧɨɟ ɱɢɫɥɨ, ɫɝɟɧɟɪɢɪɨɜɚɧɧɨɟ ɤɥɢɟɧɬɨɦ ɞɥɹ 
ɬɨɝɨ, ɱɬɨɛɵ ɪɚɡɥɢɱɚɬɶ ɫɟɫɫɢɢ; 

 payload – ɩɨɥɟɡɧɚɹ ɧɚɝɪɭɡɤɚ, ɬ.ɟ. ɩɚɤɟɬ ɫ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɵɦɢ ɞɚɧɧɵɦɢ. 
ɇɚ ɪɢɫɭɧɤɟ 3 ɩɪɢɜɟɞɟɧɚ ɫɬɪɭɤɬɭɪɚ payload ɞɥɹ ɫɨɨɛɳɟɧɢɣ ɬɢɩɚ «ɤɥɢɟɧɬ-ɫɟɪɜɟɪ» ɢ 
«ɤɥɢɟɧɬ-ɤɥɢɟɧɬ» ɜ ɨɛɵɱɧɵɯ ɱɚɬɚɯ, ɚ ɧɚ ɪɢɫɭɧɤɟ 4 ɩɨɤɚɡɚɧɚ ɫɬɪɭɤɬɭɪɚ payload ɞɥɹ 
ɫɨɨɛɳɟɧɢɣ ɬɢɩɚ «ɤɥɢɟɧɬ-ɤɥɢɟɧɬ» ɜ ɫɟɤɪɟɬɧɵɯ ɱɚɬɚɯ. 

 

 
Ɋɢɫɭɧɨɤ 3 – ɋɨɞɟɪɠɢɦɨɟ payload ɞɥɹ ɫɨɨɛɳɟɧɢɣ ɬɢɩɚ «ɤɥɢɟɧɬ-ɫɟɪɜɟɪ» ɢ  

«ɤɥɢɟɧɬ-ɤɥɢɟɧɬ» ɜ ɨɛɵɱɧɵɯ ɱɚɬɚɯ 
 

 
Ɋɢɫɭɧɨɤ 4 – ɋɨɞɟɪɠɢɦɨɟ payload ɞɥɹ ɫɨɨɛɳɟɧɢɣ ɬɢɩɚ «ɤɥɢɟɧɬ-ɤɥɢɟɧɬ» ɜ ɫɟɤɪɟɬɧɵɯ ɱɚɬɚɯ 

 
Ɋɚɫɫɦɨɬɪɢɦ ɷɥɟɦɟɧɬɵ ɫɬɪɭɤɬɭɪɵ payload ɢɡ ɪɢɫɭɧɤɚ 3: 
 message_id – ɫɥɭɱɚɣɧɨɟ 64 ɛɢɬɧɨɟ ɱɢɫɥɨ, ɢɫɩɨɥɶɡɭɟɦɨɟ ɞɥɹ ɭɧɢɤɚɥɶɧɨɣ 

ɢɞɟɧɬɢɮɢɤɚɰɢɢ ɫɨɨɛɳɟɧɢɹ ɜɧɭɬɪɢ ɫɟɫɫɢɢ; 
 seq_no – 32 ɛɢɬɧɨɟ ɱɢɫɥɨ, ɢɫɩɨɥɶɡɭɟɬɫɹ ɤɚɤ ɩɨɪɹɞɤɨɜɵɣ ɧɨɦɟɪ ɫɨɨɛɳɟɧɢɹ; 
 message_data_length – 32 ɛɢɬɧɨɟ ɱɢɫɥɨ, ɞɥɢɧɧɚ ɞɚɧɧɵɯ ɫɨɨɛɳɟɧɢɹ; 
 message_data – ɫɨɨɛɳɟɧɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɩɪɨɢɡɜɨɥɶɧɨɣ ɞɥɢɧɧɵ. 
ɇɢɠɟ ɨɩɢɫɚɧɵ ɷɥɟɦɟɧɬɵ ɫɬɪɭɤɬɭɪɵ payload ɢɡ ɪɢɫɭɧɤɚ 4: 
 length – 32 ɛɢɬɧɨɟ ɱɢɫɥɨ, ɞɥɢɧɧɚ ɩɨɥɟɡɧɨɣ ɧɚɝɪɭɡɤɢ payload; 
 payload_type – 32 ɛɢɬɧɨɟ ɱɢɫɥɨ, ɬɢɩ ɩɨɥɟɡɧɨɣ ɧɚɝɪɭɡɤɢ; 
 random_bytes – 128 ɛɢɬɧɨɟ ɱɢɫɥɨ, ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɥɹ ɡɚɳɢɬɵ ɫɨɨɛɳɟɧɢɹ ɨɬ 

ɚɬɚɤ ɩɨɜɬɨɪɧɨɝɨ ɜɨɫɩɪɨɢɡɜɟɞɟɧɢɹ; 
 layer – 32 ɛɢɬɧɨɟ ɱɢɫɥɨ, ɨɛɨɡɧɚɱɚɟɬ ɜɟɪɫɢɸ ɩɪɨɬɨɤɨɥɚ; 
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 IN_seq_no – 32 ɛɢɬɧɨɟ ɱɢɫɥɨ, ɤɨɥɢɱɟɫɬɜɨ ɨɬɩɪɚɜɥɟɧɧɵɯ ɫɨɨɛɳɟɧɢɣ ɤ 
ɢɧɢɰɢɚɬɨɪɭ ɱɚɬɚ; 

 OUT_seq_no – 32 ɛɢɬɧɨɟ ɱɢɫɥɨ, ɤɨɥɢɱɟɫɬɜɨ ɨɬɩɪɚɜɥɟɧɧɵɯ ɫɨɨɛɳɟɧɢɣ ɨɬ 
ɢɧɢɰɢɚɬɨɪɚ ɱɚɬɚ; 

 message_type – 32 ɛɢɬɧɨɟ ɱɢɫɥɨ, ɨɛɨɡɧɚɱɚɟɬ ɬɢɩ ɫɨɨɛɳɟɧɢɹ; 
 message_date – ɫɨɨɛɳɟɧɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɩɪɨɢɡɜɨɥɶɧɨɣ ɞɥɢɧɧɵ. 

Ɍɚɤɠɟ, payload ɢɡ ɪɢɫɭɧɤɚ 4 ɫɨɞɟɪɠɢɬ ɬɪɢ ɡɚɝɨɥɨɜɤɚ (header), ɤɨɬɨɪɵɟ ɫɨɞɟɪɠɚɬ 
ɢɧɮɨɪɦɚɰɢɸ ɨ ɩɪɨɬɨɤɨɥɟ ɢ ɬɢɩɟ ɩɪɢɥɨɠɟɧɧɵɯ ɦɟɞɢɚɮɚɣɥɨɜ. 

ɋɨɨɛɳɟɧɢɹ ɬɢɩɚ «ɤɥɢɟɧɬ-ɫɟɪɜɟɪ» ɢ «ɤɥɢɟɧɬ-ɤɥɢɟɧɬ» ɜ ɨɛɵɱɧɵɯ ɱɚɬɚɯ 
ɡɚɳɢɳɚɸɬɫɹ ɩɨ ɫɯɟɦɟ ɲɢɮɪɨɜɚɧɢɹ ɢɡɨɛɪɚɠёɧɧɨɣ ɧɚ ɪɢɫɭɧɤɟ 5.  

 

 
Ɋɢɫɭɧɨɤ 5 – ɋɯɟɦɚ ɲɢɮɪɨɜɚɧɢɹ ɫɨɨɛɳɟɧɢɣ ɬɢɩɚ «ɤɥɢɟɧɬ-ɫɟɪɜɟɪ» ɢ  

«ɤɥɢɟɧɬ-ɤɥɢɟɧɬ» ɜ ɨɛɵɱɧɵɯ ɱɚɬɚɯ 
 

ɉɨɥɟɡɧɚɹ ɧɚɝɪɭɡɤɚ payload ɜ ɫɨɨɛɳɟɧɢɹɯ ɬɢɩɚ «ɤɥɢɟɧɬ-ɤɥɢɟɧɬ» ɞɥɹ 
ɫɟɤɪɟɬɧɵɯ ɱɚɬɨɜ ɩɨɞɜɟɪɝɚɟɬɫɹ ɞɨɩɨɥɧɢɬɟɥɶɧɨɦɭ ɡɚɲɢɮɪɨɜɵɜɚɧɢɸ ɩɨ ɚɧɚɥɨɝɢɱɧɨɣ 
ɫɯɟɦɟ ɤɚɤ ɧɚ ɪɢɫɭɧɤɟ 5. Ɉɞɧɚɤɨ, ɜɦɟɫɬɨ auth_key ɢ auth_key_id ɢɫɩɨɥɶɡɭɟɬɫɹ ɨɛɳɢɣ 
ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ ɩɨɥɶɡɨɜɚɬɟɥɟɣ shared_key, ɢ ɟɝɨ ɨɬɩɟɱɚɬɨɤ key_fingerprint. 
Ɉɬɩɟɱɚɬɨɤ key_fingerprint ɪɚɜɟɧ ɩɨɫɥɟɞɧɢɦ 64 ɛɢɬɚɦ ɨɬ ɪɟɡɭɥɶɬɚɬɚ SHA-

1(shared_key). ɇɢɠɟ ɩɪɢɜɟɞɟɧɨ ɨɩɢɫɚɧɢɟ ɷɥɟɦɟɧɬɨɜ ɫɯɟɦɵ ɲɢɮɪɨɜɚɧɢɹ, 
ɢɡɨɛɪɚɠɟɧɧɵɯ ɧɚ ɪɢɫɭɧɤɟ 5: 

 padding – ɫɥɭɱɚɣɧɵɟ 0-15 ɛɚɣɬ, ɞɨɛɚɜɥɹɸɬɫɹ ɞɥɹ ɬɨɝɨ, ɱɬɨɛɵ ɪɚɡɦɟɪ ɛɥɨɤɚ 
ɲɢɮɪɨɜɚɧɢɹ ɛɵɥ ɪɚɜɟɧ 128 ɛɢɬɚɦ; 

 msg_key – ɦɥɚɞɲɢɟ 128 ɛɢɬ, ɜɡɹɬɵɟ ɢɡ ɯɷɲ-ɤɨɞɚ ɜɵɱɢɫɥɟɧɧɨɝɨ ɩɨ SHA-1 
ɨɬ ɫɨɨɛɳɟɧɢɹ; 

 auth_key_id – ɦɥɚɞɲɢɟ 64 ɛɢɬ, ɜɡɹɬɵɟ ɢɡ ɯɷɲ-ɤɨɞɚ ɜɵɱɢɫɥɟɧɧɨɝɨ ɩɨ  
SHA-1 ɨɬ auth_key; 
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 AES key ɢ IV – ɤɥɸɱ ɢ ɜɟɤɬɨɪ ɢɧɢɰɢɚɥɢɡɚɰɢɢ, ɪɚɡɦɟɪ ɤɚɠɞɨɝɨ ɪɚɜɟɧ 256 
ɛɢɬ, ɧɟɨɛɯɨɞɢɦɵ ɞɥɹ ɚɥɝɨɪɢɬɦɚ AES-256 ɜ ɪɟɠɢɦɟ IGE, ɜɵɱɢɫɥɹɸɬɫɹ ɩɨ ɮɭɧɤɰɢɢ 
ɮɨɪɦɢɪɨɜɚɧɢɹ ɤɥɸɱɚ (key derivation function, KDF), ɤɚɤ ɩɨɤɚɡɚɧɨ ɧɚ ɪɢɫɭɧɤɟ 6. 

 
Ɋɢɫɭɧɨɤ 6 – ȼɵɱɢɫɥɟɧɢɟ ɤɥɸɱɚ AES key ɢ IV  

1.2.4 ɉɪɨɜɟɪɤɚ ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɫɨɛɟɫɟɞɧɢɤɚ 
Ɂɚɳɢɬɚ ɨɬ MITM-ɚɬɚɤ ɜ ɫɟɤɪɟɬɧɵɯ ɱɚɬɚɯ, ɫɢɫɬɟɦɵ Telegram, ɩɨɫɬɪɨɟɧɚ ɧɚ 

ɜɢɡɭɚɥɶɧɨɦ ɫɪɚɜɧɟɧɢɢ ɨɛɳɟɝɨ ɤɥɸɱɚ ɲɢɮɪɨɜɚɧɢɹ (shared_key) ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɩɨ 
ɫɬɨɪɨɧɧɢɦ ɤɚɧɚɥɚɦ ɫɜɹɡɢ, ɥɢɛɨ ɩɪɢ ɥɢɱɧɨɣ ɜɫɬɪɟɱɢ [20]. ȼɢɡɭɚɥɢɡɢɪɨɜɚɧɧɨɟ 
ɢɡɨɛɪɚɠɟɧɢɟ ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɰɜɟɬɧɭɸ ɩɨɥɢɝɨɧɚɥɶɧɭɸ ɫɟɬɤɭ ɪɚɡɦɟɪɨɦ 8x8, 
ɩɨɥɭɱɟɧɧɭɸ ɢɡ ɩɨɫɥɟɞɧɢɯ 128 ɛɢɬ ɨɬ ɪɟɡɭɥɶɬɚɬɚ SHA-1(shared_key). 

1.3 ɋɢɫɬɟɦɚ ɨɛɦɟɧɚ ɫɨɨɛɳɟɧɢɹɦɢ Viber 
ɉɟɪɜɚɹ ɜɟɪɫɢɹ Viber ɛɵɥɚ ɜɵɩɭɳɟɧɚ ɪɚɡɪɚɛɨɬɱɢɤɚɦɢ ɂɝɨɪɟɦ Ɇɚɝɚɡɢɧɧɢɤɨɦ 

ɢ Ɍɚɥɶɦɨɧɨɦ Ɇɚɪɤɨ ɜ 2010 ɝɨɞɭ, ɞɥɹ ɛɟɫɩɥɚɬɧɨɝɨ ɨɛɳɟɧɢɹ ɱɟɪɟɡ ɚɭɞɢɨ/ɜɢɞɟɨ 
ɡɜɨɧɤɢ ɫ ɰɟɥɶɸ ɡɚɦɟɧɵ ɫɨɬɨɜɨɣ ɫɜɹɡɢ ɢ ɋɆɋ. ɋɟɝɨɞɧɹ ɭ Viber, ɩɨ ɫɨɛɫɬɜɟɧɧɵɦ 
ɞɚɧɧɵɦ, ɨɤɨɥɨ 800 ɦɢɥɥɢɨɧɨɜ ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɧɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ [21], ɢɡ ɧɢɯ 76 
ɦɢɥɥɢɨɧɨɜ – ɜ Ɋɨɫɫɢɣɫɤɨɣ Ɏɟɞɟɪɚɰɢɢ [22]. ɇɚɱɢɧɚɹ ɫ ɜɟɪɫɢɢ 6.0 ɫɢɫɬɟɦɚ Viber 

ɬɚɤɠɟ ɫɬɚɥɚ ɢɫɩɨɥɶɡɨɜɚɬɶ ɤɨɧɰɟɩɰɢɸ E2EE ɞɥɹ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ ɩɟɪɟɞɚɜɚɟɦɨɣ 
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ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ. Ⱦɥɹ ɫɨɡɞɚɧɢɹ E2EE ɜ ɫɢɫɬɟɦɟ Viber ɩɪɢɦɟɧɹɟɬɫɹ ɚɥɝɨɪɢɬɦ «Double 

Ratchet» ɢɡ Signal Protocol [10], ɨɞɧɚɤɨ ɜ ɨɬɥɢɱɢɢ ɨɬ WhatsApp, ɤɨɬɨɪɵɣ ɢɫɩɨɥɶɡɭɟɬ 
ɪɟɚɥɢɡɚɰɢɸ ɨɬ Open Whisper Systems, ɪɚɡɪɚɛɨɬɱɢɤɢ Viber ɪɟɚɥɢɡɨɜɚɥɢ ɚɥɝɨɪɢɬɦ 
«Double Ratchet» ɫɚɦɨɫɬɨɹɬɟɥɶɧɨ. Ɋɚɫɫɦɨɬɪɢɦ ɨɛɟɫɩɟɱɟɧɢɟ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ 
ɛɟɡɨɩɚɫɧɨɫɬɢ ɜ Viber ɛɨɥɟɟ ɩɨɞɪɨɛɧɨ. 

1.3.1 Ɋɟɝɢɫɬɪɚɰɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɫɨɡɞɚɧɢɹ ɥɢɱɧɵɯ ɤɥɸɱɟɣ 
Ʉɚɤ ɫɨɨɛɳɚɟɬɫɹ ɜ [23], ɫɢɫɬɟɦɚ Viber ɩɨɞɪɚɡɞɟɥɹɟɬ ɭɫɬɪɨɣɫɬɜɚ ɩɨɥɶɡɨɜɚɬɟɥɹ 

ɧɚ ɨɫɧɨɜɧɨɟ (ɩɟɪɜɢɱɧɨɟ) ɢ ɧɟɨɛɹɡɚɬɟɥɶɧɨɟ (ɜɬɨɪɢɱɧɨɟ). Ɉɫɧɨɜɧɨɟ ɭɫɬɪɨɣɫɬɜɨ – ɷɬɨ 
ɦɨɛɢɥɶɧɵɣ ɬɟɥɟɮɨɧ ɩɨɞ ɭɩɪɚɜɥɟɧɢɟɦ iOS, Android ɢɥɢ Windows, ɫ 
ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɧɧɵɦ ɧɨɦɟɪɨɦ ɬɟɥɟɮɨɧɚ ɜ Viber. ɇɟɨɛɹɡɚɬɟɥɶɧɵɦ ɭɫɬɪɨɣɫɬɜɨɦ 
ɹɜɥɹɟɬɫɹ ɩɥɚɧɲɟɬ, ɥɢɛɨ ɧɚɫɬɨɥɶɧɵɣ ɉɄ. Ɉɫɧɨɜɧɨɟ ɢ ɧɟɨɛɹɡɚɬɟɥɶɧɨɟ ɭɫɬɪɨɣɫɬɜɚ 
ɫɜɹɡɚɧɵ ɦɟɠɞɭ ɫɨɛɨɣ ɭɱɟɬɧɨɣ ɡɚɩɢɫɶɸ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɫɨɫɬɨɹɳɟɣ ɢɡ ɨɞɧɨɝɨ 
ɨɫɧɨɜɧɨɝɨ ɭɫɬɪɨɣɫɬɜɚ ɢ ɧɟɨɝɪɚɧɢɱɟɧɧɨɝɨ ɱɢɫɥɚ ɧɟɨɛɹɡɚɬɟɥɶɧɵɯ ɭɫɬɪɨɣɫɬɜ. 

ɉɪɢ ɭɫɬɚɧɨɜɤɢ Viber ɧɚ ɨɫɧɨɜɧɨɟ (ɩɟɪɜɢɱɧɨɟ) ɭɫɬɪɨɣɫɬɜɨ, ɫɨɡɞɚɸɬɫɹ 
ɚɫɫɢɦɟɬɪɢɱɧɵɟ ɩɚɪɵ ɤɥɸɱɟɣ, ɤɨɬɨɪɵɟ ɩɪɟɞɫɬɚɜɥɟɧɵ ɜ ɬɚɛɥɢɰɟ 3.  

 
Ɍɚɛɥɢɰɚ 3 – Ʉɥɸɱɢ ɩɨɥɶɡɨɜɚɬɟɥɹ 

Ɉɛɨɡɧɚɱɟɧɢɟ Ɉɩɢɫɚɧɢɟ 
ID Key = IK = ( , )pk skIK IK    Ⱦɨɥɝɨɜɪɟɦɟɧɧɚɹ, ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɚɹ ɤɥɸɱɟɜɚɹ ɩɚɪɚ 

ɩɨɥɶɡɨɜɚɬɟɥɹ.  

PreKeys = {Handshake Key, Ratchet 

Key} 

ɇɚɛɨɪ ɫɪɟɞɧɟɫɪɨɱɧɵɯ ɤɥɸɱɟɣ, ɢɫɩɨɥɶɡɭɟɦɵɯ ɞɥɹ 
ɫɨɡɞɚɧɢɹ ɡɚɳɢɳɟɧɧɨɝɨ ɫɟɚɧɫɚ ɫɜɹɡɢ ɦɟɠɞɭ ɞɜɭɦɹ 
ɭɫɬɪɨɣɫɬɜɚɦɢ. 

Handshake Key = HK = ( , )pk skHK HK   Ʉɥɸɱɟɜɚɹ ɩɚɪɚ, ɢɫɩɨɥɶɡɭɟɬɫɹ ɫɨɜɦɟɫɬɧɨ ɫ ID Key ɞɥɹ 
ɫɨɡɞɚɧɢɹ ɤɨɪɧɟɜɨɝɨ ɤɥɸɱɚ. 

Ratchet Key = RK = ( , )pk skRK RK  Ʉɥɸɱɟɜɚɹ ɩɚɪɚ, ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɥɹ ɫɨɡɞɚɧɢɹ ɫɟɚɧɫɨɜɨɝɨ 
ɤɥɸɱɚ ɦɟɠɞɭ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ. 

 
Ⱦɚɧɧɵɟ ɤɥɸɱɢ ɝɟɧɟɪɢɪɭɸɬɫɹ ɧɚ ɷɥɥɢɩɬɢɱɟɫɤɨɣ ɤɪɢɜɨɣ Curve25519 [5, 24], 

ɢɦɟɸɬ ɪɚɡɦɟɪɧɨɫɬɶ 256 ɛɢɬ, ɢ ɫɨɫɬɨɹɬ ɢɡ ɨɬɤɪɵɬɨɝɨ ɢ ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɟɣ. ɉɚɪɚ ID 

Key ɝɟɧɟɪɢɪɭɟɬɫɹ ɬɨɥɶɤɨ ɧɚ ɨɫɧɨɜɧɨɦ ɭɫɬɪɨɣɫɬɜɟ, ɚ ɫɟɪɢɹ ɩɚɪ PreKeys ɝɟɧɟɪɢɪɭɟɬɫɹ 
ɤɚɠɞɵɦ ɭɫɬɪɨɣɫɬɜɨɦ ɞɥɹ ɭɱɟɬɧɨɣ ɡɚɩɢɫɢ. Ɂɚɤɪɵɬɵɟ ɤɥɸɱɢ ɯɪɚɧɹɬɫɹ ɧɚ ɭɫɬɪɨɣɫɬɜɟ 
ɩɨɥɶɡɨɜɚɬɟɥɹ, ɚ ɨɬɤɪɵɬɵɟ ɤɥɸɱɢ ɡɚɝɪɭɠɚɸɬɫɹ ɧɚ ɫɟɪɜɟɪ Viber. ɇɟɨɛɹɡɚɬɟɥɶɧɨɟ 
(ɜɬɨɪɢɱɧɨɟ) ɭɫɬɪɨɣɫɬɜɨ ɩɨɥɭɱɚɟɬ ɡɚɤɪɵɬɵɣ ɤɥɸɱ 

skIK  ɨɬ ɨɫɧɨɜɧɨɝɨ (ɩɟɪɜɢɱɧɨɝɨ) 
ɭɫɬɪɨɣɫɬɜɚ ɫ ɩɨɦɨɳɶɸ ɚɥɝɨɪɢɬɦɚ ɨɩɢɫɚɧɧɨɝɨ ɜ ɪɚɡɞɟɥɟ 1.3.1.1. 

1.3.1.1 Ɋɟɝɢɫɬɪɚɰɢɹ ɧɟɨɛɹɡɚɬɟɥɶɧɨɝɨ (ɜɬɨɪɢɱɧɨɝɨ) ɭɫɬɪɨɣɫɬɜɚ 
ȼɨ ɜɪɟɦɹ ɪɟɝɢɫɬɪɚɰɢɢ ɧɟɨɛɹɡɚɬɟɥɶɧɨɝɨ ɭɫɬɪɨɣɫɬɜɚ (ɨɛɨɡɧɚɱɚɟɬɫɹ ɤɚɤ SD), 

ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɩɟɪɟɞɚɱɚ PD

skIK  ɨɬ ɨɫɧɨɜɧɨɝɨ ɭɫɬɪɨɣɫɬɜɚ (ɨɛɨɡɧɚɱɚɟɬɫɹ ɤɚɤ PD) ɩɨ 
ɫɥɟɞɭɸɳɟɦɭ ɚɥɝɨɪɢɬɦɭ: 
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ɒɚɝ 1: ɇɟɨɛɹɡɚɬɟɥɶɧɨɟ (ɜɬɨɪɢɱɧɨɟ) ɭɫɬɪɨɣɫɬɜɨ ɝɟɧɟɪɢɪɭɟɬ ɷɮɟɦɟɪɧɭɸ ɩɚɪɭ 
ɤɥɸɱɟɣ ( , )SD SD SD

pk skEK EK EK  ɧɚ Curve25519, ɪɚɡɦɟɪɧɨɫɬɶɸ 256 ɛɢɬ; 

ɒɚɝ 2: ɇɟɨɛɹɡɚɬɟɥɶɧɨɟ ɭɫɬɪɨɣɫɬɜɨ ɝɟɧɟɪɢɪɭɟɬ QR-ɤɨɞ, ɫɨɫɬɨɹɳɢɣ ɢɡ UDID 
(ɨɛɳɟɞɨɫɬɭɩɧɵɣ ɭɧɢɤɚɥɶɧɵɣ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɭɫɬɪɨɣɫɬɜɚ, ɫɝɟɧɟɪɢɪɨɜɚɧɧɵɣ Viber) 
ɢ SD

pkEK ; 

ɒɚɝ 3: ɂɫɩɨɥɶɡɭɹ ɨɫɧɨɜɧɨɟ (ɩɟɪɜɢɱɧɨɟ) ɭɫɬɪɨɣɫɬɜɨ, ɩɨɥɶɡɨɜɚɬɟɥɶ ɢɡɜɥɟɤɚɟɬ 
UDID ɢ SD

pkEK  ɢɡ QR-ɤɨɞɚ, ɩɭɬɟɦ ɟɝɨ ɫɤɚɧɢɪɨɜɚɧɢɹ; 

ɒɚɝ 4: Ɉɫɧɨɜɧɨɟ ɭɫɬɪɨɣɫɬɜɨ ɝɟɧɟɪɢɪɭɟɬ ɩɚɪɭ ɤɥɸɱɟɣ ( , )PD PD PD

pk skEK EK EK   
ɧɚ Curve25519, ɪɚɡɦɟɪɧɨɫɬɶɸ 256 ɛɢɬ. Ɂɚɬɟɦ, ɭɫɬɪɨɣɫɬɜɨ ɜɵɪɚɛɚɬɵɜɚɟɬ ɨɛɳɢɣ 
ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ SK, ɬ.ɟ. 256( ( , ))PD SD

sk pkSK SHA ECDH EK EK ; 

ɒɚɝ 5: Ɉɫɧɨɜɧɨɟ ɭɫɬɪɨɣɫɬɜɨ ɡɚɲɢɮɪɨɜɵɜɚɟɬ pkIK  ɫ ɩɨɦɨɳɶɸ ɤɥɸɱɚ SK 
ɩɨɫɪɟɞɫɬɜɨɦ ɩɨɬɨɱɧɨɝɨ ɲɢɮɪɚ Salsa20 [24], ɧɚ ɨɫɧɨɜɟ ɲɢɮɪɬɟɤɫɬɚ ɜɵɱɢɫɥɹɟɬɫɹ ɤɨɞ 
ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɫɨɨɛɳɟɧɢɹ (MAC-ɤɨɞ) ɩɨ HMAC-SHA256. Ⱦɚɥɟɟ, ɨɫɧɨɜɧɨɟ 
ɭɫɬɪɨɣɫɬɜɨ ɩɟɪɟɞɚɟɬ PD

pkEK , ɲɢɮɪɬɟɤɫɬ, ɢ ɤɨɞ ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɧɚ ɰɟɥɟɜɨɟ 
(ɧɟɨɛɹɡɚɬɟɥɶɧɨɟ) ɭɫɬɪɨɣɫɬɜɨ, ɢɫɩɨɥɶɡɭɹ ɞɥɹ ɷɬɨɝɨ ɫɱɢɬɚɧɧɵɣ UDID ɢ ɫɟɪɜɟɪɚ Viber; 

ɒɚɝ 6: ɉɨɥɭɱɢɜ ɫɨɨɛɳɟɧɢɟ, ɧɟɨɛɹɡɚɬɟɥɶɧɨɟ ɭɫɬɪɨɣɫɬɜɨ ɜɵɱɢɫɥɹɟɬ SK,  
ɬ.ɟ. 256( ( , ))SD PD

sk pkSK SHA ECDH EK EK . Ⱦɚɥɟɟ, ɭɫɬɪɨɣɫɬɜɨ ɪɚɫɲɢɮɪɨɜɵɜɚɟɬ 
ɲɢɮɪɬɟɤɫɬ ɫ ɩɨɦɨɳɶɸ ɤɥɸɱɚ SK ɢ ɩɪɨɜɟɪɹɟɬ ɰɟɥɨɫɬɧɨɫɬɶ ɩɨɥɭɱɟɧɧɵɯ ɞɚɧɧɵɯ. 

Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɧɟɨɛɹɡɚɬɟɥɶɧɨɦɭ ɭɫɬɪɨɣɫɬɜɭ ɫɬɚɧɨɜɢɬɶɫɹ ɢɡɜɟɫɬɟɧ 
ɡɚɤɪɵɬɵɣ ɤɥɸɱ PD

skIK , ɤɨɬɨɪɵɣ ɛɵɥ ɫɨɡɞɚɧ ɨɫɧɨɜɧɵɦ ɭɫɬɪɨɣɫɬɜɨɦ.  

1.3.2 ɋɨɡɞɚɧɢɟ ɡɚɳɢɳɟɧɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ 
Ɂɚɳɢɳɟɧɧɨɟ ɫɨɟɞɢɧɟɧɢɟ ɦɟɠɞɭ ɨɬɩɪɚɜɢɬɟɥɟɦ (ɢɧɢɰɢɚɬɨɪ) ɢ ɩɨɥɭɱɚɬɟɥɟɦ, S 

ɢ R ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ, ɭɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɩɨ ɫɥɟɞɭɸɳɟɦɭ ɚɥɝɨɪɢɬɦɭ: 
ɒɚɝ 1: Ɉɬɩɪɚɜɢɬɟɥɶ ɨɬɩɪɚɜɥɹɟɬ ɡɚɩɪɨɫ ɧɚ ɫɟɪɜɟɪ Viber c ɧɨɦɟɪɨɦ ɬɟɥɟɮɨɧɚ 

ɩɨɥɭɱɚɬɟɥɹ; 
ɒɚɝ 2: ɋɟɪɜɟɪ ɨɬɜɟɱɚɟɬ ɨɬɩɪɚɜɢɬɟɥɸ ɨɬɤɪɵɬɵɦɢ ɤɥɸɱɚɦɢ ɩɨɥɭɱɚɬɟɥɹ, ɬ.ɟ. 

R

pkIK  ɢ ɫɟɪɢɟɣ ɨɬɤɪɵɬɵɯ ɤɥɸɱɟɣ PreKeys ɩɨ ɨɞɧɨɦɭ ɧɚ ɤɚɠɞɨɟ ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɧɧɨɟ 
ɭɫɬɪɨɣɫɬɜɨ ɩɨɥɭɱɚɬɟɥɹ, ɧɚɩɪɢɦɟɪ, R

pkHK  ɢ R

pkRK ; 

ɒɚɝ 3: Ɉɬɩɪɚɜɢɬɟɥɶ ɝɟɧɟɪɢɪɭɟɬ ɧɚ Curve25519 ɞɜɟ ɩɚɪɵ ɤɥɸɱɟɣ, 
ɪɚɡɦɟɪɧɨɫɬɶɸ 256 ɛɢɬ, ɧɚɡɵɜɚɟɦɵɟ ( , )S S S

pk skHK HK HK  ɢ ( , )S S S

pk skRK RK RK ; 

ɒɚɝ 4: Ɉɬɩɪɚɜɢɬɟɥɶ ɜɵɪɚɛɚɬɵɜɚɟɬ ɤɨɪɧɟɜɨɣ ɤɥɸɱ rootKey, ɬ.ɟ.
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256( || || )rootKey SHA a b c , ɝɞɟ ( , )S R

sk pka ECDH IK HK , ( , )S R

sk pkb ECDH HK IK , 
( , )S R

sk pkc ECDH HK HK ; 

ɒɚɝ 5: Ɉɬɩɪɚɜɢɬɟɥɶ ɜɵɱɢɫɥɹɟɬ ɫɟɫɫɢɨɧɧɵɣ ɤɥɸɱ sessionKey ɢ ɨɛɧɨɜɥɹɟɬ 
rootKey, ɫɥɟɞɭɸɳɢɦ ɫɩɨɫɨɛɨɦ: 

 
256( , ( , ));S R

sk pktempKey HMAC SHA rootKey ECDH RK RK   
256( ," ");rootKey HMAC SHA tempKey root   

256( ," ");sessionKey HMAC SHA tempKey msg   

(1.3.2.1) 

 
ɒɚɝ 6: Ɉɬɩɪɚɜɢɬɟɥɶ ɩɟɪɟɞɚɟɬ ɩɨɥɭɱɚɬɟɥɸ ɫɨɨɛɳɟɧɢɟ ɱɟɪɟɡ ɫɟɪɜɟɪ Viber, 

ɫɨɞɟɪɠɚɳɟɟ: S

pkIK , S

pkHK , S

pkRK , ɢɞɟɧɬɢɮɢɤɚɬɨɪɵ ɢɫɩɨɥɶɡɨɜɚɧɧɵɯ ɨɬɤɪɵɬɵɯ 
ɤɥɸɱɟɣ PreKeys ɩɨɥɭɱɚɬɟɥɹ. Ⱦɚɧɧɨɟ ɫɨɨɛɳɟɧɢɟ ɫɥɭɠɢɬ ɧɚɱɚɥɨɦ ɛɟɡɨɩɚɫɧɨɝɨ 
ɫɟɚɧɫɚ ɫɜɹɡɢ ɦɟɠɞɭ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ; 

ɒɚɝ 7: ɉɨɥɭɱɢɜ ɫɨɨɛɳɟɧɢɟ ɨɬɩɪɚɜɢɬɟɥɹ, ɩɨɥɭɱɚɬɟɥɶ ɦɨɠɟɬ ɜɵɱɢɫɥɢɬɶ 
rootKey ɢ sessionKey. Ʉɨɪɧɟɜɨɣ ɤɥɸɱ rootKey ɜɵɱɢɫɥɹɟɬɫɹ ɩɨ ɚɧɚɥɨɝɢɢ ɫ ɲɚɝɨɦ 4, 
ɬ.ɟ. 256( || || )rootKey SHA a b c , ɝɞɟ ( , )R S

sk pka ECDH IK HK , ( , )R S

sk pkb ECDH HK IK ,
( , )R S

sk pkc ECDH HK HK . ɋɟɫɫɢɨɧɧɵɣ ɤɥɸɱ sessionKey ɜɵɱɢɫɥɹɟɬɫɹ ɫɥɟɞɭɸɳɢɦ 
ɨɛɪɚɡɨɦ: 

 
256( , ( , ));R S

sk pktempKey HMAC SHA rootKey ECDH RK RK   
256( ," ");rootKey HMAC SHA tempKey root   

256( ," ").sessionKey HMAC SHA tempKey msg   
(1.3.2.2) 

 
ɍɫɬɚɧɨɜɢɜ ɡɚɳɢɳɟɧɧɵɣ ɫɟɚɧɫ ɫɜɹɡɢ, ɩɨɥɶɡɨɜɚɬɟɥɢ ɦɨɝɭɬ ɢɫɩɨɥɶɡɨɜɚɬɶ ɟɝɨ 

ɞɥɹ ɨɛɦɟɧɚ ɫɨɨɛɳɟɧɢɹɦɢ. 

1.3.3 Ɉɛɦɟɧ ɫɨɨɛɳɟɧɢɹɦɢ 
ɉɨɫɥɟ ɬɨɝɨ, ɤɚɤ ɛɟɡɨɩɚɫɧɨɟ ɫɨɟɞɢɧɟɧɢɟ ɛɵɥɨ ɭɫɬɚɧɨɜɥɟɧɨ ɦɟɠɞɭ 

ɭɫɬɪɨɣɫɬɜɨɦ ɨɬɩɪɚɜɢɬɟɥɹ ɢ ɜɫɟɦɢ ɭɫɬɪɨɣɫɬɜɚɦɢ ɩɨɥɭɱɚɬɟɥɹ, ɧɢɠɟ ɩɪɢɜɟɞɟɧɧɵɣ 
ɚɥɝɨɪɢɬɦ ɨɛɟɫɩɟɱɢɜɚɟɬ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɶ ɩɟɪɟɞɚɜɚɟɦɵɯ ɫɨɨɛɳɟɧɢɣ: 

ɒɚɝ 1: Ɉɬɩɪɚɜɢɬɟɥɶ ɫɨɡɞɚɟɬɫɹ ɪɚɡɨɜɵɣ ɷɮɟɦɟɪɧɵɣ 128 ɛɢɬɧɵɣ 
ɫɢɦɦɟɬɪɢɱɧɵɣ ɤɥɸɱ messageKey ɞɥɹ ɡɚɲɢɮɪɨɜɵɜɚɧɢɹ ɫɨɨɛɳɟɧɢɹ M ɩɨ ɚɥɝɨɪɢɬɦɭ 
ɲɢɮɪɨɜɚɧɢɹ Salsa20 [24], ɬ.ɟ. 20( , )CM Salsa M messageKey ; 

ɒɚɝ 2: Ɉɬɩɪɚɜɢɬɟɥɶ ɡɚɲɢɮɪɨɜɵɜɚɟɬ messageKey ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ 
ɫɟɚɧɫɨɜɨɝɨ ɤɥɸɱɚ sessionKey ɞɥɹ ɤɚɠɞɨɝɨ ɡɚɳɢɳɟɧɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ, ɫɨɡɞɚɧɧɨɝɨ 
ɦɟɠɞɭ ɭɫɬɪɨɣɫɬɜɚɦɢ ɩɨɥɭɱɚɬɟɥɹ, ɬ.ɟ. 20( , )i iCS Salsa messageKey sessionKey , ɝɞɟ 
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i N  - ɤɨɥɢɱɟɫɬɜɨ ɭɫɬɪɨɣɫɬɜ (ɡɚɳɢɳɟɧɧɵɯ ɫɨɟɞɢɧɟɧɢɣ), ɤɨɬɨɪɵɦ ɞɨɫɬɚɜɥɹɟɬɫɹ 
ɫɨɨɛɳɟɧɢɟ; 

ɒɚɝ 3: Ɉɬɩɪɚɜɢɬɟɥɶ ɮɨɪɦɢɪɭɟɬ ɫɨɨɛɳɟɧɢɟ, ɫɨɫɬɨɹɳɟɟ ɢɡ CM ɢ ɦɧɨɠɟɫɬɜɚ
iCS . ɋɮɨɪɦɢɪɨɜɚɧɧɨɟ ɫɨɨɛɳɟɧɢɟ, ɨɬɩɪɚɜɢɬɟɥɶ ɩɟɪɟɞɚɟɬ ɧɚ ɫɟɪɜɟɪ Viber; 

ɒɚɝ 4: ɋɟɪɜɟɪ ɩɪɢɧɢɦɚɟɬ ɫɨɨɛɳɟɧɢɟ, ɢ ɞɨɫɬɚɜɥɹɟɬ ɤɚɠɞɨɦɭ ɭɫɬɪɨɣɫɬɜɭ 
ɩɨɥɭɱɚɬɟɥɹ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɣ 

iCS  ɢ CM. 

Ʉɚɠɞɵɣ ɪɚɡ, ɤɨɝɞɚ ɦɟɧɹɟɬɫɹ ɢɧɢɰɢɚɬɨɪ ɨɬɩɪɚɜɤɢ ɫɨɨɛɳɟɧɢɹ ɜ ɱɚɬɟ, ɬ.ɟ. 
ɨɬɩɪɚɜɢɬɟɥɶ ɫɨɨɛɳɟɧɢɹ ɫɬɚɧɨɜɢɬɫɹ ɩɨɥɭɱɚɬɟɥɟɦ, ɨɬɩɪɚɜɥɹɸɳɟɟ ɭɫɬɪɨɣɫɬɜɨ 
ɝɟɧɟɪɢɪɭɟɬ ɧɨɜɵɣ ( , )S S S

pk skRK RK RK  ɢ ɨɛɧɨɜɥɹɟɬ sessionKey ɫɨɝɥɚɫɧɨ (1.3.2.1). 
ɇɨɜɵɣ ɨɬɤɪɵɬɵɣ ɤɥɸɱ S

pkRK  ɩɟɪɟɞɚɟɬɫɹ ɩɨɥɭɱɚɬɟɥɸ ɫɨɜɦɟɫɬɧɨ ɫ ɫɨɨɛɳɟɧɢɟɦ. 
ɉɨɥɭɱɚɬɟɥɶ ɜɵɱɢɫɥɹɟɬ ɨɛɳɢɣ ɫɟɤɪɟɬ ɩɨ ECDH c ɩɨɦɨɳɶɸ ɫɜɨɟɝɨ ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɚ 

R

skRK  ɢɡ ɩɨɫɥɟɞɧɟɣ ɩɚɪɵ RRK  ɢ ɧɨɜɨɝɨ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ S

pkRK . 

1.3.4 ɉɪɨɜɟɪɤɚ ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɫɨɛɟɫɟɞɧɢɤɚ 
ȼ ɫɢɫɬɟɦɟ Viber ɡɚɳɢɬɚ ɨɬ ɤɨɦɩɪɨɦɟɬɚɰɢɣ «ɱɟɥɨɜɟɤɚ ɩɨ ɫɟɪɟɞɢɧɟ» ɭɫɬɪɨɟɧɚ 

ɜ ɤɨɧɬɟɤɫɬɟ ɚɭɞɢɨ/ɜɢɞɟɨ ɡɜɨɧɤɚ. ɉɪɢ ɜɵɡɨɜɟ ɩɨɥɶɡɨɜɚɬɟɥɶ ɦɨɠɟɬ ɩɨɫɦɨɬɪɟɬɶ QR-
ɤɨɞ, ɤɨɬɨɪɵɣ ɜɵɱɢɫɥɹɟɬɫɹ ɫɥɟɞɭɸɳɢɦ ɨɛɪɚɡɨɦ: 

ɒɚɝ 1: Ɉɛɚ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜɵɱɢɫɥɹɸɬ ɨɛɳɢɣ ɫɟɤɪɟɬ shared_secret ɩɨ ECDH c 
ɩɨɦɨɳɶɸ ɫɜɨɟɝɨ ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɚ ɢ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ ɫɨɛɟɫɟɞɧɢɤɚ, ɬ.ɟ. 
shared_secret ( , ) ( , )S R R S

sk pk sk pkECDH IK IK ECDH IK IK  ; 

ɒɚɝ 2: ȼɵɱɢɫɥɢɬɶ ɩɨ ɯɷɲ-ɮɭɧɤɰɢɢ SHA256 ɯɷɲ-ɤɨɞ ɨɬ shared_secret, ɬ.ɟ.  
256h SHA (shared_secret). Ⱦɚɥɟɟ, h ɨɛɪɟɡɚɟɬɫɹ ɞɨ 160 ɛɢɬ ɢ ɩɪɟɨɛɪɚɡɭɸɬɫɹ ɜ ɫɬɪɨɤɭ 

ɢɡ 48 ɞɟɫɹɬɢɱɧɵɯ ɡɧɚɤɨɜ (0-9). 
Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɨɛɚ ɩɨɥɶɡɨɜɚɬɟɥɹ ɞɨɥɠɧɵ ɭɜɢɞɟɬɶ ɨɞɧɭ ɢ ɬɭɠɟ ɫɬɪɨɤɭ ɱɢɫɟɥ. 

ɋɪɚɜɧɢɜɚɹ ɱɢɫɥɨɜɭɸ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ, ɩɭɬɟɦ ɩɪɨɝɨɜɚɪɢɜɚɧɢɹ ɟё ɞɪɭɝ ɞɪɭɝɭ, 
ɩɨɥɶɡɨɜɚɬɟɥɢ ɦɨɝɭɬ ɛɵɬɶ ɭɜɟɪɟɧɵ, ɱɬɨ MITM-ɚɬɚɤɚ ɧɟ ɜɵɩɨɥɧɹɟɬɫɹ. 

1.4 ɋɢɫɬɟɦɚ ɨɛɦɟɧɚ ɫɨɨɛɳɟɧɢɹɦɢ Threema 
ɉɪɨɩɪɢɟɬɚɪɧɚɹ ɪɚɡɪɚɛɨɬɤɚ ɲɜɟɣɰɚɪɫɤɨɣ ɤɨɦɩɚɧɢɢ Threema GmbH, 

ɜɵɩɭɫɬɢɜɲɚɹ ɩɟɪɜɭɸ ɜɟɪɫɢɸ Threema ɜ 2012 ɝɨɞɭ ɞɥɹ ɭɫɬɪɨɣɫɬɜ iPhone. ɇɚ ɞɟɤɚɛɪɶ 
2015 ɝɨɞɚ ɧɚɫɱɢɬɵɜɚɟɬɫɹ ɛɨɥɟɟ 3.7 ɦɢɥɥɢɨɧɨɜ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɚ ɬɚɤɠɟ ɫɩɢɫɨɤ 
ɩɨɞɞɟɪɠɢɜɚɟɦɵɯ ɩɥɚɬɮɨɪɦ ɩɨɩɨɥɧɢɥɫɹ ɭɫɬɪɨɣɫɬɜɚɦɢ ɧɚ ɛɚɡɟ Android ɢ Windows 

Phone [25]. Ʉɚɤ ɢ ɞɪɭɝɢɟ ɚɧɚɥɨɝɢɱɧɵɟ IM ɫɢɫɬɟɦɵ, ɜ Threema ɜɨɩɪɨɫɵ ɛɟɡɨɩɚɫɧɨɫɬɢ 
ɢ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɯ ɞɚɧɧɵɯ [26] ɩɨɫɬɚɜɥɟɧɵ ɧɚ ɩɟɪɜɨɟ ɦɟɫɬɨ, 
ɡɚɳɢɳɚɹ ɜɫɸ ɩɟɪɟɞɚɜɚɟɦɭɸ ɢɧɮɨɪɦɚɰɢɸ ɩɨ ɤɨɧɰɟɩɰɢɢ E2EE ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ 
ɨɬɤɪɵɬɨɣ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɣ ɛɢɛɥɢɨɬɟɤɢ NaCl [27, 28]. Ɉɞɧɚɤɨ, ɭɧɢɤɚɥɶɧɨɣ 
ɨɫɨɛɟɧɧɨɫɬɶɸ ɫɢɫɬɟɦɵ ɹɜɥɹɟɬɫɹ ɬɨ, ɱɬɨ ɞɥɹ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɩɪɢɥɨɠɟɧɢɹ ɧɟ ɧɭɠɟɧ 
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ɧɨɦɟɪ ɬɟɥɟɮɨɧɚ ɢɥɢ ɚɞɪɟɫ ɷɥɟɤɬɪɨɧɧɨɣ ɩɨɱɬɵ. ɗɬɚ ɨɫɨɛɟɧɧɨɫɬɶ ɩɨɡɜɨɥɹɟɬ 
ɩɨɥɶɡɨɜɚɬɶɫɹ Threema ɚɧɨɧɢɦɧɨ. Ɋɚɫɫɦɨɬɪɢɦ, ɤɚɤ ɜ ɫɢɫɬɟɦɚ Threema ɨɛɟɫɩɟɱɢɜɚɟɬ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɶ ɢ ɰɟɥɨɫɬɧɨɫɬɶ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɣ ɢɧɮɨɪɦɚɰɢɢ. 

1.4.1 Ɋɟɝɢɫɬɪɚɰɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɫɨɡɞɚɧɢɹ ɥɢɱɧɵɯ ɤɥɸɱɟɣ 
ɋɨɝɥɚɫɧɨ [26], ɜ ɩɪɨɰɟɫɫɟ ɭɫɬɚɧɨɜɤɢ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ Threema ɧɚ 

ɭɫɬɪɨɣɫɬɜɨ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɜɵɩɨɥɧɹɟɬɫɹ ɫɥɟɞɭɸɳɢɣ ɚɥɝɨɪɢɬɦ: 
ɒɚɝ 1: ɉɪɢɥɨɠɟɧɢɟ ɝɟɧɟɪɢɪɭɟɬ ɤɥɸɱɟɜɭɸ ɩɚɪɭ ( , )pk skIK IK  ɧɚ Curve25519, 

ɪɚɡɦɟɪɨɦ 256 ɛɢɬ; 
ɒɚɝ 2: ɉɪɢɥɨɠɟɧɢɟ ɨɬɩɪɚɜɥɹɟɬ ɨɬɤɪɵɬɵɣ ɤɥɸɱ 

pkIK  ɩɚɪɵ ɧɚ ɫɟɪɜɟɪ; 

ɒɚɝ 3: ɋɟɪɜɟɪ ɩɪɢɧɢɦɚɟɬ, ɫɨɯɪɚɧɹɟɬ, ɧɚɡɧɚɱɚɟɬ ɨɬɤɪɵɬɨɦɭ ɤɥɸɱɭ 
ɫɥɭɱɚɣɧɵɣ Threema ID, ɫɨɫɬɨɹɳɢɣ ɢɡ 8-ɦɢ ɫɢɦɜɨɥɨɜ ɬɢɩɚ A-Z/0-9. Ⱦɚɥɟɟ, ɫɟɪɜɟɪ 
ɨɬɩɪɚɜɥɹɟɬ Threema ID ɩɪɢɥɨɠɟɧɢɸ; 

ɒɚɝ 4: ɉɪɢɥɨɠɟɧɢɟ ɫɨɯɪɚɧɹɟɬ ɩɨɥɭɱɟɧɧɵɣ Threema ID ɜɦɟɫɬɟ ɫ ɤɥɸɱɟɜɨɣ 
ɩɚɪɨɣ ɜ ɛɟɡɨɩɚɫɧɨɦ ɯɪɚɧɢɥɢɳɟ ɧɚ ɭɫɬɪɨɣɫɬɜɟ. 

1.4.2 ɋɨɡɞɚɧɢɟ ɡɚɳɢɳɟɧɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ 
ɋɢɫɬɟɦɚ Threema ɞɥɹ ɡɚɳɢɬɵ ɤɥɢɟɧɬ-ɫɟɪɜɟɪɧɨɝɨ ɤɚɧɚɥɚ ɢɫɩɨɥɶɡɭɟɬ 

ɩɪɨɬɨɤɨɥ TLS ɜɟɪɫɢɢ 1.2 ɧɚɪɹɞɭ ɫ ɩɨɞɯɨɞɨɦ Certificate Pinning [17], ɚ ɞɥɹ ɫɨɡɞɚɧɢɹ 
E2EE ɦɟɠɞɭ ɚɛɨɧɟɧɬɚɦɢ ɢɫɩɨɥɶɡɭɟɬ ɨɬɤɪɵɬɵɟ ɤɥɸɱɢ ɚɛɨɧɟɧɬɨɜ, ɤɨɬɨɪɵɟ ɯɪɚɧɹɬɫɹ 
ɧɚ ɫɟɪɜɟɪɟ ɜɦɟɫɬɟ ɫ Threema ID [26]. ɉɨɥɶɡɨɜɚɬɟɥɶ, ɠɟɥɚɸɳɢɣ ɭɫɬɚɧɨɜɢɬɶ 
ɡɚɳɢɳɟɧɧɨɟ ɫɨɟɞɢɧɟɧɢɟ, ɦɨɠɟɬ ɡɚɩɪɨɫɢɬɶ ɨɬɤɪɵɬɵɣ ɤɥɸɱ ɫɨɛɟɫɟɞɧɢɤɚ ɩɨ ɟɝɨ 
Threema ID, ɩɨɫɥɟ ɱɟɝɨ, ɜɨɡɦɨɠɟɧ ɨɛɦɟɧ ɫɨɨɛɳɟɧɢɹɦɢ. 

1.4.3 Ɉɛɦɟɧ ɫɨɨɛɳɟɧɢɹɦɢ 
Ɂɚɳɢɬɭ ɩɟɪɟɞɚɜɚɟɦɵɯ ɫɨɨɛɳɟɧɢɣ ɜ Threema, ɦɟɠɞɭ ɨɬɩɪɚɜɢɬɟɥɟɦ ɢ 

ɩɨɥɭɱɚɬɟɥɟɦ (S ɢ R ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ), ɦɨɠɧɨ ɨɩɢɫɚɬɶ ɫɯɟɦɨɣ, ɩɪɢɜɟɞɟɧɧɨɣ ɧɚ 
ɪɢɫɭɧɤɟ 7, ɥɢɛɨ ɫɥɟɞɭɸɳɢɦ ɚɥɝɨɪɢɬɦɨɦ: 

ɒɚɝ 1: Ɉɬɩɪɚɜɢɬɟɥɶ, ɢɫɩɨɥɶɡɭɹ ECDH ɧɚ ɤɪɢɜɨɣ ɋurve25519 ɢ ɯɷɲ-
ɮɭɧɤɰɢɸ HSalsa20 [29], ɜɵɱɢɫɥɹɟɬ ɨɛɳɢɣ ɫɟɤɪɟɬ shared_secret (256 ɛɢɬ), ɬ.ɟ.         
shared_secret 20( ( , ))S R

sk pkHSalsa ECDH IK IK ; 

ɒɚɝ 2: Ɉɬɩɪɚɜɢɬɟɥɶ ɝɟɧɟɪɢɪɭɟɬ ɩɫɟɜɞɨɫɥɭɱɚɣɧɭɸ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ 
ɱɢɫɟɥ nonce, ɪɚɡɦɟɪɨɦ 192 ɛɢɬ, ɤɨɬɨɪɚɹ ɢɫɩɨɥɶɡɭɟɬɫɹ ɤɚɤ ɭɧɢɤɚɥɶɧɵɣ ɧɨɦɟɪ 
ɫɨɨɛɳɟɧɢɹ; 

ɒɚɝ 3: Ɉɬɩɪɚɜɢɬɟɥɶ ɡɚɲɢɮɪɨɜɵɜɚɟɬ ɫɨɨɛɳɟɧɢɟ ɩɨɬɨɱɧɵɦ ɲɢɮɪɨɦ XSalsa20 
[29] c ɩɨɦɨɳɶɸ shared_secret, ɢɫɩɨɥɶɡɭɟɬɫɹ ɤɚɤ ɤɥɸɱ ɲɢɮɪɨɜɚɧɢɹ, ɢ 
ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ nonce; 
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ɒɚɝ 4: Ɉɬɩɪɚɜɢɬɟɥɶ, ɢɫɩɨɥɶɡɭɹ ɮɭɧɤɰɢɸ Poly1305-AES [30], ɜɵɱɢɫɥɹɟɬ ɤɨɞ 
ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɫɨɨɛɳɟɧɢɹ (MAC-ɤɨɞ) ɪɚɡɦɟɪɨɦ 128 ɛɢɬ. ɑɚɫɬɶ ɩɨɬɨɤɚ ɢɡ XSalsa20 
ɢɫɩɨɥɶɡɭɟɬɫɹ ɜ ɤɚɱɟɫɬɜɟ ɤɥɸɱɚ ɞɥɹ Poly1305; 

ɒɚɝ 5: Ɉɬɩɪɚɜɢɬɟɥɶ ɩɟɪɟɞɚɟɬ ɩɨɥɭɱɚɬɟɥɸ: ɲɢɮɪɬɟɤɫɬ ɫɨɨɛɳɟɧɢɹ, MAC-ɤɨɞ, 
nonce. 

 

 
Ɋɢɫɭɧɨɤ 7 – ɋɯɟɦɚ ɩɪɟɨɛɪɚɡɨɜɚɧɢɹ ɫɨɨɛɳɟɧɢɹ 

1.4.4 ɉɪɨɜɟɪɤɚ ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɫɨɛɟɫɟɞɧɢɤɚ 
Ⱦɥɹ ɩɨɜɵɲɟɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ ɨɛɳɟɧɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɫɢɫɬɟɦɟ Threema, 

ɤɚɠɞɵɣ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɣ ɤɨɧɬɚɤɬ ɢɦɟɟɬ ɢɧɞɢɤɚɬɨɪ «ɭɪɨɜɧɹ ɩɪɨɜɟɪɤɢ», ɫɨɫɬɨɹɳɢɣ 
ɢɡ ɫɥɟɞɭɸɳɢɯ ɭɪɨɜɧɟɣ: 

 ɤɪɚɫɧɵɣ (ɭɪɨɜɟɧɶ 1). ɗɬɨ ɡɧɚɱɢɬ, ɱɬɨ ɩɨɥɶɡɨɜɚɬɟɥɶ ɧɟ ɦɨɠɟɬ ɛɵɬɶ ɭɜɟɪɟɧ 
ɜ ɬɨɦ, ɱɬɨ ɫɨɛɟɫɟɞɧɢɤ ɹɜɥɹɟɬɫɹ ɬɟɦ, ɤɟɦ ɡɚ ɫɟɛɹ ɜɵɞɚɟɬ. ɋ ɬɟɯɧɢɱɟɫɤɨɣ ɬɨɱɤɢ ɡɪɟɧɢɹ, 
ɷɬɨ ɡɧɚɱɢɬ, ɱɬɨ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɫɨɛɟɫɟɞɧɢɤɚ (Threema ID) ɛɵɥ ɜɜɟɞɟɧ ɜɪɭɱɧɭɸ, ɥɢɛɨ 
ɨɬɤɪɵɬɵɣ ɤɥɸɱ ɫɨɛɟɫɟɞɧɢɤɚ ɛɵɥ ɩɨɥɭɱɟɧ ɫ ɫɟɪɜɟɪɚ, ɩɨɫɤɨɥɶɤɭ ɫɨɨɛɳɟɧɢɟ ɛɵɥɨ 
ɩɨɥɭɱɟɧɨ ɜ ɩɟɪɜɵɣ ɪɚɡ. Ɍɚɤɠɟ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɣ ɫɨɛɟɫɟɞɧɢɤ ɧɟ ɛɵɥ ɧɚɣɞɟɧ ɜ ɫɩɢɫɤɟ 
ɤɨɧɬɚɤɬɨɜ ɬɟɥɟɮɨɧɨɜ ɩɨ ɬɟɥɟɮɨɧɧɨɦɭ ɧɨɦɟɪɭ ɢɥɢ ɷɥɟɤɬɪɨɧɧɨɣ ɩɨɱɬɟ (email); 

 ɠёɥɬɵɣ (ɭɪɨɜɟɧɶ 2). ɗɬɨ ɡɧɚɱɢɬ, ɱɬɨ ɩɨɥɶɡɨɜɚɬɟɥɶ ɦɨɠɟɬ ɛɵɬɶ ɭɜɟɪɟɧ ɜ 
ɬɨɦ, ɱɬɨ ɫɨɛɟɫɟɞɧɢɤ ɬɨɬ, ɡɚ ɤɨɝɨ ɫɟɛɹ ɜɵɞɚɟɬ. ɉɨɫɤɨɥɶɤɭ ɫɨɛɟɫɟɞɧɢɤ ɛɵɥ ɧɚɣɞɟɧ ɜ 
ɬɟɥɟɮɨɧɧɨɦ ɫɩɢɫɤɟ ɤɨɧɬɚɤɬɨɜ, ɚ ɬɚɤɠɟ ɫɟɪɜɟɪ ɩɪɨɜɟɪɢɥ ɫɨɛɟɫɟɞɧɢɤɚ. ɉɪɨɜɟɪɤɚ 
ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɩɭɬɟɦ ɨɬɩɪɚɜɤɢ ɫɦɫ-ɫɨɨɛɳɟɧɢɹ ɧɚ ɧɨɦɟɪ ɬɟɥɟɮɨɧɚ, ɥɢɛɨ ɨɬɩɪɚɜɤɨɣ 
ɝɢɩɟɪɫɫɵɥɤɢ ɧɚ ɷɥɟɤɬɪɨɧɧɭɸ ɩɨɱɬɭ; 
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 ɡɟɥёɧɵɣ (ɭɪɨɜɟɧɶ 3). ɗɬɨ ɩɨɞɪɚɡɭɦɟɜɚɟɬ, ɱɬɨ ɩɨɥɶɡɨɜɚɬɟɥɶ ɩɪɨɜɟɪɢɥ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɫɨɛɟɫɟɞɧɢɤɚ ɢ ɟɝɨ ɨɬɤɪɵɬɵɣ ɤɥɸɱ ɩɭɬɟɦ ɥɢɱɧɨɣ ɜɫɬɪɟɱɢ, ɢ 
ɫɤɚɧɢɪɨɜɚɧɢɹ QR-ɤɨɞɚ. Ɏɨɪɦɚɬ QR-ɤɨɞɚ ɢɦɟɟɬ ɜɢɞ: «identity, publicKeyHex», ɝɞɟ 
identity - ɷɬɨ 8-ɦɢ ɫɢɦɜɨɥɶɧɵɣ Threema ID, ɢ publicKeyHex – ɷɬɨ ɲɟɫɬɧɚɞɰɚɬɟɪɢɱɧɨɟ 
(ɜ ɧɢɠɧɟɦ ɪɟɝɢɫɬɪɟ) ɩɪɟɞɫɬɚɜɥɟɧɢɟ 32 ɛɚɣɬɧɨɝɨ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ. 

1.5 ȼɵɜɨɞɵ ɩɨ ɝɥɚɜɟ 
ɉɪɨɜɟɞɟɧɧɵɣ ɜ ɪɚɦɤɚɯ ɞɚɧɧɨɣ ɝɥɚɜɵ ɨɛɡɨɪ ɫɭɳɟɫɬɜɭɸɳɢɯ ɢ ɧɚɢɛɨɥɟɟ 

ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɯ IM ɫɢɫɬɟɦ ɫ ɩɨɜɵɲɟɧɧɵɦ ɭɪɨɜɧɟɦ ɛɟɡɨɩɚɫɧɨɫɬɢ ɩɨɡɜɨɥɢɥ 
ɨɛɧɚɪɭɠɢɬɶ ɨɛɳɢɣ ɢ ɫɭɳɟɫɬɜɟɧɧɵɣ ɧɟɞɨɫɬɚɬɨɤ: ɨɬɫɭɬɫɬɜɢɟ ɞɨɜɟɪɢɹ ɤ ɰɟɧɬɪɚɥɶɧɨɣ 
ɫɬɨɪɨɧɵ (ɫɟɪɜɢɫ-ɩɪɨɜɚɣɞɟɪɭ) IM ɫɢɫɬɟɦ. ɉɪɢ ɷɬɨɦ ɰɟɧɬɪɚɥɶɧɚɹ ɫɬɨɪɨɧɚ ɦɨɠɟɬ ɛɵɬɶ 
ɫɤɨɦɩɪɨɦɟɬɢɪɨɜɚɧɚ ɤɚɤ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚɦɢ, ɬɚɤ ɢ ɜɥɚɞɟɥɶɰɟɦ ɫɢɫɬɟɦɵ ɩɨ ɬɟɦ ɢɥɢ 
ɢɧɵɦ ɩɪɢɱɢɧɚɦ. Ⱦɪɭɝɢɦɢ ɫɥɨɜɚɦɢ, ɦɨɠɟɬ ɛɵɬɶ ɪɟɚɥɢɡɨɜɚɧɚ ɚɬɚɤɚ «ɱɟɥɨɜɟɤ 
ɩɨɫɟɪɟɞɢɧɟ» (MITM) [4], ɤɨɬɨɪɚɹ ɜ ɫɜɨɸ ɨɱɟɪɟɞɶ ɧɟɫɟɬ ɪɹɞ ɭɝɪɨɡ ɧɚɪɭɲɟɧɢɹ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ ɢ ɰɟɥɨɫɬɧɨɫɬɢ ɢɧɮɨɪɦɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɜ ɩɪɨɰɟɫɫɟ 
ɢɧɮɨɪɦɚɰɢɨɧɧɨɝɨ ɨɛɦɟɧɚ. ɇɚɥɢɱɢɟ ɬɚɤɢɯ ɭɝɪɨɡ, ɨɫɨɛɟɧɧɨ ɜ ɤɨɧɬɟɤɫɬɟ ɬɨɝɨ, ɱɬɨ 
ɛɨɥɶɲɚɹ ɱɚɫɬɶ ɪɚɫɩɪɨɫɬɪɚɧёɧɧɵɯ IM ɫɢɫɬɟɦ ɩɪɢɧɚɞɥɟɠɢɬ ɢɧɨɫɬɪɚɧɧɵɦ 
ɤɨɦɩɚɧɢɹɦ, ɫɭɳɟɫɬɜɟɧɧɨ ɨɝɪɚɧɢɱɢɜɚɟɬ ɢɥɢ ɞɟɥɚɟɬ ɧɟɜɨɡɦɨɠɧɵɦ ɢɯ ɢɫɩɨɥɶɡɨɜɚɧɢɟ 
ɞɥɹ ɨɛɦɟɧɚ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ. ɋɯɨɠɚɹ ɚɬɚɤɚ ɦɨɠɟɬ ɢɦɟɬɶ ɦɟɫɬɨ ɢ ɜ 
ɫɥɭɱɚɟ ɤɨɦɩɪɨɦɟɬɚɰɢɢ ɛɚɡɵ ɞɚɧɧɵɯ (ȻȾ) ɨɬɤɪɵɬɵɯ ɤɥɸɱɟɣ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, 
ɯɪɚɧɹɳɢɯɫɹ ɧɚ ɫɟɪɜɟɪɚɯ IM ɫɢɫɬɟɦɵ.  Ɂɥɨɭɦɵɲɥɟɧɧɢɤ ɦɨɠɟɬ ɜɪɟɦɟɧɧɨ ɩɨɞɦɟɧɢɬɶ 
ɨɬɤɪɵɬɵɟ ɤɥɸɱɢ ɚɛɨɧɟɧɬɨɜ, ɯɪɚɧɹɳɢɟɫɹ ɜ ȻȾ. ɉɨɞɦɟɧɚ ɤɥɸɱɟɣ, ɡɧɚɧɢɟ ɫɬɪɭɤɬɭɪɵ 
ɩɟɪɟɞɚɜɚɟɦɵɯ ɞɚɧɧɵɯ ɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪɨɜ ɚɛɨɧɟɧɬɨɜ, ɬɚɤɠɟ ɩɨɡɜɨɥɢɬ 
ɡɥɨɭɦɵɲɥɟɧɧɢɤɭ ɫɨɡɞɚɬɶ ɫɟɚɧɫ ɫɜɹɡɢ ɨɬ ɱɭɠɨɝɨ ɢɦɟɧɢ ɢ ɫɤɨɦɩɪɨɦɟɬɢɪɨɜɚɬɶ ɜɟɫɶ 
ɢɧɮɨɪɦɚɰɢɨɧɧɵɣ ɨɛɦɟɧ. ɉɨɫɤɨɥɶɤɭ, ɜ ɫɥɭɱɚɟ ɤɨɦɩɪɨɦɟɬɚɰɢɢ ɫɟɪɜɟɪɚ, 
ɡɥɨɭɦɵɲɥɟɧɧɢɤ ɦɨɠɟɬ ɫɤɨɦɩɪɨɦɟɬɢɪɨɜɚɬɶ ɩɟɪɟɞɚɜɚɟɦɵɟ ɡɧɚɱɟɧɢɹ ɨɬɤɪɵɬɵɯ 
ɤɥɸɱɟɜɵɯ ɩɚɪɚɦɟɬɪɨɜ ɫɜɨɢɦɢ ɡɧɚɱɟɧɢɹɦɢ, ɜɵɪɚɛɨɬɚɬɶ ɫ ɤɚɠɞɵɦ ɭɱɚɫɬɧɢɤɨɦ 
ɢɧɮɨɪɦɚɰɢɨɧɧɨɝɨ ɨɛɦɟɧɚ ɨɛɳɢɣ ɤɥɸɱ, ɚ ɡɚɬɟɦ ɩɨɥɭɱɢɬɶ ɩɨɥɧɵɣ ɞɨɫɬɭɩ ɤ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɢ. Ⱦɚɧɧɚɹ MITM-ɚɬɚɤɚ ɧɨɫɢɬ ɜɩɨɥɧɟ ɜɟɪɨɹɬɧɵɣ 
ɯɚɪɚɤɬɟɪ ɢ ɭɠɟ ɛɵɥɚ ɩɪɨɞɟɦɨɧɫɬɪɢɪɨɜɚɧɚ ɜ [31] ɧɚ ɩɪɢɦɟɪɟ ɫɢɫɬɟɦɵ Signal 
(TextSecure), ɚ ɬɚɤɠɟ ɜ ɚɧɚɥɢɬɢɱɟɫɤɨɦ ɨɛɡɨɪɟ [32] ɩɪɨɬɨɤɨɥɚ Telegram. 

Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɫɭɳɟɫɬɜɭɟɬ ɚɤɬɭɚɥɶɧɚɹ ɧɚɭɱɧɨ-ɬɟɯɧɢɱɟɫɤɚɹ ɡɚɞɚɱɚ ɩɨ 
ɨɪɝɚɧɢɡɚɰɢɢ ɛɟɡɨɩɚɫɧɨɝɨ ɨɛɦɟɧɚ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɜ 
ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ, ɫ ɭɱёɬɨɦ ɨɛɨɡɧɚɱɟɧɧɵɯ ɧɟɞɨɫɬɚɬɤɨɜ, 
ɫɭɳɟɫɬɜɭɸɳɢɯ IM ɫɢɫɬɟɦ. Ɋɟɲɟɧɢɟ ɞɚɧɧɨɣ ɡɚɞɚɱɢ ɜɤɥɸɱɚɟɬ ɜ ɫɟɛɹ ɪɚɡɪɚɛɨɬɤɭ 
ɦɨɞɟɥɢ ɢ ɚɪɯɢɬɟɤɬɭɪɵ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ, ɩɪɨɬɨɤɨɥɨɜ ɫɟɬɟɜɨɝɨ 
ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ, ɚ ɬɚɤɠɟ ɚɥɝɨɪɢɬɦɢɱɟɫɤɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ. 
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Ƚɥɚɜɚ 2.  ɉɪɟɞɥɚɝɚɟɦɵɣ ɫɩɨɫɨɛ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɝɨ ɨɛɦɟɧɚ ɢ ɦɨɞɟɥɶ 
ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ 

 
2.1 ɂɫɩɨɥɶɡɭɟɦɵɟ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ ɩɪɢɦɢɬɢɜɵ 
ɑɬɨɛɵ ɨɛɟɫɩɟɱɢɬɶ ɛɟɡɨɩɚɫɧɨɫɬɶ ɤɨɦɦɭɧɢɤɚɰɢɢ ɜ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ 

ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ, ɪɚɡɪɚɛɚɬɵɜɚɟɦɚɹ ɦɨɞɟɥɶ ɂɋ ɞɥɹ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɝɨ ɨɛɦɟɧɚ 
ɢɧɮɨɪɦɚɰɢɟɣ ɞɨɥɠɧɚ ɢɦɟɬɶ ɛɚɡɢɫ ɨɫɧɨɜɚɧɧɵɣ ɧɚ ɫɬɨɣɤɢɯ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ 
ɩɪɢɦɢɬɢɜɨɜ, ɩɨɫɤɨɥɶɤɭ ɧɚɥɢɱɢɟ ɢɡɴɹɧɚ ɜ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɦ ɚɥɝɨɪɢɬɦɟ ɩɨ 
ɭɦɨɥɱɚɧɢɸ ɨɡɧɚɱɚɟɬ, ɱɬɨ ɩɪɟɞɥɚɝɚɟɦɚɹ ɦɨɞɟɥɶ ɂɋ ɧɟɧɚɞɟɠɧɚ. ɉɨɷɬɨɦɭ ɫɥɟɞɭɟɬ 
ɨɩɢɫɚɬɶ ɢɫɩɨɥɶɡɭɟɦɵɟ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ ɩɪɢɦɢɬɢɜɵ, ɢ ɨɛɨɫɧɨɜɚɬɶ ɩɪɢɱɢɧɭ ɢɯ 
ɜɵɛɨɪɚ ɞɥɹ ɪɟɲɟɧɢɹ ɩɨɫɬɚɜɥɟɧɧɵɯ ɡɚɞɚɱ. 

2.1.1 ɋɩɨɫɨɛ ɝɟɧɟɪɚɰɢɢ ɫɥɭɱɚɣɧɵɯ ɱɢɫɟɥ 
Ⱦɥɹ ɝɟɧɟɪɚɰɢɢ ɫɥɭɱɚɣɧɵɯ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɟɣ, ɜɤɥɸɱɚɹ ɤɥɸɱɟɜɭɸ 

ɢɧɮɨɪɦɚɰɢɸ, ɢɫɩɨɥɶɡɭɟɬɫɹ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢ ɫɬɨɣɤɢɣ ɝɟɧɟɪɚɬɨɪ ɩɫɟɜɞɨɫɥɭɱɚɣɧɵɯ 
ɱɢɫɟɥ (ɄɋȽɉɋɑ). Ɍɟɯɧɨɥɨɝɢɱɟɫɤɚɹ ɪɟɚɥɢɡɚɰɢɹ ɄɋȽɉɋɑ ɜ ɩɪɟɞɥɚɝɚɟɦɨɣ ɂɋ 
ɨɫɧɨɜɚɧɚ ɧɚ ɛɢɛɥɢɨɬɟɤɟ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɚɥɝɨɪɢɬɦɨɜ WebCrypto GOST [33], 
ɜɤɥɸɱɚɸɳɚɹ ɜ ɫɟɛɹ ɄɋȽɉɋɑ. Ʉɚɤ ɨɬɦɟɱɚɟɬɫɹ ɜ ɞɨɤɭɦɟɧɬɚɰɢɢ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɣ 
ɛɢɛɥɢɨɬɟɤɢ, ɝɟɧɟɪɚɬɨɪ ɫɨɡɞɚɟɬ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢ ɫɬɨɣɤɭɸ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ 
ɩɫɟɜɞɨɫɥɭɱɚɣɧɵɯ ɱɢɫɟɥ [34] ɬɪɟɛɭɟɦɨɣ ɞɥɢɧɧɵ, ɫɥɟɞɭɸɳɢɦ ɨɛɪɚɡɨɦ: c ɩɨɦɨɳɶɸ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɝɨ ɝɟɧɟɪɚɬɨɪɚ JavaScript Web Crypto [35] (ɟɫɥɢ ɫɪɟɞɚ ɜɵɩɨɥɧɟɧɢɹ 
ɩɨɞɞɟɪɠɢɜɚɟɬ), ɥɢɛɨ ɧɟ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɝɨ ɝɟɧɟɪɚɬɨɪɚ Math.random (ɜ ɢɧɨɦ 
ɫɥɭɱɚɟ) ɝɟɧɟɪɢɪɭɟɬɫɹ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ, ɤɨɬɨɪɚɹ ɫɦɟɲɢɜɚɟɬɫɹ ɫ ɷɧɬɪɨɩɢɟɣ ɫ 
ɩɨɦɨɳɶɸ ɛɢɬɨɜɨɣ ɨɩɟɪɚɰɢɢ XOR. ȼ ɤɚɱɟɫɬɜɟ ɢɫɬɨɱɧɢɤɚ ɷɧɬɪɨɩɢɢ ɜɵɫɬɭɩɚɟɬ 
ɬɟɤɭɳɟɟ ɜɪɟɦɹ, ɫɦɟɲɚɧɧɨɟ ɩɨ XOR ɫ ɞɜɢɠɟɧɢɟɦ ɦɵɲɢ (ɩɨɥɨɠɟɧɢɟ ɤɭɪɫɨɪɚ), ɥɢɛɨ 
ɫ ɤɨɞɨɦ ɧɚɠɚɬɨɣ ɤɥɚɜɢɲɢ. 

2.1.2 ɂɫɩɨɥɶɡɭɟɦɚɹ ɯɷɲ-ɮɭɧɤɰɢɹ 
Ɉɞɧɢɦ ɢɡ ɚɫɩɟɤɬɨɜ ɛɟɡɨɩɚɫɧɨɫɬɢ ɢɧɮɨɪɦɚɰɢɢ ɹɜɥɹɟɬɫɹ ɨɛɟɫɩɟɱɟɧɢɟ 

ɰɟɥɨɫɬɧɨɫɬɢ ɢɧɮɨɪɦɚɰɢɢ, ɞɥɹ ɪɟɲɟɧɢɹ ɞɚɧɧɨɣ ɡɚɞɚɱɢ ɢɫɩɨɥɶɡɭɟɬɫɹ ɪɨɫɫɢɣɫɤɚɹ 
ɯɷɲ-ɮɭɧɤɰɢɹ ȽɈɋɌ Ɋ 34.11-2012 [36] ɫ ɞɥɢɧɧɨɣ ɜɵɯɨɞɚ 512 ɛɢɬ. ȼɵɛɨɪ ɜ ɤɚɱɟɫɬɜɟ 
ɯɟɲ-ɮɭɧɤɰɢɢ H ɫɬɚɧɞɚɪɬɚ ȽɈɋɌ Ɋ 34.11-2012 ɨɛɭɫɥɨɜɥɟɧ ɬɟɦ, ɱɬɨ ɞɚɧɧɚɹ ɯɟɲ-
ɮɭɧɤɰɢɹ ɭɞɨɜɥɟɬɜɨɪɹɟɬ ɫɨɜɪɟɦɟɧɧɵɦ ɬɪɟɛɨɜɚɧɢɹɦ ɤ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɣ 
ɫɬɨɣɤɨɫɬɢ. 

2.1.3 ɂɫɩɨɥɶɡɭɟɦɚɹ ɮɭɧɤɰɢɹ ɮɨɪɦɢɪɨɜɚɧɢɹ ɫɢɦɦɟɬɪɢɱɧɨɝɨ ɤɥɸɱɚ 
ɲɢɮɪɨɜɚɧɢɹ ɧɚ ɨɫɧɨɜɟ ɫɟɤɪɟɬɧɨɝɨ ɡɧɚɱɟɧɢɹ 

Ɉɛɳɟ ɢɡɜɟɫɬɧɨ, ɱɬɨ ɛɟɡɨɩɚɫɧɨɫɬɶ ɡɚɳɢɳɚɟɦɨɣ ɢɧɮɨɪɦɚɰɢɢ ɨɩɪɟɞɟɥɹɟɬɫɹ ɜ 
ɩɟɪɜɭɸ ɨɱɟɪɟɞɶ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɣ ɫɬɨɣɤɨɫɬɶɸ ɤɥɸɱɚ ɲɢɮɪɨɜɚɧɢɹ, ɩɨɫɤɨɥɶɤɭ 
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ɢɫɩɨɥɶɡɭɟɦɵɣ ɚɥɝɨɪɢɬɦ ɲɢɮɪɨɜɚɧɢɹ ɦɨɠɟɬ ɛɵɬɶ ɢɡɜɟɫɬɟɧ ɡɥɨɭɦɵɲɥɟɧɧɢɤɭ 
ɢɫɯɨɞɹ ɢɡ ɬɪɟɛɨɜɚɧɢɣ Ʉɟɪɤɝɨɮɮɫɚ ɤ ɤɪɢɩɬɨɫɢɫɬɟɦɚɦ. ɂɫɩɨɥɶɡɨɜɚɧɢɟ ɫɟɤɪɟɬɧɨɣ 
ɮɪɚɡɵ (ɩɚɪɨɥɹ) ɜɜɟɞɟɧɧɨɣ ɚɛɨɧɟɧɬɨɦ ɜ ɤɚɱɟɫɬɜɟ ɫɢɦɦɟɬɪɢɱɧɨɝɨ ɤɥɸɱɚ ɲɢɮɪɨɜɚɧɢɹ 
«ɤɚɤ ɟɫɬɶ» ɛɟɡ ɩɪɟɞɜɚɪɢɬɟɥɶɧɨɣ ɨɛɪɚɛɨɬɤɢ, ɩɨɪɨɠɞɚɟɬ ɪɹɞ ɫɟɪɶɟɡɧɵɯ ɩɪɨɛɥɟɦ 
ɛɟɡɨɩɚɫɧɨɫɬɢ, ɜ ɱɚɫɬɧɨɫɬɢ, ɨɝɪɚɧɢɱɟɧɢɟ ɤɥɸɱɟɜɨɝɨ ɩɪɨɫɬɪɚɧɫɬɜɚ, ɱɬɨ ɩɨɪɨɠɞɚɟɬ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɭɸ ɧɟ ɫɬɨɣɤɨɫɬɶ ɲɢɮɪɬɟɤɫɬɚ, ɚ ɷɬɨ ɜɟɞɟɬ ɤ ɧɚɪɭɲɟɧɢɸ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ ɢɧɮɨɪɦɚɰɢɢ. 

Ⱦɥɹ ɪɟɲɟɧɢɹ ɞɚɧɧɨɣ ɩɪɨɛɥɟɦɵ, ɜɵɪɚɛɨɬɤɚ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɝɨ ɤɥɸɱɚ 
ɚɛɨɧɟɧɬɚ ɩɪɨɢɡɜɨɞɢɬɫɹ ɧɚ ɨɫɧɨɜɟ ɚɛɨɧɟɧɬɫɤɨɣ ɫɟɤɪɟɬɧɨɣ ɮɪɚɡɵ (ɩɚɪɨɥɹ) PP ɩɨ 
ɫɬɚɧɞɚɪɬɭ ɮɨɪɦɢɪɨɜɚɧɢɹ ɤɥɸɱɚ ɧɚ ɨɫɧɨɜɟ ɩɚɪɨɥɹ (Password-Based Key Derivation 

Function, PBKDF), ɜ ɱɚɫɬɧɨɫɬɢ PBKDF2 [37] ɨɩɢɫɚɧɧɵɣ ɜ RFC 2898 (PKCS #5) [38]:  
 

12( , , , , ),ak PBKDF H PP S ɋ L  (2.1.3.1) 
 

ɝɞɟ PBKDF2 – ɮɭɧɤɰɢɹ ɮɨɪɦɢɪɨɜɚɧɢɹ ɤɥɸɱɚ ɧɚ ɨɫɧɨɜɟ ɩɚɪɨɥɹ; 
H – ɯɷɲ-ɮɭɧɤɢɹ ȽɈɋɌ Ɋ 34.11-2012 ɫ ɞɥɢɧɧɨɣ ɜɵɯɨɞɚ 512 ɛɢɬ; 
PP – ɫɟɤɪɟɬɧɚɹ ɮɪɚɡɚ ɚɛɨɧɟɧɬɚ; 

1S  – ɫɥɭɱɚɣɧɚɹ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ ɪɚɡɦɟɪɧɨɫɬɶɸ 256 ɛɢɬ; 
ɋ  – ɤɨɥɢɱɟɫɬɜɨ ɢɬɟɪɚɰɢɣ, ɡɧɚɱɟɧɢɟ ɪɚɜɧɨɟ 4000; 
L  – ɠɟɥɚɟɦɚɹ ɞɥɢɧɧɚ ɤɥɸɱɚ ɜ ɛɢɬɚɯ, ɡɧɚɱɟɧɢɟ ɪɚɜɧɨɟ 256 ɛɢɬ. 

ɂɫɩɨɥɶɡɭɟɦɵɟ ɡɧɚɱɟɧɢɹ ɩɚɪɚɦɟɬɪɨɜ ɜ ɮɭɧɤɰɢɢ PBKDF2 ɛɵɥɢ ɜɵɛɪɚɧɵ 
ɢɫɯɨɞɹ ɢɡ ɪɟɤɨɦɟɧɞɚɰɢɣ ɇɚɰɢɨɧɚɥɶɧɨɝɨ ɢɧɫɬɢɬɭɬɚ ɫɬɚɧɞɚɪɬɨɜ ɢ ɬɟɯɧɨɥɨɝɢɣ ɋɒȺ 
(National Institute of Standards and Technology, NIST), ɨɩɢɫɚɧɧɵɯ ɜ ɢɫɬɨɱɧɢɤɟ [37].  

ȼɵɛɨɪ PBKDF2 ɨɛɭɫɥɨɜɥɟɧ ɬɟɦ, ɱɬɨ ɚɥɝɨɪɢɬɦ ɜ ɞɟɤɚɛɪɟ 2010 ɝɨɞɚ ɛɵɥ 
ɪɟɤɨɦɟɧɞɨɜɚɧɚ NIST ɞɥɹ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɜ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɫɢɫɬɟɦɚɯ, 
ɪɟɤɨɦɟɧɞɨɜɚɧ ɫɬɚɧɞɚɪɬɨɦ RFC 2898 (PKCS #5), ɚ ɬɚɤɠɟ PBKDF2, ɜ ɨɬɥɢɱɢɟ ɨɬ 
ɚɧɚɥɨɝɨɜ PBKDF1 ɢɥɢ KDF_GOSTR3411_2012_256, ɝɟɧɟɪɢɪɭɟɬ ɤɥɸɱ ɧɟ 
ɮɢɤɫɢɪɨɜɚɧɧɨɣ ɞɥɢɧɧɵ, ɱɬɨ ɩɨɡɜɨɥɹɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶ PBKDF2 ɜ ɪɚɡɥɢɱɧɵɯ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɚɥɝɨɪɢɬɦɚɯ, ɚ ɧɟ ɬɨɥɶɤɨ ɜ ɬɟɯ, ɤɨɬɨɪɵɟ ɢɫɩɨɥɶɡɭɸɬ ɤɥɸɱɢ 
ɨɩɪɟɞɟɥɟɧɧɨɣ ɞɥɢɧɧɵ. 

2.1.4 ɂɫɩɨɥɶɡɭɟɦɵɣ ɚɥɝɨɪɢɬɦ ɫɢɦɦɟɬɪɢɱɧɨɝɨ ɲɢɮɪɨɜɚɧɢɹ 
Ʉɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɶ ɢɧɮɨɪɦɚɰɢɢ ɨɛɟɫɩɟɱɢɜɚɟɬɫɹ ɪɨɫɫɢɣɫɤɢɦ ɛɥɨɱɧɵɦ 

ɲɢɮɪɨɦ ȽɈɋɌ Ɋ 34.12-2015 [39] ɜ ɪɟɠɢɦɟ ɨɛɪɚɬɧɨɣ ɫɜɹɡɢ ɩɨ ɜɵɯɨɞɭ (OFB) [40], ɜ 
ɞɚɧɧɨɣ ɪɚɛɨɬɟ ɨɛɨɡɧɚɱɚɟɬɫɹ ɤɚɤ SE. ȼɵɛɨɪ ɪɟɠɢɦɚ ɲɢɮɪɨɜɚɧɢɹ ɫ ɨɛɪɚɬɧɨɣ ɫɜɹɡɶɸ 
ɩɨ ɜɵɯɨɞɭ (OFB) ɨɛɭɫɥɨɜɥɟɧ ɫɥɟɞɭɸɳɢɦɢ ɟɝɨ ɩɨɥɨɠɢɬɟɥɶɧɵɦɢ ɫɬɨɪɨɧɚɦɢ: 

 ɨɬɫɭɬɫɬɜɢɟ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɜ ɞɨɩɨɥɧɟɧɢɢ ɩɨɫɥɟɞɧɟɝɨ ɛɥɨɤɚ 
ɧɟɡɧɚɱɚɳɢɦɢ, ɨɛɪɚɬɢɦɵɦɢ ɛɚɣɬɚɦɢ. Ɉɬɫɭɬɫɬɜɢɟ ɞɨɩɨɥɧɟɧɢɹ ɫɨɤɪɚɳɚɟɬ ɪɚɫɯɨɞɵ ɧɚ 
ɩɟɪɟɫɵɥɤɭ, ɱɬɨ ɨɫɨɛɟɧɧɨ ɜɚɠɧɨ ɞɥɹ ɛɨɥɶɲɨɝɨ ɤɨɥɢɱɟɫɬɜɚ ɤɨɪɨɬɤɢɯ ɫɨɨɛɳɟɧɢɣ; 

 ɜɨɡɦɨɠɧɨɫɬɶ ɨɪɝɚɧɢɡɚɰɢɢ ɩɨɬɨɤɨɜɨɣ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɜɢɞɟ/ɚɭɞɢɨ-
ɡɜɨɧɤɚ, ɱɬɨ ɹɜɥɹɟɬɫɹ ɨɞɧɨɣ ɢɡ ɮɭɧɤɰɢɣ ɂɋ; 
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 ɥɨɤɚɥɢɡɚɰɢɹ ɪɚɫɩɪɨɫɬɪɚɧɟɧɢɹ ɨɲɢɛɨɤ ɩɟɪɟɞɚɱɢ ɜ ɩɪɟɞɟɥɚɯ ɨɞɧɨɝɨ 
ɛɥɨɤɚ. ɗɬɨ ɜɟɫɶɦɚ ɚɤɬɭɚɥɶɧɨ ɜ ɭɫɥɨɜɢɹɯ ɩɨɬɨɤɨɜɨɣ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɜɢɞɟ/ɚɭɞɢɨ-
ɡɜɨɧɤɚ ɩɪɢ ɩɥɨɯɨɣ ɦɨɛɢɥɶɧɨɣ ɫɜɹɡɢ, ɨɛɟɫɩɟɱɢɜɚɸɳɟɣ ɫɨɟɞɢɧɟɧɢɟ ɫ ɫɟɬɶɸ 
ɂɧɬɟɪɧɟɬ. 

2.1.5 ɂɫɩɨɥɶɡɭɟɦɵɣ ɚɥɝɨɪɢɬɦ ɚɫɫɢɦɟɬɪɢɱɧɨɝɨ ɲɢɮɪɨɜɚɧɢɹ 
Кɨɧɮɢɞɟɧɰɢɚɥɶɧɚя ɢɧɮɨɪɦɚɰɢя 

 

2.2 ɉɪɟɞɥɚɝɚɟɦɵɣ ɫɩɨɫɨɛ ɨɛɦɟɧɚ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ 
Кɨɧɮɢɞɟɧɰɢɚɥɶɧɚя ɢɧɮɨɪɦɚɰɢя 

 
2.3 Ɇɨɞɟɥɶ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ ɞɥɹ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɝɨ ɨɛɦɟɧɚ 

Кɨɧɮɢɞɟɧɰɢɚɥɶɧɚя ɢɧɮɨɪɦɚɰɢя 
2.4 Ɉɰɟɧɤɚ ɛɟɡɨɩɚɫɧɨɫɬɢ ɩɪɟɞɥɚɝɚɟɦɨɝɨ ɫɩɨɫɨɛɚ 
ɉɪɟɞɥɚɝɚɟɦɵɣ ɫɩɨɫɨɛ ɞɥɹ ɛɟɡɨɩɚɫɧɨɝɨ ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ ɜ 

ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ, ɢɫɯɨɞɹ ɢɡ ɩɨɫɬɚɧɨɜɤɢ ɡɚɞɚɱɢ, ɨɫɧɨɜɵɜɚɟɬɫɹ 
ɧɚ ɫɥɟɞɭɸɳɟɣ ɧɟɮɨɪɦɚɥɶɧɨɣ ɦɨɞɟɥɢ ɧɚɪɭɲɢɬɟɥɹ: 

 ɧɚɪɭɲɢɬɟɥɶ ɦɨɠɟɬ ɛɵɬɶ ɜɧɟɲɧɢɦ ɢ ɨɤɚɡɵɜɚɬɶ ɜɨɡɞɟɣɫɬɜɢɟ ɧɚ 
ɚɛɨɧɟɧɬɫɤɨɟ ɭɫɬɪɨɣɫɬɜɨ ɢɡ ɤɨɦɩɶɸɬɟɪɧɨɣ ɫɟɬɢ, ɧɚɩɪɢɦɟɪ, ɩɨɫɪɟɞɫɬɜɨɦ ɚɤɬɢɜɧɨɝɨ 
ɫɧɢɮɮɢɧɝɚ; 

 ɧɚɪɭɲɢɬɟɥɶ ɦɨɠɟɬ ɛɵɬɶ ɜɧɭɬɪɟɧɧɢɦ ɢ ɨɤɚɡɵɜɚɬɶ ɜɨɡɞɟɣɫɬɜɢɟ ɧɚ 
ɰɟɧɬɪɚɥɶɧɵɣ ɭɡɟɥ ɂɋ (ɫɟɪɜɟɪ), ɧɚɩɪɢɦɟɪ, ɢɦɟɬɶ ɞɨɫɬɭɩ ɤ ɛɚɡɟ ɞɚɧɧɵɯ ɂɋ; 

 ɧɚɪɭɲɢɬɟɥɶ ɨɛɥɚɞɚɟɬ ɜɫɟɣ ɢɧɮɨɪɦɚɰɢɟɣ, ɧɟɨɛɯɨɞɢɦɨɣ ɞɥɹ ɩɨɞɝɨɬɨɜɤɢ ɢ 
ɩɪɨɜɟɞɟɧɢɹ ɚɬɚɤ, ɡɚ ɢɫɤɥɸɱɟɧɢɟɦ ɢɧɮɨɪɦɚɰɢɢ, ɞɨɫɬɭɩ ɤ ɤɨɬɨɪɨɣ ɫɨ ɫɬɨɪɨɧɵ 
ɧɚɪɭɲɢɬɟɥɹ ɢɫɤɥɸɱɚɟɬɫɹ, ɧɚɩɪɢɦɟɪ, ɢɧɮɨɪɦɚɰɢɹ ɨ ɡɚɤɪɵɬɵɯ ɤɥɸɱɚɯ ɚɛɨɧɟɧɬɚ; 

 ɧɚɪɭɲɢɬɟɥɶ ɨɛɥɚɞɚɟɬ ɜɫɟɦ ɧɟɨɛɯɨɞɢɦɵɦ ɞɥɹ ɩɪɨɜɟɞɟɧɢɹ ɚɬɚɤ (ɡɧɚɧɢɹɦɢ 
ɢ ɫɪɟɞɫɬɜɚɦɢ). 

ɉɪɢ ɷɬɨɦ, ɜ ɪɚɦɤɚɯ ɞɚɧɧɨɣ ɪɚɛɨɬɵ, ɪɚɫɫɦɚɬɪɢɜɚɸɬɫɹ ɫɥɟɞɭɸɳɢɟ ɜɢɞɵ ɚɬɚɤ 
ɧɚ ɩɪɟɞɥɚɝɚɟɦɭɸ ɂɋ: 

 ɩɚɫɫɢɜɧɚɹ ɢ ɚɤɬɢɜɧɚɹ ɮɨɪɦɵ ɚɬɚɤɢ «ɱɟɥɨɜɟɤ ɩɨ ɫɟɪɟɞɢɧɟ» (MITM-ɚɬɚɤɚ), 
ɜɤɥɸɱɚɹ ɩɟɪɟɯɜɚɬ, ɢɫɤɚɠɟɧɢɟ ɢ ɜɫɬɚɜɤɭ; 

 ɩɨɞɦɟɧɚ (impersonation) ɚɛɨɧɟɧɬɚ; 
 ɩɨɜɬɨɪɧɨɟ ɧɚɜɹɡɵɜɚɧɢɟ ɫɨɨɛɳɟɧɢɹ (replay attack), ɜɤɥɸɱɚɹ: 

 ɡɚɞɟɪɠɤɭ ɩɟɪɟɞɚɱɢ ɫɨɨɛɳɟɧɢɣ (forced delay); 
 ɨɬɪɚɠɟɧɢɟ (reflection attack); 

 ɤɨɦɛɢɧɢɪɨɜɚɧɧɚɹ ɚɬɚɤɚ (interleaving attack). 
ȼ ɪɚɦɤɚɯ ɞɚɧɧɨɣ ɧɟɮɨɪɦɚɥɶɧɨɣ ɦɨɞɟɥɢ ɧɚɪɭɲɢɬɟɥɹ ɢ ɪɚɫɫɦɚɬɪɢɜɚɟɦɵɯ 

ɩɨɬɟɧɰɢɚɥɶɧɵɯ ɚɬɚɤ ɨɩɪɟɞɟɥɢɦ, ɱɬɨ ɩɨɞ ɩɨɧɹɬɢɟɦ ɛɟɡɨɩɚɫɧɨɝɨ ɨɛɦɟɧɚ 
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ɢɧɮɨɪɦɚɰɢɟɣ ɩɨɧɢɦɚɟɬɫɹ ɤɨɦɩɥɟɤɫ ɬɪɟɛɨɜɚɧɢɣ ɢ ɦɟɪ, ɪɟɚɥɢɡɨɜɚɧɧɵɯ ɜ 
ɩɪɟɞɥɚɝɚɟɦɨɣ ɂɋ ɫ ɰɟɥɶɸ, ɨɛɟɫɩɟɱɟɧɢɹ ɞɨɫɬɭɩɚ ɤ ɢɧɮɨɪɦɚɰɢɢ ɭɩɨɥɧɨɦɨɱɟɧɧɵɯ 
ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɝɨ ɞɨɫɬɭɩɚ ɤ ɂɋ, ɨɛɟɫɩɟɱɟɧɢɹ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ, ɞɨɫɬɭɩɧɨɫɬɢ ɢ ɰɟɥɨɫɬɧɨɫɬɢ ɩɟɪɟɞɚɜɚɟɦɨɣ ɢɧɮɨɪɦɚɰɢɢ.  

Ɉɰɟɧɢɦ ɩɪɟɞɩɪɢɧɹɬɵɟ ɦɟɪɵ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ ɨɬ ɪɚɫɫɦɚɬɪɢɜɚɟɦɨɝɨ 
ɤɥɚɫɫɚ ɚɬɚɤ ɫ ɩɨɡɢɰɢɢ ɪɚɫɫɦɚɬɪɢɜɚɟɦɨɣ ɦɨɞɟɥɢ ɧɚɪɭɲɢɬɟɥɹ: 

 ɡɚɳɢɬɚ ɨɬ MITM-ɚɬɚɤɢ ɫɨ ɫɬɨɪɨɧɵ ɜɧɟɲɧɟɝɨ ɧɚɪɭɲɢɬɟɥɹ ɧɚ ɦɧɨɠɟɫɬɜɨ 
ɫɨɨɛɳɟɧɢɣ ɬɢɩɚ «ɚɛɨɧɟɧɬ-ɫɟɪɜɟɪ» ɞɨɫɬɢɝɚɟɬɫɹ ɩɭɬɟɦ ɩɪɢɦɟɧɟɧɢɹ ɢɡɜɟɫɬɧɨɝɨ 
ɩɨɞɯɨɞɚ ɤ ɪɚɫɩɪɟɞɟɥɟɧɢɸ ɤɥɸɱɟɣ – Pinning, ɬɢɩɚ Public key. ɗɬɨɬ ɩɨɞɯɨɞ ɩɨɡɜɨɥɹɟɬ 
ɧɟɹɜɧɵɦ ɨɛɪɚɡɨɦ ɚɭɬɟɧɬɢɮɢɰɢɪɨɜɚɬɶ ɫɟɪɜɟɪ, ɢ ɩɪɟɞɨɬɜɪɚɬɢɬɶ ɜɨɡɦɨɠɧɨɫɬɶ, 
ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ, ɡɚɜɥɚɞɟɬɶ ɫɟɫɫɢɨɧɧɵɦ ɤɥɸɱɨɦ sesk , ɬɚɤ ɤɚɤ ɞɥɹ ɷɬɨɝɨ ɧɟɨɛɯɨɞɢɦɨ 
ɨɛɥɚɞɚɬɶ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɶɸ ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɚ pri

Sk . Ⱦɚɠɟ ɟɫɥɢ ɧɚɪɭɲɢɬɟɥɶ 
ɝɢɩɨɬɟɬɢɱɟɫɤɢ ɫɦɨɠɟɬ ɜɵɫɬɭɩɢɬɶ ɜ ɤɚɱɟɫɬɜɟ ɩɨɫɪɟɞɧɢɤɚ ɜ MITM-ɚɬɚɤɟ ɢ ɩɨɞɦɟɧɢɬ 
ɫɨɨɛɳɟɧɢɟ ɚɛɨɧɟɧɬɚ, ɬɨ ɨɧ ɧɟ ɫɦɨɠɟɬ ɜɵɞɚɬɶ ɩɪɢɧɢɦɚɸɳɟɦɭ ɚɛɨɧɟɧɬɭ 
ɡɚɲɢɮɪɨɜɚɧɧɵɣ ɨɬɜɟɬ ɩɨ ɨɠɢɞɚɟɦɨɦɭ ɤɥɸɱɭ sesk . Ɍɚɤɠɟ ɫɬɨɢɬ ɨɬɦɟɬɢɬɶ, ɱɬɨ ɜɨ 
ɜɪɟɦɹ ɫɨɡɞɚɧɢɹ ɫɟɚɧɫɚ ɫɜɹɡɢ ɫɨɡɞɚɟɬɫɹ ɚɫɫɨɰɢɚɬɢɜɧɚɹ ɫɜɹɡɶ ɦɟɠɞɭ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪɨɦ ɚɛɨɧɟɧɬɚ ɜ ɂɋ, ɫɟɚɧɫɨɜɵɦ ɤɥɸɱɨɦ sesk , ɢɞɟɧɬɢɮɢɤɚɬɨɪɨɦ ɫɟɚɧɫɚ

sesid  ɢ ɬɨɤɟɧɨɦ (ɦɚɪɤɟɪɨɦ) ɛɟɡɨɩɚɫɧɨɫɬɢ. ɗɬɚ ɚɫɫɨɰɢɚɰɢɹ ɫɨɯɪɚɧɹɟɬɫɹ ɤɚɤ ɭ 
ɚɛɨɧɟɧɬɚ, ɬɚɤ ɢ ɧɚ ɫɟɪɜɟɪɟ ɜ ɫɩɢɫɤɟ ɚɤɬɢɜɧɵɯ ɫɟɫɫɢɢ, ɱɬɨ ɩɨɡɜɨɥɹɟɬ ɫɟɪɜɟɪɭ 
ɪɚɡɝɪɚɧɢɱɢɜɚɬɶ ɞɨɫɬɭɩ, ɢ ɩɪɟɞɨɬɜɪɚɳɚɬɶ ɧɟɩɪɚɜɨɦɟɪɧɵɣ ɞɨɫɬɭɩ ɤ ɢɧɮɨɪɦɚɰɢɢ; 

 ɡɚɳɢɬɚ ɨɬ MITM-ɚɬɚɤɢ ɫɨ ɫɬɨɪɨɧɵ ɜɧɟɲɧɟɝɨ ɧɚɪɭɲɢɬɟɥɹ ɧɚ ɦɧɨɠɟɫɬɜɨ 
ɫɨɨɛɳɟɧɢɣ ɬɢɩɚ «ɚɛɨɧɟɧɬ-ɚɛɨɧɟɧɬ» ɨɫɧɨɜɵɜɚɟɬɫɹ ɧɚ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɫɱёɬɱɢɤɚ 
ɫɨɨɛɳɟɧɢɣ ɢ ɤɨɞɚ ɰɟɥɨɫɬɧɨɫɬɢ. ɑɬɨɛɵ ɫɮɨɪɦɢɪɨɜɚɬɶ ɩɪɚɜɢɥɶɧɵɣ ɤɨɞ ɰɟɥɨɫɬɧɨɫɬɢ 
ɢɥɢ ɭɡɧɚɬɶ ɡɧɚɱɟɧɢɹ ɫɱёɬɱɢɤɚ, ɧɚɪɭɲɢɬɟɥɸ ɧɟɨɛɯɨɞɢɦɨ ɡɧɚɬɶ ɡɚɤɪɵɬɵɣ ɤɥɸɱ prik , 
ɩɨɞɦɟɧɹɟɦɨɝɨ ɚɛɨɧɟɧɬɚ, ɥɢɛɨ ɩɨɞɦɟɧɢɬɶ ɚɛɨɧɟɧɬɫɤɢɣ ɨɬɤɪɵɬɵɣ ɤɥɸɱ pubk , ɬ.ɟ. 
ɫɤɨɦɩɪɨɦɟɬɢɪɨɜɚɬɶ ɜɫɟ ɢɫɩɨɥɶɡɭɟɦɵɟ ɤɚɧɚɥɵ ɫɜɹɡɢ ɜ ɂɋ, ɱɬɨ ɹɜɥɹɟɬɫɹ 
ɬɪɭɞɧɨɜɵɩɨɥɧɢɦɨɣ ɡɚɞɚɱɟɣ. ȼ ɢɧɨɦ, ɫɥɭɱɚɟ ɡɥɨɭɦɵɲɥɟɧɧɢɤ ɛɭɞɟɬ ɜɵɧɭɠɞɟɧ 
ɢɫɩɨɥɶɡɨɜɚɬɶ ɫɜɨɸ ɱɚɫɬɶ ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɚ pri prik k   , ɱɬɨ ɥɟɝɤɨ ɜɵɹɜɥɹɟɬ ɮɚɤɬ 
ɩɨɞɦɟɧɵ ɚɛɨɧɟɧɬɚ;   

 ɞɥɹ ɡɚɳɢɬɵ ɨɬ ɩɨɜɬɨɪɧɨɝɨ ɧɚɜɹɡɵɜɚɧɢɹ ɫɨɨɛɳɟɧɢɣ ɢɫɩɨɥɶɡɭɸɬɫɹ 
ɨɞɧɨɪɚɡɨɜɵɟ ɤɨɞɵ ɢ ɦɟɬɤɢ ɜɪɟɦɟɧɢ, ɩɨ ɤɨɬɨɪɵɦ, ɜ ɬɨɦ ɱɢɫɥɟ, ɦɨɠɧɨ ɨɩɪɟɞɟɥɹɬɶ 
ɚɤɬɭɚɥɶɧɨɫɬɶ («ɫɜɟɠɟɫɬɶ») ɫɨɨɛɳɟɧɢɣ; 

 ɞɥɹ ɡɚɳɢɬɵ ɩɟɪɟɞɚɜɚɟɦɵɯ ɨɬɤɪɵɬɵɯ ɤɥɸɱɟɣ ɨɬ MITM-ɚɬɚɤɢ ɜɧɭɬɪɟɧɧɢɦ 
ɧɚɪɭɲɢɬɟɥɟɦ ɢɫɩɨɥɶɡɭɸɬɫɹ ɪɚɡɥɢɱɧɵɟ ɢ ɧɟɡɚɜɢɫɢɦɵɟ ɤɚɧɚɥɵ ɫɜɹɡɢ ɢ ɦɟɯɚɧɢɡɦɵ 
ɨɛɟɫɩɟɱɟɧɢɹ ɰɟɥɨɫɬɧɨɫɬɢ ɩɟɪɟɞɚɜɚɟɦɵɯ ɞɚɧɧɵɯ. Ɉɬɦɟɬɢɦ, ɱɬɨ ɚɛɨɧɟɧɬ-
ɨɬɩɪɚɜɢɬɟɥɶ ɞɥɹ ɩɟɪɟɞɚɱɢ ɱɚɫɬɟɣ ɤɥɸɱɚ ɚɛɨɧɟɧɬɭ-ɩɨɥɭɱɚɬɟɥɸ ɦɨɠɟɬ ɫɥɭɱɚɣɧɵɦ 
ɨɛɪɚɡɨɦ ɜɵɛɢɪɚɬɶ ɤɚɧɚɥ ɨɬɩɪɚɜɤɢ, ɡɚ ɢɫɤɥɸɱɟɧɢɟɦ ɭɠɟ ɜɵɛɪɚɧɧɨɝɨ ɤɚɧɚɥɚ ɫɜɹɡɢ. 
ȼ ɫɥɭɱɚɟ ɟɫɥɢ ɧɚɪɭɲɢɬɟɥɶ ɫɤɨɦɩɪɨɦɟɬɢɪɨɜɚɥ ɨɞɢɧ ɢɡ ɤɚɧɚɥɨɜ ɫɜɹɡɢ, ɧɚɩɪɢɦɟɪ, 
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ɩɨɞɦɟɧɢɥ ɱɚɫɬɶ ɤɥɸɱɚ 1k  ɧɚ 1k , ɬɨ ɚɛɨɧɟɧɬ-ɩɨɥɭɱɚɬɟɥɶ ɫɦɨɠɟɬ ɨɛɧɚɪɭɠɢɬɶ 
ɩɨɞɦɟɧɭ, ɩɭɬɟɦ ɫɪɚɜɧɟɧɢɹ ɡɧɚɱɟɧɢɹ ɜɵɱɢɫɥɟɧɧɨɝɨ ɯɷɲ-ɤɨɞɚ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ ɫɨ 
ɡɧɚɱɟɧɢɟɦ, ɤɨɬɨɪɵɣ ɧɚ ɫɟɪɜɟɪɟ ɨɩɭɛɥɢɤɨɜɚɥ ɚɛɨɧɟɧɬ-ɨɬɩɪɚɜɢɬɟɥɶ, ɬ.ɟ.

1 2 1 2( ) ( )H k k H k k  ; 
 ɞɥɹ ɡɚɳɢɬɵ ɨɬ ɜɧɭɬɪɟɧɧɟɝɨ ɧɚɪɭɲɢɬɟɥɹ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɢ 

ɚɛɨɧɟɧɬɚ, ɤɨɬɨɪɚɹ ɯɪɚɧɢɬɫɹ ɜ ɛɚɡɟ ɞɚɧɧɵɯ ɂɋ, ɩɪɢɦɟɧɹɟɬɫɹ ɤɨɞ ɰɟɥɨɫɬɧɨɫɬɢ, ɚ 
ɬɚɤɠɟ ɲɢɮɪɨɜɚɧɢɟ ɫ ɩɪɢɦɟɧɟɧɢɟɦ ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɚ ɚɛɨɧɟɧɬɚ prik  ɢɥɢ 
ɫɢɦɦɟɬɪɢɱɧɨɝɨ ɤɥɸɱɚ ɚɛɨɧɟɧɬɚ k, ɫɨɡɞɚɧɧɨɝɨ ɧɚ ɨɫɧɨɜɟ ɫɟɤɪɟɬɧɨɣ ɮɪɚɡɵ ɚɛɨɧɟɧɬɚ; 

 ɞɥɹ ɡɚɳɢɬɵ ɨɬ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɝɨ ɞɨɫɬɭɩɚ ɩɪɟɞɥɚɝɚɟɦɚɹ ɂɋ 
ɪɟɚɥɢɡɭɟɬ ɮɭɧɤɰɢɢ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ (ɜ ɬɨɦ ɱɢɫɥɟ ɢ ɦɧɨɝɨɮɚɤɬɨɪɧɨɣ), ɚɜɬɨɪɢɡɚɰɢɢ 
ɢ ɭɩɪɚɜɥɟɧɢɹ ɞɨɫɬɭɩɨɦ. 

ɉɪɟɞɥɚɝɚɟɦɚɹ ɂɋ ɜ ɩɨɥɧɨɦ ɨɛɴёɦɟ ɪɟɚɥɢɡɭɟɬ ɞɚɧɧɵɟ ɦɟɪɵ ɩɨ ɡɚɳɢɬɟ 
ɢɧɮɨɪɦɚɰɢɢ, ɱɬɨ ɩɨɡɜɨɥɹɟɬ ɝɨɜɨɪɢɬɶ ɨ ɛɟɡɨɩɚɫɧɨɫɬɢ ɩɪɟɞɥɚɝɚɟɦɨɝɨ ɫɩɨɫɨɛɚ ɨɛɦɟɧɚ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɜ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ ɜ ɪɚɦɤɚɯ 
ɪɚɫɫɦɚɬɪɢɜɚɟɦɨɣ ɦɨɞɟɥɢ ɧɚɪɭɲɢɬɟɥɹ ɢ ɤɥɚɫɫɚ ɩɨɬɟɧɰɢɚɥɶɧɵɯ ɚɬɚɤ. 

2.5 ȼɵɜɨɞɵ ɩɨ ɝɥɚɜɟ 
Ⱦɚɧɧɚɹ ɝɥɚɜɚ ɪɚɫɤɪɵɜɚɟɬ ɫɭɳɧɨɫɬɶ ɢɫɩɨɥɶɡɭɟɦɵɯ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ 

ɩɪɢɦɢɬɢɜɨɜ ɫ ɨɛɨɫɧɨɜɚɧɢɟɦ ɢɯ ɜɵɛɨɪɚ, ɨɩɢɫɵɜɚɟɬ ɩɪɟɞɥɚɝɚɟɦɵɣ ɫɩɨɫɨɛ ɨɛɦɟɧɚ 
ɤɥɸɱɟɜɨɣ ɢɧɮɨɪɦɚɰɢɟɣ. Ɏɨɪɦɚɥɢɡɭɟɬɫɹ ɢ ɩɪɟɞɥɚɝɚɟɬɫɹ ɦɨɞɟɥɶ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ 
ɫɢɫɬɟɦɵ ɞɥɹ ɨɛɦɟɧɚ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɜ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ 
ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ. Ʉɪɨɦɟ ɬɨɝɨ, ɜ ɞɚɧɧɨɣ ɝɥɚɜɟ ɨɩɢɫɚɧɚ ɢɧɮɪɚɫɬɪɭɤɬɭɪɚ ɢ ɚɥɝɨɪɢɬɦɵ 
ɪɚɫɩɪɟɞɟɥɟɧɢɹ ɤɥɸɱɟɣ ɲɢɮɪɨɜɚɧɢɹ, ɤɨɬɨɪɵɟ ɩɨɫɬɪɨɟɧɵ ɢɫɤɥɸɱɢɬɟɥɶɧɨ ɧɚ ɨɫɧɨɜɟ 
Ɋɨɫɫɢɣɫɤɢɯ ɫɬɚɧɞɚɪɬɨɜ ɜ ɨɛɥɚɫɬɢ ɤɪɢɩɬɨɝɪɚɮɢɢ, ɚ ɬɚɤɠɟ ɩɪɨɬɨɤɨɥɵ ɫɟɬɟɜɨɝɨ 
ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ. ɉɨɦɢɦɨ ɷɬɨɝɨ, ɜ ɝɥɚɜɟ ɪɚɫɫɦɚɬɪɢɜɚɸɬɫɹ ɚɫɩɟɤɬɵ ɛɟɡɨɩɚɫɧɨɫɬɢ 
ɩɪɟɞɥɚɝɚɟɦɨɝɨ ɩɨɞɯɨɞɚ, ɨɩɢɫɵɜɚɟɬɫɹ ɧɟɮɨɪɦɚɥɶɧɚɹ ɦɨɞɟɥɶ ɧɚɪɭɲɢɬɟɥɹ, 
ɪɚɫɫɦɚɬɪɢɜɚɸɬɫɹ ɩɨɬɟɧɰɢɚɥɶɧɵɟ ɚɬɚɤɢ ɧɚ ɂɋ, ɨɩɪɟɞɟɥɹɟɬɫɹ ɩɨɧɹɬɢɟ ɛɟɡɨɩɚɫɧɨɫɬɢ, 
ɚ ɬɚɤɠɟ ɨɩɢɫɵɜɚɸɬɫɹ ɩɪɟɞɩɪɢɧɹɬɵɟ ɦɟɪɵ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ ɨɬ 
ɪɚɫɫɦɚɬɪɢɜɚɟɦɨɝɨ ɤɥɚɫɫɚ ɚɬɚɤ ɜ ɪɚɦɤɚɯ ɦɨɞɟɥɢ ɧɚɪɭɲɢɬɟɥɹ.  

  
 
 
 
 
 
 
 
 
 
 



33 
 

Ƚɥɚɜɚ 3.  Ɋɚɡɪɚɛɨɬɤɚ ɢ ɬɟɫɬɢɪɨɜɚɧɢɟ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ 
 

3.1 Ɋɚɡɪɚɛɨɬɤɚ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ 
ɇɚ ɨɫɧɨɜɚɧɢɢ ɝɥɚɜɵ 2 ɢ ɩɪɢɥɨɠɟɧɢɹ Ⱥ ɦɨɝɭɬ ɛɵɬɶ ɫɩɪɨɟɤɬɢɪɨɜɚɧɵ ɢ 

ɪɚɡɪɚɛɨɬɚɧɵ ɩɪɨɝɪɚɦɦɧɵɟ ɱɚɫɬɢ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ, ɚ ɬɚɤɠɟ ɫɨɩɭɬɫɬɜɭɸɳɢɟ 
ɩɨɞɫɢɫɬɟɦɵ. Ɉɞɧɚɤɨ, ɞɥɹ ɜɵɩɨɥɧɟɧɢɹ ɞɚɧɧɨɣ ɡɚɞɚɱɢ, ɫɩɟɪɜɚ ɧɟɨɛɯɨɞɢɦɨ 
ɨɩɪɟɞɟɥɢɬɶ ɢɫɩɨɥɶɡɭɟɦɭɸ ɦɟɬɨɞɢɤɭ ɩɪɨɟɤɬɢɪɨɜɚɧɢɹ ɢ ɦɟɬɨɞɨɥɨɝɢɸ ɪɚɡɪɚɛɨɬɤɢ. 

3.1.1 ɉɨɞɯɨɞ ɤ ɪɚɡɪɚɛɨɬɤɟ 
Ⱦɥɹ ɪɚɡɪɚɛɨɬɤɢ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɫɢɫɬɟɦɵ ɛɟɡɨɩɚɫɧɨɝɨ ɨɛɦɟɧɚ 

ɢɧɮɨɪɦɚɰɢɟɣ ɜ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ ɛɵɥɚ ɢɫɩɨɥɶɡɨɜɚɧɚ 
ɢɬɟɪɚɰɢɨɧɧɚɹ ɦɨɞɟɥɶ (Iterative model) ɠɢɡɧɟɧɧɨɝɨ ɰɢɤɥɚ, ɜɵɛɨɪ ɨɛɭɫɥɨɜɥɟɧ, 
ɯɨɪɨɲɟɣ ɢɡɭɱɟɧɧɨɫɬɶɸ ɞɚɧɧɨɣ ɦɨɞɟɥɢ ɢ ɜɨɡɦɨɠɧɨɫɬɶɸ ɜɵɹɜɥɟɧɢɹ ɞɟɮɟɤɬɨɜ ɧɚ 
ɪɚɧɧɟɦ ɷɬɚɩɟ ɪɚɡɪɚɛɨɬɤɢ. ɉɪɨɟɤɬɢɪɨɜɚɧɢɟ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫ ɨɫɧɨɜɵɜɚɥɨɫɶ 
ɧɚ ɧɢɫɯɨɞɹɳɟɦ ɨɛɴɟɤɬɧɨ-ɨɪɢɟɧɬɢɪɨɜɚɧɧɨɦ ɩɨɞɯɨɞɟ [42, 43], ɬ.ɟ. ɞɥɹ 
ɩɪɨɟɤɬɢɪɭɟɦɨɣ ɫɢɫɬɟɦɵ ɫɧɚɱɚɥɚ ɨɩɪɟɞɟɥɹɸɬɫɹ ɜɵɫɨɤɨɭɪɨɜɧɟɜɵɟ ɤɨɦɩɨɧɟɧɬɵ, ɚ 
ɡɚɬɟɦ ɤɨɧɤɪɟɬɧɵɟ. Ɋɟɡɭɥɶɬɚɬɨɦ ɷɬɨɝɨ ɹɜɥɹɟɬɫɹ, ɱɟɬɤɨ ɨɩɪɟɞɟɥɟɧɧɚɹ, ɦɨɞɭɥɶɧɚɹ 
ɚɪɯɢɬɟɤɬɭɪɚ, ɤɨɬɨɪɚɹ ɨɩɢɫɚɧɚ ɜ ɫɥɟɞɭɸɳɢɯ ɪɚɡɞɟɥɚɯ ɞɚɧɧɨɣ ɝɥɚɜɵ. 

3.1.2 ɉɪɨɟɤɬɢɪɨɜɚɧɢɟ ɚɪɯɢɬɟɤɬɭɪɵ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ 
ɂɫɯɨɞɹ ɢɡ ɪɚɧɟɟ ɨɩɢɫɚɧɧɨɝɨ, ɩɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ (ɉɄ) ɩɨɫɬɪɨɟɧ ɧɚ 

ɬɪёɯɭɪɨɜɧɟɜɨɣ ɚɪɯɢɬɟɤɬɭɪɟ «ɤɥɢɟɧɬ-ɫɟɪɜɟɪ» ɢ ɫɩɪɨɟɤɬɢɪɨɜɚɧɚ ɛɟɡ ɩɪɢɜɹɡɚɧɧɨɫɬɢ ɤ 
ɬɟɯɧɨɥɨɝɢɱɟɫɤɨɣ ɫɨɫɬɚɜɥɹɸɳɟɣ, ɨɛɳɢɣ ɜɢɞ ɤɨɬɨɪɨɣ ɩɪɟɞɫɬɚɜɥɟɧ ɧɚ ɪɢɫɭɧɤɟ 15. 
 

 
Ɋɢɫɭɧɨɤ 15 – Ɉɛɳɢɣ ɜɢɞ ɚɪɯɢɬɟɤɬɭɪɵ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ 
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ɉɪɟɞɩɨɥɚɝɚɟɬɫɹ, ɱɬɨ ɤɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ ɪɚɡɜɨɪɚɱɢɜɚɟɬɫɹ ɧɚ ɩɥɚɬɮɨɪɦɟ ɦɨɛɢɥɶɧɨɝɨ 
ɭɫɬɪɨɣɫɬɜɚ, ɥɢɛɨ ɧɚ ɨɬɞɟɥɶɧɨɦ ɫɟɪɜɟɪɟ ɜ ɜɢɞɟ web-ɩɪɢɥɨɠɟɧɢɹ ɫ ɩɪɟɞɨɫɬɚɜɥɟɧɢɟɦ 
ɫɟɪɜɢɫɚ ɞɥɹ ɚɛɨɧɟɧɬɚ. Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ ɫɨɫɬɨɢɬ ɢɡ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ, 
ɨɬɜɟɱɚɸɳɟɟ ɡɚ ɢɧɬɟɪɚɤɬɢɜɧɨɟ ɜɡɚɢɦɨɞɟɣɫɬɜɢɟ ɫ ɚɛɨɧɟɧɬɨɦ, ɢ ɯɪɚɧɢɥɢɳɚ ɞɚɧɧɵɯ – 
ɩɪɟɞɧɚɡɧɚɱɟɧɨ ɞɥɹ ɯɪɚɧɟɧɢɟ ɤɥɸɱɟɜɨɣ ɢɧɮɨɪɦɚɰɢɢ. ɉɪɢ ɜɡɚɢɦɨɞɟɣɫɬɜɢɢ ɚɛɨɧɟɧɬɚ 
ɫ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɶɸ, ɤɥɢɟɧɬɫɤɨɟ ɩɪɢɥɨɠɟɧɢɟ ɮɨɪɦɢɪɭɟɬ http-ɡɚɩɪɨɫɵ ɢ ɩɨɫɵɥɚɟɬ 
ɢɯ ɧɚ ɨɛɪɚɛɨɬɤɭ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ, ɩɨɫɥɟ ɱɟɝɨ ɪɟɡɭɥɶɬɚɬ ɨɛɪɚɛɨɬɤɢ ɨɬɨɛɪɚɠɚɟɬɫɹ ɧɚ 
ɢɧɬɟɪɮɟɣɫɟ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ. ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɨɬɜɟɱɚɟɬ ɡɚ ɨɛɪɚɛɨɬɤɭ http-
ɡɚɩɪɨɫɨɜ, ɩɪɢɫɥɚɧɧɵɯ ɫ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ, ɚ ɬɚɤɠɟ ɡɚ ɯɪɚɧɟɧɢɹ ɚɛɨɧɟɧɬɫɤɨɣ 
ɢɧɮɨɪɦɚɰɢɢ. ɇɚ ɪɢɫɭɧɤɟ 15 ɫɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɩɪɟɞɫɬɚɜɥɟɧɚ ɜ ɦɨɧɨɥɢɬɧɨɦ 
ɩɪɟɞɫɬɚɜɥɟɧɢɢ, ɫɨɫɬɨɢɬ ɢɡ ɫɟɪɜɟɪɧɨɝɨ ɩɪɢɥɨɠɟɧɢɹ – ɫɥɨɣ ɛɢɡɧɟɫ-ɥɨɝɢɤɢ, ɫɢɫɬɟɦɵ 
ɭɩɪɚɜɥɟɧɢɹ ɛɚɡɨɣ ɞɚɧɧɵɯ (ɋɍȻȾ) ɢ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɨɣ ɫɟɪɜɟɪɚ – ɫɥɨɣ ɯɪɚɧɟɧɢɹ 
ɞɚɧɧɵɯ. Ɋɚɫɫɦɨɬɪɢɦ ɚɪɯɢɬɟɤɬɭɪɭ ɤɥɢɟɧɬɫɤɨɣ ɢ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɟɣ ɩɪɢɥɨɠɟɧɢɣ 
ɛɨɥɟɟ ɞɟɬɚɥɢɡɢɪɨɜɚɧɨ. 

3.1.2.1 Ⱥɪɯɢɬɟɤɬɭɪɚ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ  
ɋɟɪɜɟɪɧɨɟ ɩɪɢɥɨɠɟɧɢɟ ɪɚɛɨɬɚɟɬ ɩɨɞ ɭɩɪɚɜɥɟɧɢɟɦ ɬɟɪɦɢɧɚɥɚ (ɤɨɦɚɧɞɧɨɣ 

ɫɬɪɨɤɢ), ɪɟɚɥɢɡɭɟɬ ɥɨɝɢɤɭ ɨɛɪɚɛɨɬɤɢ ɞɚɧɧɵɯ, ɤɨɨɪɞɢɧɢɪɭɟɬ ɪɚɛɨɬɭ ɤɥɢɟɧɬɫɤɨɣ 
ɱɚɫɬɢ ɢ ɜɡɚɢɦɨɞɟɣɫɬɜɢɟ ɫɨ ɫɥɨɟɦ ɯɪɚɧɟɧɢɹ ɞɚɧɧɵɯ, ɜɡɚɢɦɨɞɟɣɫɬɜɭɟɬ ɫɨ ɫɬɨɪɨɧɧɢɦɢ 
ɫɟɪɜɢɫɚɦɢ, ɚ ɬɚɤɠɟ ɪɟɚɥɢɡɭɟɬ ɩɪɨɝɪɚɦɦɧɵɣ ɢɧɬɟɪɮɟɣɫ (API), ɩɨɫɪɟɞɫɬɜɨɦ ɤɨɬɨɪɨɝɨ 
ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɜɡɚɢɦɨɞɟɣɫɬɜɢɟ ɫ ɤɥɢɟɧɬɫɤɢɦ ɩɪɢɥɨɠɟɧɢɟɦ. ɇɚ ɪɢɫɭɧɤɟ 16 
ɩɪɢɜɟɞɟɧɚ ɚɪɯɢɬɟɤɬɭɪɚ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ. 

 

 
Ɋɢɫɭɧɨɤ 16 – Ⱥɪɯɢɬɟɤɬɭɪɚ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ 

 
ɇɚ ɪɢɫɭɧɤɟ 16 ɜ ɨɛɳɟɦ ɜɢɞɟ ɩɪɟɞɫɬɚɜɥɟɧɚ ɫɯɟɦɚ ɨɛɪɚɛɨɬɤɢ http-ɡɚɩɪɨɫɨɜ ɢɡ 

ɩɪɟɞɨɫɬɚɜɥɹɟɦɨɝɨ ɩɪɨɝɪɚɦɦɧɨɝɨ ɢɧɬɟɪɮɟɣɫɚ. Ⱦɥɹ ɤɚɠɞɨɝɨ ɩɪɢɯɨɞɹɳɟɝɨ ɡɚɩɪɨɫɚ, 
ɨɩɪɟɞɟɥɟɧɧɨɝɨ ɜ API, ɦɚɪɲɪɭɬɢɡɚɬɨɪ ɜɵɡɵɜɚɟɬ ɧɭɠɧɵɣ ɨɛɪɚɛɨɬɱɢɤ (ɮɭɧɤɰɢɸ 
ɨɛɪɚɬɧɨɝɨ ɜɵɡɨɜɚ). Ɉɧ (ɨɛɪɚɛɨɬɱɢɤ) ɪɟɚɥɢɡɭɟɬ ɛɢɡɧɟɫ-ɥɨɝɢɤɭ ɨɛɪɚɛɨɬɤɢ ɡɚɩɪɨɫɚ, ɜ 
ɪɚɛɨɬɟ ɤɨɬɨɪɨɣ ɦɨɝɭɬ ɢɫɩɨɥɶɡɨɜɚɬɶɫɹ ɦɨɞɭɥɢ, ɩɪɢɜɟɞɟɧɧɵɟ ɧɚ ɪɢɫɭɧɤɟ 17, ɢ 
ɨɩɢɫɚɧɧɵɟ ɜ ɬɚɛɥɢɰɟ 7. 
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Ɋɢɫɭɧɨɤ 17 – Ⱥɪɯɢɬɟɤɬɭɪɚ ɫɟɪɜɟɪɧɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɧɚ ɭɪɨɜɧɟ  

ɦɨɞɭɥɟɣ ɢ ɢɯ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɦɟɠɞɭ ɫɨɛɨɣ ɜɢɞɟ ɞɢɚɝɪɚɦɦɵ ɤɨɦɩɨɧɟɧɬɨɜ 
 
Ɍɚɛɥɢɰɚ 7 – Ɉɩɢɫɚɧɢɟ ɦɨɞɭɥɟɣ ɢ ɢɯ ɫɨɫɬɚɜɧɵɯ ɷɥɟɦɟɧɬɨɜ 

Ɇɨɞɭɥɶ Ɉɩɢɫɚɧɢɟ 
ȼɧɟɲɧɢɟ ɨɛɪɚɛɨɬɱɢɤɢ Ɉɬɜɟɱɚɸɬ ɡɚ ɨɛɪɚɛɨɬɤɭ http-ɡɚɩɪɨɫɨɜ, ɩɨɥɭɱɚɟɦɵɯ ɨɬ 

ɦɚɪɲɪɭɬɢɡɚɬɨɪɚ ɡɚɩɪɨɫɨɜ, ɢ ɩɟɪɟɫɵɥɚɸɬ ɩɨɥɭɱɟɧɧɵɟ ɞɚɧɧɵɟ ɧɚ 
ɤɥɢɟɧɬɫɤɭɸ ɱɚɫɬɶ. 

Ɇɨɞɭɥɶ ɮɚɣɥɨɜɨɣ 
ɫɢɫɬɟɦɵ 

Ɉɛɟɫɩɟɱɢɜɚɟɬ ɜɨɡɦɨɠɧɨɫɬɶ ɪɚɛɨɬɵ ɫ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɨɣ ɞɥɹ 
ɯɪɚɧɟɧɢɹ ɮɚɣɥɨɜɵɯ ɞɚɧɧɵɯ ɚɛɨɧɟɧɬɚ, ɫɨɫɬɨɢɬ ɢɡ: 
 FileSystemUtils – ɨɩɪɟɞɟɥɹɟɬ ɦɟɬɨɞɵ, ɪɟɚɥɢɡɭɸɳɢɟ ɪɚɛɨɬɭ ɫ 

ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɨɣ ɫɟɪɜɟɪɚ. 
Ɇɨɞɭɥɶ ȻȾ Ⱦɚɧɧɵɣ ɦɨɞɭɥɶ ɩɪɟɞɧɚɡɧɚɱɟɧ ɞɥɹ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɫ ɛɚɡɨɣ ɞɚɧɧɵɯ, 

ɫɨɫɬɨɢɬ ɢɡ: 
 ɫɭɳɧɨɫɬɟɣ (ɦɨɞɟɥɢ) – ɫɦ. ɬɚɛɥɢɰɭ 9; 
 DataBaseUtils – ɨɩɪɟɞɟɥɹɟɬ ɦɟɬɨɞɵ, ɪɟɚɥɢɡɭɸɳɢɟ ɛɢɡɧɟɫ-

ɥɨɝɢɤɭ ɩɪɟɞɦɟɬɧɨɣ ɨɛɥɚɫɬɢ ɩɨ ɪɚɛɨɬɟ ɫ ɛɚɡɨɣ ɞɚɧɧɵɯ. 
Ɇɨɞɭɥɶ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ 

Ɇɨɞɭɥɶ ɨɩɪɟɞɟɥɹɸɳɢɣ ɪɚɛɨɬɭ ɫ ɫɟɫɫɢɹɦɢ, ɫɨɫɬɨɢɬ ɢɡ: 
 Session – ɨɩɪɟɞɟɥɹɟɬ ɫɭɳɧɨɫɬɶ ɫɟɫɫɢɢ; 
 SessionUtils – ɨɩɪɟɞɟɥɹɟɬ ɦɟɬɨɞɵ ɩɨ ɪɚɛɨɬɟ ɫɨ ɫɩɢɫɤɨɦ ɫɟɫɫɢɢ. 

Ɏɚɣɥɵ ɤɨɧɮɢɝɭɪɚɰɢɢ ɋɨɞɟɪɠɢɬ ɧɚɛɨɪ ɤɨɧɮɢɝɭɪɚɰɢɨɧɧɵɯ ɮɚɣɥɨɜ: 
 apiUrl – ɨɩɪɟɞɟɥɹɟɬ ɫɩɢɫɨɤ url-ɚɞɪɟɫɨɜ, ɞɥɹ ɤɨɬɨɪɵɯ ɛɭɞɭɬ 

ɫɨɡɞɚɧɵ ɨɛɪɚɛɨɬɱɢɤɢ http-ɡɚɩɪɨɫɨɜ; 
 config – ɨɩɪɟɞɟɥɹɟɬ ɧɚɫɬɪɨɣɤɢ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ, ɫɬɪɨɤɭ 

ɩɨɞɤɥɸɱɟɧɢɹ ɤ ȻȾ, ɢɫɩɨɥɶɡɭɟɦɭɸ ɫɟɪɜɟɪɨɦ ɚɫɫɢɦɟɬɪɢɱɧɭɸ ɩɚɪɭ 
ɤɥɸɱɟɣ. 

ȼɫɩɨɦɨɝɚɬɟɥɶɧɵɣ 
ɦɨɞɭɥɶ 

ɋɨɞɟɪɠɢɬ ɫɭɳɧɨɫɬɶ ɬɢɩɚ Helper, ɤɨɬɨɪɚɹ ɪɟɚɥɢɡɭɟɬ 
ɜɫɩɨɦɨɝɚɬɟɥɶɧɵɣ ɮɭɧɤɰɢɨɧɚɥ ɨɛɳɟɝɨ ɧɚɡɧɚɱɟɧɢɹ. 

Ɇɨɞɭɥɶ ɤɪɢɩɬɨɝɪɚɮɢɢ Ɇɨɞɭɥɶ ɨɬɜɟɱɚɸɳɢɣ ɡɚ ɪɚɛɨɬɭ ɫ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɦɢ ɫɪɟɞɫɬɜɚɦɢ 
ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ (ɋɄɁɂ), ɫɨɫɬɨɢɬ ɢɡ ɫɥɟɞɭɸɳɢɯ ɫɭɳɧɨɫɬɟɣ: 
 AsymCrypto – ɪɟɚɥɢɡɭɟɬ ɮɭɧɤɰɢɢ ɩɨ ɪɚɛɨɬɟ ɫ ɚɫɢɦɦɟɬɪɢɱɧɨɣ 

ɤɪɢɩɬɨɝɪɚɮɢɟɣ; 
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Ɉɤɨɧɱɚɧɢɟ ɬɚɛɥɢɰɵ 7 
Ɇɨɞɭɥɶ Ɉɩɢɫɚɧɢɟ 

Ɇɨɞɭɥɶ ɤɪɢɩɬɨɝɪɚɮɢɢ 
(ɩɪɨɞɨɥɠɟɧɢɟ) 

 SymCrypto – ɪɟɚɥɢɡɭɟɬ ɮɭɧɤɰɢɢ ɩɨ ɪɚɛɨɬɟ ɫ ɫɢɦɦɟɬɪɢɱɧɨɣ 
ɤɪɢɩɬɨɝɪɚɮɢɟɣ; 
 CryptoHelper – ɪɟɚɥɢɡɭɟɬ ɜɫɩɨɦɨɝɚɬɟɥɶɧɵɟ ɮɭɧɤɰɢɢ ɩɨ ɪɚɛɨɬɟ 

ɫ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɦɢ ɨɛɴɟɤɬɚɦɢ; 
 CrtyptoUtils – ɹɜɥɹɟɬɫɹ ɬɨɱɤɨɣ ɜɯɨɞɚ ɞɥɹ ɪɚɛɨɬɵ ɫ ɋɄɁɂ, 

ɞɟɥɟɝɢɪɭɹ ɨɩɟɪɚɰɢɢ ɜɵɲɟ ɭɤɚɡɚɧɧɵɦ ɫɭɳɧɨɫɬɹɦ, ɬɟɦ ɫɚɦɵɦ 
ɜɵɫɬɭɩɚɹ ɩɪɨɦɟɠɭɬɨɱɧɵɦ ɡɜɟɧɨɦ ɦɟɠɞɭ ɛɢɡɧɟɫ-ɥɨɝɢɤɨɣ ɫɟɪɜɟɪɧɨɝɨ 
ɩɪɢɥɨɠɟɧɢɹ ɢ ɜɫɩɨɦɨɝɚɬɟɥɶɧɵɦɢ ɮɭɧɤɰɢɹɦɢ ɩɨ ɪɚɛɨɬɟ ɫ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɦɢ ɚɥɝɨɪɢɬɦɚɦɢ. 

Ɇɨɞɭɥɶ ɲɥɸɡɨɜ Ɉɬɜɟɱɚɟɬ ɡɚ ɜɡɚɢɦɨɞɟɣɫɬɜɢɟ ɫ ɪɚɡɥɢɱɧɵɦɢ ɫɬɨɪɨɧɧɢɦɢ ɫɟɪɜɢɫɚɦɢ, 
ɫɨɫɬɨɢɬ ɢɡ: 
 smsGate – ɩɪɟɞɧɚɡɧɚɱɟɧɚ ɞɥɹ ɪɚɛɨɬɵ ɫ ɫɦɫ-ɲɥɸɡɨɦ; 
 GatewayUtils – ɹɜɥɹɟɬɫɹ ɬɨɱɤɨɣ ɜɯɨɞɚ ɞɥɹ ɪɚɛɨɬɵ ɫɨ 

ɫɬɨɪɨɧɧɢɦɢ ɫɟɪɜɢɫɚɦɢ, ɞɟɥɟɝɢɪɭɹ ɨɩɟɪɚɰɢɢ ɜɵɲɟ ɭɤɚɡɚɧɧɨɣ 
ɫɭɳɧɨɫɬɢ. 

 
Ʉɚɤ ɩɪɚɜɢɥɨ, ɜɵɲɟ ɩɪɟɞɫɬɚɜɥɟɧɧɵɟ ɩɪɨɝɪɚɦɦɧɵɟ ɦɨɞɭɥɢ ɢɦɟɸɬ ɨɛɳɭɸ 

ɭɫɥɨɜɧɭɸ ɚɪɯɢɬɟɤɬɭɪɭ, ɩɪɢɜɟɞɟɧɧɭɸ ɧɚ ɪɢɫɭɧɤɟ 18 ɢ ɨɩɢɫɵɜɚɟɦɭɸ ɞɚɥɟɟ. 
 

 
Ɋɢɫɭɧɨɤ 18 – Ⱥɪɯɢɬɟɤɬɭɪɚ ɚɛɫɬɪɚɤɬɧɨɝɨ ɦɨɞɭɥɹ ɜɢɞɟ ɞɢɚɝɪɚɦɦɵ ɤɥɚɫɫɨɜ 

 
Ⱦɥɹ ɥɭɱɲɟɝɨ ɩɨɧɢɦɚɧɢɹ, ɨɩɢɫɚɧɢɟ ɩɪɢɜɨɞɢɬɫɹ ɫ ɧɢɠɧɟɝɨ ɭɪɨɜɧɹ ɚɛɫɬɪɚɤɰɢɢ, ɧɚ 
ɤɨɬɨɪɨɦ ɪɚɫɩɨɥɚɝɚɟɬɫɹ ɩɪɨɝɪɚɦɦɧɚɹ ɛɢɛɥɢɨɬɟɤɚ ɢɥɢ ɫɬɨɪɨɧɧɢɣ ɫɟɪɜɢɫ. ɇɢɠɧɢɣ 
ɭɪɨɜɟɧɶ ɩɪɟɞɨɫɬɚɜɥɹɟɬ ɮɭɧɤɰɢɨɧɚɥ ɞɥɹ ɜɵɩɨɥɧɟɧɢɹ ɨɩɪɟɞɟɥɟɧɧɵɯ ɬɟɦɚɬɢɱɟɫɤɢɯ 
ɡɚɞɚɱ, ɧɚɩɪɢɦɟɪ, ɛɢɛɥɢɨɬɟɤɚ ɪɟɚɥɢɡɭɸɳɚɹ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ ɚɥɝɨɪɢɬɦɵ ɢɥɢ 
ɞɨɫɬɭɩ ɤ ɛɚɡɟ ɞɚɧɧɵɯ. ɋɥɟɞɭɸɳɢɣ ɭɪɨɜɟɧɶ ɚɛɫɬɪɚɤɰɢɢ, ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɥɨɣ ɩɨ 
ɪɚɛɨɬɟ ɫ ɮɭɧɤɰɢɨɧɚɥɨɦ ɤɨɧɤɪɟɬɧɨɣ ɛɢɛɥɢɨɬɟɤɢ, ɧɚɩɪɢɦɟɪ, ɧɚ ɷɬɨɦ ɭɪɨɜɧɟ ɦɨɝɭɬ 
ɨɩɪɟɞɟɥɹɬɶɫɹ ɨɩɟɪɚɰɢɢ ɜɵɩɨɥɧɹɸɳɢɟ ɩɪɟɞɜɚɪɢɬɟɥɶɧɭɸ ɨɛɪɚɛɨɬɤɭ ɜɯɨɞɧɵɯ 
ɚɪɝɭɦɟɧɬɨɜ ɩɟɪɟɞ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɢɯ ɜ ɛɢɛɥɢɨɬɟɱɧɨɣ ɮɭɧɤɰɢɢ. ȼɟɪɯɧɢɣ ɭɪɨɜɟɧɶ 
ɚɛɫɬɪɚɤɰɢɢ ɚɝɪɟɝɢɪɭɟɬ ɫɨɡɞɚɧɧɵɟ ɫɭɳɧɨɫɬɢ ɧɚ ɩɪɟɞɵɞɭɳɟɦ ɭɪɨɜɧɟ, ɢ ɞɟɥɟɝɢɪɭɟɬ 
ɢɦ ɫɜɨɢ ɨɛɹɡɚɧɧɨɫɬɢ. Ɍɨ ɟɫɬɶ, ɜɟɪɯɧɢɣ ɭɪɨɜɟɧɶ ɷɬɚ ɟɞɢɧɚɹ ɬɨɱɤɚ ɜɯɨɞɚ ɞɥɹ ɪɚɛɨɬɵ 
ɫ ɦɨɞɭɥɟɦ, ɜ ɧɟɤɨɬɨɪɵɯ ɫɥɭɱɚɹɯ ɦɨɠɟɬ ɨɬɫɭɬɫɬɜɨɜɚɬɶ. ɋɭɳɧɨɫɬɶ, ɫɨɡɞɚɜɚɟɦɚɹ ɧɚ 
ɜɟɪɯɧɟɦ ɭɪɨɜɧɟ ɚɛɫɬɪɚɤɰɢɢ, ɢɦɟɟɬ ɫɩɟɰɢɚɥɶɧɨɟ ɧɚɢɦɟɧɨɜɚɧɢɟ, ɤɨɬɨɪɨɟ ɧɚɱɢɧɚɟɬɫɹ 
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ɫ ɤɥɸɱɟɜɵɯ ɫɥɨɜ, ɨɬɪɚɠɚɸɳɢɯ ɮɭɧɤɰɢɨɧɚɥɶɧɨɟ ɩɪɟɞɧɚɡɧɚɱɟɧɢɟ ɫɭɳɧɨɫɬɢ, ɢ 
ɡɚɤɚɧɱɢɜɚɟɬɫɹ ɫɥɨɜɨɦ Utils. 

3.1.2.2 Ⱥɪɯɢɬɟɤɬɭɪɚ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ 
Ʉɥɢɟɧɬɫɤɨɟ ɩɪɢɥɨɠɟɧɢɟ ɪɚɛɨɬɚɟɬ ɱɟɪɟɡ ɚɛɨɧɟɧɬɫɤɨɟ ɭɫɬɪɨɣɫɬɜɨ, ɢ 

ɨɫɭɳɟɫɬɜɥɹɟɬ ɢɧɬɟɪɚɤɬɢɜɧɨɟ ɜɡɚɢɦɨɞɟɣɫɬɜɢɟ ɫ ɚɛɨɧɟɧɬɨɦ (ɩɨɥɶɡɨɜɚɬɟɥɟɦ) ɫ 
ɩɨɦɨɳɶɸ ɝɪɚɮɢɱɟɫɤɨɝɨ ɢɧɬɟɪɮɟɣɫɚ. ɇɚ ɪɢɫɭɧɤɟ 19 ɩɨɤɚɡɚɧɚ ɫɯɟɦɚ ɚɪɯɢɬɟɤɬɭɪɵ 
ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ. 

 

 
Ɋɢɫɭɧɨɤ 19 – Ⱥɪɯɢɬɟɤɬɭɪɚ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ 

  
ɂɡ ɪɢɫɭɧɤɚ 19 ɜɢɞɧɨ, ɱɬɨ ɨɫɧɨɜɨɣ ɚɪɯɢɬɟɤɬɭɪɵ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɹɜɥɹɟɬɫɹ 
ɲɚɛɥɨɧ ɩɪɨɟɤɬɢɪɨɜɚɧɢɹ MVC (Model-View-Controller) [44], ɤɨɬɨɪɵɣ ɢɡɨɥɢɪɭɟɬ 
ɛɢɡɧɟɫ-ɞɚɧɧɵɟ (ɦɨɞɟɥɶ) ɢ ɛɢɡɧɟɫ-ɥɨɝɢɤɭ ɨɬ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɝɨ ɢɧɬɟɪɮɟɣɫɚ 
(ɩɪɟɞɫɬɚɜɥɟɧɢɟ) ɫ ɩɨɦɨɳɶɸ ɬɪɟɬɶɟɝɨ ɤɨɦɩɨɧɟɧɬɚ (ɤɨɧɬɪɨɥɥɟɪ), ɨɫɭɳɟɫɬɜɥɹɸɳɟɝɨ 
ɭɩɪɚɜɥɟɧɢɟ ɥɨɝɢɤɨɣ ɢ ɜɜɨɞɨɦ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɯ ɞɚɧɧɵɯ, ɚ ɬɚɤɠɟ ɤɨɨɪɞɢɧɢɪɭɟɬ 
ɦɨɞɟɥɢ ɢ ɩɪɟɞɫɬɚɜɥɟɧɢɹ. Ɉɩɢɲɟɦ ɚɪɯɢɬɟɤɬɭɪɭ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɛɨɥɟɟ 
ɩɨɞɪɨɛɧɨ. ȼ ɪɟɡɭɥɶɬɚɬɟ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɚɛɨɧɟɧɬɚ ɫ ɝɪɚɮɢɱɟɫɤɢɦ ɢɧɬɟɪɮɟɣɫɨɦ 
ɩɪɢɥɨɠɟɧɢɹ, ɢɧɢɰɢɢɪɭɸɬɫɹ ɫɨɛɵɬɢɹ, ɧɚɩɪɢɦɟɪ, ɧɚɠɚɬɢɟ ɩɨ ɤɧɨɩɤɟ, ɤɨɬɨɪɵɟ 
ɩɟɪɟɞɚɸɬɫɹ ɜ ɤɨɧɬɪɨɥɥɟɪ ɧɚ ɨɛɪɚɛɨɬɤɭ. Ʉɨɧɬɪɨɥɥɟɪ ɨɫɭɳɟɫɬɜɥɹɟɬ ɨɛɪɚɛɨɬɤɭ 
ɫɨɛɵɬɢɣ ɩɭɬɟɦ ɩɟɪɟɞɚɱɢ ɭɩɪɚɜɥɟɧɢɹ ɨɛɪɚɛɨɬɱɢɤɭ ɫɨɛɵɬɢɣ ɜɦɟɫɬɟ ɫ ɦɨɞɟɥɶɸ. 



38 
 

ɉɨɫɥɟ ɬɨɝɨ, ɤɚɤ ɫɨɛɵɬɢɟ ɛɭɞɟɬ ɨɛɪɚɛɨɬɚɧɨ, ɤɨɧɬɪɨɥɥɟɪ ɨɛɪɚɳɚɟɬɫɹ ɤ 
ɩɪɟɞɫɬɚɜɥɟɧɢɸ ɫ ɡɚɩɪɨɫɚɦ ɧɚ ɢɡɦɟɧɟɧɢɟ, ɨɬɦɟɬɢɦ, ɱɬɨ ɩɪɟɞɫɬɚɜɥɟɧɢɟ ɦɨɠɟɬ 
ɢɫɩɨɥɶɡɨɜɚɬɶ ɫɜɨɣɫɬɜɚ ɦɨɞɟɥɢ.  Ɉɛɪɚɛɨɬɱɢɤ ɫɨɛɵɬɢɣ ɫɨɞɟɪɠɢɬ ɫɥɨɣ ɛɢɡɧɟɫ-ɥɨɝɢɤɢ, 
ɤɨɬɨɪɵɣ ɜɡɚɢɦɨɞɟɣɫɬɜɭɟɬ ɫ ɦɨɞɭɥɹɦɢ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɞɥɹ ɞɨɫɬɢɠɟɧɢɹ 
ɬɪɟɛɭɟɦɵɯ ɪɟɡɭɥɶɬɚɬɨɜ. Ɇɨɞɭɥɢ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ, ɩɪɟɞɫɬɚɜɥɟɧɵ ɧɚ 
ɪɢɫɭɧɤɟ 20, ɢ ɨɩɢɫɚɧɵ ɜ ɬɚɛɥɢɰɟ 8. Ⱥɪɯɢɬɟɤɬɭɪɚ ɦɨɞɭɥɹ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ 
ɚɧɚɥɨɝɢɱɧɚ ɚɪɯɢɬɟɤɬɭɪɟ ɦɨɞɭɥɹ ɫɟɪɜɟɪɧɨɝɨ ɩɪɢɥɨɠɟɧɢɹ – ɫɦ. ɪɚɡɞɟɥ 3.1.2.1. 

 

 
Ɋɢɫɭɧɨɤ 20 – Ⱥɪɯɢɬɟɤɬɭɪɚ ɤɥɢɟɧɬɫɤɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɧɚ ɭɪɨɜɧɟ  

ɦɨɞɭɥɟɣ ɢ ɢɯ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɦɟɠɞɭ ɫɨɛɨɣ ɜɢɞɟ ɞɢɚɝɪɚɦɦɵ ɤɨɦɩɨɧɟɧɬɨɜ 
 

Ɍɚɛɥɢɰɚ 8 – Ɉɩɢɫɚɧɢɟ ɦɨɞɭɥɟɣ ɢ ɢɯ ɫɨɫɬɚɜɧɵɯ ɷɥɟɦɟɧɬɨɜ 
Ɇɨɞɭɥɶ Ɉɩɢɫɚɧɢɟ 

Ȼɢɡɧɟɫ-ɥɨɝɢɤɚ Ɇɨɞɭɥɶ ɨɬɜɟɱɚɟɬ ɡɚ ɨɛɪɚɛɨɬɤɭ ɨɫɧɨɜɧɨɣ ɥɨɝɢɤɢ ɩɪɢɥɨɠɟɧɢɹ ɢ 
ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɦɟɠɞɭ ɦɨɞɭɥɹɦɢ ɢ ɞɪɭɝɢɦɢ ɤɨɦɩɨɧɟɧɬɚɦɢ 
ɩɪɢɥɨɠɟɧɢɹ. 

Ɇɨɞɭɥɶ ɪɚɛɨɬɵ ɫ ɏȾ Ɇɨɞɭɥɶ ɨɬɜɟɱɚɸɳɢɣ ɡɚ ɜɡɚɢɦɨɞɟɣɫɬɜɢɟ ɫ ɥɨɤɚɥɶɧɵɦ ɯɪɚɧɢɥɢɳɟɦ 
ɞɚɧɧɵɯ, ɧɚɩɪɢɦɟɪ, ɜɫɬɪɚɢɜɚɟɦɨɣ ɛɚɡɨɣ ɞɚɧɧɵɯ, web-ɯɪɚɧɢɥɢɳɟɦ, ɢ 
ɬ.ɞ. ȼ ɞɚɧɧɨɣ ɪɟɚɥɢɡɚɰɢɢ, ɦɨɞɭɥɶ ɨɬɫɭɬɫɬɜɭɟɬ, ɩɨɫɤɨɥɶɤɭ ɩɨɥɧɨɫɬɶɸ 
ɤɨɦɩɟɧɫɢɪɭɟɬɫɹ ɫɭɳɟɫɬɜɭɸɳɢɦ ɮɭɧɤɰɢɨɧɚɥɨɦ web-ɯɪɚɧɢɥɢɳɚ ɬɢɩɚ 
ɥɨɤɚɥɶɧɨɟ ɯɪɚɧɢɥɢɳɟ (localStorage). 

ȼɫɩɨɦɨɝɚɬɟɥɶɧɵɣ 
ɦɨɞɭɥɶ 

ɋɨɞɟɪɠɢɬ ɫɭɳɧɨɫɬɶ ɬɢɩɚ ValidationHelper, ɤɨɬɨɪɚɹ ɪɟɚɥɢɡɭɟɬ 
ɩɪɨɜɟɪɤɭ ɜɨɞɢɦɵɯ ɞɚɧɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɟɦ. 

Ɇɨɞɭɥɶ ɪɚɛɨɬɵ ɫ P2P Ɇɨɞɭɥɶ ɫɨɫɬɨɢɬ ɢɡ ɫɭɳɧɨɫɬɢ peerJS, ɤɨɬɨɪɚɹ ɩɪɟɞɨɫɬɚɜɥɹɟɬ 
ɩɪɨɫɥɨɣɤɭ ɦɟɠɞɭ ɤɥɢɟɧɬɫɤɢɦ ɩɪɢɥɨɠɟɧɢɟɦ ɢ ɛɢɛɥɢɨɬɟɤɨɣ, ɚ ɬɚɤɠɟ 
ɨɪɝɚɧɢɡɭɟɬ ɪɚɛɨɬɭ ɫ ɩɢɪɢɧɝɨɜɨɣ ɫɟɬɶɸ (Peer-to-Peer, P2P). 

Ɇɨɞɭɥɶ API-ɫɟɪɜɟɪɚ Ɇɨɞɭɥɶ ɫɨɫɬɨɢɬ ɢɡ ɫɭɳɧɨɫɬɢ clientApi, ɤɨɬɨɪɚɹ ɨɩɪɟɞɟɥɹɟɬ 
ɜɡɚɢɦɨɞɟɣɫɬɜɢɟ ɫ ɫɟɪɜɟɪɨɦ ɱɟɪɟɡ ɩɪɟɞɨɫɬɚɜɥɹɟɦɵɣ ɩɪɨɝɪɚɦɦɧɵɣ 
ɢɧɬɟɪɮɟɣɫ (API). 

Ɇɨɞɭɥɶ ɤɪɢɩɬɨɝɪɚɮɢɢ Ɇɨɞɭɥɶ ɨɬɜɟɱɚɸɳɢɣ ɡɚ ɪɚɛɨɬɭ ɫ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɦɢ ɫɪɟɞɫɬɜɚɦɢ 
ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ (ɋɄɁɂ), ɚɧɚɥɨɝɢɱɟɧ ɦɨɞɭɥɸ, ɨɩɢɫɚɧɧɨɦɭ ɜ 
ɬɚɛɥɢɰɟ 7. 
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Ɉɤɨɧɱɚɧɢɟ ɬɚɛɥɢɰɵ 8 
Ɇɨɞɭɥɶ Ɉɩɢɫɚɧɢɟ 

Ɏɚɣɥɵ ɤɨɧɮɢɝɭɪɚɰɢɢ ɋɨɞɟɪɠɢɬ ɧɚɛɨɪ ɤɨɧɮɢɝɭɪɚɰɢɨɧɧɵɯ ɮɚɣɥɨɜ: 
 apiUrl – ɨɩɪɟɞɟɥɹɟɬ ɫɩɢɫɨɤ ɩɨɞɞɟɪɠɢɜɚɟɦɵɯ url-ɚɞɪɟɫɨɜ ɞɥɹ 

ɨɛɪɚɳɟɧɢɹ ɤ http-ɡɚɩɪɨɫɚɦ,  ɩɪɟɞɨɫɬɚɜɥɹɟɦɵɯ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɶɸ; 
 config – ɫɨɞɟɪɠɢɬ ɫɬɪɨɤɭ ɩɨɞɤɥɸɱɟɧɢɹ ɤ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ, ɢ 

ɨɬɤɪɵɬɵɣ ɤɥɸɱ ɫɟɪɜɟɪɚ. 
Ɇɨɞɭɥɶ Web-ɤɥɢɟɧɬ Ɇɨɞɭɥɶ ɫɨɫɬɨɢɬ ɢɡ httpClient, ɢ ɩɪɟɞɨɫɬɚɜɥɹɟɬ ɧɚɞɫɬɪɨɣɤɭ ɧɚɞ 

ɨɛɳɢɦɢ ɦɟɬɨɞɚɦɢ ɨɛɦɟɧɚ (ɩɪɢɟɦɚ ɢ ɩɟɪɟɞɚɱɢ) ɞɚɧɧɵɦɢ ɫ ɪɟɫɭɪɫɚɦɢ 
ɜ ɫɟɬɢ ɂɧɬɟɪɧɟɬ, ɭɤɚɡɚɧɧɵɦɢ ɫ ɩɨɦɨɳɶɸ URI. 

Ɇɨɞɭɥɶ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ 

Ɇɨɞɭɥɶ ɫɨɫɬɨɢɬ ɢɡ ɫɭɳɧɨɫɬɢ session, ɤɨɬɨɪɚɹ ɨɩɪɟɞɟɥɹɟɬ ɫɜɨɣɫɬɜɚ 
ɫɟɫɫɢɢ ɧɚ ɫɬɨɪɨɧɟ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ. 

3.1.3 ɉɪɨɟɤɬɢɪɨɜɚɧɢɟ ɚɪɯɢɬɟɤɬɭɪɵ ɛɚɡɵ ɞɚɧɧɵɯ 
ɇɚ ɪɢɫɭɧɤɟ 21 ɩɪɟɞɫɬɚɜɥɟɧɚ ɥɨɝɢɱɟɫɤɚɹ ɫɯɟɦɚ ɛɚɡɵ ɞɚɧɧɵɯ (ȻȾ) ɜ ɜɢɞɟ 

ɞɢɚɝɪɚɦɦɵ «ɫɭɳɧɨɫɬɶ-ɫɜɹɡɶ» (Entity-Relationship, IR) ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɧɨɬɚɰɢɢ 
ɢɧɮɨɪɦɚɰɢɨɧɧɨɝɨ ɩɪɨɟɤɬɢɪɨɜɚɧɢɹ (Information Engineering, IE), ɚ ɜ ɬɚɛɥɢɰɟ 9 
ɩɪɢɜɨɞɢɬɶɫɹ ɨɩɢɫɚɧɢɟ ɫɭɳɧɨɫɬɟɣ.  
 
Ɍɚɛɥɢɰɚ 9 – Ɉɩɢɫɚɧɢɟ ɫɭɳɧɨɫɬɟɣ 

ɂɦɹ ɫɭɳɧɨɫɬɢ   Ɉɩɢɫɚɧɢɟ 
User Ɍɚɛɥɢɰɚ ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɧɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ (ɚɛɨɧɟɧɬɨɜ) ɜ ɂɋ, ɫɨɫɬɨɢɬ ɢɡ 

ɫɥɟɞɭɸɳɢɯ ɚɬɪɢɛɭɬɨɜ: 
 userId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɡɚɩɢɫɢ ɜ ȻȾ; 
 phoneHash  – ɯɷɲ-ɤɨɞ ɨɬ ɦɨɛɢɥɶɧɨɝɨ ɬɟɥɟɮɨɧɧɨɝɨ ɧɨɦɟɪɚ; 
 userName – ɩɫɟɜɞɨɧɢɦ (ɮɚɦɢɥɢɹ ɢ ɢɦɹ) ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɂɋ; 
 passAuth – ɤɨɞ ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɚɛɨɧɟɧɬɫɤɨɝɨ ɤɥɸɱɚ, ɩɨɡɜɨɥɹɟɬ 

ɨɫɭɳɟɫɬɜɢɬɶ ɩɪɨɜɟɪɤɭ ɩɨɞɥɢɧɧɨɫɬɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɩɭɬёɦ ɫɪɚɜɧɟɧɢɹ 
ɜɜɟɞёɧɧɨɝɨ ɢɦ ɩɚɪɨɥɹ; 
 salt – ɨɞɧɨɪɚɡɨɜɚɹ ɫɥɭɱɚɣɧɚɹ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ, ɢɫɩɨɥɶɡɭɟɦɚɹ ɩɪɢ 

ɫɨɡɞɚɧɢɢ ɫɢɦɦɟɬɪɢɱɧɨɝɨ ɚɛɨɧɟɧɬɫɤɨɝɨ ɤɥɸɱɚ ɧɚ ɨɫɧɨɜɟ ɫɟɤɪɟɬɧɨɣ ɮɪɚɡɵ; 
 isOnline – ɮɥɚɝ, ɭɤɚɡɵɜɚɸɳɢɣ, ɧɚɯɨɞɢɬɫɹ ɥɢ ɩɨɥɶɡɨɜɚɬɟɥɶ ɜ ɂɋ ɧɚ 

ɬɟɤɭɳɟɟ ɜɪɟɦɹ. 
Setting Ɍɚɛɥɢɰɚ ɞɥɹ ɯɪɚɧɟɧɢɹ ɧɚɫɬɪɨɟɤ ɚɤɤɚɭɧɬɚ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɂɋ, ɫɨɫɬɨɢɬ ɢɡ 

ɫɥɟɞɭɸɳɢɯ ɚɬɪɢɛɭɬɨɜ: 
 settingId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɡɚɩɢɫɢ ɜ ȻȾ; 
 userId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɤɨɬɨɪɨɦɭ ɩɪɢɧɚɞɥɟɠɢɬ 

ɧɚɫɬɪɨɣɤɚ; 
 setting – ɡɚɩɢɫɶ, ɩɪɟɞɫɬɚɜɥɹɸɳɚɹ ɢɡ ɫɟɛɹ JSON-ɨɛɴɟɤɬ, ɯɪɚɧɹɳɚɹ 

ɧɚɫɬɪɨɣɤɢ ɚɤɤɚɭɧɬɚ, ɢ ɢɦɟɟɬ ɫɥɟɞɭɸɳɭɸ ɫɬɪɭɤɬɭɪɭ: 
{ 

"notifyEnabled": true,     // ɩɨɤɚɡɵɜɚɬɶ ɭɜɟɞɨɦɥɟɧɢɹ. 
"timeLifeOfKeyInHours": 24 // ɜɪɟɦɹ ɞɟɣɫɬɜɢɹ ɤɥɸɱɟɣ ɚɛɨɧɟɧɬɚ, 
                          // ɜ ɱɚɫɚɯ. 

} 
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Contact Ɍɚɛɥɢɰɚ, ɫɨɞɟɪɠɚɳɚɹ ɫɩɢɫɨɤ ɞɪɭɠɟɫɬɜɟɧɧɵɯ ɤɨɧɬɚɤɬɨɜ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɂɋ, 
ɫɨɫɬɨɢɬ ɢɡ ɫɥɟɞɭɸɳɢɯ ɚɬɪɢɛɭɬɨɜ: 
 contactId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɡɚɩɢɫɢ ɜ ȻȾ; 
 userId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɤɨɬɨɪɨɦɭ ɩɪɢɧɚɞɥɟɠɢɬ ɡɚɩɢɫɶ; 
 friendUserId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɤɨɬɨɪɵɣ ɧɚɯɨɞɢɬɶɫɹ ɜ 

ɫɩɢɫɤɟ ɤɨɧɬɚɤɬɨɜ ɭ ɩɨɥɶɡɨɜɚɬɟɥɹ ɫ ɢɞɟɧɬɢɮɢɤɚɬɨɪɨɦ userId . 
Ɂɚɦɟɬɢɦ, ɱɬɨ ɨɛɪɚɬɧɨɟ ɫɩɪɚɜɟɞɥɢɜɨ: ɟɫɥɢ ɩɨɥɶɡɨɜɚɬɟɥɶ A ɞɪɭɠɢɬ ɫ B, ɬɨ 
ɩɨɥɶɡɨɜɚɬɟɥɶ B ɬɚɤɠɟ ɞɪɭɠɢɬ ɫ A. 

Dialog Ɍɚɛɥɢɰɚ, ɫɨɞɟɪɠɚɳɚɹ ɫɩɢɫɨɤ ɫɨɡɞɚɧɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɟɦ ɞɢɚɥɨɝɨɜ ɜ ɂɋ, 
ɫɨɫɬɨɢɬ ɢɡ ɫɥɟɞɭɸɳɢɯ ɚɬɪɢɛɭɬɨɜ: 
 dialogId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɡɚɩɢɫɢ ɜ ȻȾ;  
 name – ɧɚɡɜɚɧɢɟ ɞɢɚɥɨɝɚ; 
 created – ɞɚɬɚ ɢ ɜɪɟɦɹ ɫɨɡɞɚɧɢɹ ɞɢɚɥɨɝɚ.  

DialogParticipant Ɍɚɛɥɢɰɚ ɭɱɚɫɬɧɢɤɨɜ (ɫɨɛɟɫɟɞɧɢɤɨɜ) ɞɢɚɥɨɝɚ, ɫɨɫɬɨɢɬ ɢɡ ɫɥɟɞɭɸɳɢɯ 
ɚɬɪɢɛɭɬɨɜ: 
 dialogParticipantId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɡɚɩɢɫɢ ɜ ȻȾ;  
 dialogId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɞɢɚɥɨɝɚ; 
 userId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɤɨɬɨɪɵɣ ɹɜɥɹɟɬɫɹ ɭɱɚɫɬɧɢɤɨɦ 

ɞɢɚɥɨɝɚ ɫ ɢɞɟɧɬɢɮɢɤɚɬɨɪɨɦ dialogId. 
Message Ɍɚɛɥɢɰɚ ɜɯɨɞɹɳɢɯ ɢ ɢɫɯɨɞɹɳɢɯ ɫɨɨɛɳɟɧɢɣ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɫɨɫɬɨɢɬ ɢɡ 

ɫɥɟɞɭɸɳɢɯ ɚɬɪɢɛɭɬɨɜ: 
 messageId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɡɚɩɢɫɢ ɜ ȻȾ;  
 toUserId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɤɨɬɨɪɨɦɭ ɚɞɪɟɫɨɜɚɧɨ ɞɚɧɧɨɟ 

ɫɨɨɛɳɟɧɢɟ; 
 privateKeyId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɚ, ɤɨɬɨɪɵɦ 

ɪɚɫɲɢɮɪɨɜɵɜɚɟɬɫɹ ɞɚɧɧɨɟ ɫɨɨɛɳɟɧɢɟ; 
 isReaded – ɮɥɚɝ, ɭɤɚɡɵɜɚɸɳɢɣ, ɩɪɨɱɢɬɚɧɨ ɥɢ ɫɨɨɛɳɟɧɢɟ 

ɩɨɥɶɡɨɜɚɬɟɥɶ; 
 eds – ɤɨɞ (ɦɟɬɤɚ) ɰɟɥɨɫɬɧɨɫɬɢ; 
 sendDate – ɞɚɬɚ ɢ ɜɪɟɦɹ ɨɬɩɪɚɜɤɢ ɫɨɨɛɳɟɧɢɹ; 
 cipheretext – ɡɚɩɢɫɶ, ɩɪɟɞɫɬɚɜɥɹɸɳɚɹ ɢɡ ɫɟɛɹ ɲɢɮɪɬɟɤɫɬ ɩɨɥɭɱɟɧɧɵɣ 

ɨɬ JSON-ɨɛɴɟɤɬɚ, ɤɨɬɨɪɵɣ ɢɦɟɟɬ ɫɥɟɞɭɸɳɭɸ ɫɬɪɭɤɬɭɪɭ: 
{ 

  "plaintext": 'ə ɞɨɦɚ!',  // ɫɨɞɟɪɠɢɦɨɟ ɫɨɨɛɳɟɧɢɹ. 
  "fromUserId": 5,        // ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɨɬɩɪɚɜɢɬɟɥɹ. 
  "counter": '324…452',   // ɡɧɚɱɟɧɢɟ ɫɱɟɬɱɢɤɚ ɫɨɨɛɳɟɧɢɣ. 
  "messageType": 'text'   // ɬɢɩ ɫɨɨɛɳɟɧɢɹ. 

} 

Ɍɢɩ ɫɨɨɛɳɟɧɢɹ (messageType) ɨɩɪɟɞɟɥɹɟɬ ɫɨɞɟɪɠɢɦɨɟ ɫɨɨɛɳɟɧɢɹ 
(plaintext), ɫɨɫɬɨɢɬ ɢɡ ɫɥɟɞɭɸɳɢɯ ɬɢɩɨɜ: 
 text – ɬɟɤɫɬ, ɬ.ɟ. plaintext ɫɨɞɟɪɠɢɬ ɬɟɤɫɬɨɜɭɸ ɢɧɮɨɪɦɚɰɢɸ ɜɟɞɟɧɭɸ 

ɚɛɨɧɟɧɬɨɦ;  
 file – ɮɚɣɥ, ɬ.ɟ.  plaintext ɫɨɞɟɪɠɢɬ JSON-ɨɛɴɟɤɬ, ɮɨɪɦɚɬɚ: 
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Message 

(ɩɪɨɞɨɥɠɟɧɢɟ) 
{ 

  "fileKey":  '2g…j', // ɤɥɸɱ ɞɥɹ ɪɚɫɲɢɮɪɨɜɤɢ ɮɚɣɥɚ. 
  "nameFile": 'fr…h'  // ɭɧɢɤɚɥɶɧɨɟ ɢɦɹ ɮɚɣɥɚ ɜ ɮɚɣɥɨɜɨɣ  
                      // ɫɢɫɬɟɦɟ ɫɟɪɜɟɪɚ. 

} 

PrivateKey Ɍɚɛɥɢɰɚ ɞɥɹ ɯɪɚɧɟɧɢɹ ɪɟɡɟɪɜɧɵɯ ɤɨɩɢɣ ɚɫɫɢɦɟɬɪɢɱɧɵɯ ɡɚɤɪɵɬɵɯ ɤɥɸɱɟɣ 
ɲɢɮɪɨɜɚɧɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɫɨɫɬɨɢɬ ɢɡ ɫɥɟɞɭɸɳɢɯ ɚɬɪɢɛɭɬɨɜ: 
 privateKeyId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɡɚɩɢɫɢ ɜ ȻȾ; 
 userId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɤɨɬɨɪɨɦɭ ɩɪɢɧɚɞɥɟɠɢɬ ɞɚɧɧɵɣ 

ɤɥɸɱ; 
 begin – ɞɚɬɚ ɢ ɜɪɟɦɹ ɫ ɤɨɬɨɪɨɣ ɧɚɱɚɥɨɫɶ ɜɪɟɦɹ ɠɢɡɧɢ ɤɥɸɱɚ; 
 end – ɞɚɬɚ ɢ ɜɪɟɦɹ ɫ ɤɨɬɨɪɨɣ ɡɚɤɨɧɱɢɬɶɫɹ ɜɪɟɦɹ ɠɢɡɧɢ ɤɥɸɱɚ; 
 privateKey – ɡɚɩɢɫɶ, ɩɪɟɞɫɬɚɜɥɹɸɳɚɹ ɢɡ ɫɟɛɹ ɲɢɮɪɬɟɤɫɬ ɡɚɤɪɵɬɨɝɨ 

ɤɥɸɱɚ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɣ (ɚɛɨɧɟɧɬɫɤɨɣ) ɩɚɪɵ. 
PublicKey Ɍɚɛɥɢɰɚ ɞɥɹ ɯɪɚɧɟɧɢɹ ɪɟɡɟɪɜɧɨɣ ɤɨɩɢɢ ɞɟɣɫɬɜɭɸɳɟɝɨ ɚɫɫɢɦɟɬɪɢɱɧɨɝɨ 

ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ ɲɢɮɪɨɜɚɧɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɫɨɫɬɨɢɬ ɢɡ ɫɥɟɞɭɸɳɢɯ 
ɚɬɪɢɛɭɬɨɜ: 
 publicKeyId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɡɚɩɢɫɢ ɜ ȻȾ;  
 privateKeyId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɧɚ ɡɚɤɪɵɬɭɸ ɤɥɸɱɟɜɭɸ ɩɚɪɭ, ɤɨɬɨɪɚɹ 

ɫɨɨɬɜɟɬɫɬɜɭɟɬ ɞɚɧɧɨɦɭ ɨɬɤɪɵɬɨɦɭ ɤɥɸɱɭ;  
 userId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɤɨɬɨɪɨɦɭ ɩɪɢɧɚɞɥɟɠɢɬ ɞɚɧɧɵɯ 

ɤɥɸɱ;  
 publicKey – ɪɟɡɟɪɜɧɚɹ ɤɨɩɢɹ, ɞɟɣɫɬɜɭɸɳɟɝɨ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ 

ɩɨɥɶɡɨɜɚɬɟɥɹ (ɚɛɨɧɟɧɬɚ), ɡɚɩɢɫɶ ɩɪɟɞɫɬɚɜɥɟɧɚ ɜɢɞɟ ɲɢɮɪɬɟɤɫɬɚ; 
 hashPublicKey – ɯɷɲ-ɤɨɞ, ɞɟɣɫɬɜɭɸɳɟɝɨ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ 

ɩɨɥɶɡɨɜɚɬɟɥɹ, ɩɨ ɤɨɬɨɪɨɦɭ ɩɪɨɜɟɪɹɟɬɫɹ ɩɪɚɜɢɥɶɧɨɫɬɶ ɩɨɥɭɱɟɧɧɨɝɨ 
ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ ɩɪɢ ɪɚɫɩɪɟɞɟɥɟɧɢɢ ɤɥɸɱɟɣ; 
 salt – ɨɞɧɨɪɚɡɨɜɚɹ ɫɥɭɱɚɣɧɚɹ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ, ɢɫɩɨɥɶɡɭɟɦɚɹ ɩɪɢ 

ɜɵɱɢɫɥɟɧɢɢ ɯɷɲ-ɤɨɞɚ hashPublicKey. 
EventSchema Ɍɚɛɥɢɰɚ, ɩɨɡɜɨɥɹɸɳɚɹ ɭɜɟɞɨɦɥɹɬɶ ɩɨɥɶɡɨɜɚɬɟɥɹ ɨ ɫɨɛɵɬɢɹɯ, 

ɩɪɨɢɫɯɨɞɹɳɢɯ ɨɬɧɨɫɢɬɟɥɶɧɨ ɧɟɝɨ. ɋɨɫɬɨɢɬ ɢɡ ɫɥɟɞɭɸɳɢɯ ɚɬɪɢɛɭɬɨɜ: 
 eventSchemaId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɡɚɩɢɫɢ ɜ ȻȾ;  
 fromUserId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɤɨɬɨɪɵɣ ɹɜɥɹɟɬɫɹ 

ɢɧɢɰɢɚɬɨɪɨɦ ɫɨɛɵɬɢɹ; 
 toUserId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɤɨɬɨɪɨɦɭ ɩɪɢɧɚɞɥɟɠɢɬ 

ɞɚɧɧɨɟ ɫɨɛɵɬɢɟ;  
 eventType – ɧɚɢɦɟɧɨɜɚɧɢɟ ɬɢɩɚ ɫɨɛɵɬɢɹ; 
 isActual – ɮɥɚɝ, ɚɤɬɭɚɥɶɧɨɫɬɢ ɫɨɛɵɬɢɹ; 
 created – ɞɚɬɚ ɢ ɜɪɟɦɹ ɫɨɡɞɚɧɢɹ ɫɨɛɵɬɢɹ; 
 data – ɡɚɩɢɫɶ, ɫɨɞɟɪɠɚɳɚɹ ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ ɩɚɪɚɦɟɬɪɵ ɫɨɛɵɬɢɹ, 

ɩɪɟɞɫɬɚɜɥɹɟɬɫɹ ɜɢɞɟ JSON-ɨɛɴɟɤɬɚ, ɢ ɢɦɟɟɬ ɫɥɟɞɭɸɳɭɸ ɫɬɪɭɤɬɭɪɭ: 
{ 

 "newKeyValue": '342rh…x', // ɡɧɚɱɟɧɢɟ ɤɥɸɱɚ ɜ ɡɚɳɢɳɟɧɧɨɦ ɜɢɞɟ. 
 "dialogId": 2             // ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɞɢɚɥɨɝɚ. 

} 
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Ɉɤɨɧɱɚɧɢɟ ɬɚɛɥɢɰɵ 9 
ɂɦɹ ɫɭɳɧɨɫɬɢ Ɉɩɢɫɚɧɢɟ 

EventType ɋɩɪɚɜɨɱɧɢɤ ɬɢɩɨɜ ɫɨɛɵɬɢɣ, ɫɨɫɬɨɢɬ ɢɡ ɫɥɟɞɭɸɳɢɯ ɚɬɪɢɛɭɬɨɜ: 
 eventTypeId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɡɚɩɢɫɢ ɜ ȻȾ;  
 typeName – ɧɚɢɦɟɧɨɜɚɧɢɟ ɬɢɩɚ ɫɨɛɵɬɢɹ, ɜ ɂɋ ɩɪɢɧɹɬɵ ɫɥɟɞɭɸɳɢɟ 

ɬɢɩɵ ɫɨɛɵɬɢɣ: 
o addNewContact – ɡɚɩɪɨɫ ɧɚ ɞɨɛɚɜɥɟɧɢɟ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɫɩɢɫɨɤ 

ɤɨɧɬɚɤɬɨɜ; 
o addNewParticipant – ɭɜɟɞɨɦɥɟɧɢɟ ɨ ɞɨɛɚɜɥɟɧɢɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ 

ɞɢɚɥɨɝ; 
o exchangeKey – ɡɚɩɪɨɫ ɧɚ ɨɛɦɟɧ ɨɬɤɪɵɬɵɦɢ ɤɥɸɱɚɦɢ ɦɟɠɞɭ ɞɜɭɦɹ 

ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ (ɚɛɨɧɟɧɬɚɦɢ); 
o newKey – ɭɜɟɞɨɦɥɟɧɢɟ ɨ ɩɟɪɟɞɚɱɟ ɱɚɫɬɢ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ. 

AuthCredential Ɍɚɛɥɢɰɚ ɩɪɟɞɧɚɡɧɚɱɟɧɚ ɞɥɹ ɪɟɝɢɫɬɪɚɰɢɢ ɩɟɪɟɞɚɧɧɵɯ ɂɋ ɨɞɧɨɪɚɡɨɜɵɯ 
ɤɨɞɨɜ ɩɨ ɫɦɫ-ɫɨɨɛɳɟɧɢɸ ɫ ɰɟɥɶɸ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɫɨɫɬɨɢɬ 
ɢɡ ɫɥɟɞɭɸɳɢɯ ɚɬɪɢɛɭɬɨɜ: 
 authCredentialId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɡɚɩɢɫɢ ɜ ȻȾ; 
 smsCodeHash – ɯɷɲ-ɤɨɞ ɜɵɱɢɫɥɟɧɧɵɣ ɢɡ ɨɞɧɨɪɚɡɨɜɨɝɨ ɫɦɫ-ɤɨɞɚ, 

ɨɬɩɪɚɜɥɟɧɧɨɝɨ ɩɨ ɫɦɫ ɧɚ ɦɨɛɢɥɶɧɵɣ ɧɨɦɟɪ ɬɟɥɟɮɨɧɚ; 
 sessionId – ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɫɟɚɧɫɚ ɫɜɹɡɢ; 
 startTime – ɞɚɬɚ ɢ ɜɪɟɦɹ, ɧɚɱɚɥɚ ɞɟɣɫɬɜɢɹ ɜɵɫɥɚɧɧɨɝɨ ɫɦɫ-ɤɨɞɚ; 
 endTime – ɞɚɬɚ ɢ ɜɪɟɦɹ, ɨɤɨɧɱɚɧɢɹ ɞɟɣɫɬɜɢɹ ɜɵɫɥɚɧɧɨɝɨ ɫɦɫ-ɤɨɞɚ. 
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Ɋɢɫɭɧɨɤ 21 – ER-ɞɢɚɝɪɚɦɦɚ ɪɚɡɪɚɛɚɬɵɜɚɟɦɨɣ ɂɋ ɜ ɧɨɬɚɰɢɢ IE 

3.1.4 Ɋɚɡɪɚɛɨɬɤɚ ɩɪɨɬɨɤɨɥɨɜ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ  
3.1.4.1 ɉɪɨɬɨɤɨɥ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ «ɚɛɨɧɟɧɬ-ɫɟɪɜɟɪ» 
ɉɪɨɬɨɤɨɥ ɨɛɟɫɩɟɱɢɜɚɟɬ ɜɵɩɨɥɧɟɧɢɟ ɫɥɟɞɭɸɳɢɯ ɫɰɟɧɚɪɢɟɜ, ɭɤɚɡɚɧɧɵɯ ɜ 

ɬɚɛɥɢɰɟ 10. 
 
Ɍɚɛɥɢɰɚ 10 – ɋɰɟɧɚɪɢɣ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɩɪɨɬɨɤɨɥɚ 

ɋɰɟɧɚɪɢɣ 
ɢɫɩɨɥɶɡɨɜɚɧɢɹ 

ɂɫɩɨɥɧɢɬɟɥɢ Ɉɩɢɫɚɧɢɟ 

ȼɯɨɞ ɜ ɫɢɫɬɟɦɭ Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ ɩɨɫɵɥɚɟɬ ɫɟɪɜɟɪɭ ɡɚɩɪɨɫ ɧɚ ɩɨɥɭɱɟɧɢɟ 
ɨɞɧɨɪɚɡɨɜɨɣ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ, ɢɫɩɨɥɶɡɭɹ ɞɥɹ ɷɬɨɝɨ 
ɯɷɲ-ɤɨɞ ɜɵɱɢɫɥɟɧɧɵɣ ɨɬ ɦɨɛɢɥɶɧɨɝɨ ɧɨɦɟɪɚ ɬɟɥɟɮɨɧɚ. 
Ʉɥɢɟɧɬɫɤɨɟ ɩɪɢɥɨɠɟɧɢɟ ɩɨɫɵɥɚɟɬ ɫɟɪɜɟɪɭ ɫɨɨɛɳɟɧɢɟ, 
ɫɨɞɟɪɠɚɳɟɟ ɚɭɬɟɧɬɢɮɢɤɚɰɢɨɧɧɵɟ ɞɚɧɧɵɟ: ɧɨɦɟɪ 
ɬɟɥɟɮɨɧɚ ɢ ɤɨɞ ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɚɛɨɧɟɧɬɫɤɨɝɨ ɤɥɸɱɚ. 
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ɉɪɨɞɨɥɠɟɧɢɟ ɬɚɛɥɢɰɵ 10  
ɋɰɟɧɚɪɢɣ 

ɢɫɩɨɥɶɡɨɜɚɧɢɹ 
ɂɫɩɨɥɧɢɬɟɥɢ Ɉɩɢɫɚɧɢɟ 

ȼɯɨɞ ɜ ɫɢɫɬɟɦɭ 
(ɩɪɨɞɨɥɠɟɧɢɟ) 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ 
(ɩɪɨɞɨɥɠɟɧɢɟ) 

ɉɨɫɥɟ ɷɬɨɝɨ ɤɥɢɟɧɬɭ ɩɪɢɯɨɞɢɬ ɧɚ ɧɨɦɟɪ ɬɟɥɟɮɨɧɚ 
ɨɞɧɨɪɚɡɨɜɵɣ ɫɦɫ-ɤɨɞ, ɯɷɲ-ɤɨɞ ɨɬ ɤɨɬɨɪɨɝɨ ɨɧ ɨɬɫɵɥɚɟɬ 
ɧɚ ɫɟɪɜɟɪ ɞɥɹ ɩɨɞɬɜɟɪɠɞɟɧɢɹ ɞɟɣɫɬɜɢɹ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɩɪɨɜɟɪɹɟɬ ɩɪɚɜɢɥɶɧɨɫɬɶ ɷɬɢɯ ɩɚɪɚɦɟɬɪɨɜ ɧɚ 
ɫɨɨɬɜɟɬɫɬɜɢɟ ɜɧɭɬɪɟɧɧɟɣ ɛɚɡɟ ɞɚɧɧɵɯ. ɉɨɫɥɟ ɷɬɨɝɨ 
ɫɟɪɜɟɪ ɩɨɫɵɥɚɟɬ ɤɥɢɟɧɬɭ ɥɢɛɨ ɩɨɞɬɜɟɪɠɞɟɧɢɟ ɨ ɜɯɨɞɟ, 
ɥɢɛɨ ɨɬɤɚɡ. ɉɪɢ ɩɨɞɬɜɟɪɠɞɟɧɢɢ ɜɯɨɞɚ, ɫɬɚɬɭɫ ɤɥɢɟɧɬɚ ɜ 
ɫɢɫɬɟɦɟ ɩɟɪɟɜɨɞɢɬɶɫɹ ɜ «Ɉɧɥɚɣɧ». 

Ɋɟɝɢɫɬɪɚɰɢɹ ɜ 
ɫɢɫɬɟɦɟ 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ʉɥɢɟɧɬɫɤɨɟ ɩɪɢɥɨɠɟɧɢɟ ɩɨɫɵɥɚɟɬ ɫɟɪɜɟɪɭ ɡɚɩɪɨɫ, 
ɫɨɞɟɪɠɚɳɢɣ ɧɨɦɟɪ ɬɟɥɟɮɨɧɚ. ɉɨɫɥɟ ɷɬɨɝɨ ɤɥɢɟɧɬɭ 
ɜɵɫɵɥɚɟɬɫɹ ɧɚ ɧɨɦɟɪ ɬɟɥɟɮɨɧɚ ɨɞɧɨɪɚɡɨɜɵɣ ɫɦɫ-ɤɨɞ ɞɥɹ 
ɩɨɞɬɜɟɪɠɞɟɧɢɹ ɪɟɝɢɫɬɪɚɰɢɢ. Ʉɥɢɟɧɬɫɤɨɟ ɩɪɢɥɨɠɟɧɢɟ 
ɩɨɫɵɥɚɟɬ ɫɟɪɜɟɪɭ ɫɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɨɧɧɵɟ ɞɚɧɧɵɟ: ɯɷɲ-ɤɨɞ ɧɨɦɟɪɚ 
ɬɟɥɟɮɨɧɚ, ɢɦɹ ɢ ɮɚɦɢɥɢɸ ɩɨɥɶɡɨɜɚɬɟɥɹ, 
ɫɝɟɧɟɪɢɪɨɜɚɧɧɵɟ ɫɥɭɱɚɣɧɵɟ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ, ɯɷɲ-
ɤɨɞ ɨɞɧɨɪɚɡɨɜɨɝɨ ɫɦɫ-ɤɨɞɚ, ɤɨɞ ɰɟɥɨɫɬɧɨɫɬɢ ɨɬɤɪɵɬɨɝɨ 
ɤɥɸɱɚ ɚɛɨɧɟɧɬɚ, ɤɨɞ ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɚɛɨɧɟɧɬɫɤɨɝɨ 
ɤɥɸɱɚ. Ȼɨɥɟɟ ɩɨɞɪɨɛɧɨ ɫɦɨɬɪɢɬɟ ɜ ɪɚɡɞɟɥ 2.3.3.1.1. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɩɪɨɜɟɪɹɟɬ ɯɷɲ-ɤɨɞ ɨɞɧɨɪɚɡɨɜɨɝɨ ɫɦɫ-ɤɨɞɚ, 
ɩɨɥɭɱɟɧɧɨɝɨ ɨɬ ɤɥɢɟɧɬɚ, ɧɚ ɫɨɨɬɜɟɬɫɬɜɢɟ ɜɧɭɬɪɟɧɧɟɣ 
ɛɚɡɟ ɞɚɧɧɵɯ ɨ ɩɨɥɶɡɨɜɚɬɟɥɟ. ɉɨɫɥɟ ɷɬɨɝɨ ɨɧ ɩɨɫɵɥɚɟɬ 
ɤɥɢɟɧɬɭ ɥɢɛɨ ɩɨɞɬɜɟɪɠɞɟɧɢɟ ɨ ɪɟɝɢɫɬɪɚɰɢɢ, ɥɢɛɨ ɨɬɤɚɡ. 

ɋɨɡɞɚɧɢɟ 
ɞɢɚɥɨɝɚ 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ʉɥɢɟɧɬ ɩɨɫɵɥɚɟɬ ɡɚɩɪɨɫ ɫɟɪɜɟɪɭ ɧɚ ɫɨɡɞɚɧɢɟ ɞɢɚɥɨɝɚ, 
ɡɚɩɪɨɫ ɫɨɞɟɪɠɢɬ ɧɚɡɜɚɧɢɟ ɫɨɡɞɚɜɚɟɦɨɝɨ ɞɢɚɥɨɝɚ, ɩɨ 
ɭɦɨɥɱɚɧɢɸ, ɧɚɡɜɚɧɢɟ ɮɨɪɦɢɪɭɟɬɫɹ ɢɡ ɢɦɟɧ ɢ ɮɚɦɢɥɢɣ 
ɭɱɚɫɬɧɢɤɨɜ ɞɢɚɥɨɝɚ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɫɨɡɞɚɟɬ ɞɢɚɥɨɝ ɜ ȻȾ ɢ ɞɨɛɚɜɥɹɟɬ ɚɛɨɧɟɧɬɚ ɜ 
ɤɚɱɟɫɬɜɟ ɭɱɚɫɬɧɢɤɚ ɞɢɚɥɨɝɚ. ɉɨɫɥɟ ɷɬɨɝɨ ɨɧ ɩɨɫɵɥɚɟɬ 
ɤɥɢɟɧɬɭ ɥɢɛɨ ɩɨɞɬɜɟɪɠɞɟɧɢɟ ɨɛ ɭɫɩɟɲɧɨ ɜɵɩɨɥɧɟɧɧɨɦ 
ɡɚɩɪɨɫɟ, ɥɢɛɨ ɨɬɤɚɡ. 

Ⱦɨɛɚɜɥɟɧɢɟ 
ɚɛɨɧɟɧɬɚ ɜ 
ɞɢɚɥɨɝ 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ  
 

Ʉɥɢɟɧɬ ɩɨɫɵɥɚɟɬ ɫɟɪɜɟɪɭ ɡɚɩɪɨɫ ɧɚ ɞɨɛɚɜɥɟɧɢɟ ɚɛɨɧɟɧɬɚ 
ɜ ɤɚɱɟɫɬɜɟ ɭɱɚɫɬɧɢɤɚ ɞɢɚɥɨɝɚ, ɢɫɩɨɥɶɡɭɹ ɞɥɹ ɷɬɨɝɨ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɞɢɚɥɨɝɚ ɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɞɨɛɚɜɥɹɟɦɨɝɨ 
ɚɛɨɧɟɧɬɚ.  

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɞɨɛɚɜɥɹɟɬ ɚɛɨɧɟɧɬɚ ɜ ɞɢɚɥɨɝ ɢ ɫɨɡɞɚɟɬ ɫɨɛɵɬɢɟ ɜ 
ɛɚɡɟ ɞɚɧɧɵɯ ɭɜɟɞɨɦɥɹɸɳɟɟ ɞɨɛɚɜɥɟɧɧɨɝɨ ɚɛɨɧɟɧɬɚ ɨɛ 
ɟɝɨ ɭɱɚɫɬɢɢ ɜ ɞɢɚɥɨɝɟ. ɉɨɫɥɟ ɷɬɨɝɨ ɨɧ ɩɨɫɵɥɚɟɬ ɤɥɢɟɧɬɭ 
ɥɢɛɨ ɩɨɞɬɜɟɪɠɞɟɧɢɟ ɨɛ ɭɫɩɟɲɧɨ ɜɵɩɨɥɧɟɧɧɨɦ ɡɚɩɪɨɫɟ, 
ɥɢɛɨ ɨɬɤɚɡ. 

Ⱦɨɛɚɜɢɬɶ/ 
ɨɛɧɨɜɢɬɶ 
ɚɛɨɧɟɧɬɫɤɢɣ 
ɤɥɸɱ 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ʉɥɢɟɧɬ ɩɨɫɵɥɚɟɬ ɫɟɪɜɟɪɭ ɡɚɩɪɨɫ ɧɚ ɨɛɧɨɜɥɟɧɢɟ 
ɚɛɨɧɟɧɬɫɤɨɣ ɩɚɪɵ ɤɥɸɱɟɣ, ɢɫɩɨɥɶɡɭɹ ɞɥɹ ɷɬɨɝɨ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ, ɧɨɜɵɟ ɡɧɚɱɟɧɢɹ ɲɢɮɪɬɟɤɫɬɚ 
ɨɬɤɪɵɬɨɝɨ ɢ ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɟɣ, ɤɨɞ ɰɟɥɨɫɬɧɨɫɬɢ 
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ɢɫɩɨɥɶɡɨɜɚɧɢɹ 
ɂɫɩɨɥɧɢɬɟɥɢ Ɉɩɢɫɚɧɢɟ 

Ⱦɨɛɚɜɢɬɶ/ 
ɨɛɧɨɜɢɬɶ 
ɚɛɨɧɟɧɬɫɤɢɣ 
ɤɥɸɱ 
(ɩɪɨɞɨɥɠɟɧɢɟ) 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ 
(ɩɪɨɞɨɥɠɟɧɢɟ) 

ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ, ɨɞɧɨɪɚɡɨɜɭɸ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ ɢ 
ɩɟɪɢɨɞ ɞɟɣɫɬɜɢɹ.  

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɫɨɡɞɚɟɬ, ɥɢɛɨ ɢɡɦɟɧɹɟɬ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɟ ɡɚɩɢɫɢ 
ɜ ȻȾ, ɚ ɡɚɬɟɦ ɜɨɡɜɪɚɳɚɟɬ ɪɟɡɭɥɶɬɚɬ ɜɵɩɨɥɧɟɧɢɹ ɡɚɩɪɨɫɚ. 

Ɂɚɩɪɨɫ ɫɨɛɵɬɢɣ Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ʉɥɢɟɧɬ ɩɨɫɵɥɚɟɬ ɫɟɪɜɟɪɭ ɡɚɩɪɨɫ ɧɚ ɩɨɥɭɱɟɧɢɟ 
ɚɤɬɭɚɥɶɧɵɯ ɫɨɛɵɬɢɣ, ɢɫɩɨɥɶɡɭɹ ɞɥɹ ɷɬɨɝɨ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɩɨɥɶɡɨɜɚɬɟɥɹ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɮɨɪɦɢɪɭɟɬ ɫɩɢɫɨɤ ɚɤɬɭɚɥɶɧɵɯ ɫɨɛɵɬɢɣ ɢ 
ɩɨɫɵɥɚɟɬ ɢɯ ɤɥɢɟɧɬɭ. 

ɋɨɡɞɚɧɢɟ 
ɫɨɛɵɬɢɹ 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ʉɥɢɟɧɬ ɩɨɫɵɥɚɟɬ ɫɟɪɜɟɪɭ ɡɚɩɪɨɫ ɧɚ ɫɨɡɞɚɧɢɟ ɫɨɛɵɬɢɹ, 
ɢɫɩɨɥɶɡɭɹ ɞɥɹ ɷɬɨɝɨ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɂɋ 
ɹɜɥɹɸɳɟɝɨɫɹ ɢɧɢɰɢɚɬɨɪɨɦ ɫɨɛɵɬɢɹ, ɢɞɟɧɬɢɮɢɤɚɬɨɪ 
ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɂɋ ɹɜɥɹɸɳɟɝɨɫɹ ɩɨɥɭɱɚɬɟɥɟɦ ɫɨɛɵɬɢɹ, 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɬɢɩɚ ɫɨɛɵɬɢɹ, ɢ ɡɚɩɢɫɶ, ɫɨɞɟɪɠɚɳɭɸ 
ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ ɩɚɪɚɦɟɬɪɵ ɫɨɛɵɬɢɹ – ɫɦ. ɪɚɡɞɟɥ 3.1.3. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɫɨɡɞɚɟɬ ɫɨɨɬɜɟɬɫɬɜɭɸɳɭɸ ɡɚɩɢɫɶ ɜ ȻȾ ɢ 
ɜɨɡɜɪɚɳɚɟɬ ɪɟɡɭɥɶɬɚɬ ɜɵɩɨɥɧɟɧɢɹ ɡɚɩɪɨɫɚ. 

Ɉɛɦɟɧ 
ɫɨɨɛɳɟɧɢɹɦɢ 
ɦɟɠɞɭ 
ɚɛɨɧɟɧɬɚɦɢ 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ʉɥɢɟɧɬ ɩɨɫɵɥɚɟɬ ɫɟɪɜɟɪɭ ɡɚɩɪɨɫ ɧɚ ɞɨɫɬɚɜɤɭ ɫɨɨɛɳɟɧɢɹ, 
ɢɫɩɨɥɶɡɭɹ ɞɥɹ ɷɬɨɝɨ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ-
ɩɨɥɭɱɚɬɟɥɹ ɜ ɂɋ, ɲɢɮɪɬɟɤɫɬ ɫɨɨɛɳɟɧɢɹ, ɦɟɬɤɭ 
ɰɟɥɨɫɬɧɨɫɬɢ, ɚ ɬɚɤɠɟ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɚ 
ɚɛɨɧɟɧɬɚ-ɩɨɥɭɱɚɬɟɥɹ, ɤɨɬɨɪɵɣ ɫɨɨɬɜɟɬɫɬɜɭɟɬ ɨɬɤɪɵɬɨɦɭ 
ɤɥɸɱɭ, ɢɫɩɨɥɶɡɨɜɚɧɧɨɦɭ ɩɪɢ ɡɚɲɢɮɪɨɜɵɜɚɧɢɢ 
ɫɨɨɛɳɟɧɢɹ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɫɨɡɞɚɟɬ ɫɨɨɬɜɟɬɫɬɜɭɸɳɭɸ ɡɚɩɢɫɶ ɜ ȻȾ ɢ 
ɜɨɡɜɪɚɳɚɟɬ ɪɟɡɭɥɶɬɚɬ. 

ɉɟɪɟɞɚɱɚ ɮɚɣɥɚ ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ – 
ɩɪɢɟɦ ɮɚɣɥɚ 

ɋɟɪɜɟɪ ɩɪɢɧɢɦɚɟɬ ɮɚɣɥ, ɪɚɡɦɟɳɚɟɬ ɟɝɨ ɧɚ ɮɚɣɥɨɜɨɣ 
ɫɢɫɬɟɦɟ, ɢ ɧɚɡɧɚɱɚɟɬ ɟɦɭ ɧɨɜɨɟ, ɭɧɢɤɚɥɶɧɨɟ 
ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɨɟ ɧɚɢɦɟɧɨɜɚɧɢɟ. ȼ ɫɥɭɱɚɟ ɭɫɩɟɯɚ, 
ɜɨɡɜɪɚɳɚɟɬ ɤɥɢɟɧɬɭ ɧɚɡɧɚɱɟɧɧɨɟ ɧɚɢɦɟɧɨɜɚɧɢɟ. 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ 
– ɨɬɩɪɚɜɢɬɟɥɶ 

Ʉɥɢɟɧɬ ɩɨɫɵɥɚɟɬ ɡɚɲɢɮɪɨɜɚɧɧɵɣ ɮɚɣɥ ɫɟɪɜɟɪɧɨɣ 
ɱɚɫɬɢ, ɜ ɨɬɜɟɬ ɩɨɥɭɱɚɟɬ ɭɧɢɤɚɥɶɧɨɟ ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɨɟ 
ɧɚɢɦɟɧɨɜɚɧɢɟ ɮɚɣɥɚ. Ɂɚɬɟɦ, ɨɬɩɪɚɜɢɬɟɥɶ ɩɨɫɵɥɚɟɬ 
ɩɨɥɭɱɚɬɟɥɸ ɫɨɨɛɳɟɧɢɟ ɬɢɩɚ «ɚɛɨɧɟɧɬ-ɚɛɨɧɟɧɬ», 
ɫɨɞɟɪɠɚɳɟɟ ɫɢɦɦɟɬɪɢɱɧɵɣ ɤɥɸɱ ɞɥɹ ɪɚɫɲɢɮɪɨɜɵɜɚɧɢɹ 
ɮɚɣɥɚ, ɢ ɭɧɢɤɚɥɶɧɨɟ ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɨɟ ɧɚɢɦɟɧɨɜɚɧɢɟ, 
ɩɨ ɤɨɬɨɪɨɦɭ ɩɨɥɭɱɚɬɟɥɶ ɦɨɠɟɬ ɫɤɚɱɚɬɶ ɮɚɣɥ.  

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ 
– ɩɨɥɭɱɚɬɟɥɶ 

Ʉɥɢɟɧɬ ɩɨɥɭɱɚɟɬ ɨɬ ɨɬɩɪɚɜɢɬɟɥɹ ɫɨɨɛɳɟɧɢɟ, ɡɚɬɟɦ 
ɡɚɩɪɚɲɢɜɚɟɬ ɮɚɣɥ ɩɨ ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɨɦɭ 
ɧɚɢɦɟɧɨɜɚɧɢɸ ɨɬ ɫɟɪɜɟɪɚ.  

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ – 
ɩɟɪɟɞɚɱɚ ɮɚɣɥɚ 

ɋɟɪɜɟɪ ɩɪɢɧɢɦɚɟɬ ɡɚɩɪɨɫ ɧɚ ɜɵɝɪɭɡɤɭ ɮɚɣɥɚ, 
ɫɨɞɟɪɠɚɳɢɣ ɭɧɢɤɚɥɶɧɨɟ ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɨɟ 
ɧɚɢɦɟɧɨɜɚɧɢɟ. Ɂɚɬɟɦ, ɫɟɪɜɟɪ ɩɟɪɟɞɚɟɬ ɮɚɣɥ ɤɥɢɟɧɬɫɤɨɣ 
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Ɉɤɨɧɱɚɧɢɟ ɬɚɛɥɢɰɵ 10 
ɋɰɟɧɚɪɢɣ 

ɢɫɩɨɥɶɡɨɜɚɧɢɹ 
ɂɫɩɨɥɧɢɬɟɥɢ Ɉɩɢɫɚɧɢɟ 

ɉɟɪɟɞɚɱɚ ɮɚɣɥɚ 
(ɩɪɨɞɨɥɠɟɧɢɟ) 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ – 
ɩɟɪɟɞɚɱɚ ɮɚɣɥɚ 
(ɩɪɨɞɨɥɠɟɧɢɟ) 

ɱɚɫɬɢ (ɩɨɥɭɱɚɬɟɥɸ). ȼ ɫɥɭɱɚɟ ɭɫɩɟɲɧɨɣ ɩɟɪɟɞɚɱɢ, 
ɫɟɪɜɟɪ ɭɞɚɥɹɟɬ ɮɚɣɥ ɢɡ ɮɚɣɥɨɜɨɝɨ ɯɪɚɧɢɥɢɳɚ. 

Ɂɚɩɪɨɫ ɫɩɢɫɤɚ 
ɤɨɧɬɚɤɬɨɜ 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ʉɥɢɟɧɬ ɩɨɫɵɥɚɟɬ ɫɟɪɜɟɪɭ ɡɚɩɪɨɫ ɧɚ ɩɨɥɭɱɟɧɢɟ ɫɩɢɫɤɚ 
ɤɨɧɬɚɤɬɨɜ ɩɨɥɶɡɨɜɚɬɟɥɹ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɮɨɪɦɢɪɭɟɬ ɷɬɨɬ ɫɩɢɫɨɤ ɢ ɩɨɫɵɥɚɟɬ ɟɝɨ ɤɥɢɟɧɬɭ. 
Ɂɚɩɪɨɫ ɢɫɬɨɪɢɢ 
ɩɟɪɟɩɢɫɤɢ 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ʉɥɢɟɧɬ ɩɨɫɵɥɚɟɬ ɡɚɩɪɨɫ ɫɟɪɜɟɪɭ, ɫɨɞɟɪɠɚɳɢɣ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɞɢɚɥɨɝɚ, ɤɨɥɢɱɟɫɬɜɟɧɧɨɟ ɨɝɪɚɧɢɱɟɧɢɟ ɢ 
(ɢɥɢ) ɜɪɟɦɟɧɧɨɣ ɢɧɬɟɪɜɚɥ. ɉɨ ɭɦɨɥɱɚɧɢɸ, 
ɤɨɥɢɱɟɫɬɜɟɧɧɨɟ ɨɝɪɚɧɢɱɟɧɢɟ ɪɚɜɧɨ 10. ɉɨɫɥɟɞɭɸɳɚɹ 
ɱɚɫɬɶ ɫɨɨɛɳɟɧɢɣ ɡɚɝɪɭɠɚɟɬɫɹ ɩɨ ɜɨɫɬɪɟɛɨɜɚɧɢɸ, ɞɥɹ 
ɷɬɨɝɨ ɢɫɩɨɥɶɡɭɟɬɫɹ ɜɪɟɦɟɧɧɨɣ ɩɪɨɦɟɠɭɬɨɤ, ɲɚɝ 
ɩɪɨɦɟɠɭɬɤɚ ɪɚɜɟɧ 1 ɦɟɫɹɰɭ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɢɡɜɥɟɤɚɟɬ ɫɨɨɛɳɟɧɢɹ ɢɡ ɛɚɡɵ ɞɚɧɧɵɯ, 
ɩɪɢɧɚɞɥɟɠɚɳɢɟ ɭɤɚɡɚɧɧɨɦɭ ɞɢɚɥɨɝɭ, ɡɚɞɚɧɧɨɦɭ 
ɜɪɟɦɟɧɧɨɦɭ ɢɧɬɟɪɜɚɥɭ ɢ (ɢɥɢ) ɤɨɥɢɱɟɫɬɜɟɧɧɨɦɭ 
ɨɝɪɚɧɢɱɟɧɢɸ. ȿɫɥɢ ɨɝɪɚɧɢɱɟɧɢɹ ɧɟ ɡɚɞɚɧɵ, ɬɨ 
ɜɨɡɜɪɚɳɚɸɬɫɹ ɜɫɟ ɫɨɨɛɳɟɧɢɹ ɢɡ ɢɫɬɨɪɢɢ. ɉɨɫɥɟ ɷɬɨɝɨ 
ɫɟɪɜɟɪ ɩɟɪɟɫɵɥɚɟɬ ɷɬɢ ɫɨɨɛɳɟɧɢɹ ɨɛɪɚɬɧɨ ɤɥɢɟɧɬɭ. 

Ɂɚɩɪɨɫ ɧɚ 
ɭɞɚɥɟɧɢɟ 
ɫɨɨɛɳɟɧɢɹ 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ʉɥɢɟɧɬ ɩɨɫɵɥɚɟɬ ɫɨɨɛɳɟɧɢɟ ɫɟɪɜɟɪɭ, ɫɨɞɟɪɠɚɳɟɟ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɫɨɨɛɳɟɧɢɹ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɭɞɚɥɹɟɬ ɫɨɨɛɳɟɧɢɟ ɢɡ ɛɚɡɵ ɞɚɧɧɵɯ ɫ ɭɤɚɡɚɧɧɵɦ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪɨɦ. ɉɨɫɥɟ ɷɬɨɝɨ ɫɟɪɜɟɪ ɭɜɟɞɨɦɥɹɟɬ 
ɤɥɢɟɧɬɚ ɨ ɫɨɫɬɨɹɧɢɢ ɜɵɩɨɥɧɟɧɧɨɣ ɨɩɟɪɚɰɢɢ. 

Ɂɚɩɪɨɫ ɧɚ 
ɭɞɚɥɟɧɢɟ 
ɢɫɬɨɪɢɢ 
ɩɟɪɟɩɢɫɤɢ 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ʉɥɢɟɧɬ ɩɨɫɵɥɚɟɬ ɫɟɪɜɟɪɭ ɡɚɩɪɨɫ ɧɚ ɭɞɚɥɟɧɢɟ ɜɫɟɣ 
ɢɫɬɨɪɢɢ ɩɟɪɟɩɢɫɤɢ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɫɨɞɟɪɠɚɳɢɣ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɞɢɚɥɨɝɚ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɭɞɚɥɹɟɬ ɜɫɟ ɫɨɨɛɳɟɧɢɹ ɢɡ ɛɚɡɵ ɞɚɧɧɵɯ. ɉɨɫɥɟ 
ɷɬɨɝɨ ɫɟɪɜɟɪ ɭɜɟɞɨɦɥɹɟɬ ɤɥɢɟɧɬɚ ɨ ɫɨɫɬɨɹɧɢɢ 
ɜɵɩɨɥɧɟɧɧɨɣ ɨɩɟɪɚɰɢɢ. 

ɉɨɢɫɤ 
ɩɨɥɶɡɨɜɚɬɟɥɹ 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ʉɥɢɟɧɬ ɩɨɫɵɥɚɟɬ ɫɨɨɛɳɟɧɢɟ ɫɟɪɜɟɪɭ ɫ ɡɚɩɪɨɫɨɦ, 
ɫɨɞɟɪɠɚɳɢɦ ɯɷɲ-ɤɨɞ ɧɨɦɟɪɚ ɬɟɥɟɮɨɧɚ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɢɳɟɬ ɫɨɨɬɜɟɬɫɬɜɢɟ ɜ ɛɚɡɟ ɞɚɧɧɵɯ. Ɂɚɬɟɦ 
ɩɟɪɟɫɵɥɚɟɬ ɪɟɡɭɥɶɬɚɬ ɩɨɢɫɤɚ ɤɥɢɟɧɬɭ. 

ɉɨɥɭɱɟɧɢɟ 
ɢɧɮɨɪɦɚɰɢɢ ɨ 
ɩɨɥɶɡɨɜɚɬɟɥɟ 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ʉɥɢɟɧɬ ɩɨɫɵɥɚɟɬ ɫɨɨɛɳɟɧɢɟ ɫɟɪɜɟɪɭ ɫ ɡɚɩɪɨɫɨɦ, 
ɫɨɞɟɪɠɚɳɢɦ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɩɨɥɶɡɨɜɚɬɟɥɹ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɢɳɟɬ ɩɨɥɶɡɨɜɚɬɟɥɹ ɩɨ ɟɝɨ ɢɞɟɧɬɢɮɢɤɚɬɨɪɭ ɜ ȻȾ. 
Ɂɚɬɟɦ ɩɟɪɟɫɵɥɚɟɬ ɨɬɤɪɵɬɭɸ ɢɧɮɨɪɦɚɰɢɸ ɨ ɧɚɣɞɟɧɧɨɦ 
ɩɨɥɶɡɨɜɚɬɟɥɟ ɤɥɢɟɧɬɭ. 

ȼɵɯɨɞ ɤɥɢɟɧɬɚ 
ɢɡ ɫɢɫɬɟɦɵ 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ʉɥɢɟɧɬ ɩɨɫɵɥɚɟɬ ɭɜɟɞɨɦɥɟɧɢɟ ɫɟɪɜɟɪɭ ɨ ɫɜɨɟɦ ɜɵɯɨɞɟ. 
ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɟɪɜɟɪ ɩɨɦɟɱɚɟɬ ɫɨɫɬɨɹɧɢɟ ɩɨɥɶɡɨɜɚɬɟɥɹ ɤɚɤ ɜ ɧɟ ɫɟɬɢ. 

ɂ ɡɚɜɟɪɲɚɟɬ ɫɟɚɧɫ ɫɜɹɡɢ, ɭɞɚɥɢɜ ɫɟɫɫɢɸ. 
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ɋɨɨɛɳɟɧɢɹ (http-ɡɚɩɪɨɫɵ), ɤɨɬɨɪɵɦɢ ɨɛɦɟɧɢɜɚɸɬɫɹ ɤɥɢɟɧɬ ɢ ɫɟɪɜɟɪ, ɦɨɠɧɨ 
ɭɫɥɨɜɧɨ ɩɨɞɟɥɢɬɶ ɧɚ ɧɟɫɤɨɥɶɤɨ ɬɟɦɚɬɢɱɟɫɤɢɯ ɝɪɭɩɩ, ɩɪɟɞɫɬɚɜɥɟɧɵ ɜ ɬɚɛɥɢɰɟ 11, ɚ 
ɬɚɤɠɟ ɧɚ ɤɚɬɟɝɨɪɢɢ ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɪɚɡɞɟɥɨɦ 2.3.3.3 ɜɬɨɪɨɣ ɝɥɚɜɵ, ɩɪɟɞɫɬɚɜɥɟɧɵ ɜ 
ɬɚɛɥɢɰɟ 12.  
 
Ɍɚɛɥɢɰɚ 11 – ɋɨɨɛɳɟɧɢɹ ɬɢɩɚ «ɤɥɢɟɧɬ-ɫɟɪɜɟɪ» 

Ɍɢɩ ɫɨɨɛɳɟɧɢɹ ɂɧɢɰɢɚɬɨɪ 
ɫɨɨɛɳɟɧɢɹ 

Ɉɩɢɫɚɧɢɟ 

auth – ɪɚɛɨɬɚ ɫ ɚɭɬɟɧɬɢɮɢɤɚɰɢɟɣ 

logIn Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɜɯɨɞɚ ɜ ɫɢɫɬɟɦɭ. ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ 
ɫɨɞɟɪɠɚɬɶ ɚɭɬɟɧɬɢɮɢɤɚɰɢɨɧɧɵɟ ɞɚɧɧɵɟ: ɫɦ. 
ɪɚɡɞɟɥ 2.3.3.1.2. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ ɩɨɞɬɜɟɪɠɞɟɧɢɟ ɜɯɨɞɚ, ɫɨɞɟɪɠɢɬ 
ɬɨɤɟɧ (ɚɭɬɟɧɬɢɮɢɤɚɰɢɨɧɧɵɣ ɛɢɥɟɬ) ɢ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ ɜ ɂɋ. 

signUp Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɪɟɝɢɫɬɪɚɰɢɢ ɚɛɨɧɟɧɬɚ ɜ ɂɋ. ɋɨɨɛɳɟɧɢɟ 
ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ ɫɜɟɞɟɧɢɹ ɨɛ ɩɨɥɶɡɨɜɚɬɟɥɟ ɢ 
ɚɭɬɟɧɬɢɮɢɰɢɪɭɸɳɢɟ ɞɚɧɧɵɟ: ɫɦ. ɪɚɡɞɟɥ 2.3.3.1.1. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɟ ɪɟɝɢɫɬɪɚɰɢɢ. 
logOut Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɜɵɯɨɞ ɢɡ ɫɢɫɬɟɦɵ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ Ɉɬɤɚɡ ɜɨ ɜɯɨɞɟ ɜ ɫɢɫɬɟɦɭ, ɥɢɛɨ ɭɜɟɞɨɦɥɟɧɢɟ ɨ 
ɡɚɜɟɪɲɟɧɢɢ ɪɚɛɨɬɵ ɫɟɪɜɟɪɚ. 

existPhone Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɢɞɟɧɬɢɮɢɤɚɰɢɸ ɬɟɥɟɮɨɧɧɨɝɨ ɧɨɦɟɪ ɜ 
ɂɋ ɩɨ ȻȾ. ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ ɯɷɲ-
ɤɨɞ ɨɬ ɦɨɛɢɥɶɧɨɝɨ ɧɨɦɟɪɚ ɬɟɥɟɮɨɧɚ, 
ɜɵɱɢɫɥɟɧɧɨɝɨ ɩɨ ɯɷɲ-ɮɭɧɤɰɢɢ H. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɟ ɧɚɥɢɱɢɹ ɬɟɥɟɮɨɧɧɨɝɨ ɧɨɦɟɪɚ ɜ 
ɂɋ. 

sendSmsCode Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɨɬɩɪɚɜɤɭ ɫɦɫ-ɤɨɞɚ ɧɚ ɦɨɛɢɥɶɧɵɣ 
ɧɨɦɟɪ ɬɟɥɟɮɨɧɚ ɚɛɨɧɟɧɬɚ. ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ 
ɫɨɞɟɪɠɚɬɶ ɦɨɛɢɥɶɧɵɣ ɧɨɦɟɪ ɬɟɥɟɮɨɧɚ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɟ ɨɬɩɪɚɜɤɢ ɫɦɫ-ɤɨɞɚ. 
createSession Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɫɨɡɞɚɧɢɟ ɡɚɳɢɳɟɧɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ. 

ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ ɫɢɦɦɟɬɪɢɱɧɵɣ 
ɤɥɸɱ ɲɢɮɪɨɜɚɧɢɹ ɫɟɫɫɢɢ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɫɟɫɫɢɢ. 
checkPasswordAuth Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɩɪɨɜɟɪɤɭ ɫɨɨɬɜɟɬɫɬɜɢɹ ɩɨɫɵɥɚɟɦɨɝɨ 

ɤɨɞɚ ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɚɛɨɧɟɧɬɫɤɨɝɨ ɤɥɸɱɚ, ɤɨɞɭ, 
ɯɪɚɧɹɳɟɦɭɫɹ ɜ ȻȾ. ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ 
ɫɨɞɟɪɠɚɬɶ, ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ, ɤɨɞ 
ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɚɛɨɧɟɧɬɫɤɨɝɨ ɤɥɸɱɚ, ɧɨɦɟɪ 
ɦɨɛɢɥɶɧɨɝɨ ɬɟɥɟɮɨɧɚ ɚɛɨɧɟɧɬɚ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɹ ɨ ɫɨɨɬɜɟɬɫɬɜɢɢ, ɜ ɫɥɭɱɚɟ ɭɫɩɟɯɚ, 
ɩɨɫɵɥɚɟɬ ɫɦɫ-ɤɨɞ ɧɚ ɦɨɛɢɥɶɧɵɣ ɧɨɦɟɪ ɬɟɥɟɮɨɧɚ 
ɚɛɨɧɟɧɬɚ. 
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Ɍɢɩ ɫɨɨɛɳɟɧɢɹ ɂɧɢɰɢɚɬɨɪ 

ɫɨɨɛɳɟɧɢɹ 
Ɉɩɢɫɚɧɢɟ 

getUserSalt Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɩɨɥɭɱɟɧɢɟ ɫɥɭɱɚɣɧɨɣ 
ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ, ɤɨɬɨɪɚɹ ɛɵɥɚ ɢɫɩɨɥɶɡɨɜɚɧɚ 
ɞɥɹ ɫɨɡɞɚɧɢɹ ɫɢɦɦɟɬɪɢɱɧɨɝɨ ɤɥɸɱɚ ɚɛɨɧɟɧɬɚ. 
ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ ɢɞɟɧɬɢɮɢɤɚɬɨɪ 
ɚɛɨɧɟɧɬɚ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɫɥɭɱɚɣɧɭɸ 
ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ. 

settings – ɪɚɛɨɬɚ ɫ ɧɚɫɬɪɨɣɤɚɦɢ ɚɤɤɚɭɧɬɚ 
getSetting Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚɫɬɪɨɣɤɢ ɚɤɤɚɭɧɬɚ ɚɛɨɧɟɧɬɚ. ɋɨɨɛɳɟɧɢɟ, 

ɫɨɞɟɪɠɚɳɟɟ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ. 
ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɧɚɫɬɪɨɣɤɭ ɚɛɨɧɟɧɬɫɤɨɝɨ 

ɚɤɤɚɭɧɬɚ. 
editSetting Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɢɡɦɟɧɟɧɢɟ ɧɚɫɬɪɨɣɤɢ ɚɤɤɚɭɧɬɚ 

ɚɛɨɧɟɧɬɚ. ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɧɚɫɬɪɨɣɤɭ 
ɚɤɤɚɭɧɬɚ, ɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɟ ɢɡɦɟɧɟɧɢɹ ɧɚɫɬɪɨɣɤɢ 
ɚɛɨɧɟɧɬɫɤɨɝɨ ɚɤɤɚɭɧɬɚ. 

editPhone Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɢɡɦɟɧɟɧɢɟ ɧɨɦɟɪɚ ɦɨɛɢɥɶɧɨɝɨ 
ɬɟɥɟɮɨɧɚ ɫɜɹɡɚɧɧɨɝɨ ɫ ɚɤɤɚɭɧɬɨɦ ɚɛɨɧɟɧɬɚ. 
ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɧɨɜɵɣ ɧɨɦɟɪ 
ɦɨɛɢɥɶɧɨɝɨ ɬɟɥɟɮɨɧɚ, ɫɦɫ-ɤɨɞ ɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪ 
ɚɛɨɧɟɧɬɚ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɟ ɢɡɦɟɧɟɧɢɹ ɚɛɨɧɟɧɬɫɤɨɝɨ 
ɚɤɤɚɭɧɬɚ. 

users – ɪɚɛɨɬɚ ɫ ɚɛɨɧɟɧɬɫɤɨɣ ɢɧɮɨɪɦɚɰɢɟɣ 

getUserInfo Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɨɬɤɪɵɬɵɯ ɫɜɟɞɟɧɢɣ ɨ ɩɨɥɶɡɨɜɚɬɟɥɟ. 
ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ ɢɞɟɧɬɢɮɢɤɚɬɨɪ 
ɩɨɥɶɡɨɜɚɬɟɥɹ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɨɬɤɪɵɬɭɸ ɢɧɮɨɪɦɚɰɢɸ 
ɨɛ ɩɨɥɶɡɨɜɚɬɟɥɟ. 

ɫontacts – ɪɚɛɨɬɚ ɫ ɤɨɧɬɚɤɬɚɦɢ 

addContact Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɞɨɛɚɜɥɟɧɢɟ ɚɛɨɧɟɧɬɚ ɜ ɫɩɢɫɨɤ 
ɞɪɭɠɟɫɬɜɟɧɧɵɯ ɤɨɧɬɚɤɬɨɜ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɟ ɞɨɛɚɜɥɟɧɢɹ ɚɤɤɚɭɧɬɚ ɜ ɫɩɢɫɨɤ 
ɞɪɭɠɟɫɬɜɟɧɧɵɯ ɤɨɧɬɚɤɬɨɜ. 

getContacts Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɫɩɢɫɤɚ ɞɪɭɠɟɫɬɜɟɧɧɵɯ ɤɨɧɬɚɤɬɨɜ. 
ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ ɢɞɟɧɬɢɮɢɤɚɬɨɪ 
ɚɛɨɧɟɧɬɚ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɫɩɢɫɨɤ ɞɪɭɠɟɫɬɜɟɧɧɵɯ 
ɤɨɧɬɚɤɬɨɜ. 

deleteContact Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɭɞɚɥɟɧɢɟ ɜɵɛɪɚɧɧɨɝɨ ɚɛɨɧɟɧɬɚ ɢɡ 
ɫɩɢɫɤɚ ɞɪɭɠɟɫɬɜɟɧɧɵɯ ɤɨɧɬɚɤɬɨɜ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɟ ɭɞɚɥɟɧɢɹ ɚɛɨɧɟɧɬɚ ɢɡ ɫɩɢɫɤɚ 
ɞɪɭɠɟɫɬɜɟɧɧɵɯ ɤɨɧɬɚɤɬɨɜ. 
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ɉɪɨɞɨɥɠɟɧɢɟ ɬɚɛɥɢɰɵ 11 
Ɍɢɩ ɫɨɨɛɳɟɧɢɹ ɂɧɢɰɢɚɬɨɪ 

ɫɨɨɛɳɟɧɢɹ 

Ɉɩɢɫɚɧɢɟ 

dialogs – ɪɚɛɨɬɚ ɫ ɞɢɚɥɨɝɚɦɢ 
getDialogs Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɫɩɢɫɤɚ ɞɢɚɥɨɝɨɜ, ɜ ɤɨɬɨɪɵɯ ɚɛɨɧɟɧɬ 

ɹɜɥɹɟɬɫɹ ɭɱɚɫɬɧɢɤɨɦ (ɫɨɛɟɫɟɞɧɢɤɨɦ). ɋɨɨɛɳɟɧɢɟ 
ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɫɩɢɫɨɤ ɞɢɚɥɨɝɨɜ, ɜ 
ɤɨɬɨɪɵɯ ɚɛɨɧɟɧɬ ɹɜɥɹɟɬɫɹ ɭɱɚɫɬɧɢɤɨɦ. 

createDialog Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɫɨɡɞɚɧɢɟ ɞɢɚɥɨɝɚ. ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ 
ɫɨɞɟɪɠɚɬɶ ɧɚɡɜɚɧɢɟ ɞɢɚɥɨɝɚ ɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪ 
ɚɛɨɧɟɧɬɚ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɟ ɫɨɡɞɚɧɢɹ ɞɢɚɥɨɝɚ. 
addUserToDialog Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɞɨɛɚɜɥɟɧɢɟ ɚɛɨɧɟɧɬɚ ɜ ɞɢɚɥɨɝ, ɜ 

ɤɚɱɟɫɬɜɟ ɫɨɛɟɫɟɞɧɢɤɚ. ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ 
ɫɨɞɟɪɠɚɬɶ ɢɞɟɧɬɢɮɢɤɚɬɨɪɵ ɞɢɚɥɨɝɚ ɢ 
ɞɨɛɚɜɥɹɟɦɨɝɨ ɚɛɨɧɟɧɬɚ.  

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɟ ɞɨɛɚɜɥɟɧɢɹ ɚɛɨɧɟɧɬɚ ɜ ɞɢɚɥɨɝ. 
removeUserFromDialog Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɭɞɚɥɟɧɢɟ ɚɛɨɧɟɧɬɚ ɢɡ ɞɢɚɥɨɝɚ. 

ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ ɢɞɟɧɬɢɮɢɤɚɬɨɪɵ 
ɞɢɚɥɨɝɚ ɢ ɭɞɚɥɹɟɦɨɝɨ ɚɛɨɧɟɧɬɚ.  

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɟ ɭɞɚɥɟɧɢɹ ɚɛɨɧɟɧɬɚ ɢɡ ɞɢɚɥɨɝɚ. 
getDialogParticipants Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɫɩɢɫɤɚ ɫɨɛɟɫɟɞɧɢɤɨɜ ɞɢɚɥɨɝɚ. ɋɨɨɛɳɟɧɢɟ 

ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ ɢɞɟɧɬɢɮɢɤɚɬɨɪɵ ɞɢɚɥɨɝɚ ɢ 
ɚɛɨɧɟɧɬɚ ɜ ɂɋ.  

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɫɩɢɫɨɤ ɫɨɛɟɫɟɞɧɢɤɨɜ 
ɞɢɚɥɨɝɚ. 

messages – ɪɚɛɨɬɚ ɫ ɫɨɨɛɳɟɧɢɹɦɢ 
getMessages Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɫɩɢɫɤɚ ɫɨɨɛɳɟɧɢɣ (ɢɫɬɨɪɢɢ ɩɟɪɟɩɢɫɤɢ) ɢɡ 

ɞɢɚɥɨɝɚ. ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪɵ ɞɢɚɥɨɝɚ ɢ ɚɛɨɧɟɧɬɚ, ɚ ɬɚɤɠɟ 
ɩɚɪɚɦɟɬɪɵ ɮɢɥɶɬɪɨɜ: ɜɪɟɦɟɧɧɨɣ ɩɪɨɦɟɠɭɬɨɤ, 
ɤɨɥɢɱɟɫɬɜɟɧɧɨɟ ɨɝɪɚɧɢɱɟɧɢɟ ɢ (ɢɥɢ) ɮɥɚɝ 
ɚɤɬɭɚɥɶɧɨɫɬɢ (ɧɟ ɩɪɨɫɦɨɬɪɟɧɧɵɟ) ɫɨɨɛɳɟɧɢɣ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɫɩɢɫɨɤ ɫɨɨɛɳɟɧɢɣ. ȼ 
ɫɥɭɱɚɟ, ɟɫɥɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪɵ ɞɢɚɥɨɝɚ ɢ ɚɛɨɧɟɧɬɚ 
ɧɟ ɭɤɚɡɚɧɵ, ɬɨ ɜɨɡɜɪɚɳɚɟɬɫɹ ɩɭɫɬɨɣ ɫɩɢɫɨɤ. ȿɫɥɢ 
ɩɚɪɚɦɟɬɪ ɮɢɥɶɬɪɚ ɧɟ ɭɤɚɡɚɧ, ɬɨ ɜɨɡɜɪɚɳɚɸɬɫɹ 
ɞɚɧɧɵɟ ɛɟɡ ɭɱɟɬɚ ɞɚɧɧɨɝɨ ɮɢɥɶɬɪɚ. ȼ ɫɥɭɱɚɟ, ɟɫɥɢ 
ɜɫɟ ɩɚɪɚɦɟɬɪɵ ɮɢɥɶɬɪɨɜ ɧɟ ɭɤɚɡɚɧɵ, ɬɨ 
ɜɨɡɜɪɚɳɚɟɬɫɹ ɜɟɫɶ ɫɩɢɫɨɤ ɫɨɨɛɳɟɧɢɣ ɢɡ ɞɢɚɥɨɝɚ.  

sendMessage ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɟ ɩɟɪɟɫɵɥɤɢ ɫɟɪɜɟɪɨɦ ɫɨɨɛɳɟɧɢɹ 
ɚɞɪɟɫɚɬɭ. 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ ɉɨɫɵɥɤɚ ɫɨɨɛɳɟɧɢɹ ɚɛɨɧɟɧɬɨɦ ɞɪɭɝɨɦɭ 
ɚɛɨɧɟɧɬɭ. ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ-ɩɨɥɭɱɚɬɟɥɹ, ɲɢɮɪɬɟɤɫɬ 
ɫɨɨɛɳɟɧɢɹ, ɤɨɞ ɰɟɥɨɫɬɧɨɫɬɢ ɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪ 
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ɫɨɨɛɳɟɧɢɹ 
Ɉɩɢɫɚɧɢɟ 

sendMessage 

(ɩɪɨɞɨɥɠɟɧɢɟ) 
Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ 
(ɩɪɨɞɨɥɠɟɧɢɟ) 

ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɚ ɚɛɨɧɟɧɬɚ-ɩɨɥɭɱɚɬɟɥɹ, ɫ 
ɩɨɦɨɳɶɸ ɤɨɬɨɪɨɝɨ ɦɨɠɧɨ ɪɚɫɲɢɮɪɨɜɚɬɶ 
ɨɬɩɪɚɜɥɟɧɧɨɟ ɫɨɨɛɳɟɧɢɟ. 

deleteMessages Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɭɞɚɥɟɧɢɟ ɫɨɨɛɳɟɧɢɣ ɢɡ ɫɩɢɫɤɚ 
ɫɨɨɛɳɟɧɢɣ ɚɛɨɧɟɧɬɚ. ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɢɬ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ, ɫɩɢɫɨɤ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪɨɜ ɫɨɨɛɳɟɧɢɣ, ɩɨɦɟɱɟɧɧɵɯ ɧɚ 
ɭɞɚɥɟɧɢɟ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɟ ɭɞɚɥɟɧɢɹ ɫɨɨɛɳɟɧɢɣ ɚɛɨɧɟɧɬɚ. ȼ 
ɫɥɭɱɚɟ, ɟɫɥɢ ɫɩɢɫɨɤ ɢɞɟɧɬɢɮɢɤɚɬɨɪɨɜ ɫɨɨɛɳɟɧɢɣ 
ɩɭɫɬɶ, ɭɞɚɥɹɸɬɫɹ ɜɫɟ ɫɨɨɛɳɟɧɢɹ ɢɡ ɫɩɢɫɤɚ 
ɫɨɨɛɳɟɧɢɣ ɚɛɨɧɟɧɬɚ. 

files – ɪɚɛɨɬɚ ɫ ɮɚɣɥɚɦɢ 
uploadFile Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɩɟɪɟɞɚɱɭ ɮɚɣɥɚ. ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ 

ɫɨɞɟɪɠɚɬɶ ɮɚɣɥ ɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ.  
ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɭɧɢɤɚɥɶɧɨɟ ɢɦɹ ɮɚɣɥɚ. 

downloadFile Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɡɚɝɪɭɡɤɭ ɮɚɣɥɚ. ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ 
ɫɨɞɟɪɠɚɬɶ ɭɧɢɤɚɥɶɧɨɟ ɢɦɹ ɮɚɣɥɚ ɢ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ.  

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɡɚɩɪɚɲɢɜɚɟɦɵɣ ɮɚɣɥ. 
keys – ɪɚɛɨɬɚ ɫ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɦɢ ɤɥɸɱɚɦɢ 

addKeyPair Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɞɨɛɚɜɥɟɧɢɟ ɢ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɧɨɜɨɣ 
ɤɥɸɱɟɜɨɣ ɩɚɪɵ ɚɛɨɧɟɧɬɚ, ɜɡɚɦɟɧ ɞɟɣɫɬɜɭɸɳɟɣ. 
ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ ɢɞɟɧɬɢɮɢɤɚɬɨɪ 
ɚɛɨɧɟɧɬɚ, ɲɢɮɪɬɟɤɫɬ ɤɥɸɱɟɜɨɣ ɩɚɪɵ, ɤɨɞ 
ɰɟɥɨɫɬɧɨɫɬɢ ɨɬ ɧɨɜɨɝɨ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ, 
ɨɞɧɨɪɚɡɨɜɭɸ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ ɢ ɩɟɪɢɨɞ 
ɞɟɣɫɬɜɢɹ ɧɨɜɨɣ ɩɚɪɵ. ɉɨ ɭɦɨɥɱɚɧɢɸ, ɩɟɪɢɨɞ 
ɞɟɣɫɬɜɢɹ ɪɚɜɟɧ 24 ɱɚɫɚ ɫ ɦɨɦɟɧɬɚ ɫɨɡɞɚɧɢɹ 
ɤɥɸɱɟɜɨɣ ɩɚɪɵ.  

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɟ ɞɨɛɚɜɥɟɧɢɹ ɤɥɸɱɟɜɨɣ ɩɚɪɵ, ɫ 
ɭɜɟɞɨɦɥɟɧɢɟɦ ɭɱɚɫɬɧɢɤɨɜ ɞɢɚɥɨɝɚ. 

getKeyPair Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɫɜɟɞɟɧɢɣ ɨ ɞɟɣɫɬɜɭɸɳɟɣ ɤɥɸɱɟɜɨɣ ɩɚɪɟ 
ɚɛɨɧɟɧɬɚ. ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɲɢɮɪɬɟɤɫɬ 
ɡɚɩɪɚɲɢɜɚɟɦɨɣ ɤɥɸɱɟɜɨɣ ɩɚɪɵ ɚɛɨɧɟɧɬɚ, ɤɨɞ 
ɰɟɥɨɫɬɧɨɫɬɢ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ ɚɛɨɧɟɧɬɚ, 
ɨɞɧɨɪɚɡɨɜɭɸ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ ɢ ɩɟɪɢɨɞ 
ɞɟɣɫɬɜɢɹ ɤɥɸɱɟɜɨɣ ɩɚɪɵ. 

getSaltAndHashOf 

PublicKey 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɤɨɞɚ ɰɟɥɨɫɬɧɨɫɬɢ ɞɟɣɫɬɜɭɸɳɟɝɨ 
ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ ɚɛɨɧɟɧɬɚ, ɢ ɢɫɩɨɥɶɡɨɜɚɧɧɭɸ 
ɫɥɭɱɚɣɧɭɸ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ ɩɪɢ ɜɵɱɢɫɥɟɧɢɢ 
ɞɚɧɧɨɝɨ ɤɨɞɚ ɰɟɥɨɫɬɧɨɫɬɢ. ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ 
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ɫɨɨɛɳɟɧɢɹ 
Ɉɩɢɫɚɧɢɟ 

getSaltAndHashOf 

PublicKey 

(ɩɪɨɞɨɥɠɟɧɢɟ) 

Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ 
(ɩɪɨɞɨɥɠɟɧɢɟ) 

ɫɨɞɟɪɠɚɬɶ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɡɚɩɪɚɲɢɜɚɟɦɵɣ ɤɨɞ 
ɰɟɥɨɫɬɧɨɫɬɢ ɞɟɣɫɬɜɭɸɳɟɝɨ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ 
ɚɛɨɧɟɧɬɚ, ɢ ɢɫɩɨɥɶɡɨɜɚɧɧɭɸ ɫɥɭɱɚɣɧɭɸ 
ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ ɩɪɢ ɜɵɱɢɫɥɟɧɢɢ ɤɨɞɚ 
ɰɟɥɨɫɬɧɨɫɬɢ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ. 

getPrivateKey Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɲɢɮɪɬɟɤɫɬɚ ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɚ ɚɛɨɧɟɧɬɚ. 
ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ ɢɞɟɧɬɢɮɢɤɚɬɨɪ 
ɚɛɨɧɟɧɬɚ ɢ ɩɚɪɚɦɟɬɪɵ ɮɢɥɶɬɪɚ: ɢɞɟɧɬɢɮɢɤɚɬɨɪ 
ɤɥɸɱɚ, ɥɢɛɨ ɩɟɪɢɨɞ ɞɟɣɫɬɜɢɹ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɡɚɩɪɚɲɢɜɚɟɦɵɣ 
ɲɢɮɪɬɟɤɫɬ ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɚ ɚɛɨɧɟɧɬɚ. ȼ ɫɥɭɱɚɟ, 
ɟɫɥɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ ɢ ɨɛɚ ɩɚɪɚɦɟɬɪɚ 
ɮɢɥɶɬɪɚ ɧɟ ɭɤɚɡɚɧɵ, ɬɨ ɜɨɡɜɪɚɳɚɟɬɫɹ ɩɭɫɬɨɟ 
ɡɧɚɱɟɧɢɟ. 

getAllPrivateKeys Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɫɩɢɫɤɚ ɲɢɮɪɬɟɤɫɬɨɜ ɡɚɤɪɵɬɵɯ ɤɥɸɱɟɣ 
ɚɛɨɧɟɧɬɚ, ɞɟɣɫɬɜɭɸɳɢɯ ɪɚɧɟɟ. ɋɨɨɛɳɟɧɢɟ 
ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ ɢ 
ɩɚɪɚɦɟɬɪɵ ɮɢɥɶɬɪɨɜ: ɫɩɢɫɨɤ ɢɞɟɧɬɢɮɢɤɚɬɨɪɨɜ 
ɤɥɸɱɟɣ ɢ (ɢɥɢ) ɫɩɢɫɨɤ ɜɪɟɦɟɧɧɵɯ ɩɟɪɢɨɞɨɜ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɡɚɩɪɚɲɢɜɚɟɦɵɣ ɫɩɢɫɨɤ 
ɲɢɮɪɬɟɤɫɬɨɜ ɡɚɤɪɵɬɵɯ ɤɥɸɱɟɣ ɚɛɨɧɟɧɬɚ. ȼ 
ɫɥɭɱɚɟ, ɟɫɥɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ ɢ ɨɛɚ 
ɩɚɪɚɦɟɬɪɚ ɮɢɥɶɬɪɚ ɧɟ ɭɤɚɡɚɧɵ, ɬɨ ɜɨɡɜɪɚɳɚɟɬɫɹ 
ɩɭɫɬɨɣ ɫɩɢɫɨɤ. ȿɫɥɢ ɩɚɪɚɦɟɬɪ ɮɢɥɶɬɪɚ ɧɟ ɭɤɚɡɚɧ, 
ɬɨ ɜɨɡɜɪɚɳɚɸɬɫɹ ɞɚɧɧɵɟ ɛɟɡ ɭɱɟɬɚ ɞɚɧɧɨɝɨ 
ɮɢɥɶɬɪɚ. 

events – ɪɚɛɨɬɚ ɫ ɫɨɛɵɬɢɹɦɢ 
getEvents Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɫɩɢɫɤɚ ɫɨɛɵɬɢɣ ɚɛɨɧɟɧɬɚ. ɋɨɨɛɳɟɧɢɟ 

ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ ɢ 
ɩɚɪɚɦɟɬɪɵ ɮɢɥɶɬɪɨɜ: ɮɥɚɝ ɚɤɬɭɚɥɶɧɨɫɬɢ (ɧɟ 
ɩɪɨɫɦɨɬɪɟɧɧɵɟ) ɫɨɛɵɬɢɣ, ɫɩɢɫɨɤ ɬɢɩɨɜ ɫɨɛɵɬɢɣ 
(ɫɦ. ɪɚɡɞɟɥ 3.1.3) ɢ (ɢɥɢ) ɫɩɢɫɨɤ ɜɪɟɦɟɧɧɵɯ 
ɩɟɪɢɨɞɨɜ. 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɋɨɨɛɳɟɧɢɟ, ɫɨɞɟɪɠɚɳɟɟ ɫɩɢɫɨɤ ɫɨɛɵɬɢɣ 
ɚɛɨɧɟɧɬɚ. ȼ ɫɥɭɱɚɟ, ɟɫɥɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɞɢɚɥɨɝɚ 
ɚɛɨɧɟɧɬɚ ɧɟ ɭɤɚɡɚɧ, ɬɨ ɜɨɡɜɪɚɳɚɟɬɫɹ ɩɭɫɬɨɣ 
ɫɩɢɫɨɤ. ȿɫɥɢ ɩɚɪɚɦɟɬɪ ɮɢɥɶɬɪɚ ɧɟ ɭɤɚɡɚɧ, ɬɨ 
ɜɨɡɜɪɚɳɚɸɬɫɹ ɞɚɧɧɵɟ ɛɟɡ ɭɱɟɬɚ ɞɚɧɧɨɝɨ ɮɢɥɶɬɪɚ. 
ȼ ɫɥɭɱɚɟ, ɟɫɥɢ ɜɫɟ ɩɚɪɚɦɟɬɪɵ ɮɢɥɶɬɪɚ ɧɟ 
ɭɤɚɡɚɧɵ, ɬɨ ɜɨɡɜɪɚɳɚɸɬɫɹ ɜɫɟ ɫɨɛɵɬɢɹ ɚɛɨɧɟɧɬɚ. 

createEvent Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ Ɂɚɩɪɨɫ ɧɚ ɫɨɡɞɚɧɢɟ ɫɨɛɵɬɢɹ ɞɥɹ ɚɛɨɧɟɧɬɚ. 
ɋɨɨɛɳɟɧɢɟ ɞɨɥɠɧɨ ɫɨɞɟɪɠɚɬɶ ɢɞɟɧɬɢɮɢɤɚɬɨɪɵ  
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Ɉɤɨɧɱɚɧɢɟ ɬɚɛɥɢɰɵ 11 
Ɍɢɩ ɫɨɨɛɳɟɧɢɹ ɂɧɢɰɢɚɬɨɪ 

ɫɨɨɛɳɟɧɢɹ 
Ɉɩɢɫɚɧɢɟ 

createEvent 

(ɩɪɨɞɨɥɠɟɧɢɟ) 
Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ 
(ɩɪɨɞɨɥɠɟɧɢɟ) 

ɚɛɨɧɟɧɬɨɜ ɨɬɩɪɚɜɢɬɟɥɹ ɢ ɩɨɥɭɱɚɬɟɥɹ ɫɨɛɵɬɢɹ, 
ɬɢɩ ɫɨɛɵɬɢɹ (ɫɦ. ɪɚɡɞɟɥ 3.1.3) ɢ ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ 
ɩɚɪɚɦɟɬɪɵ ɫɨɛɵɬɢɹ (ɫɦ. ɪɚɡɞɟɥ 3.1.3). 

ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɉɨɞɬɜɟɪɠɞɟɧɢɟ ɫɨɡɞɚɧɢɹ ɫɨɛɵɬɢɹ. 
 

Ɍɚɛɥɢɰɚ 12 – ɋɨɨɛɳɟɧɢɹ ɬɢɩɚ «ɚɛɨɧɟɧɬ-ɫɟɪɜɟɪ» ɪɚɡɞɟɥɟɧɧɵɟ ɧɚ ɤɚɬɟɝɨɪɢɢ ɞɨɫɬɭɩɚ ɤ ɢɧɮɨɪɦɚɰɢɢ 
Ʉɚɬɟɝɨɪɢɹ ɞɨɫɬɭɩɚ ɋɨɨɛɳɟɧɢɹ 

Ȼɟɡ ɫɟɫɫɢɨɧɧɚɹ createSession. 

ɋɟɫɫɢɨɧɧɚɹ ɛɟɡ ɬɨɤɟɧɚ logIn, signUp, existPhone, getUserSalt, sendSmsCode, 
checkPasswordAuth. 

ɋɟɫɫɢɨɧɧɚɹ ɫ ɬɨɤɟɧɨɦ Ɉɫɬɚɥɶɧɵɟ. 

3.1.4.2 ɉɪɨɬɨɤɨɥ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ «ɚɛɨɧɟɧɬ-ɚɛɨɧɟɧɬ» 
ɋɨɨɛɳɟɧɢɹ, ɤɨɬɨɪɵɦɢ ɨɛɦɟɧɢɜɚɸɬɫɹ ɚɛɨɧɟɧɬɵ ɜ ɫɟɬɢ P2P, ɦɨɠɧɨ ɪɚɡɞɟɥɢɬɶ 

ɧɚ ɧɟɫɤɨɥɶɤɨ ɬɢɩɨɜ, ɤɨɬɨɪɵɟ ɨɩɢɫɚɧɵ ɜ ɬɚɛɥɢɰɟ 13. 
 

Ɍɚɛɥɢɰɚ 13 – ɋɨɨɛɳɟɧɢɹ ɬɢɩɚ «ɚɛɨɧɟɧɬ-ɚɛɨɧɟɧɬ» 
Ɍɢɩ 

ɫɨɨɛɳɟɧɢɹ 
ɂɧɢɰɢɚɬɨɪ 
ɫɨɨɛɳɟɧɢɹ 

Ɉɩɢɫɚɧɢɟ 

exchangeTemp

Key 

Ⱥɛɨɧɟɧɬ-
ɨɬɩɪɚɜɢɬɟɥɶ 

ɉɟɪɟɞɚɱɚ ɪɚɡɨɜɨɝɨ ɚɫɫɢɦɟɬɪɢɱɧɨɝɨ ɤɥɸɱɚ ɚɛɨɧɟɧɬɭ-
ɩɨɥɭɱɚɬɟɥɸ ɞɥɹ ɫɨɡɞɚɧɢɹ ɡɚɳɢɳɟɧɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ, ɢɦɟɟɬ 
ɫɥɟɞɭɸɳɭɸ ɫɬɪɭɤɬɭɪɭ: 
{ 

"publicTempKey": 'x19…d', // ɷɮɟɦɟɪɧɵɣ ɨɬɤɪɵɬɵɣ ɤɥɸɱ. 
"peerId": '3' // ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɚɛɨɧɟɧɬɚ ɜ ɫɟɬɢ P2P, 
              // ɚɧɚɥɨɝɢɱɟɧ ɢɞɟɧɬɢɮɢɤɚɬɨɪɭ ɜ Иɋ. 

}. 
exchangePart

OfUserKey 

Ⱥɛɨɧɟɧɬ-
ɨɬɩɪɚɜɢɬɟɥɶ 

ɉɟɪɟɞɚɱɚ ɡɚɲɢɮɪɨɜɚɧɧɨɣ ɱɚɫɬɢ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ ɚɛɨɧɟɧɬɚ, 
ɢɦɟɟɬ ɫɥɟɞɭɸɳɭɸ ɫɬɪɭɤɬɭɪɭ: 
{ 

"publicPartOfKey": 'x19…d', // ɱɚɫɬɶ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ. 
"sequence": '1',           // ɧɨɦɟɪ ɱɚɫɬɢ ɤɥɸɱɚ. 
"peerId": '3'  

}. 

3.1.5 ɂɫɩɨɥɶɡɭɟɦɵɟ ɢɧɫɬɪɭɦɟɧɬɚɥɶɧɵɟ ɫɪɟɞɫɬɜɚ 
ɉɪɟɞɥɚɝɚɟɦɚɹ ɦɨɞɟɥɶ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ (ɂɋ) ɞɥɹ ɛɟɡɨɩɚɫɧɨɝɨ 

ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ ɜ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ ɛɵɥɚ ɪɟɚɥɢɡɨɜɚɧɚ ɜ 
ɜɢɞɟ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ «ruMessanger» [45]. Ⱦɚɧɧɵɣ ɤɨɦɩɥɟɤɫ ɛɚɡɢɪɭɟɬɫɹ ɧɚ 
ɨɬɤɪɵɬɵɯ ɢ ɩɥɚɬɮɨɪɦɨ-ɧɟɡɚɜɢɫɢɦɵɯ ɬɟɯɧɨɥɨɝɢɹɯ Apache Cordova ɢ Node.js, ɱɬɨ, ɤɨ 
ɜɫɟɦɭ ɩɪɨɱɟɦɭ, ɩɨɡɜɨɥɹɟɬ ɫɧɢɡɢɬɶ ɜɟɪɨɹɬɧɨɫɬɶ ɧɚɥɢɱɢɹ ɧɟɞɟɤɥɚɪɢɪɭɟɦɵɯ 
ɜɨɡɦɨɠɧɨɫɬɟɣ, ɤɨɬɨɪɵɟ ɦɨɝɭɬ ɩɪɢɫɭɬɫɬɜɨɜɚɬɶ ɜ ɩɪɨɩɪɢɟɬɚɪɧɵɯ ɪɟɲɟɧɢɹɯ. 
ɉɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ ɛɵɥ ɪɟɚɥɢɡɨɜɚɧ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɹɡɵɤɚ 
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ɩɪɨɝɪɚɦɦɢɪɨɜɚɧɢɹ ɜɵɫɨɤɨɝɨ ɭɪɨɜɧɹ JavaScript, ɱɬɨ ɩɨɡɜɨɥɢɥɨ ɢɫɩɨɥɶɡɨɜɚɬɶ 
ɟɞɢɧɭɸ ɤɨɞɨɜɭɸ ɛɚɡɭ ɩɪɢ ɪɚɡɪɚɛɨɬɤɟ ɦɨɞɭɥɟɣ ɤɥɢɟɧɬɫɤɨɣ ɢ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɟɣ 
ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ, ɩɪɢ ɪɚɡɪɚɛɨɬɤɟ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ ɬɚɤɠɟ ɢɫɩɨɥɶɡɨɜɚɥɢɫɶ 
ɹɡɵɤɢ HTML ɢ CSS. ȼ ɤɚɱɟɫɬɜɟ ɫɢɫɬɟɦɵ ɭɩɪɚɜɥɟɧɢɹ ɛɚɡɚɦɢ ɞɚɧɧɵɯ (ɋɍȻȾ) 
ɜɵɛɪɚɧɚ MongoDB, ɩɨɫɬɚɜɥɹɟɦɚɹ ɜ ɨɬɤɪɵɬɵɯ ɢɫɯɨɞɧɵɯ ɤɨɞɚɯ, ɢ ɢɦɟɸɳɚɹ 
ɨɬɥɢɱɧɵɟ ɜɨɡɦɨɠɧɨɫɬɢ ɩɨ ɦɚɫɲɬɚɛɢɪɨɜɚɧɢɸ [46] ɩɪɢ ɩɨɫɥɟɞɭɸɳɟɣ ɤɥɚɫɬɟɪɢɡɚɰɢɢ 
ɂɋ. ȼɡɚɢɦɨɞɟɣɫɬɜɢɟ ɚɛɨɧɟɧɬɨɜ ɫ ɂɋ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɩɨɫɪɟɞɫɬɜɨɦ ɤɥɢɟɧɬɫɤɨɝɨ 
ɩɪɢɥɨɠɟɧɢɹ ɞɥɹ ɦɨɛɢɥɶɧɨɝɨ ɭɫɬɪɨɣɫɬɜɚ ɢɥɢ ɫ ɩɨɦɨɳɶɸ ɛɪɚɭɡɟɪɚ. Ʉɨɦɦɭɧɢɤɚɰɢɹ 
ɦɟɠɞɭ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɶɸ ɢ ɫɟɪɜɟɪɧɨɣ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɩɨɫɪɟɞɫɬɜɨɦ ɩɪɨɬɨɤɨɥɚ http. 
Ȼɟɡɨɩɚɫɧɨɫɬɶ ɢɧɮɨɪɦɚɰɢɨɧɧɨɝɨ ɨɛɦɟɧɚ ɨɛɟɫɩɟɱɢɜɚɟɬɫɹ ɚɜɬɨɪɫɤɢɦɢ ɦɟɯɚɧɢɡɦɚɦɢ 
ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ, ɪɚɫɫɦɨɬɪɟɧɧɵɦɢ ɪɚɧɟɟ. Ɋɚɫɫɦɨɬɪɢɦ ɛɨɥɟɟ ɩɨɞɪɨɛɧɨ 
ɢɧɫɬɪɭɦɟɧɬɚɥɶɧɵɟ ɫɪɟɞɫɬɜɚ ɢ ɤɨɦɩɨɧɟɧɬɵ, ɢɫɩɨɥɶɡɭɟɦɵɟ ɩɪɢ ɪɚɡɪɚɛɨɬɤɟ 
ɫɟɪɜɟɪɧɨɣ ɢ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɟɣ.  

3.1.5.1 Ɉɛɳɢɟ ɢɧɫɬɪɭɦɟɧɬɚɥɶɧɵɟ ɫɪɟɞɫɬɜɚ 
ɉɪɢ ɪɚɡɪɚɛɨɬɤɟ ɨɛɟɢɯ ɱɚɫɬɟɣ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɛɵɥɢ ɢɫɩɨɥɶɡɨɜɚɧɵ 

ɢɧɫɬɪɭɦɟɧɬɵ, ɩɪɢɜɟɞɟɧɧɵɟ ɜ ɬɚɛɥɢɰɟ 14. 
 

Ɍɚɛɥɢɰɚ 14 – Ɉɛɳɢɟ ɢɧɫɬɪɭɦɟɧɬɵ ɪɚɡɪɚɛɨɬɤɢ 
ɇɚɢɦɟɧɨɜɚɧɢɟ 
ɢɧɫɬɪɭɦɟɧɬɚ 

ȼɟɪɫɢɹ Ɉɩɢɫɚɧɢɟ 

WebCrypto GOST 1.76.0 Ȼɢɛɥɢɨɬɟɤɚ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɚɥɝɨɪɢɬɦɨɜ, 
ɪɟɚɥɢɡɭɸɳɚɹ WebCrypto API ɢ ɢɧɮɪɚɫɬɪɭɤɬɭɪɭ ɨɬɤɪɵɬɵɯ 
ɤɥɸɱɟɣ (PKI – Public Key Infrastructure) ɞɥɹ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɫɬɚɧɞɚɪɬɨɜ ȽɈɋɌ. 

JSDoc3 3.5.0 Ƚɟɧɟɪɚɬɨɪ ɞɨɤɭɦɟɧɬɚɰɢɢ ɜ HTML-ɮɨɪɦɚɬɟ ɢɡ 
ɤɨɦɦɟɧɬɚɪɢɟɜ ɢɫɯɨɞɧɨɝɨ ɤɨɞɚ ɧɚ JavaScript. 

Git 2.9.3 ɋɢɫɬɟɦɚ ɤɨɧɬɪɨɥɹ ɜɟɪɫɢɣ. 

3.1.5.2 ɂɧɫɬɪɭɦɟɧɬɚɥɶɧɵɟ ɫɪɟɞɫɬɜɚ ɞɥɹ ɪɚɡɪɚɛɨɬɤɢ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ 
Ʉɚɤ ɭɠɟ ɛɵɥɨ ɫɤɚɡɚɧɨ, ɪɚɡɪɚɛɨɬɤɚ ɱɚɫɬɟɣ ɩɪɢɥɨɠɟɧɢɹ, ɜ ɬɨɦ ɱɢɫɥɟ ɫɟɪɜɟɪɧɨɣ 

ɱɚɫɬɢ, ɨɫɭɳɟɫɬɜɥɹɥɚɫɶ ɧɚ ɹɡɵɤɟ ɩɪɨɝɪɚɦɦɢɪɨɜɚɧɢɹ JavaScript. ȼ ɤɚɱɟɫɬɜɟ ɫɬɚɧɞɚɪɬɚ 
ɞɥɹ ɹɡɵɤɚ JavaScript ɢɫɩɨɥɶɡɨɜɚɥɫɹ ES6 (ECMAScript-6), ɡɚ ɟɝɨ ɧɨɜɵɟ ɜɨɡɦɨɠɧɨɫɬɢ 
ɢ ɫɢɧɬɚɤɫɢɱɟɫɤɭɸ ɜɵɪɚɡɢɬɟɥɶɧɨɫɬɶ. ȼ ɬɚɛɥɢɰɟ 15 ɩɟɪɟɱɢɫɥɟɧɵ ɢ ɨɩɢɫɚɧɵ 
ɢɫɩɨɥɶɡɭɟɦɵɟ ɢɧɫɬɪɭɦɟɧɬɵ ɢ ɫɬɨɪɨɧɧɢɟ ɤɨɦɩɨɧɟɧɬɵ ɩɪɢ ɪɚɡɪɚɛɨɬɤɟ ɫɟɪɜɟɪɧɨɣ 
ɱɚɫɬɢ. 

 
Ɍɚɛɥɢɰɚ 15 – ɂɫɩɨɥɶɡɭɟɦɵɟ ɫɪɟɞɫɬɜɚ ɩɪɢ ɪɚɡɪɚɛɨɬɤɟ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ 

ɇɚɢɦɟɧɨɜɚɧɢɟ 
ɢɧɫɬɪɭɦɟɧɬɚ 

ȼɟɪɫɢɹ Ɉɩɢɫɚɧɢɟ 

Sublime Text 3 ɫɛɨɪɤɚ 
3126 

ɂɧɫɬɪɭɦɟɧɬ ɞɥɹ ɪɟɞɚɤɬɢɪɨɜɚɧɢɹ ɢɫɯɨɞɧɨɝɨ ɤɨɞɚ ɢ 
ɧɚɜɢɝɚɰɢɢ ɩɨ ɧɟɦɭ. 
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Ɉɤɨɧɱɚɧɢɟ ɬɚɛɥɢɰɵ 15 
ɇɚɢɦɟɧɨɜɚɧɢɟ 
ɢɧɫɬɪɭɦɟɧɬɚ 

ȼɟɪɫɢɹ Ɉɩɢɫɚɧɢɟ 

Node.js 6.2.1 ɉɪɨɝɪɚɦɦɧɚɹ ɩɥɚɬɮɨɪɦɚ, ɩɨɡɜɨɥɹɸɳɚɹ ɜɵɩɨɥɧɹɬɶ 
JavaScript ɤɨɞ ɜɧɟ ɛɪɚɭɡɟɪɚ (ɧɚ Backend) ɛɥɚɝɨɞɚɪɹ 
ɜɢɪɬɭɚɥɶɧɨɣ ɦɚɲɢɧɟ V8, ɤɨɬɨɪɚɹ ɤɨɦɩɢɥɢɪɭɟɬ JavaScript 
ɜ ɦɚɲɢɧɧɵɣ ɤɨɞ. 

Node-Inspector 0.12.8 ɂɧɫɬɪɭɦɟɧɬ ɞɥɹ ɨɬɥɚɞɤɢ Node.js ɩɪɢɥɨɠɟɧɢɣ ɧɚ WebKit 
ɛɪɚɭɡɟɪɚɯ. 

Express 4.14.0 ɉɪɨɝɪɚɦɦɧɵɣ ɦɨɞɭɥɶ ɞɥɹ Node.js, ɢɫɩɨɥɶɡɭɟɦɵɣ ɞɥɹ 
ɦɚɪɲɪɭɬɢɡɚɰɢɢ, ɬ.ɟ. ɫɜɹɡɵɜɚɧɢɹ url-ɚɞɪɟɫɚ ɫ ɥɨɝɢɤɨɣ 
ɦɚɪɲɪɭɬɚ. 

Body-Parser 1.15.2 ɉɪɨɝɪɚɦɦɧɵɣ ɦɨɞɭɥɶ ɞɥɹ Node.js ɹɜɥɹɸɳɢɣɫɹ 
ɩɪɨɦɟɠɭɬɨɱɧɵɦ ɡɜɟɧɨɦ ɜ ɨɛɪɚɛɨɬɤɢ ɬɟɥɚ ɡɚɩɪɨɫɨɜ. 

Babel 5.0 ɉɪɨɝɪɚɦɦɧɵɣ ɦɨɞɭɥɶ ɞɥɹ Node.js, ɩɨɡɜɨɥɹɸɳɢɣ 
ɢɫɩɨɥɶɡɨɜɚɬɶ ɫɬɚɧɞɚɪɬ ES6 ɧɚ ɩɥɚɬɮɨɪɦɚɯ, ɤɨɬɨɪɵɟ ɧɚ 
ɞɚɧɧɵɣ ɦɨɦɟɧɬ ɧɟ ɩɨɞɞɟɪɠɢɜɚɸɬ ɟɝɨ. Ɍɨ ɟɫɬɶ ɷɬɨ 
ɬɪɚɧɫɩɚɣɥɟɪ, ɩɟɪɟɩɢɫɵɜɚɸɳɢɣ JavaScript ɤɨɞ ɧɨɜɨɝɨ 
ɫɬɚɧɞɚɪɬɚ ES6 ɜ ɤɨɞ ɩɪɟɞɵɞɭɳɟɝɨ ɫɬɚɧɞɚɪɬɚ ES5. 

MongoDB 3.2.7 Ⱦɨɤɭɦɟɧɬɢɪɨɜɚɧɧɚɹ ɫɢɫɬɟɦɚ ɭɩɪɚɜɥɟɧɢɹ ɛɚɡɚɦɢ ɞɚɧɧɵɯ 
(ɋɍȻȾ) ɜ ɤɨɬɨɪɨɣ, ɫɬɪɭɤɬɭɪɢɪɨɜɚɧɧɵɟ ɞɚɧɧɵɟ ɯɪɚɧɹɬɫɹ 
ɧɟ ɜ ɜɢɞɟ ɬɚɛɥɢɰ, ɚ ɜ ɜɢɞɟ ɞɨɤɭɦɟɧɬɨɜ. Ⱦɨɤɭɦɟɧɬɵ 
ɤɨɞɢɪɭɸɬɫɹ ɜ ɮɨɪɦɚɬɟ BSON (ɞɜɨɢɱɧɚɹ ɮɨɪɦɚ JSON). 

Mongoose 4.6.0 ɉɪɨɝɪɚɦɦɧɵɣ ɦɨɞɭɥɶ ɨɛɴɟɤɬɧɨɝɨ ɦɨɞɟɥɢɪɨɜɚɧɢɹ ɞɥɹ 
Node.js, ɨɛɟɫɩɟɱɢɜɚɸɳɢɣ ɩɨɞɞɟɪɠɤɭ ɨɛɴɟɤɬɧɨ-
ɪɟɥɹɰɢɨɧɧɨɝɨ ɨɬɨɛɪɚɠɟɧɢɹ (Object-Relation Mapping, 
ORM), ɬ.ɟ. ɩɪɟɞɨɫɬɚɜɥɹɟɬ ɜɵɫɨɤɨɭɪɨɜɧɟɜɭɸ ɚɛɫɬɪɚɤɰɢɸ 
ɞɨɫɬɭɩɚ ɤ ɛɚɡɟ. 

RoboMongo 0.9.0  ɂɧɫɬɪɭɦɟɧɬ ɫ ɝɪɚɮɢɱɟɫɤɢɦ ɢɧɬɟɪɮɟɣɫɨɦ ɞɥɹ ɭɩɪɚɜɥɟɧɢɹ 
ɛɚɡɨɣ ɞɚɧɧɵɯ MongoDB. 

3.1.5.3 ɂɧɫɬɪɭɦɟɧɬɚɥɶɧɵɟ ɫɪɟɞɫɬɜɚ ɞɥɹ ɪɚɡɪɚɛɨɬɤɢ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ 
ɉɪɢ ɪɚɡɪɚɛɨɬɤɟ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ ɩɨɞ Apache Cordova, ɩɨ ɭɦɨɥɱɚɧɢɸ 

ɢɫɩɨɥɶɡɨɜɚɥɫɹ ɫɬɚɧɞɚɪɬ ES5 ɞɥɹ ɹɡɵɤɚ JavaScript. ɗɬɨ ɫɜɹɡɚɧɧɨ ɫ ɬɟɦ, ɱɬɨ 
ɤɨɦɩɨɧɟɧɬɵ WebView ɦɨɛɢɥɶɧɵɯ ɭɫɬɪɨɣɫɬɜ ɧɚ ɦɨɦɟɧɬ ɪɚɡɪɚɛɨɬɤɢ ɤɥɢɟɧɬɫɤɨɣ 
ɱɚɫɬɢ ɧɟ ɩɨɞɞɟɪɠɢɜɚɥɢ ɫɬɚɧɞɚɪɬ ES6, ɚ ɢɫɩɨɥɶɡɨɜɚɧɢɟ Babel ɦɨɝɥɨ ɧɟɝɚɬɢɜɧɨ 
ɫɤɚɡɚɬɶɫɹ ɧɚ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ. ȼ ɬɚɛɥɢɰɟ 16 ɩɪɢɜɟɞɟɧ 
ɩɟɪɟɱɟɧɶ ɢɧɫɬɪɭɦɟɧɬɨɜ ɢ ɤɨɦɩɨɧɟɧɬɨɜ, ɢɫɩɨɥɶɡɭɟɦɵɯ ɩɪɢ ɪɚɡɪɚɛɨɬɤɟ ɤɥɢɟɧɬɫɤɨɣ 
ɱɚɫɬɢ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ. 

 
Ɍɚɛɥɢɰɚ 16 – ɂɫɩɨɥɶɡɭɟɦɵɟ ɫɪɟɞɫɬɜɚ ɩɪɢ ɪɚɡɪɚɛɨɬɤɟ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ 

ɇɚɢɦɟɧɨɜɚɧɢɟ 
ɢɧɫɬɪɭɦɟɧɬɚ 

ȼɟɪɫɢɹ Ɉɩɢɫɚɧɢɟ 

NetBeans 8.1 ɂɧɬɟɝɪɢɪɨɜɚɧɧɚɹ ɫɪɟɞɚ ɪɚɡɪɚɛɨɬɤɢ. 
Ionics 2.0.0 Ȼɢɛɥɢɨɬɟɤɚ ɦɨɛɢɥɶɧɵɯ ɢɤɨɧɨɤ. 
PeerJS 0.3.14 Ɉɪɝɚɧɢɡɭɟɬ ɩɢɪɢɧɝɨɜɭɸ (ɨɜɟɪɥɟɣɧɭɸ, peer-to-peer) ɫɟɬɶ. 
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Ɉɤɨɧɱɚɧɢɟ ɬɚɛɥɢɰɵ 16 
ɇɚɢɦɟɧɨɜɚɧɢɟ 
ɢɧɫɬɪɭɦɟɧɬɚ 

ȼɟɪɫɢɹ Ɉɩɢɫɚɧɢɟ 

Apache Cordova 6.2.1 ɉɪɨɝɪɚɦɦɧɚɹ ɩɥɚɬɮɨɪɦɚ, ɩɨɡɜɨɥɹɸɳɚɹ ɜɵɩɨɥɧɹɬɶ ɢ 
ɪɚɡɪɚɛɚɬɵɜɚɬɶ ɦɨɛɢɥɶɧɵɟ ɩɪɢɥɨɠɟɧɢɹ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ 
JavaScript, HTML ɢ CSS. 

Framework 7 1.4.2 Ɏɪɟɣɦɜɨɪɤ, ɩɪɟɞɧɚɡɧɚɱɟɧɧɚɹ ɞɥɹ ɫɨɡɞɚɧɢɹ ɷɥɟɦɟɧɬɨɜ 
ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɝɨ ɢɧɬɟɪɮɟɣɫɚ ɜ «ɪɨɞɧɨɦ» (native) ɫɬɢɥɟ 
ɞɥɹ iOS ɢ Android. 

RequireJS 2.2.0 Ɇɨɞɭɥɶɧɵɣ ɡɚɝɪɭɡɱɢɤ ɮɚɣɥɨɜ ɮɨɪɦɚɬɚ .js, ɢɫɩɨɥɶɡɭɸɳɢɣ 
ɚɫɢɧɯɪɨɧɧɭɸ ɦɨɞɟɥɶ ɩɨɞɝɪɭɡɤɢ ɡɚɜɢɫɢɦɨɫɬɟɣ AMD 
(Asynchronous module definition, ɚɫɢɧɯɪɨɧɧɨɟ ɨɩɪɟɞɟɥɟɧɢɟ 
ɦɨɞɭɥɹ). 

Handlebars 4.0.5 ɒɚɛɥɨɧɢɡɚɬɨɪ ɞɥɹ ɫɨɡɞɚɧɢɹ ɲɚɛɥɨɧɨɜ ɫɬɪɚɧɢɰ, ɞɟɥɚɟɬ 
ɜɨɡɦɨɠɧɵɦ ɜɫɬɚɜɤɭ ɲɚɛɥɨɧɨɜ ɜ HTML-ɫɬɪɚɧɢɰɵ, 
ɤɨɬɨɪɵɟ ɛɭɞɭɬ ɨɛɪɚɛɚɬɵɜɚɬɶɫɹ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ 
ɪɟɚɥɶɧɵɯ ɞɚɧɧɵɯ. 

Lodash 4.6.1 Ȼɢɛɥɢɨɬɟɤɚ, ɨɛɥɟɝɱɚɸɳɚɹ ɪɚɛɨɬɭ ɫ ɦɚɫɫɢɜɚɦɢ ɜ 
JavaScript. 

Json 0.0.1 ɉɥɚɝɢɧ ɞɥɹ RequireJS, ɩɨɡɜɨɥɹɟɬ ɡɚɝɪɭɠɚɬɶ ɮɚɣɥɵ 
ɮɨɪɦɚɬɚ json. 

text 2.0.14 ɉɥɚɝɢɧ ɞɥɹ RequireJS, ɩɨɡɜɨɥɹɟɬ ɡɚɝɪɭɠɚɬɶ ɬɟɤɫɬɨɜɵɟ 
ɪɟɫɭɪɫɵ, ɬ.ɟ. ɮɚɣɥɵ ɮɨɪɦɚɬɚ html, css, ɢ ɬ.ɞ. 

hbs 0.1.1 ɉɥɚɝɢɧ ɞɥɹ RequireJS, ɤɨɬɨɪɵɣ ɜɡɚɢɦɨɞɟɣɫɬɜɭɟɬ ɫ 
ɩɥɚɝɢɧɨɦ text. ɉɥɚɝɢɧ ɩɨɡɜɨɥɹɟɬ ɡɚɝɪɭɡɢɬɶ ɲɚɛɥɨɧ ɢ 
ɜɵɩɨɥɧɢɬɶ ɟɝɨ ɩɪɟɞɜɚɪɢɬɟɥɶɧɭɸ ɨɛɪɚɛɨɬɤɭ. 

3.1.5.4 Ʉɨɧɜɟɧɰɢɹ ɩɪɨɝɪɚɦɦɢɪɨɜɚɧɢɹ 
Ⱦɥɹ ɧɚɢɦɟɧɨɜɚɧɢɹ ɢɫɩɨɥɶɡɭɟɬɫɹ ɚɧɝɥɢɣɫɤɢɣ ɹɡɵɤ (ɧɟ ɬɪɚɧɫɥɢɬ) ɜ ɧɨɬɚɰɢɢ 

lowerCamelCase. ɂɦɟɧɚ ɫɭɳɧɨɫɬɟɣ ɢ ɩɟɪɟɦɟɧɧɵɯ ɡɚɞɚɸɬɫɹ ɫɭɳɟɫɬɜɢɬɟɥɶɧɵɦ, ɚ 
ɢɦɟɧɚ ɮɭɧɤɰɢɣ – ɝɥɚɝɨɥɨɦ. Ʉɨɦɦɟɧɬɢɪɨɜɚɧɢɟ ɢɫɯɨɞɧɨɝɨ ɤɨɞɚ ɜɟɞɟɬɫɹ ɧɚ ɪɭɫɫɤɨɦ 
ɢɥɢ ɚɧɝɥɢɣɫɤɨɦ ɹɡɵɤɚɯ ɜ ɧɨɬɚɰɢɢ JSDoc3. 

3.2 Ɍɟɫɬɢɪɨɜɚɧɢɟ ɩɪɨɝɪɚɦɦɧɨɝɨ ɩɪɨɞɭɤɬɚ 
Ɋɟɡɭɥɶɬɚɬɨɦ ɪɚɡɪɚɛɨɬɤɢ ɫɬɚɥ ɩɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ «ruMessanger» [45], 

ɤɨɬɨɪɵɣ ɩɨɡɜɨɥɹɟɬ ɨɛɦɟɧɢɜɚɬɶɫɹ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɜ 
ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ. ȼ ɩɪɨɰɟɫɫɟ ɪɟɚɥɢɡɚɰɢɢ ɩɪɨɝɪɚɦɦɧɨɝɨ 
ɤɨɦɩɥɟɤɫɚ, ɚ ɬɚɤɠɟ ɩɨɫɥɟ ɡɚɜɟɪɲɟɧɢɹ ɷɬɚɩɚ ɪɟɚɥɢɡɚɰɢɢ, ɞɥɹ ɩɨɜɵɲɟɧɢɹ ɤɚɱɟɫɬɜɚ 
ɪɚɡɪɚɛɚɬɵɜɚɟɦɨɣ ɂɋ ɨɫɭɳɟɫɬɜɥɹɥɨɫɶ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɨɟ ɬɟɫɬɢɪɨɜɚɧɢɟ ɫ ɰɟɥɶɸ 
ɩɪɨɜɟɪɤɢ ɤɨɪɪɟɤɬɧɨɫɬɢ ɪɚɛɨɬɵ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɤɚɤ ɧɚ ɭɪɨɜɧɟ ɨɬɞɟɥɶɧɵɯ 
ɦɨɞɭɥɟɣ, ɥɨɝɢɱɟɫɤɢɯ ɫɬɪɭɤɬɭɪ, ɬɚɤ ɢ ɜ ɪɚɦɤɚɯ ɫɢɫɬɟɦɵ ɜ ɰɟɥɨɦ. ɉɨɦɢɦɨ ɷɬɨɝɨ, 
ɰɟɥɶɸ ɬɟɫɬɢɪɨɜɚɧɢɹ ɬɚɤɠɟ ɹɜɥɹɟɬɫɹ ɩɪɨɜɟɪɤɚ ɭɞɨɛɫɬɜɚ ɢɫɩɨɥɶɡɨɜɚɧɢɹ, ɜɵɹɜɥɟɧɢɹ 
ɪɟɫɭɪɫɨɟɦɤɢɯ ɢ ɡɚɬɪɚɬɧɵɯ ɩɨ ɜɪɟɦɟɧɢ ɢɫɩɨɥɧɟɧɢɸ ɭɱɚɫɬɤɨɜ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɞɚ. 
Ⱦɥɹ ɷɬɨɝɨ ɢɫɩɨɥɶɡɨɜɚɥɢɫɶ ɫɥɟɞɭɸɳɢɟ ɜɢɞɵ ɬɟɫɬɢɪɨɜɚɧɢɹ: ɦɨɞɭɥɶɧɨɟ ɬɟɫɬɢɪɨɜɚɧɢɟ, 
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ɮɭɧɤɰɢɨɧɚɥɶɧɨɟ ɬɟɫɬɢɪɨɜɚɧɢɟ, ɬɟɫɬɢɪɨɜɚɧɢɟ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ, 
ɬɟɫɬɢɪɨɜɚɧɢɟ ɭɞɨɛɫɬɜɚ ɩɨɥɶɡɨɜɚɧɢɹ. 

ȼ ɫɜɹɡɢ ɫ ɨɛɴɟɦɧɨɫɬɶɸ ɩɪɨɜɟɞɟɧɧɨɣ ɪɚɛɨɬɵ, ɞɚɥɟɟ ɛɭɞɟɬ ɩɪɢɜɟɞɟɧɨ 
ɨɩɢɫɚɧɢɟ ɩɪɨɰɟɫɫɚ ɬɟɫɬɢɪɨɜɚɧɢɹ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɧɚ ɩɪɢɦɟɪɟ ɤɨɧɤɪɟɬɧɨɝɨ 
ɤɨɦɩɨɧɟɧɬɚ ɂɋ, ɫ ɰɟɥɶɸ ɞɟɦɨɧɫɬɪɚɰɢɢ ɩɪɨɰɟɫɫɚ ɩɪɨɜɟɞɟɧɢɹ ɬɟɫɬɢɪɨɜɚɧɢɹ. 

ɇɟɥɶɡɹ ɧɟ ɨɬɦɟɬɢɬɶ, ɱɬɨ ɞɥɹ ɩɨɜɵɲɟɧɢɹ ɤɚɱɟɫɬɜɚ ɪɚɡɪɚɛɨɬɤɢ ɩɪɨɝɪɚɦɦɧɨɝɨ 
ɤɨɦɩɥɟɤɫɚ ɛɵɥ ɢɫɩɨɥɶɡɨɜɚɧ ɩɪɢɧɰɢɩ «ɩɭɫɬɶ ɩɚɞɚɟɬ» («Let it crash»), ɤɨɬɨɪɵɣ 
ɨɫɧɨɜɚɧ ɧɚ ɬɨɦ, ɱɬɨ ɢɫɤɥɸɱɢɬɟɥɶɧɵɟ ɫɢɬɭɚɰɢɢ ɧɟ ɨɛɪɚɛɚɬɵɜɚɥɢɫɶ, ɚ ɜ ɫɥɭɱɚɟ ɢɯ 
ɜɨɡɧɢɤɧɨɜɟɧɢɹ ɩɪɨɝɪɚɦɦɚ ɩɟɪɟɡɚɩɭɫɤɚɥɚɫɶ ɫ ɜɵɜɨɞɨɦ ɨɲɢɛɤɢ. Ɍɚɤɨɣ ɩɨɞɯɨɞ 
ɩɨɡɜɨɥɢɥ ɨɩɟɪɚɬɢɜɧɨ ɜɵɹɜɥɹɬɶ ɦɟɫɬɚ ɫɢɧɬɚɤɫɢɱɟɫɤɢɯ, ɥɟɤɫɢɱɟɫɤɢɯ ɢ ɥɨɝɢɱɟɫɤɢɯ 
ɨɲɢɛɨɤ. 

3.2.1 ɉɥɚɧ ɬɟɫɬɢɪɨɜɚɧɢɹ 
ɐɟɥɶɸ ɫɨɫɬɚɜɥɟɧɧɨɝɨ ɩɥɚɧɚ ɬɟɫɬɢɪɨɜɚɧɢɹ ɹɜɥɹɟɬɫɹ ɨɩɢɫɚɧɢɟ ɩɪɨɰɟɫɫɚ 

ɬɟɫɬɢɪɨɜɚɧɢɹ, ɱɬɨ ɩɨɡɜɨɥɹɟɬ ɩɨɥɭɱɢɬɶ ɩɪɟɞɫɬɚɜɥɟɧɢɟ ɨ ɩɪɨɜɟɞɟɧɧɵɯ ɦɟɪɨɩɪɢɹɬɢɹɯ 
ɩɨ ɬɟɫɬɢɪɨɜɚɧɢɸ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɧɚ ɫɨɨɬɜɟɬɫɬɜɢɹ ɬɪɟɛɨɜɚɧɢɹɦ 
ɨɩɢɫɚɧɧɵɯ ɜ ɩɪɢɥɨɠɟɧɢɢ Ⱥ. 

3.2.1.1 ɋɪɟɞɫɬɜɚ ɢ ɩɨɪɹɞɨɤ ɢɫɩɵɬɚɧɢɣ 
ȼɨ ɜɪɟɦɹ ɢɫɩɵɬɚɧɢɣ ɢɫɩɨɥɶɡɭɸɬɫɹ ɫɥɟɞɭɸɳɢɟ ɬɟɯɧɢɱɟɫɤɢɟ ɢ ɩɪɨɝɪɚɦɦɧɵɟ 

ɫɪɟɞɫɬɜɚ: 
 ɩɪɨɝɪɚɦɦɧɵɟ ɫɪɟɞɫɬɜɚ: 

 web-ɫɟɪɜɟɪ, ɧɚɩɪɢɦɟɪ, Embedded Lightweight; 
 ɛɪɚɭɡɟɪɵ Google Chrome ɢ Mozilla Firefox; 
 ɢɫɯɨɞɧɵɟ ɤɨɞɵ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ; 

 ɬɟɯɧɢɱɟɫɤɢɟ ɫɪɟɞɫɬɜɚ: 
 ɗȼɆ ɜ ɤɨɥɢɱɟɫɬɜɟ ɞɜɭɯ ɟɞɢɧɢɰ ɫ ɫɟɬɟɜɨɣ ɩɥɚɬɨɣ ɞɥɹ ɫɨɡɞɚɧɢɹ 

ɥɨɤɚɥɶɧɨɣ ɜɵɱɢɫɥɢɬɟɥɶɧɨɣ ɫɟɬɢ (LAN); 
 ɫɟɬɟɜɨɣ ɤɚɛɟɥɶ, ɬɢɩɚ Ethernet; 
 ɤɥɚɜɢɚɬɭɪɚ ɢ ɦɵɲɶ. 

ɉɨɪɹɞɨɤ ɩɪɨɜɟɞɟɧɢɹ ɢɫɩɵɬɚɧɢɣ ɫɨɫɬɨɢɬ ɢɡ ɫɥɟɞɭɸɳɢɯ ɷɬɚɩɨɜ: 
1. ɨɡɧɚɤɨɦɥɟɧɢɟ ɫ ɞɨɤɭɦɟɧɬɚɰɢɟɣ ɨ ɪɚɡɪɚɛɨɬɚɧɧɨɣ ɂɋ; 
2. ɨɡɧɚɤɨɦɥɟɧɢɟ ɫ ɩɨɪɹɞɤɨɦ ɩɪɨɜɟɞɟɧɢɹ ɢɫɩɵɬɚɧɢɣ; 
3. ɨɡɧɚɤɨɦɥɟɧɢɟ ɫ ɪɟɡɭɥɶɬɚɬɚɦɢ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɯ ɬɟɫɬɨɜ; 
4. ɩɪɨɜɟɪɤɚ ɨɫɧɨɜɧɵɯ ɫɰɟɧɚɪɢɟɜ ɂɋ, ɨɩɢɫɚɧɧɵɯ ɜ ɩɪɢɥɨɠɟɧɢɢ Ⱥ. 
ɉɟɪɟɯɨɞ ɤ ɫɥɟɞɭɸɳɟɦɭ ɷɬɚɩɭ ɜɨɡɦɨɠɟɧ ɬɨɥɶɤɨ ɩɪɢ ɭɫɩɟɲɧɨɦ ɩɪɨɯɨɠɞɟɧɢɢ 

ɩɪɟɞɵɞɭɳɟɝɨ ɷɬɚɩɚ ɢɫɩɵɬɚɧɢɣ. ȼ ɫɥɭɱɚɟ ɜɨɡɧɢɤɧɨɜɟɧɢɢ ɨɲɢɛɤɢ, ɩɪɢ ɩɪɨɯɨɠɞɟɧɢɢ 
ɫɰɟɧɚɪɢɹ, ɢɫɩɵɬɚɧɢɹ ɩɪɟɤɪɚɳɚɸɬɫɹ. ɉɪɨɜɟɞɟɧɢɟ ɢɫɩɵɬɚɧɢɣ ɡɚɜɟɪɲɚɟɬɫɹ 
ɜɵɫɬɚɜɥɟɧɢɟɦ ɨɰɟɧɤɢ ɡɚ ɜɵɩɨɥɧɟɧɧɭɸ ɪɚɛɨɬɭ ɜ ɜɢɞɟ ɩɪɨɰɟɧɬɚ. Ɉɰɟɧɤɚ «100%» 
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ɫɬɚɜɢɬɶɫɹ ɡɚ ɭɫɩɟɲɧɨɟ ɩɪɨɯɨɠɞɟɧɢɟ ɜɫɟɯ ɬɟɫɬɨɜ, ɟɫɥɢ ɧɢ ɨɞɢɧ ɬɟɫɬ ɧɟ ɩɪɨɲɟɥ 
ɭɫɩɟɲɧɨ – «0%». 

3.2.1.2 Ɇɟɬɨɞɵ ɢɫɩɵɬɚɧɢɣ 
Ɍɟɫɬɢɪɨɜɚɧɢɟ ɦɨɠɟɬ ɩɪɨɢɡɜɨɞɢɬɶɫɹ ɤɚɤ ɜɪɭɱɧɭɸ, ɬ.ɟ. ɦɟɬɨɞɨɦ 

«ɧɟɮɨɪɦɚɥɶɧɨɝɨ» ɬɟɫɬɢɪɨɜɚɧɢɹ ɫ ɩɨɡɢɰɢɢ ɤɨɧɟɱɧɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ ɩɪɨɝɪɚɦɦɧɨɝɨ 
ɤɨɦɩɥɟɤɫɚ, ɬɚɤ ɢ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɨ. Ⱦɥɹ ɷɬɨɝɨ ɢɫɩɨɥɶɡɨɜɚɥɢɫɶ ɫɥɟɞɭɸɳɢɟ ɜɢɞɵ 
ɬɟɫɬɢɪɨɜɚɧɢɹ. 

3.2.1.2.1 Ɇɨɞɭɥɶɧɨɟ ɬɟɫɬɢɪɨɜɚɧɢɟ 
ɐɟɥɶ ɬɟɫɬɢɪɨɜɚɧɢɹ. ȼɵɹɜɢɬɶ ɮɭɧɤɰɢɨɧɚɥɶɧɵɟ ɨɲɢɛɤɢ ɧɚ ɭɪɨɜɧɟ ɦɨɞɭɥɟɣ 

ɂɋ, ɭɫɬɪɚɧɢɬɶ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɟ ɞɟɮɟɤɬɵ ɜ ɧɢɯ, ɭɞɨɫɬɨɜɟɪɢɬɶɫɹ ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ 
ɬɪɟɛɨɜɚɧɢɹɦ ɤɚɠɞɨɝɨ ɨɬɞɟɥɶɧɨɝɨ ɦɨɞɭɥɹ ɩɟɪɟɞ ɬɟɦ, ɤɚɤ ɛɭɞɟɬ ɩɪɨɢɡɜɟɞɟɧɚ ɟɝɨ 
ɢɧɬɟɝɪɚɰɢɹ. 

Ɉɩɢɫɚɧɢɟ ɩɪɨɰɟɫɫɚ ɬɟɫɬɢɪɨɜɚɧɢɹ. ɉɪɨɢɡɜɨɞɢɬɶɫɹ ɪɚɡɪɚɛɨɬɤɚ ɬɟɫɬɨɜɨɝɨ 
ɨɤɪɭɠɟɧɢɹ ɞɥɹ ɤɚɠɞɨɝɨ ɦɨɞɭɥɹ, ɨɩɪɟɞɟɥɹɸɬɫɹ ɜɯɨɞɧɵɟ ɞɚɧɧɵɟ, ɢ ɨɩɢɫɵɜɚɸɬɫɹ 
ɤɨɧɤɪɟɬɧɵɟ ɬɟɫɬɨɜɵɟ ɩɪɢɦɟɪɵ ɫ ɨɠɢɞɚɟɦɵɦ ɪɟɡɭɥɶɬɚɬɨɦ. 

Ʉɪɢɬɟɪɢɣ ɭɫɩɟɲɧɨɫɬɢ. ȼɫɟ ɡɚɩɥɚɧɢɪɨɜɚɧɧɵɟ ɨɛɥɚɫɬɢ ɩɪɨɬɟɫɬɢɪɨɜɚɧɵ, ɚ 
ɬɚɤɠɟ ɜɫɟ ɧɚɣɞɟɧɧɵɟ ɨɲɢɛɤɢ ɢ ɡɚɦɟɱɚɧɢɹ ɡɚɮɢɤɫɢɪɨɜɚɧɵ. 

3.2.1.2.2 Ɏɭɧɤɰɢɨɧɚɥɶɧɨɟ ɬɟɫɬɢɪɨɜɚɧɢɟ 
ɐɟɥɶ ɬɟɫɬɢɪɨɜɚɧɢɹ. ȼɵɹɜɢɬɶ ɮɭɧɤɰɢɨɧɚɥɶɧɵɟ ɨɲɢɛɤɢ, ɨɫɧɨɜɧɵɟ ɧɚ 

ɜɡɚɢɦɨɞɟɣɫɬɜɢɢ ɮɭɧɤɰɢɨɧɚɥɨɜ ɩɭɬɟɦ ɪɟɚɥɢɡɚɰɢɢ ɧɟɬɪɢɜɢɚɥɶɧɵɯ ɫɰɟɧɚɪɢɟɜ. 
Ɉɩɢɫɚɧɢɟ ɩɪɨɰɟɫɫɚ ɬɟɫɬɢɪɨɜɚɧɢɹ. ɉɪɨɢɡɜɨɞɢɬɶɫɹ ɭɫɥɨɜɧɨɟ ɪɚɡɞɟɥɟɧɢɟ 

ɩɪɢɥɨɠɟɧɢɹ ɧɚ ɮɭɧɤɰɢɨɧɚɥɵ, ɧɚ ɨɫɧɨɜɚɧɢɢ ɷɬɨɝɨ ɪɚɡɞɟɥɟɧɢɹ ɩɪɨɢɡɜɨɞɢɬɶɫɹ 
ɰɟɥɟɧɚɩɪɚɜɥɟɧɧɨɟ ɬɟɫɬɢɪɨɜɚɧɢɟ: ɪɟɝɢɫɬɪɚɰɢɹ ɢ ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ ɜ ɂɋ, ɩɨɥɭɱɟɧɢɟ 
ɫɩɢɫɤɚ ɤɨɧɬɚɤɬɨɜ ɢ ɞɢɚɥɨɝɨɜ, ɨɛɦɟɧ ɫɨɨɛɳɟɧɢɹɦɢ ɫ ɚɛɨɧɟɧɬɨɦ, ɪɚɛɨɬɚ ɫ 
ɧɚɫɬɪɨɣɤɚɦɢ ɚɤɤɚɭɧɬɚ, ɜɵɯɨɞ ɢɡ ɂɋ. 

Ʉɪɢɬɟɪɢɣ ɭɫɩɟɲɧɨɫɬɢ. ȼɫɟ ɡɚɩɥɚɧɢɪɨɜɚɧɧɵɟ ɨɛɥɚɫɬɢ ɩɪɨɬɟɫɬɢɪɨɜɚɧɵ, ɚ 
ɬɚɤɠɟ ɜɫɟ ɧɚɣɞɟɧɧɵɟ ɨɲɢɛɤɢ ɢ ɡɚɦɟɱɚɧɢɹ ɡɚɮɢɤɫɢɪɨɜɚɧɵ. 

3.2.1.2.3 ɇɚɝɪɭɡɨɱɧɨɟ ɬɟɫɬɢɪɨɜɚɧɢɟ 
ɐɟɥɶ ɬɟɫɬɢɪɨɜɚɧɢɹ. Ɉɩɪɟɞɟɥɢɬɶ ɦɚɤɫɢɦɚɥɶɧɭɸ ɧɚɝɪɭɡɤɭ ɧɚ ɂɋ ɩɪɢ ɤɨɬɨɪɨɣ, 

ɂɋ ɫɩɨɫɨɛɧɚ ɮɭɧɤɰɢɨɧɢɪɨɜɚɬɶ ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɬɪɟɛɨɜɚɧɢɹɦɢ ɤ 
ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ. 

Ɉɩɢɫɚɧɢɟ ɩɪɨɰɟɫɫɚ ɬɟɫɬɢɪɨɜɚɧɢɹ. Ɍɟɫɬɢɪɭɟɦɵɣ ɨɛɴɟɤɬ (ɧɚɩɪɢɦɟɪ, 
ɫɟɪɜɟɪɧɚɹ ɱɚɫɬɶ) ɪɚɡɜɟɪɬɵɜɚɟɬɫɹ ɧɚ ɨɬɞɟɥɶɧɨɣ ɗȼɆ ɫ ɩɪɟɞɨɫɬɚɜɥɟɧɢɟɦ ɜɫɟɯ 
ɪɟɫɭɪɫɨɜ ɬɟɫɬɢɪɭɟɦɨɦɭ ɨɛɴɟɤɬɭ, ɧɟ ɫɱɢɬɚɹ ɪɟɫɭɪɫɵ ɧɚ ɪɚɛɨɬɭ ɨɩɟɪɚɰɢɨɧɧɨɣ 
ɫɢɫɬɟɦɵ, ɬ.ɟ. ɫɨɡɞɚɟɬɫɹ ɪɚɛɨɱɚɹ ɫɪɟɞɚ. ɉɨ ɫɪɟɞɫɬɜɨɦ ɫɟɬɟɜɨɣ ɩɥɚɬɵ ɢ ɤɚɛɟɥɹ 
ɫɨɡɞɚɟɬɫɹ ɥɨɤɚɥɶɧɚɹ ɜɵɱɢɫɥɢɬɟɥɶɧɚɹ ɫɟɬɶ, ɫɜɹɡɵɜɚɸɳɚɹ ɪɚɛɨɱɭɸ ɫɪɟɞɭ ɫ 
ɢɧɫɬɪɭɦɟɧɬɨɦ ɞɥɹ ɩɪɨɜɟɞɟɧɢɹ ɧɚɝɪɭɡɨɱɧɨɝɨ ɬɟɫɬɢɪɨɜɚɧɢɹ. Ⱦɚɥɟɟ, ɢɧɫɬɪɭɦɟɧɬ 
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ɬɟɫɬɢɪɨɜɚɧɢɹ, ɩɨɫɬɟɩɟɧɧɨ, ɫɨɡɞɚɟɬ ɧɚɝɪɭɡɤɭ (ɧɚɩɪɢɦɟɪ, ɜɢɞɟ http-ɡɚɩɪɨɫɨɜ) ɧɚ 
ɨɛɴɟɤɬ ɬɟɫɬɢɪɨɜɚɧɢɹ, ɢ ɪɟɝɢɫɬɪɢɪɭɟɬ ɢɧɮɨɪɦɚɰɢɸ ɨ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ 
ɬɟɫɬɢɪɭɟɦɨɝɨ ɨɛɴɟɤɬɚ, ɜ ɬɨɦ ɱɢɫɥɟ ɫɥɟɞɭɸɳɢɟ ɫɢɫɬɟɦɧɵɟ ɯɚɪɚɤɬɟɪɢɫɬɢɤɢ: ɡɚɝɪɭɡɤɚ 
ɈɁɍ, ɐɉɍ, ɠɟɫɬɤɨɝɨ ɞɢɫɤɚ. ɉɪɨɰɟɫɫ ɧɚɝɪɭɡɨɱɧɨɝɨ ɬɟɫɬɢɪɨɜɚɧɢɹ ɡɚɤɚɧɱɢɜɚɟɬɫɹ 
ɬɨɝɞɚ, ɤɨɝɞɚ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ ɬɟɫɬɢɪɭɟɦɨɝɨ ɨɛɴɟɤɬɚ ɩɟɪɟɫɬɚɟɬ ɨɬɜɟɱɚɬɶ 
ɡɚɞɚɧɧɵɦ ɬɪɟɛɨɜɚɧɢɹɦ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ. 

Ʉɪɢɬɟɪɢɣ ɭɫɩɟɲɧɨɫɬɢ. Ɉɛɴɟɤɬ ɬɟɫɬɢɪɨɜɚɧɢɹ ɞɨɜɟɞɟɧ ɞɨ ɫɨɫɬɨɹɧɢɹ ɩɪɢ 
ɤɨɬɨɪɨɦ, ɟɝɨ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ ɧɟ ɭɞɨɜɥɟɬɜɨɪɹɟɬ ɬɪɟɛɨɜɚɧɢɹɦ ɬɟɯɧɢɱɟɫɤɨɝɨ 
ɡɚɞɚɧɢɹ (ɩɪɢɥɨɠɟɧɢɟ Ⱥ), ɢ ɜɫɹ ɫɧɹɬɚɹ ɢɧɮɨɪɦɚɰɢɹ ɨ ɫɢɫɬɟɦɧɵɯ ɯɚɪɚɤɬɟɪɢɫɬɢɤɚɯ ɢ 
ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɡɚɮɢɤɫɢɪɨɜɚɧɚ. 

3.2.1.3 Ɉɫɧɨɜɧɵɟ ɷɬɚɩɵ ɬɟɫɬɢɪɨɜɚɧɢɹ ɩɪɨɟɤɬɚ 
ɗɬɚɩɵ ɪɚɛɨɬɵ ɧɚɞ ɩɪɨɟɤɬɨɦ ɩɪɢɜɟɞɟɧɵ ɜ ɬɚɛɥɢɰɟ 17. 
 

Ɍɚɛɥɢɰɚ 17 – ɗɬɚɩɵ ɪɚɛɨɬɵ 
ɗɬɚɩ Ⱦɚɬɚ ɧɚɱɚɥɚ Ⱦɚɬɚ ɡɚɜɟɪɲɟɧɢɹ 

ɇɚɩɢɫɚɧɢɟ ɬɟɫɬ ɩɥɚɧɚ. 29.02.2016 07.03.2016 
ɉɪɨɜɟɞɟɧɢɟ ɫɢɫɬɟɦɚɬɢɱɟɫɤɨɝɨ ɦɨɞɭɥɶɧɨɝɨ ɬɟɫɬɢɪɨɜɚɧɢɹ. 07.03.2016 01.04.2016 
Ɏɭɧɤɰɢɨɧɚɥɶɧɨɟ ɬɟɫɬɢɪɨɜɚɧɢɟ. 01.04.2016 01.06.2016 
Ɍɟɫɬɢɪɨɜɚɧɢɟ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ. 10.02.2016 10.03.2017 

3.2.2 Ɇɨɞɭɥɶɧɨɟ ɬɟɫɬɢɪɨɜɚɧɢɟ 
ȼ ɤɚɱɟɫɬɜɟ ɨɛɴɟɤɬɚ ɬɟɫɬɢɪɨɜɚɧɢɹ ɛɵɥ ɜɵɛɪɚɧ ɨɛɳɢɣ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɣ 

ɦɨɞɭɥɶ, ɪɟɚɥɢɡɭɸɳɢɣ ɩɪɨɦɟɠɭɬɨɱɧɵɣ ɫɥɨɣ ɪɚɛɨɬɵ ɦɟɠɞɭ ɩɪɨɝɪɚɦɦɧɵɦ 
ɤɨɦɩɥɟɤɫɨɦ ɢ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɣ ɛɢɛɥɢɨɬɟɤɨɣ WebCrypto GOST [33]. ɇɚ ɛɚɡɟ 
ɞɚɧɧɨɝɨ ɦɨɞɭɥɹ ɪɚɡɪɚɛɚɬɵɜɚɥɚɫɶ ɤɚɤ ɫɢɫɬɟɦɚ ɛɟɡɨɩɚɫɧɨɫɬɢ ɤɨɦɩɥɟɤɫɚ (ɝɟɧɟɪɚɰɢɹ 
ɤɥɸɱɟɣ, ɨɛɦɟɧ ɤɥɸɱɚɦɢ, ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ ɫɨɨɛɳɟɧɢɣ, ɢ ɬ.ɞ.), ɬɚɤ ɢ ɩɪɨɬɨɤɨɥ 
ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɦɟɠɞɭ ɤɥɢɟɧɬɨɦ ɢ ɫɟɪɜɟɪɨɦ. Ɉɬ ɪɚɛɨɬɵ ɞɚɧɧɨɝɨ ɦɨɞɭɥɹ ɡɚɜɢɫɢɬ 
ɤɚɤ ɛɟɡɨɩɚɫɧɨɫɬɶ, ɬɚɤ ɢ ɩɪɚɜɢɥɶɧɨɫɬɶ ɪɚɛɨɬɵ ɜɫɟɝɨ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɜ 
ɰɟɥɨɦ. 

ɐɟɥɶɸ ɬɟɫɬɢɪɨɜɚɧɢɹ ɹɜɥɹɸɬɫɹ ɩɪɨɜɟɪɤɢ: 
 ɩɪɚɜɢɥɶɧɨɫɬɢ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɫɨ ɫɬɨɪɨɧɧɢɦɢ ɤɨɦɩɨɧɟɧɬɚɦɢ ɢ 

ɛɢɛɥɢɨɬɟɤɚɦɢ; 
 ɩɪɚɜɢɥɶɧɨɫɬɢ ɥɨɝɢɤɢ ɪɚɛɨɬɵ ɪɟɚɥɢɡɨɜɚɧɧɨɝɨ ɦɨɞɭɥɹ ɩɪɢ ɪɚɡɥɢɱɧɵɯ 

ɜɯɨɞɧɵɯ ɞɚɧɧɵɯ. 
3.2.2.1 ɋɬɪɭɤɬɭɪɚ ɬɟɫɬɢɪɭɟɦɨɝɨ ɦɨɞɭɥɹ 
ɋɬɪɭɤɬɭɪɚ ɞɚɧɧɨɝɨ ɦɨɞɭɥɹ ɛɵɥɚ ɨɩɢɫɚɧɚ ɜ ɪɚɡɞɟɥɟ 3.1.2.1, ɝɥɚɜɵ 3. 
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3.2.2.2 ɂɫɩɨɥɶɡɭɟɦɵɟ ɤɨɦɩɨɧɟɧɬɵ 
Ⱦɥɹ ɫɨɡɞɚɧɢɹ ɸɧɢɬ-ɬɟɫɬɨɜ ɩɪɢɦɟɧɹɟɬɫɹ ɫɪɟɞɚ ɸɧɢɬ-ɬɟɫɬɢɪɨɜɚɧɢɹ QUnit [47] 

ɪɚɡɪɚɛɨɬɚɧɧɚɹ ɪɚɡɪɚɛɨɬɱɢɤɚɦɢ ɢɡɜɟɫɬɧɨɝɨ ɮɪɟɣɦɜɨɪɤɚ jQuery ɞɥɹ ɬɟɫɬɢɪɨɜɚɧɢɹ 
JavaScript ɤɨɞɚ. Ɇɨɞɭɥɶɧɨɫɬɶ ɬɟɫɬɨɜ ɨɪɝɚɧɢɡɭɟɬɫɹ ɫ ɩɨɦɨɳɶɸ ɡɚɝɪɭɡɱɢɤɚ RequireJS. 

3.2.2.3 ɋɬɪɚɬɟɝɢɹ ɜɵɛɨɪɚ ɜɯɨɞɧɵɯ ɞɚɧɧɵɯ 
ȼɯɨɞɧɵɟ ɬɟɫɬɨɜɵɟ ɞɚɧɧɵɟ, ɫɨɝɥɚɫɧɨ ɬɟɨɪɢɢ ɩɪɟɞɥɨɠɟɧɧɨɣ Ƚɥɟɧɮɨɪɞɨɦ 

Ɇɚɣɟɪɫɨɦ (Glenford Myers) [48], ɞɟɥɚɬɶɫɹ ɧɚ ɞɜɚ ɤɥɚɫɫɚ ɷɤɜɢɜɚɥɟɧɬɧɨɫɬɢ: 
ɞɨɩɭɫɬɢɦɵɣ ɤɥɚɫɫ ɷɤɜɢɜɚɥɟɧɬɧɨɫɬɢ – ɞɨɩɭɫɬɢɦɵɟ («ɯɨɪɨɲɢɟ») ɜɯɨɞɧɵɟ ɞɚɧɧɵɟ, ɢ 
ɧɟɞɨɩɭɫɬɢɦɵɣ ɤɥɚɫɫ ɷɤɜɢɜɚɥɟɧɬɧɨɫɬɢ – ɜɫɟ ɨɫɬɚɥɶɧɵɟ, ɧɟɞɨɩɭɫɬɢɦɵɟ («ɩɥɨɯɢɟ») 
ɜɯɨɞɧɵɟ ɞɚɧɧɵɟ. Ɍɚɤɨɟ ɪɚɡɞɟɥɟɧɢɹ ɩɨɡɜɨɥɢɬ ɛɨɥɟɟ ɤɨɦɩɥɟɤɫɧɨ ɢ ɩɨɧɹɬɧɨ 
ɩɨɫɬɪɨɢɬɶ ɸɧɢɬ-ɬɟɫɬɵ, ɱɬɨ ɫɤɨɪɟɟ ɜɫɟɝɨ, ɩɨɜɵɫɢɬ ɜɟɪɨɹɬɧɨɫɬɶ ɨɛɧɚɪɭɠɟɧɢɹ 
ɨɲɢɛɤɢ. 

3.2.2.4 Ɉɪɝɚɧɢɡɚɰɢɹ ɫɬɪɭɤɬɭɪɵ ɬɟɫɬɨɜ ɢ ɢɯ ɪɚɫɩɨɥɨɠɟɧɢɟ 
ɋɬɪɭɤɬɭɪɚ ɬɟɫɬɨɜɨɝɨ ɦɨɞɭɥɹ (cryptoUnit) ɫ ɸɧɢɬ-ɬɟɫɬɚɦɢ, ɨɪɝɚɧɢɡɭɸɳɟɝɨ 

ɬɟɫɬɢɪɨɜɚɧɢɟ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɝɨ ɦɨɞɭɥɹ, ɩɪɢɜɟɞɟɧɚ ɧɚ ɪɢɫɭɧɤɟ 22 ɢ 
ɨɪɝɚɧɢɡɨɜɚɧɧɚ ɩɨ ɚɧɚɥɨɝɢɢ ɫ ɬɟɫɬɢɪɭɟɦɵɦ ɨɛɴɟɤɬɨɦ. 

 

 
Ɋɢɫɭɧɨɤ 22 – Ɉɪɝɚɧɢɡɚɰɢɹ ɦɨɞɭɥɹ cryptoUnit. 

 
Ⱥɪɯɢɬɟɤɬɭɪɚ ɮɚɣɥɚ, ɫɨɞɟɪɠɚɳɟɝɨ ɸɧɢɬ-ɬɟɫɬɵ ɩɪɢ ɭɫɥɨɜɢɢ ɢɫɩɨɥɶɡɨɜɚɧɢɹ 

RequrieJS ɜɵɝɥɹɞɢɬ ɫɥɟɞɭɸɳɢɦ ɨɛɪɚɡɨɦ, ɤɚɤ ɩɨɤɚɡɚɧɨ ɧɚ ɪɢɫɭɧɤɟ 23. 
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Ɋɢɫɭɧɨɤ 23 – Ⱥɪɯɢɬɟɤɬɭɪɚ ɮɚɣɥɚ, ɫɨɞɟɪɠɚɳɟɝɨ ɸɧɢɬ-ɬɟɫɬɵ. 

 
ɋɥɟɞɭɟɬ ɨɬɦɟɬɢɬɶ, ɱɬɨ QUnit ɩɨɡɜɨɥɹɟɬ ɜɵɧɨɫɢɬɶ ɸɧɢɬ-ɬɟɫɬɵ ɡɚ ɩɪɟɞɟɥɵ 

ɝɪɭɩɩɵ. Ɉɡɧɚɤɨɦɢɬɶɫɹ ɫ ɫɨɞɟɪɠɚɧɢɟɦ ɜɫɟɯ ɮɚɣɥɨɜ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɝɨ ɦɨɞɭɥɹ, 
ɦɨɠɧɨ ɫ ɩɨɦɨɳɶɸ ɢɫɯɨɞɧɵɯ ɮɚɣɥɨɜ ɩɪɨɟɤɬɚ. ȼ ɥɢɫɬɢɧɝɟ Ȼ.1, ɩɪɢɥɨɠɟɧɢɹ Ȼ, 
ɞɟɦɨɧɫɬɪɢɪɭɟɬɫɹ ɩɪɢɦɟɪɵ ɧɚɩɢɫɚɧɧɵɯ ɸɧɢɬ-ɬɟɫɬɨɜ ɞɥɹ ɫɭɳɧɨɫɬɢ SymCrypto, 
ɪɟɚɥɢɡɭɸɳɟɣ ɮɭɧɤɰɢɢ ɩɨ ɪɚɛɨɬɟ ɫ ɫɢɦɦɟɬɪɢɱɧɨɣ ɤɪɢɩɬɨɝɪɚɮɢɟɣ.  

3.2.2.5 Ɋɟɡɭɥɶɬɚɬɵ ɬɟɫɬɢɪɨɜɚɧɢɹ 
ȼ ɪɟɡɭɥɶɬɚɬɟ ɩɪɨɜɟɞɟɧɧɨɝɨ ɬɟɫɬɢɪɨɜɚɧɢɹ ɛɵɥɢ ɨɛɧɚɪɭɠɟɧɵ ɢ ɢɫɩɪɚɜɥɟɧɵ 

ɨɲɢɛɤɢ, ɜɨɡɧɢɤɲɢɟ ɩɨ ɩɪɢɱɢɧɟ ɬɨɝɨ, ɱɬɨ ɩɪɢ ɧɚɩɢɫɚɧɢɢ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɞɚ ɛɵɥ 
ɭɱɬɟɧ ɧɟ ɜɟɫɶ ɤɥɚɫɫ ɧɟɞɨɩɭɫɬɢɦɵɯ («ɩɥɨɯɢɯ») ɜɯɨɞɧɵɯ ɞɚɧɧɵɯ, ɚ ɬɚɤɠɟ ɩɨ 
ɧɟɜɧɢɦɚɬɟɥɶɧɨɫɬɢ ɪɚɡɪɚɛɨɬɱɢɤɚ. ɇɢɠɟ, ɧɚ ɪɢɫɭɧɤɚɯ 24-26 ɩɪɟɞɫɬɚɜɥɟɧɵ ɫɧɢɦɤɢ 
ɷɤɪɚɧɚ ɪɟɩɨɡɢɬɨɪɢɹ, ɝɞɟ ɦɨɠɧɨ ɭɜɢɞɟɬɶ ɨɫɧɨɜɧɵɟ ɦɨɦɟɧɬɵ ɢɡɦɟɧɟɧɢɹ ɢɫɯɨɞɧɨɝɨ 
ɤɨɞɚ ɩɪɨɝɪɚɦɦɧɵɯ ɤɥɚɫɫɨɜ ɢɡ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɝɨ ɦɨɞɭɥɹ, ɞɨ ɢ ɩɨɫɥɟ ɩɪɨɜɟɞɟɧɢɹ 
ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɨɝɨ ɸɧɢɬ-ɬɟɫɬɢɪɨɜɚɧɢɹ. 
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Ɋɢɫɭɧɨɤ 24 – Ɋɟɡɭɥɶɬɚɬ ɢɫɩɪɚɜɥɟɧɢɣ ɦɟɬɨɞɚ sign ɤɥɚɫɫɚ AsymCrypto ɩɨɫɥɟ ɸɧɢɬ-

ɬɟɫɬɢɪɨɜɚɧɢɹ. 
 

 
Ɋɢɫɭɧɨɤ 25 – Ɋɟɡɭɥɶɬɚɬ ɢɫɩɪɚɜɥɟɧɢɣ ɦɟɬɨɞɚ verify ɤɥɚɫɫɚ AsymCrypto ɩɨɫɥɟ ɸɧɢɬ-

ɬɟɫɬɢɪɨɜɚɧɢɹ. 
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Ɋɢɫɭɧɨɤ 26 – Ɋɟɡɭɥɶɬɚɬ ɢɫɩɪɚɜɥɟɧɢɹ ɤɨɧɫɬɪɭɤɬɨɪɚ ɤɥɚɫɫɚ SymCrypto ɩɨɫɥɟ ɸɧɢɬ-

ɬɟɫɬɢɪɨɜɚɧɢɹ. 
 

ɉɨɹɫɧɢɦ ɢɡɦɟɧɟɧɢɹ, ɩɨɤɚɡɚɧɧɵɟ ɧɚ ɪɢɫɭɧɤɟ 26. ȼɨ ɜɪɟɦɹ ɩɪɨɜɟɞɟɧɢɹ ɸɧɢɬ-
ɬɟɫɬɢɪɨɜɚɧɢɹ, ɜɨɡɧɢɤɥɚ ɫɢɬɭɚɰɢɹ, ɩɪɢ ɤɨɬɨɪɨɣ ɡɧɚɱɟɧɢɟ ɫɜɨɣɫɬɜɚ iv (ɜɟɤɬɨɪ 
ɢɧɢɰɢɚɥɢɡɚɰɢɢ), ɩɨɜɬɨɪɧɨ ɫɨɡɞɚɜɚɟɦɨɝɨ ɷɤɡɟɦɩɥɹɪɚ ɤɥɚɫɫɚ SymCrypto, ɨɤɚɡɚɥɨɫɶ 
ɢɧɢɰɢɚɥɢɡɢɪɨɜɚɧɧɵɦ ɢ ɩɪɟɨɛɪɚɡɨɜɚɧɧɵɦ ɤ ɬɢɩɭ ArrayBuffer, ɱɬɨ ɩɪɢɜɨɞɢɥɨ ɤ 
ɨɲɢɛɤɟ. ɉɨɫɤɨɥɶɤɭ, ɫɜɨɣɫɬɜɨ iv ɢɧɢɰɢɚɥɢɡɢɪɨɜɚɧɨ, ɬɨ ɭɫɥɨɜɧɵɣ ɨɩɟɪɚɬɨɪ (ɫɬɪɨɤɚ 
26) ɢɫɬɢɧɟɧ, ɚ ɡɧɚɱɢɬ, ɱɬɨ ɫɪɚɛɚɬɵɜɚɟɬ ɦɟɬɨɞ decode, ɨɠɢɞɚɸɳɢɣ ɩɚɪɚɦɟɬɪ ɬɢɩɚ 
String. ɋɥɟɞɨɜɚɬɟɥɶɧɨ, ɜ ɛɢɛɥɢɨɬɟɤɟ WebCrypto GOST ɝɟɧɟɪɢɪɨɜɚɥɨɫɶ ɢɫɤɥɸɱɟɧɢɟ 
ɨ ɧɟɫɨɜɦɟɫɬɢɦɨɫɬɢ ɬɢɩɨɜ. Ɍɚɤɠɟ ɩɪɢɱɢɧɨɣ ɜɨɡɧɢɤɧɨɜɟɧɢɹ ɞɚɧɧɨɣ ɨɲɢɛɤɢ, ɫɬɚɥɚ 
ɧɟɩɪɚɜɢɥɶɧɚɹ ɨɪɝɚɧɢɡɚɰɢɹ ɨɛɴɹɜɥɟɧɢɹ ɫɜɨɣɫɬɜ algorithm, Hex, gostCoding ɢ cipher. 
ɗɬɢ ɫɜɨɣɫɬɜɚ ɢ ɤɨɧɫɬɪɭɤɬɨɪ ɤɥɚɫɫɚ SymCrypto (ɫɬɪɨɤɚ 25) ɨɩɪɟɞɟɥɹɸɬɫɹ ɧɚ ɪɚɜɧɨɦ 
ɭɪɨɜɧɟ ɜɢɞɢɦɨɫɬɢ ɜ ɡɚɝɪɭɡɱɢɤɟ RequireJS, ɜ ɬɨ ɜɪɟɦɹ ɤɚɤ ɫɜɨɣɫɬɜɚ ɞɨɥɠɧɵ ɢɦɟɬɶ 
ɨɛɥɚɫɬɶ ɜɢɞɢɦɨɫɬɢ ɧɚ ɨɞɢɧ ɭɪɨɜɟɧɶ ɧɢɠɟ, ɱɟɦ ɭ ɤɨɧɫɬɪɭɤɬɨɪɚ SymCrypto. ȼɵɲɟ 
ɨɩɢɫɚɧɧɭɸ ɨɲɢɛɤɭ, ɭɞɚɥɨɫɶ ɨɛɧɚɪɭɠɢɬɶ ɬɨɥɶɤɨ ɩɨɫɥɟ ɩɪɨɜɟɞɟɧɢɹ ɬɟɫɬɨɜɵɯ 
ɢɫɩɵɬɚɧɢɣ, ɤɨɬɨɪɵɟ ɩɨɪɨɠɞɚɥɢ ɚɫɢɧɯɪɨɧɧɵɣ ɪɟɠɢɦ ɪɚɛɨɬɵ ɫ ɤɥɚɫɫɨɦ SymCrypto.  
ɇɚ ɪɢɫɭɧɤɟ 27 ɩɨɤɚɡɚɧɵ ɡɚɮɢɤɫɢɪɨɜɚɧɧɵɟ ɢɡɦɟɧɟɧɢɹ ɜ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɦ ɦɨɞɭɥɟ, 
ɧɚ ɩɪɢɦɟɪɟ ɤɥɚɫɫɚ CryptoHelper, ɭɫɬɪɚɧɹɸɳɢɟ ɜɵɲɟ ɨɩɢɫɚɧɧɭɸ ɨɲɢɛɤɭ. 
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Ɋɢɫɭɧɨɤ 27 – ɂɫɩɪɚɜɥɟɧɢɟ ɨɲɢɛɤɢ, ɜɵɹɜɥɟɧɧɨɣ ɪɚɧɟɟ, ɧɚ ɩɪɢɦɟɪɟ ɤɥɚɫɫɚ CryptoHelper 

ɇɚ ɪɢɫɭɧɤɟ 28 ɩɨɤɚɡɚɧɵ ɪɟɡɭɥɶɬɚɬɵ ɡɚɩɭɫɤɚ ɦɨɞɭɥɶɧɵɯ ɬɟɫɬɨɜ ɞɥɹ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɝɨ ɦɨɞɭɥɹ. 
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Ɋɢɫɭɧɨɤ 28 – Ɋɟɡɭɥɶɬɚɬɵ ɡɚɩɭɫɤɚ ɸɧɢɬ-ɬɟɫɬɨɜ, ɧɚɩɢɫɚɧɧɵɯ ɞɥɹ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɨɝɨ ɦɨɞɭɥɹ 

3.2.3 Ɏɭɧɤɰɢɨɧɚɥɶɧɨɟ ɬɟɫɬɢɪɨɜɚɧɢɟ 
ȼ ɤɚɱɟɫɬɜɟ ɨɛɴɟɤɬɚ ɬɟɫɬɢɪɨɜɚɧɢɹ ɛɵɥ ɜɵɛɪɚɧ ɫɰɟɧɚɪɢɣ ɩɪɢɟɦɚ ɢ ɩɟɪɟɞɚɱɢ 

ɫɨɨɛɳɟɧɢɣ ɦɟɠɞɭ ɚɛɨɧɟɧɬɚɦɢ ɫɨ ɫɬɨɪɨɧɵ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ ɩɪɨɝɪɚɦɦɧɨɝɨ 
ɤɨɦɩɥɟɤɫɚ, ɬ.ɤ. ɷɬɨ ɨɫɧɨɜɧɨɣ ɢ ɧɚɢɛɨɥɟɟ ɱɚɫɬɨ ɢɫɩɨɥɶɡɭɟɦɵɣ ɮɭɧɤɰɢɨɧɚɥɚ ɂɋ. 
Ⱦɚɧɧɚɹ ɮɭɧɤɰɢɨɧɚɥɶɧɨɫɬɶ ɪɟɚɥɢɡɭɟɬɫɹ ɧɚ ɛɚɡɟ ɲɚɛɥɨɧɚ MVC ɢ ɛɢɡɧɟɫ-ɥɨɝɢɤɢ 
ɨɬɨɛɪɚɠɟɧɢɹ ɫɬɪɚɧɢɰ dialog, ɨɧɚ ɨɬɜɟɱɚɟɬ ɡɚ ɪɚɛɨɬɭ ɫ ɞɢɚɥɨɝɨɦ (ɱɚɬɨɦ) ɦɟɠɞɭ 
ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ. 

ɐɟɥɶɸ ɬɟɫɬɢɪɨɜɚɧɢɹ ɹɜɥɹɟɬɫɹ ɨɛɧɚɪɭɠɟɧɢɟ ɨɲɢɛɨɤ ɫɥɟɞɭɸɳɟɝɨ ɯɚɪɚɤɬɟɪɚ: 
 ɨɲɢɛɤɢ ɜ ɮɭɧɤɰɢɨɧɚɥɶɧɨɫɬɢ ɩɨɫɪɟɞɫɬɜɨɦ ɢɧɬɟɪɮɟɣɫɚ; 
 ɧɟɨɛɪɚɛɨɬɚɧɧɵɟ ɢɫɤɥɸɱɟɧɢɹ ɩɪɢ ɜɡɚɢɦɨɞɟɣɫɬɜɢɢ ɫ ɢɧɬɟɪɮɟɣɫɨɦ; 
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 ɩɨɬɟɪɹ ɢɥɢ ɢɫɤɚɠɟɧɢɟ ɞɚɧɧɵɯ, ɩɟɪɟɞɚɜɚɟɦɵɯ ɱɟɪɟɡ ɷɥɟɦɟɧɬɵ 
ɢɧɬɟɪɮɟɣɫɚ; 

 ɨɲɢɛɤɢ ɜ ɢɧɬɟɪɮɟɣɫɟ. 

3.2.3.1 ɋɬɪɭɤɬɭɪɚ ɬɟɫɬɢɪɭɟɦɨɝɨ ɦɨɞɭɥɹ 
Ɍɟɫɬɢɪɭɟɦɵɣ ɦɨɞɭɥɶ ɫɨɫɬɨɢɬ ɢɡ ɱɟɬɵɪɟɯ ɮɚɣɥɨɜ (ɤɨɦɩɨɧɟɧɬɨɜ), 

ɩɪɟɞɫɬɚɜɥɟɧɧɵɯ ɧɚ ɪɢɫɭɧɤɟ 29 c ɨɩɢɫɚɧɢɟɦ ɜ ɬɚɛɥɢɰɟ 18, ɪɚɡɞɟɥɹɸɳɢɯ ɡɨɧɭ 
ɨɬɜɟɬɫɬɜɟɧɧɨɫɬɢ ɦɟɠɞɭ ɛɢɡɧɟɫ-ɥɨɝɢɤɨɣ ɢ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɦ ɢɧɬɟɪɮɟɣɫɨɦ. 

 

 
Ɋɢɫɭɧɨɤ 29 – ɋɬɪɭɤɬɭɪɚ ɦɨɞɭɥɹ dialog 

 
Ɍɚɛɥɢɰɚ 18 – Ɉɩɢɫɚɧɢɟ ɮɚɣɥɨɜ ɦɨɞɭɥɹ dialog 

Ɇɨɞɭɥɶ Ɏɚɣɥ Ɉɩɢɫɚɧɢɟ 
dialog dialog.hbs Ɉɩɢɫɵɜɚɟɬ ɩɪɟɞɫɬɚɜɥɟɧɢɟ, ɬ.ɟ. ɝɪɚɮɢɱɟɫɤɢɟ 

ɤɨɦɩɨɧɟɧɬɵ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɝɨ ɢɧɬɟɪɮɟɣɫɚ ɧɚ ɹɡɵɤɟ 
HTML. 

dialogModel.js Ɏɚɣɥ ɦɨɞɟɥɢ, ɫɨɞɟɪɠɢɬ ɤɥɚɫɫ Dialog. ɗɬɨɬ ɤɥɚɫɫ 
ɨɩɢɫɵɜɚɟɬ ɫɭɳɧɨɫɬɶ “Ⱦɢɚɥɨɝ”. 

dialogView.js ɂɧɢɰɢɚɥɢɡɢɪɭɟɬ ɨɩɢɫɚɧɧɨɟ ɩɪɟɞɫɬɚɜɥɟɧɢɟ (ɮɚɣɥ ɫ 
ɪɚɫɲɢɪɟɧɢɟɦ hbs) ɧɚ HTML ɫɬɪɚɧɢɰɟ. Ɍɚɤɠɟ 
ɫɜɹɡɵɜɚɟɬ ɫɨɛɵɬɢɹ ɤɨɦɩɨɧɟɧɬɨɜ ɫ ɢɯ ɨɛɪɚɛɨɬɱɢɤɚɦɢ. 

dialogController.js ɉɪɨɦɟɠɭɬɨɱɧɨɟ, ɫɜɹɡɵɜɚɸɳɟɟ, ɡɜɟɧɨ ɦɟɠɞɭ ɦɨɞɟɥɶɸ 
(dialogModel.js) ɢ ɩɪɟɞɫɬɚɜɥɟɧɢɟɦ (dialogView.js), 
ɨɩɪɟɞɟɥɹɟɬ ɨɛɪɚɛɨɬɱɢɤɢ ɫɨɛɵɬɢɣ ɝɪɚɮɢɱɟɫɤɢɯ 
ɷɥɟɦɟɧɬɨɜ ɭɩɪɚɜɥɟɧɢɹ. 
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3.2.3.2 ɂɫɩɨɥɶɡɭɟɦɵɟ ɤɨɦɩɨɧɟɧɬɵ 
Ⱦɥɹ ɫɨɡɞɚɧɢɹ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɯ ɬɟɫɬɨɜ ɩɪɢɦɟɧɹɟɬɫɹ ɢɧɫɬɪɭɦɟɧɬ Selenium 

[49], ɜ ɱɚɫɬɧɨɫɬɢ Selenium IDE. ɂɧɫɬɪɭɦɟɧɬ Selenium ɩɨɞɞɟɪɠɢɜɚɟɬ ɜɡɚɢɦɨɞɟɣɫɬɜɢɟ 
ɫ ɪɚɡɥɢɱɧɵɦɢ ɛɪɚɭɡɟɪɚɦɢ, ɢ ɧɚɩɢɫɚɧɢɹ ɫɥɨɠɧɵɯ ɬɟɫɬɨɜ, ɱɬɨ ɞɨɫɬɢɝɚɟɬɫɹ ɡɚ ɫɱɟɬ 
ɱɚɫɬɢ Selenium Webdriver. Ɉɞɧɚɤɨ ɜ ɞɚɧɧɨɣ ɪɚɛɨɬɟ ɢɫɩɨɥɶɡɭɟɬɫɹ ɩɥɚɝɢɧ Selenium 

IDE ɤ ɛɪɚɭɡɟɪɭ Mozilla Firefox, ɤɨɬɨɪɵɣ ɩɨɡɜɨɥɹɟɬ ɡɚɩɢɫɵɜɚɬɶ ɢ ɜɨɫɩɪɨɢɡɜɨɞɢɬɶ 
ɞɟɣɫɬɜɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɛɪɚɭɡɟɪɟ. ȼɵɛɨɪ ɞɚɧɧɨɣ ɱɚɫɬɢ ɨɛɭɫɥɨɜɥɟɧ ɧɢɡɤɢɦ ɩɨɪɨɝɨɦ 
ɢɡɭɱɟɧɢɹ ɢɧɫɬɪɭɦɟɧɬɚ, ɭɞɨɛɫɬɜɨɦ ɜ ɷɤɫɩɥɭɚɬɚɰɢɢ, ɚ ɬɚɤɠɟ ɟɝɨ ɤɨɦɩɚɤɬɧɨɫɬɶɸ. 

ɋɥɟɞɭɟɬ ɨɬɦɟɬɢɬɶ, ɱɬɨ ɩɪɢ ɡɚɩɭɫɤɟ ɬɟɫɬɨɜ ɪɟɤɨɦɟɧɞɭɟɬɫɹ ɫɬɚɜɢɬɶ ɧɢɡɤɭɸ 
(slowly) ɫɤɨɪɨɫɬɶ ɜɵɩɨɥɧɟɧɢɹ ɬɟɫɬɚ, ɩɪɢɦɟɪ ɩɨɤɚɡɚɧ ɧɚ ɪɢɫɭɧɤɟ 30, ɥɢɛɨ ɜ ɩɨɥɟ 
ɤɨɦɚɧɞ ɜɵɛɪɚɬɶ ClickAndWait. ɉɨɬɨɦɭ ɱɬɨ ɫɤɨɪɨɫɬɶ ɜɵɩɨɥɧɟɧɢɹ ɬɟɫɬɚ ɢ ɡɚɝɪɭɡɤɢ 
ɫɬɪɚɧɢɰɵ ɜɚɪɶɢɪɭɸɬɫɹ, ɢ ɷɬɨ ɦɨɠɟɬ ɫɬɚɬɶ ɢɫɬɨɱɧɢɤɨɦ ɩɪɨɜɚɥɚ ɬɟɫɬɨɜɵɯ ɫɰɟɧɚɪɢɟɜ. 

3.2.3.3 ɋɰɟɧɚɪɢɢ ɬɟɫɬɢɪɨɜɚɧɢɹ 
ɉɪɨɜɟɪɤɚ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɝɨ ɢɧɬɟɪɮɟɣɫɚ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɫɨɝɥɚɫɧɨ ɬɟɫɬ-

ɬɪɟɛɨɜɚɧɢɹɦ, ɩɪɢɜɟɞɟɧɧɵɦ ɜ ɬɚɛɥɢɰɟ 19, ɢ ɫɰɟɧɚɪɢɸ ɬɟɫɬɢɪɨɜɚɧɢɹ (ɬɟɫɬ-ɩɥɚɧɭ), 
ɩɪɢɜɟɞɟɧɧɨɦɭ ɜ ɬɚɛɥɢɰɟ 20. 

 
Ɍɚɛɥɢɰɚ 19 – Ɍɟɫɬ-ɬɪɟɛɨɜɚɧɢɹ ɞɥɹ ɫɰɟɧɚɪɢɹ ɩɪɢɟɦɚ ɢ ɩɟɪɟɞɚɱɢ ɫɨɨɛɳɟɧɢɣ 

ɂȾ 
ɬɪɟɛɨɜɚɧɢɹ ɇɚɢɦɟɧɨɜɚɧɢɟ Ɉɩɢɫɚɧɢɟ 

TR1 ɂɧɬɭɢɬɢɜɧɨɫɬɶ ɉɪɨɜɟɪɢɬɶ, ɱɬɨ ɫɢɫɬɟɦɚ (ɦɨɞɭɥɶ) ɢɦɟɟɬ ɩɨɧɹɬɧɵɣ 
ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɣ ɢɧɬɟɪɮɟɣɫ. Ʉɪɢɬɟɪɢɢ: 

 ɧɚɥɢɱɢɟ ɩɨɞɫɤɚɡɨɤ; 
 ɨɬɫɭɬɫɬɜɢɟ ɧɟɨɞɧɨɡɧɚɱɧɵɯ ɫɥɨɜ, ɬɟɪɦɢɧɨɜ; 
 ɦɚɥɚɹ ɝɥɭɛɢɧɚ (ɧɟ ɛɨɥɟɟ 3) ɜɥɨɠɟɧɧɨɫɬɢ ɦɟɧɸ. 

ɋɩɨɫɨɛ ɩɪɨɜɟɪɤɢ: ɪɭɱɧɨɣ ɢ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɣ. 
TR2 ɉɟɪɟɤɪɵɬɢɟ ɉɪɨɜɟɪɢɬɶ, ɱɬɨ ɝɪɚɮɢɱɟɫɤɢɟ ɤɨɦɩɨɧɟɧɬɵ ɫɢɫɬɟɦɵ (ɦɨɞɭɥɹ) 

ɧɟ ɩɟɪɟɤɪɵɜɚɸɬɫɹ. 
ɋɩɨɫɨɛ ɩɪɨɜɟɪɤɢ: ɪɭɱɧɨɣ ɢ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɣ. 

TR3 ɒɪɢɮɬɵ ɉɪɨɜɟɪɢɬɶ, ɨɬɫɭɬɫɬɜɢɟ ɧɟɨɞɧɨɡɧɚɱɧɨɝɨ ɩɨɧɢɦɚɧɢɹ 
ɨɬɨɛɪɚɠɚɟɦɵɯ ɬɟɤɫɬɨɜɵɯ ɫɢɦɜɨɥɨɜ ɚɥɮɚɜɢɬɚ. Ⱥ ɬɚɤɠɟ 
ɢɫɤɚɠɟɧɢɹ, ɬɟɤɫɬɨɜɨɣ ɢɧɮɨɪɦɚɰɢɢ. 
ɋɩɨɫɨɛ ɩɪɨɜɟɪɤɢ: ɪɭɱɧɨɣ ɢ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɣ. 

TR4 Ɋɚɡɦɟɪ ɫɨɨɛɳɟɧɢɟ ɉɪɨɜɟɪɢɬɶ, ɱɬɨ ɨɬɩɪɚɜɥɹɟɦɨɟ ɫɨɨɛɳɟɧɢɟ ɢɦɟɟɬ ɞɥɢɧɭ ɧɟ 
ɛɨɥɟɟ 1024 ɫɢɦɜɨɥɨɜ. 
ɋɩɨɫɨɛ ɩɪɨɜɟɪɤɢ: ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɣ. 

TR5 Ɍɢɩ ɫɨɨɛɳɟɧɢɹ ɉɪɨɜɟɪɢɬɶ, ɤɚɤ ɨɬɨɛɪɚɠɚɟɬɫɹ ɨɬɩɪɚɜɥɟɧɧɨɟ ɢ ɩɪɢɧɹɬɨɟ 
ɫɨɨɛɳɟɧɢɟ. 
ɋɩɨɫɨɛ ɩɪɨɜɟɪɤɢ: ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɣ. 
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Ɍɚɛɥɢɰɚ 20 – Ɍɟɫɬ-ɩɥɚɧ ɞɥɹ ɫɰɟɧɚɪɢɹ ɩɪɢɟɦɚ ɢ ɩɟɪɟɞɚɱɢ ɫɨɨɛɳɟɧɢɣ 
ɂȾ 

ɩɥɚɧɚ 
Ɉɩɢɫɚɧɢɟ ɋɰɟɧɚɪɢɣ ɬɟɫɬɢɪɨɜɚɧɢɹ 

TP1 Гɪɭɩɩɚ ɬɟɫɬɨɜ: ȼɢɡɭɚɥɶɧɵɣ ɨɫɦɨɬɪ. 
Ɍɟɫɬ-ɬɪɟɛɨɜɚɧɢя: TR1, TR2, TR3. 
ɇɚɡɧɚɱɟɧɢɟ: ɉɪɨɜɟɪɤɚ ɬɨɝɨ, ɱɬɨ ɜɫɟ 
ɷɥɟɦɟɧɬɵ ɨɬɨɛɪɚɠɚɸɬɫɹ ɤɨɪɪɟɤɬɧɨ, ɢ 
ɨɬɫɭɬɫɬɜɭɸɬ ɜɢɡɭɚɥɶɧɵɟ ɞɟɮɟɤɬɵ: 
(ɩɪɵɝɚɸɳɢɟ ɲɪɢɮɬɵ, ɨɬɫɭɬɫɬɜɢɟ 
ɜɵɪɚɜɧɢɜɚɧɢɹ, ɧɚɥɨɠɟɧɢɹ, ɢ ɬ.ɞ.). 

Шɚɝɢ ɫɰɟɧɚɪɢя: 

1. Ɉɬɤɪɵɬɶ ɩɪɢɥɨɠɟɧɢɟ ɜ web-ɛɪɚɭɡɟɪɟ; 
2. ɇɚɠɚɬɶ ɩɨ ɤɧɨɩɤɟ ɦɟɧɸ, ɢ ɜɵɛɪɚɬɶ 

ɩɭɧɤɬ «Ⱦɢɚɥɨɝɢ»; 
3. ȼɵɛɪɚɬɶ ɥɸɛɨɣ ɞɢɚɥɨɝ, ɧɚɩɪɢɦɟɪ, 

«əɧɚ ɂɜɚɧɨɜɚ». 
Ɉɠɢɞɚɟɦɵɣ ɪɟɡɭɥɶɬɚɬ: ȼɫɟ ɤɨɦɩɨɧɟɧɬɵ 
ɥɨɝɢɱɧɨ ɫɬɪɭɤɬɭɪɢɪɨɜɚɧɵ ɢ ɨɬɨɛɪɚɠɚɸɬɫɹ ɜ 
ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɬɪɟɛɨɜɚɧɢɹɦɢ. 
Кɪɢɬɟɪɢɣ ɩɪɨɯɨɠɞɟɧɢя ɬɟɫɬɚ: ȼɫɟ 
ɨɠɢɞɚɟɦɵɟ ɡɧɚɱɟɧɢɹ ɫɨɜɩɚɞɚɸɬ ɫ 
ɪɟɚɥɶɧɵɦɢ. 

TP2 Гɪɭɩɩɚ ɬɟɫɬɨɜ: Ɋɚɛɨɬɚ ɫ 
ɫɨɨɛɳɟɧɢɹɦɢ. 
Ɍɟɫɬ-ɬɪɟɛɨɜɚɧɢя: TR3. 
ɇɚɡɧɚɱɟɧɢɟ: ɉɪɨɜɟɪɤɚ ɬɨɝɨ, ɱɬɨ 
ɞɥɢɧɧɚ ɨɬɩɪɚɜɥɹɟɦɨɝɨ ɫɨɨɛɳɟɧɢɹ 
ɩɪɨɜɟɪɹɟɬɫɹ ɧɚ ɩɪɟɜɵɲɟɧɢɟ 
ɦɚɤɫɢɦɚɥɶɧɨ ɜɨɡɦɨɠɧɨɣ ɞɥɢɧɧɵ. ȼ 
ɫɥɭɱɚɟ ɩɨɞɬɜɟɪɠɞɟɧɢɹ ɨɬɩɪɚɜɤɢ, 
ɨɬɩɪɚɜɤɚ ɧɟ ɩɪɨɢɫɯɨɞɢɬ ɫ 
ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɦ ɭɜɟɞɨɦɥɟɧɢɟɦ 
ɩɨɥɶɡɨɜɚɬɟɥɹ. 

Шɚɝɢ ɫɰɟɧɚɪɢя: 

1. Ɉɬɤɪɵɬɶ ɩɪɢɥɨɠɟɧɢɟ ɜ web-ɛɪɚɭɡɟɪɟ; 
2. ɇɚɠɚɬɶ ɩɨ ɤɧɨɩɤɟ ɦɟɧɸ, ɢ ɜɵɛɪɚɬɶ 

ɩɭɧɤɬ «Ⱦɢɚɥɨɝɢ»; 
3. ȼɜɟɫɬɢ ɫɨɨɛɳɟɧɢɟ, ɞɥɢɧɧɚ ɤɨɬɨɪɨɝɨ 

ɛɨɥɶɲɟ 1024 ɫɢɦɜɨɥɚ; 
4. ɇɚɠɚɬɶ ɧɚ ɤɧɨɩɤɭ ɨɬɩɪɚɜɢɬɶ. 

Ɉɠɢɞɚɟɦɵɣ ɪɟɡɭɥɶɬɚɬ: Ⱦɨɥɠɧɨ ɩɨɹɜɢɬɶɫɹ 
ɭɜɟɞɨɦɥɟɧɢɟ “ɋɨɨɛɳɟɧɢɟ ɩɪɟɜɵɲɚɟɬ 
ɞɨɩɭɫɬɢɦɵɣ ɪɚɡɦɟɪ. ɉɨɠɚɥɭɣɫɬɚ, ɭɦɟɧɶɲɢɬɟ 
ɱɢɫɥɨ ɫɢɦɜɨɥɨɜ”, ɜɜɟɞɟɧɧɨɟ ɫɨɨɛɳɟɧɢɟ ɧɟ 
ɭɞɚɥɹɟɬɫɹ. 
Кɪɢɬɟɪɢɣ ɩɪɨɯɨɠɞɟɧɢя ɬɟɫɬɚ: ȼɫɟ 
ɨɠɢɞɚɟɦɵɟ ɡɧɚɱɟɧɢɹ ɫɨɜɩɚɞɚɸɬ ɫ 
ɪɟɚɥɶɧɵɦɢ. 

TP3 Гɪɭɩɩɚ ɬɟɫɬɨɜ: Ɋɚɛɨɬɚ ɫ 
ɫɨɨɛɳɟɧɢɹɦɢ. 
Ɍɟɫɬ-ɬɪɟɛɨɜɚɧɢя: TR4. 
ɇɚɡɧɚɱɟɧɢɟ: ɉɪɨɜɟɪɤɚ ɬɨɝɨ, ɱɬɨ 
ɫɨɨɛɳɟɧɢɟ ɨɬɩɪɚɜɥɹɟɬɫɹ ɢ (ɢɥɢ) 
ɩɪɢɧɢɦɚɟɬɫɹ. 

Шɚɝɢ ɫɰɟɧɚɪɢя: 

1. Ɉɬɤɪɵɬɶ ɩɪɢɥɨɠɟɧɢɟ ɜ web-ɛɪɚɭɡɟɪɟ; 
2. ɇɚɠɚɬɶ ɩɨ ɤɧɨɩɤɟ ɦɟɧɸ, ɢ ɜɵɛɪɚɬɶ 

ɩɭɧɤɬ «Ⱦɢɚɥɨɝɢ»; 
3. ȼɜɟɫɬɢ ɫɨɨɛɳɟɧɢɟ, ɞɥɢɧɧɚ ɤɨɬɨɪɨɝɨ 

ɧɟ ɩɪɟɜɵɲɚɟɬ 1024 ɫɢɦɜɨɥɚ; 
4. ɇɚɠɚɬɶ ɧɚ ɤɧɨɩɤɭ ɨɬɩɪɚɜɢɬɶ. 

Ɉɠɢɞɚɟɦɵɣ ɪɟɡɭɥɶɬɚɬ: ȼ ɨɤɧɟ ɞɢɚɥɨɝɚ 
ɞɨɥɠɧɨ ɩɨɹɜɢɬɶɫɹ ɜɜɟɞɟɧɧɵɣ ɬɟɤɫɬ 
ɨɬɩɪɚɜɥɟɧɧɨɝɨ ɫɨɨɛɳɟɧɢɹ ɧɚ ɡɟɥɟɧɨɦ ɮɨɧɟ, 
ɩɪɢɠɚɬɵɦ ɤ ɩɪɚɜɨɦɭ ɤɪɚɸ. Ɍɚɤɠɟ ɩɨ ɥɟɜɨɦɭ 
ɤɪɚɸ ɞɨɥɠɧɨ ɩɨɹɜɢɬɶɫɹ ɩɪɢɧɹɬɨɟ ɫɨɨɛɳɟɧɢɟ 
ɫ ɚɧɚɥɨɝɢɱɧɵɦ ɬɟɤɫɬɨɦ ɧɚ ɫɟɪɨɦ ɮɨɧɟ. 
Кɪɢɬɟɪɢɣ ɩɪɨɯɨɠɞɟɧɢя ɬɟɫɬɚ: ȼɫɟ 
ɨɠɢɞɚɟɦɵɟ ɡɧɚɱɟɧɢɹ ɫɨɜɩɚɞɚɸɬ ɫ 
ɪɟɚɥɶɧɵɦɢ. 
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3.2.3.4 Ɉɪɝɚɧɢɡɚɰɢɹ ɬɟɫɬɨɜɨɝɨ ɫɰɟɧɚɪɢɹ 
ȼ ɥɢɫɬɢɧɝɟ Ȼ.2, ɩɪɢɥɨɠɟɧɢɹ Ȼ, ɞɟɦɨɧɫɬɪɢɪɭɟɬɫɹ ɪɟɚɥɢɡɚɰɢɹ ɫɰɟɧɚɪɢɹ 

ɬɟɫɬɢɪɨɜɚɧɢɹ (ɬɟɫɬ-ɩɥɚɧ TP3) ɞɥɹ ɬɟɫɬ-ɬɪɟɛɨɜɚɧɢɹ TR5 ɧɚ ɹɡɵɤɟ ɤɨɦɚɧɞ Selenium. 
3.2.3.5 Ɋɟɡɭɥɶɬɚɬɵ ɬɟɫɬɢɪɨɜɚɧɢɹ 
Ɋɟɡɭɥɶɬɚɬɵ, ɜɵɩɨɥɧɟɧɢɹ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɯ ɬɟɫɬɨɜ, ɩɨɤɚɡɚɧɵ ɧɚ ɪɢɫɭɧɤɟ 

30, ɚ ɧɚ ɪɢɫɭɧɤɟ 31 ɞɟɦɨɧɫɬɪɢɪɭɟɬɫɹ ɩɪɨɰɟɫɫ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɨɝɨ 
ɮɭɧɤɰɢɨɧɚɥɶɧɨɝɨ ɬɟɫɬɢɪɨɜɚɧɢɹ ɞɥɹ ɬɟɫɬ-ɩɥɚɧɚ TP2. Ʉɚɤ ɦɨɠɧɨ ɭɜɢɞɟɬɶ ɢɡ 
ɪɢɫɭɧɤɨɜ 30-31, ɬɟɫɬɵ ɜɵɩɨɥɧɟɧɵ ɭɫɩɟɲɧɨ. 

 

 
Ɋɢɫɭɧɨɤ 30 – Ɋɟɡɭɥɶɬɚɬɵ ɜɵɩɨɥɧɟɧɧɵɯ ɬɟɫɬɨɜ ɩɨ ɬɟɫɬ-ɩɥɚɧɭ, ɨɩɢɫɚɧɧɨɦɭ ɜ ɬɚɛɥɢɰɟ 20 
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Ɋɢɫɭɧɨɤ 31 – ɉɪɨɰɟɫɫ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɨɝɨ ɮɭɧɤɰɢɨɧɚɥɶɧɨɝɨ ɬɟɫɬɢɪɨɜɚɧɢɹ ɞɥɹ ɬɟɫɬ-ɩɥɚɧɚ TP2 

3.2.4 Ɍɟɫɬɢɪɨɜɚɧɢɟ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ 
Ɉɱɟɜɢɞɧɨ, ɱɬɨ ɫ ɪɨɫɬɨɦ ɱɢɫɥɚ ɚɛɨɧɟɧɬɨɜ ɂɋ ɜɨɡɪɚɫɬɚɟɬ ɧɚɝɪɭɡɤɚ ɧɚ ɟё 

ɰɟɧɬɪɚɥɶɧɵɣ ɭɡɟɥ (ɫɟɪɜɟɪɧɭɸ ɱɚɫɬɶ), ɜɨɡɪɚɫɬɚɟɬ ɱɢɫɥɨ ɨɛɪɚɛɚɬɵɜɚɟɦɵɯ ɞɚɧɧɵɯ, 
ɭɜɟɥɢɱɢɜɚɟɬɫɹ ɤɨɥɢɱɟɫɬɜɨ ɜɯɨɞɹɳɢɯ ɢ ɢɫɯɨɞɹɳɢɯ ɩɨɬɨɤɨɜ ɞɚɧɧɵɯ ɢ ɞɪ. ȼ ɫɜɹɡɢ ɫ 
ɱɟɦ, ɜɨɡɪɚɫɬɚɟɬ ɜɪɟɦɹ ɨɛɫɥɭɠɢɜɚɧɢɹ ɡɚɩɪɨɫɚ ɢ ɭɜɟɥɢɱɢɜɚɟɬɫɹ ɜɟɪɨɹɬɧɨɫɬɶ 
ɩɨɬɟɧɰɢɚɥɶɧɵɯ ɫɛɨɟɜ ɜ ɪɚɛɨɬɟ ɂɋ. Ⱦɥɹ ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɞɚɧɧɵɯ ɩɨɫɥɟɞɫɬɜɢɣ, 
ɧɟɨɛɯɨɞɢɦɨ ɨɰɟɧɢɬɶ ɩɨɬɟɧɰɢɚɥɶɧɭɸ ɧɚɝɪɭɡɨɱɧɭɸ ɫɩɨɫɨɛɧɨɫɬɶ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ – 
ɨɛɴɟɤɬ ɬɟɫɬɢɪɨɜɚɧɢɹ. 

ɐɟɥɶɸ ɧɚɝɪɭɡɨɱɧɨɝɨ ɬɟɫɬɢɪɨɜɚɧɢɹ ɹɜɥɹɸɬɫɹ: 
 ɨɰɟɧɤɚ ɩɨɜɟɞɟɧɢɹ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɩɨɞ 

ɨɠɢɞɚɟɦɨɣ ɧɚɝɪɭɡɤɨɣ; 
 ɨɰɟɧɤɚ ɜɪɟɦɟɧɢ ɨɬɜɟɬɚ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɧɚ 

ɡɚɩɪɨɫ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ ɫ ɰɟɥɶɸ ɭɫɬɚɧɨɜɥɟɧɢɹ ɫɨɨɬɜɟɬɫɬɜɢɹ ɬɪɟɛɨɜɚɧɢɹɦ, 
ɩɪɟɞɴɹɜɥɹɟɦɵɦ ɤ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ. 

Ɇɟɬɨɞɢɤɚ ɧɚɝɪɭɡɨɱɧɨɝɨ ɬɟɫɬɢɪɨɜɚɧɢɹ ɛɚɡɢɪɨɜɚɥɚɫɶ ɧɚ ɜɚɪɶɢɪɨɜɚɧɢɢ 
ɤɨɥɢɱɟɫɬɜɚ ɷɤɡɟɦɩɥɹɪɨɜ ɧɚɝɪɭɡɨɱɧɨɝɨ ɫɰɟɧɚɪɢɹ ɫ ɰɟɥɶɸ ɪɟɝɢɫɬɪɚɰɢɢ ɤɥɸɱɟɜɵɯ 
ɩɨɤɚɡɚɬɟɥɟɣ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ ɂɋ [50]. 

3.2.4.1 ɂɫɩɨɥɶɡɭɟɦɵɟ ɤɨɦɩɨɧɟɧɬɵ 
ȼ ɤɚɱɟɫɬɜɟ ɢɧɫɬɪɭɦɟɧɬɚɪɢɹ ɞɥɹ ɩɪɨɜɟɞɟɧɢɹ ɬɟɫɬɢɪɨɜɚɧɢɹ ɛɵɥ ɢɫɩɨɥɶɡɨɜɚɧ 

ɩɪɨɝɪɚɦɦɧɵɣ ɩɪɨɞɭɤɬ Apache jMater [51]. ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɩɪɨɝɪɚɦɦɧɨɝɨ 
ɤɨɦɩɥɟɤɫɚ ɛɵɥɚ ɪɚɡɜɟɪɧɭɬɚ ɧɚ ɩɟɪɫɨɧɚɥɶɧɨɦ ɤɨɦɩɶɸɬɟɪɟ ɫ ɞɜɭɯɴɹɞɟɪɧɵɦ 
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ɩɪɨɰɟɫɫɨɪɨɦ Intel Core i3-4170, ɩɨɡɜɨɥɹɸɳɢɣ ɪɟɚɥɢɡɨɜɚɬɶ ɱɟɬɵɪɟ ɜɵɱɢɫɥɢɬɟɥɶɧɵɯ 
ɩɨɬɨɤɚ, ɈɁɍ ёɦɤɨɫɬɶɸ 8 Ƚɛ. ȼ ɤɚɱɟɫɬɜɟ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ ɢɫɩɨɥɶɡɨɜɚɥɚɫɶ 
Windows 8. 

3.2.4.2 ɋɰɟɧɚɪɢɢ ɬɟɫɬɢɪɨɜɚɧɢɹ 
ɑɬɨɛɵ ɨɰɟɧɢɬɶ ɩɨɬɟɧɰɢɚɥɶɧɭɸ ɧɚɝɪɭɡɨɱɧɭɸ ɫɩɨɫɨɛɧɨɫɬɶ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ, 

ɪɚɡɪɚɛɨɬɚɧɧɨɣ ɂɋ, ɛɵɥɨ ɨɫɭɳɟɫɬɜɥɟɧɨ ɟё ɧɚɝɪɭɡɨɱɧɨɟ ɬɟɫɬɢɪɨɜɚɧɢɟ. Ⱦɥɹ ɷɬɨɝɨ, 
ɛɵɥɢ ɨɩɪɟɞɟɥɟɧɵ ɫɥɟɞɭɸɳɢɟ ɬɟɫɬɨɜɵɟ ɫɰɟɧɚɪɢɢ, ɨɩɢɫɚɧɧɵɟ ɜ ɬɚɛɥɢɰɟ 21. 

 
Ɍɚɛɥɢɰɚ 21 – ɋɰɟɧɚɪɢɢ ɧɚɝɪɭɡɨɱɧɨɝɨ ɬɟɫɬɢɪɨɜɚɧɢɹ 

ɂȾ ɫɰɟɧɚɪɢɹ Ɉɩɢɫɚɧɢɟ 
PT1 ɋɰɟɧɚɪɢɣ ɢɦɢɬɢɪɭɟɬ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɢ ɚɜɬɨɪɢɡɚɰɢɸ ɩɨɥɶɡɨɜɚɬɟɥɹ ɂɋ, ɫ 

ɩɨɥɭɱɟɧɢɟɦ 10 ɜɯɨɞɹɳɢɯ ɫɨɨɛɳɟɧɢɣ. ɗɤɫɩɟɪɢɦɟɧɬɚɥɶɧɵɦ ɩɭɬɟɦ ɛɵɥɨ 
ɨɩɪɟɞɟɥɟɧɨ, ɱɬɨ ɞɚɧɧɵɣ ɫɰɟɧɚɪɢɣ ɹɜɥɹɟɬɫɹ ɧɚɢɛɨɥɟɟ ɜɵɱɢɫɥɢɬɟɥɶɧɨ 
ɡɚɬɪɚɬɧɵɦ ɬɚɤ, ɤɚɤ ɡɚɞɟɣɫɬɜɭɟɬ ɨɫɧɨɜɧɵɟ ɪɟɫɭɪɫɨɟɦɤɢɟ ɨɩɟɪɚɰɢɢ: 
ɨɛɪɚɳɟɧɢɟ ɤ ɛɚɡɟ ɞɚɧɧɵɯ ɢ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ ɩɪɟɨɛɪɚɡɨɜɚɧɢɹ. 

PT2 ɋɰɟɧɚɪɢɣ ɢɦɢɬɢɪɭɟɬ ɨɬɩɪɚɜɤɭ ɫɨɨɛɳɟɧɢɣ ɜ ɂɋ ɚɜɬɨɪɢɡɨɜɚɜɲɟɦɫɹ 
ɩɨɥɶɡɨɜɚɬɟɥɟɦ. ɗɬɨ ɨɫɧɨɜɧɨɣ ɮɭɧɤɰɢɨɧɚɥ ɂɋ. 

PT3 ɋɰɟɧɚɪɢɣ ɢɦɢɬɢɪɭɟɬ ɩɨɢɫɤ ɤɨɧɤɪɟɬɧɨɝɨ ɚɛɨɧɟɧɬɚ ɜ ɂɋ ɩɨ ɬɟɥɟɮɨɧɧɨɦɭ 
ɧɨɦɟɪɭ, ɢ ɨɬɨɛɪɚɠɟɧɢɹ ɪɚɫɲɢɪɟɧɧɵɯ ɫɜɟɞɟɧɢɣ ɨ ɧёɦ. 

PT4 ɋɰɟɧɚɪɢɣ ɫɨɞɟɪɠɢɬ ɜɫɟ ɜɵɲɟ ɨɩɢɫɚɧɧɵɟ ɫɰɟɧɚɪɢɢ, ɤɨɬɨɪɵɟ ɡɚɩɭɫɤɚɸɬɫɹ 
ɨɞɧɨɜɪɟɦɟɧɧɨ ɢ ɜ ɪɚɜɧɨɦ ɫɨɨɬɧɨɲɟɧɢɢ. 

3.2.4.3 Ɋɟɡɭɥɶɬɚɬɵ ɬɟɫɬɢɪɨɜɚɧɢɹ 
Ɋɟɡɭɥɶɬɚɬɵ ɧɚɝɪɭɡɨɱɧɨɝɨ ɬɟɫɬɢɪɨɜɚɧɢɹ ɩɪɟɞɫɬɚɜɥɟɧɵ ɧɚ ɪɢɫɭɧɤɟ 32. 

 

Ɋɢɫɭɧɨɤ 32 – Ɋɟɡɭɥɶɬɚɬɵ ɧɚɝɪɭɡɨɱɧɨɝɨ ɬɟɫɬɢɪɨɜɚɧɢɹ 
 
Ʉɚɤ ɜɢɞɧɨ ɢɡ ɩɪɟɞɫɬɚɜɥɟɧɧɵɯ ɝɪɚɮɢɤɨɜ, ɩɪɟɜɵɲɟɧɢɟ ɨɬɦɟɬɤɢ ɜ ~ 2000 
ɨɞɧɨɜɪɟɦɟɧɧɨ ɨɛɪɚɛɚɬɵɜɚɟɦɵɯ ɡɚɩɪɨɫɨɜ ɩɨɪɨɠɞɚɟɬ ɜɪɟɦɹ ɨɬɤɥɢɤɚ ɫɢɫɬɟɦɵ ɛɨɥɟɟ 
1 ɫɟɤ., ɱɬɨ ɦɨɠɧɨ ɩɪɢɧɹɬɶ ɡɚ ɤɪɢɬɢɱɟɫɤɨɟ. ȼ ɪɟɚɥɶɧɵɯ ɭɫɥɨɜɢɹɯ ɷɤɫɩɥɭɚɬɚɰɢɢ ɂɋ 
ɩɨɪɨɝɨɜɨɟ ɜɪɟɦɹ ɨɬɤɥɢɤɚ ɛɭɞɟɬ ɞɨɫɬɢɝɚɬɶɫɹ ɟɳё ɦɟɧɶɲɢɦ ɡɧɚɱɟɧɢɟɦ ɨɞɧɨɜɪɟɦɟɧɧɨ 
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ɢɫɩɨɥɧɹɟɦɵɯ ɡɚɩɪɨɫɨɜ. ȼ ɬɚɤɨɣ ɫɢɬɭɚɰɢɢ ɨɱɟɜɢɞɧɵɦ ɫɬɚɧɨɜɢɬɫɹ ɜɨɩɪɨɫ ɨ 
ɩɨɬɟɧɰɢɚɥɶɧɨɣ ɜɨɡɦɨɠɧɨɫɬɢ ɦɚɫɲɬɚɛɢɪɨɜɚɧɢɹ ɂɋ. 

3.3 ȼɵɜɨɞɵ ɩɨ ɝɥɚɜɟ 
Ⱦɚɧɧɚɹ ɝɥɚɜɚ ɩɨɫɜɹɳɟɧɚ ɬɟɯɧɨɥɨɝɢɱɟɫɤɢɦ ɨɫɨɛɟɧɧɨɫɬɹɦ ɪɚɡɪɚɛɨɬɤɢ 

ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ. ȼ ɩɟɪɜɨɦ ɪɚɡɞɟɥɟ ɝɥɚɜɵ ɩɪɢɜɨɞɢɬɫɹ ɨɩɢɫɚɧɢɟ ɨɛɳɟɣ 
ɫɯɟɦɵ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɜɫɟɯ ɩɪɨɝɪɚɦɦɧɵɯ ɱɚɫɬɟɣ ɢ ɦɨɞɭɥɟɣ ɜ ɜɢɞɟ ɟɞɢɧɨɝɨ 
ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ. Ɍɚɤɠɟ, ɜ ɞɚɧɧɨɦ ɪɚɡɞɟɥɟ ɨɩɢɫɵɜɚɟɬɫɹ ɢɫɩɨɥɶɡɭɟɦɵɣ 
ɩɨɞɯɨɞ ɤ ɪɚɡɪɚɛɨɬɤɟ ɂɋ, ɚɪɯɢɬɟɤɬɭɪɚ ɂɋ, ɜɤɥɸɱɚɹ ɤɥɢɟɧɬɫɤɭɸ ɢ ɫɟɪɜɟɪɧɭɸ 
ɫɬɨɪɨɧɵ, ɚɪɯɢɬɟɤɬɭɪɚ ȻȾ, ɚ ɬɚɤɠɟ ɩɪɨɬɨɤɨɥɵ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ «ɚɛɨɧɟɧɬ-ɫɟɪɜɟɪ» ɢ 
«ɚɛɨɧɟɧɬ-ɚɛɨɧɟɧɬɚ». ɉɪɢɜɨɞɹɬɫɹ ɨɛɨɫɧɨɜɚɧɢɹ ɜɵɛɨɪɚ ɢɫɩɨɥɶɡɭɟɦɵɯ ɢɧɫɬɪɭɦɟɧɬɨɜ 
ɩɪɢ ɪɟɚɥɢɡɚɰɢɢ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ «ruMessanger» [45].  

ȼɨ ɜɬɨɪɨɦ ɪɚɡɞɟɥɟ ɝɥɚɜɵ ɛɵɥɢ ɩɪɨɜɟɞɟɧɵ ɪɚɡɥɢɱɧɵɟ ɜɢɞɵ ɬɟɫɬɢɪɨɜɚɧɢɹ, ɫ 
ɰɟɥɶɸ ɩɨɜɵɲɟɧɢɹ ɤɚɱɟɫɬɜɚ ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ. ȼ ɯɨɞɟ 
ɩɨɞɝɨɬɨɜɤɢ ɤ ɩɪɨɜɟɞɟɧɢɸ ɬɟɫɬɢɪɨɜɚɧɢɹ, ɛɵɥ ɫɨɫɬɚɜɥɟɧ ɬɟɫɬ-ɩɥɚɧ, ɨɩɪɟɞɟɥɹɸɳɢɣ 
ɫɪɟɞɫɬɜɚ ɢ ɩɨɪɹɞɨɤ ɢɫɩɵɬɚɧɢɣ, ɦɟɬɨɞɵ ɢɫɩɵɬɚɧɢɣ, ɢ ɨɫɧɨɜɧɵɟ ɷɬɚɩɵ ɬɟɫɬɢɪɨɜɚɧɢɹ. 
Ɂɚɬɟɦ, ɛɵɥ ɩɪɨɜɟɞɟɧ ɷɬɚɩ ɬɟɫɬɢɪɨɜɚɧɢɹ, ɤɨɬɨɪɵɣ ɩɨɡɜɨɥɢɥ ɨɛɧɚɪɭɠɢɬɶ ɢ ɭɫɬɪɚɧɢɬɶ 
ɤɪɢɬɢɱɟɫɤɢɟ ɨɲɢɛɤɢ. ɉɨɫɪɟɞɫɬɜɨɦ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ «ruMessanger» ɛɵɥɢ 
ɩɨɥɭɱɟɧɵ ɷɤɫɩɟɪɢɦɟɧɬɚɥɶɧɵɟ ɨɰɟɧɤɢ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɟɝɨ ɫɟɪɜɟɪɧɨɣ ɫɬɨɪɨɧɵ. 
Ɉɬɦɟɱɚɟɬɫɹ, ɱɬɨ ɂɋ ɜ ɦɨɧɨɥɢɬɧɨɦ ɢɫɩɨɥɧɟɧɢɢ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ ɧɟ ɫɩɨɫɨɛɧɚ ɧɟɫɬɢ 
ɜɵɫɨɤɭɸ ɧɚɝɪɭɡɤɭ. 
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Ƚɥɚɜɚ 4.  ɉɪɟɞɥɚɝɚɟɦɵɣ ɩɨɞɯɨɞ ɦɚɫɲɬɚɛɢɪɨɜɚɧɢɹ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ 
 

Ʉɚɤ ɛɵɥɨ ɨɬɦɟɱɟɧɨ ɜ ɪɚɡɞɟɥɟ 3.2.4 ɝɥɚɜɵ 3, ɱɬɨ ɂɋ ɜ ɦɨɧɨɥɢɬɧɨɦ 
ɢɫɩɨɥɧɟɧɢɢ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ ɧɟ ɫɩɨɫɨɛɧɚ ɧɟɫɬɢ ɜɵɫɨɤɭɸ ɧɚɝɪɭɡɤɭ, ɤɨɬɨɪɚɹ 
ɩɪɢɫɭɳɚ ɫɢɫɬɟɦɚɦ ɦɝɧɨɜɟɧɧɨɝɨ ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ ɫ ɨɝɪɨɦɧɵɦ ɤɨɥɢɱɟɫɬɜɨɦ 
ɩɨɥɶɡɨɜɚɬɟɥɟɣ. ȼ ɫɢɥɭ ɱɟɝɨ, ɜ ɞɚɧɧɨɣ ɝɥɚɜɟ ɩɪɟɞɥɚɝɚɟɬɫɹ ɩɨɞɯɨɞ ɤ 
ɦɚɫɲɬɚɛɢɪɨɜɚɧɢɸ ɚɪɯɢɬɟɤɬɭɪɵ ɰɟɧɬɪɚɥɶɧɨɝɨ ɭɡɥɚ, ɤɨɬɨɪɵɣ ɜ ɧɚɫɬɨɹɳɢɣ ɦɨɦɟɧɬ 
ɧɚɯɨɞɢɬɫɹ ɧɚ ɫɬɚɞɢɢ ɬɟɯɧɨɥɨɝɢɱɟɫɤɨɣ ɪɟɚɥɢɡɚɰɢɢ. 

4.1 ɉɪɨɟɤɬɢɪɨɜɚɧɢɟ ɚɪɯɢɬɟɤɬɭɪɵ ɦɚɫɲɬɚɛɢɪɨɜɚɧɢɹ ɫɢɫɬɟɦɵ 
Кɨɧɮɢɞɟɧɰɢɚɥɶɧɚя ɢɧɮɨɪɦɚɰɢя 

 
4.2 ȼɵɜɨɞɵ ɩɨ ɝɥɚɜɟ 
ȼ ɞɚɧɧɨɣ ɝɥɚɜɟ ɩɪɟɞɥɚɝɚɟɬɫɹ ɩɨɞɯɨɞ ɩɨ ɦɚɫɲɬɚɛɢɪɨɜɚɧɢɸ ɚɪɯɢɬɟɤɬɭɪɵ 

ɫɟɪɜɟɪɧɨɣ ɫɬɨɪɨɧɵ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ, ɩɨɫɤɨɥɶɤɭ ɫɟɪɜɟɪɧɚɹ ɫɬɨɪɨɧɚ ɜ 
ɦɨɧɨɥɢɬɧɨɦ ɢɫɩɨɥɧɟɧɢɢ ɧɟ ɫɩɨɫɨɛɧɚ ɧɟɫɬɢ ɜɵɫɨɤɭɸ ɧɚɝɪɭɡɤɭ, ɤɨɬɨɪɚɹ ɯɚɪɚɤɬɟɪɧɚ 
ɞɥɹ ɫɢɫɬɟɦ ɦɝɧɨɜɟɧɧɨɝɨ ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ ɫ ɨɝɪɨɦɧɵɦ ɤɨɥɢɱɟɫɬɜɨɦ 
ɩɨɥɶɡɨɜɚɬɟɥɟɣ. Ɍɚɤɠɟ, ɨɬɦɟɱɚɸɬɫɹ ɞɚɥɶɧɟɣɲɢɟ ɪɚɛɨɬɵ ɨɩɬɢɦɢɡɚɰɢɢ ɚɪɯɢɬɟɤɬɭɪɵ 
ɂɋ ɜ ɤɨɧɬɟɤɫɬɟ ɡɚɞɚɱɢ ɩɨ ɟё ɦɚɫɲɬɚɛɢɪɨɜɚɧɢɸ. 

 

ɁȺɄɅɘɑȿɇɂȿ 
 

ȼ ɪɚɦɤɚɯ ɞɚɧɧɨɣ ɪɚɛɨɬɵ ɛɵɥɚ ɪɟɲɟɧɚ ɧɚɭɱɧɨ-ɬɟɯɧɢɱɟɫɤɚɹ ɡɚɞɚɱɚ ɩɨ 
ɨɪɝɚɧɢɡɚɰɢɢ ɛɟɡɨɩɚɫɧɨɝɨ ɨɛɦɟɧɚ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɢ ɜ ɤɨɦɩɶɸɬɟɪɧɵɯ 
ɫɟɬɹɯ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ, ɫ ɭɱёɬɨɦ ɜɨɡɦɨɠɧɨɣ ɤɨɦɩɪɨɦɟɬɚɰɢɢ ɰɟɧɬɪɚɥɶɧɨɣ ɫɬɨɪɨɧɵ 
ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ. 

Ɉɫɧɨɜɧɵɟ ɪɟɡɭɥɶɬɚɬɵ ɜɵɩɨɥɧɟɧɧɨɣ ɪɚɛɨɬɵ ɡɚɤɥɸɱɚɸɬɫɹ ɜ ɫɥɟɞɭɸɳɟɦ: 
1. ɉɪɨɜɟɞɟɧɧɨɟ ɢɡɭɱɟɧɢɟ ɬɟɯɧɢɱɟɫɤɨɣ ɞɨɤɭɦɟɧɬɚɰɢɢ, ɜ ɚɫɩɟɤɬɟ 

ɨɛɟɫɩɟɱɟɧɢɹ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ, ɫɨɜɪɟɦɟɧɧɵɯ ɢ ɧɚɢɛɨɥɟɟ ɪɚɫɩɪɨɫɬɪɚɧёɧɧɵɯ 
ɫɢɫɬɟɦ ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ ɜɵɹɜɢɥɨ ɩɨɬɟɧɰɢɚɥɶɧɭɸ ɜɨɡɦɨɠɧɨɫɬɶ ɤɨɦɩɪɨɦɟɬɚɰɢɢ 
ɟё ɰɟɧɬɪɚɥɶɧɨɝɨ ɭɡɥɚ ɜɥɚɞɟɥɶɰɟɦ ɂɋ (ɢɥɢ ɫ ɫɨɝɥɚɫɢɹ ɜɥɚɞɟɥɶɰɚ) ɢɥɢ 
ɡɥɨɭɦɵɲɥɟɧɧɢɤɨɦ. Ɍɚɤɚɹ ɩɨɬɟɧɰɢɚɥɶɧɚɹ ɜɨɡɦɨɠɧɨɫɬɶ ɫɭɳɟɫɬɜɭɟɬ ɢɡ-ɡɚ 
ɨɫɨɛɟɧɧɨɫɬɟɣ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ ɤɥɸɱɟɣ ɲɢɮɪɨɜɚɧɢɹ, ɩɪɟɞɩɨɥɚɝɚɸɳɚɹ ɭɱɚɫɬɢɟ 
ɰɟɧɬɪɚɥɶɧɨɝɨ ɭɡɥɚ ɜɨ ɜɫɟɯ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɨɛɦɟɧɚɯ ɤɥɸɱɟɜɨɣ ɢɧɮɨɪɦɚɰɢɢ. 
Ʉɨɦɩɪɨɦɟɬɚɰɢɹ ɤɥɸɱɟɣ ɲɢɮɪɨɜɚɧɢɹ ɦɨɠɟɬ ɩɨɥɧɨɫɬɶɸ ɧɢɜɟɥɢɪɨɜɚɬɶ ɦɟɯɚɧɢɡɦɵ 
ɡɚɳɢɬɵ ɩɟɪɟɞɚɜɚɟɦɨɣ ɢɧɮɨɪɦɚɰɢɢ; 

2. Ɋɚɡɪɚɛɨɬɚɧ ɫɩɨɫɨɛ ɨɛɦɟɧɚ ɤɥɸɱɟɜɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɧɚ ɨɫɧɨɜɟ 
ɪɚɡɞɟɥɟɧɢɢ ɫɟɤɪɟɬɚ ɢ ɢɡɛɵɬɨɱɧɨɫɬɢ ɤɚɧɚɥɨɜ ɫɜɹɡɢ, ɭɱɢɬɵɜɚɸɳɢɣ ɜɨɡɦɨɠɧɭɸ ɚɬɚɤɭ 
«ɱɟɥɨɜɟɤ ɩɨɫɟɪɟɞɢɧɟ» ɫɨ ɫɬɨɪɨɧɵ ɰɟɧɬɪɚɥɶɧɨɣ ɱɚɫɬɢ ɂɋ. ɉɪɟɞɥɨɠɟɧɧɵɣ ɫɩɨɫɨɛ 
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ɩɨɡɜɨɥɹɟɬ ɱɚɫɬɢɱɧɨ ɞɟɰɟɧɬɪɚɥɢɡɨɜɚɬɶ ɩɪɨɰɟɫɫ ɪɚɫɩɪɟɞɟɥɟɧɢɹ ɢ ɜɵɪɚɛɨɬɤɢ ɤɥɸɱɟɣ 
ɲɢɮɪɨɜɚɧɢɹ; 

3. Ɋɚɡɪɚɛɨɬɚɧɚ ɦɨɞɟɥɶ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ ɞɥɹ ɛɟɡɨɩɚɫɧɨɝɨ ɨɛɦɟɧɚ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɜ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ, ɚ ɬɚɤɠɟ 
ɫɨɩɭɬɫɬɜɭɸɳɟɟ ɚɥɝɨɪɢɬɦɢɱɟɫɤɨɟ ɨɛɟɫɩɟɱɟɧɢɟ; 

4. Ɋɚɡɪɚɛɨɬɚɧ ɩɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ ɧɚ ɛɚɡɟ ɪɚɡɪɚɛɨɬɚɧɧɨɣ ɦɨɞɟɥɢ ɂɋ, 
ɩɨɡɜɨɥɹɸɳɢɣ ɨɫɭɳɟɫɬɜɥɹɬɶ ɛɟɡɨɩɚɫɧɵɣ ɨɛɦɟɧ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɜ 
ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ ɦɟɠɞɭ ɚɛɨɧɟɧɬɚɦɢ, ɚ ɬɚɤɠɟ ɡɚɦɟɧɢɬɶ 
ɢɧɨɫɬɪɚɧɧɵɟ ɚɧɚɥɨɝɢ. Ɋɚɡɪɚɛɨɬɚɧɧɵɣ ɩɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ ɩɨɡɜɨɥɢɥ ɭɫɩɟɲɧɨ 
ɩɪɨɬɟɫɬɢɪɨɜɚɬɶ ɪɚɡɪɚɛɨɬɚɧɧɭɸ ɦɨɞɟɥɶ, ɱɬɨ ɩɨɡɜɨɥɢɥɨ ɷɤɫɩɟɪɢɦɟɧɬɚɥɶɧɨ 
ɩɨɞɬɜɟɪɞɢɬɶ ɰɟɥɟɫɨɨɛɪɚɡɧɨɫɬɶ ɩɪɢɦɟɧɟɧɢɹ ɩɪɟɞɥɨɠɟɧɧɨɝɨ ɫɩɨɫɨɛɚ ɩɪɢ ɭɫɥɨɜɢɢ 
ɜɨɡɦɨɠɧɨɣ ɤɨɦɩɪɨɦɟɬɚɰɢɢ ɫɨ ɫɬɨɪɨɧɵ ɰɟɧɬɪɚɥɶɧɨɝɨ ɭɡɥɚ. ɉɨɥɭɱɟɧɨ ɫɜɢɞɟɬɟɥɶɫɬɜɨ 
ɨ ɝɨɫɭɞɚɪɫɬɜɟɧɧɨɣ ɪɟɝɢɫɬɪɚɰɢɢ ɩɪɨɝɪɚɦɦɵ ɞɥɹ ɗȼɆ – ɩɪɢɥɨɠɟɧɢɟ Ƚ; 

5. ɂɫɫɥɟɞɨɜɚɧ ɪɚɡɪɚɛɨɬɚɧɧɵɣ ɩɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ ɧɚ ɩɪɟɞɦɟɬ 
ɧɚɞɟɠɧɨɫɬɢ, ɛɵɥɢ ɜɵɹɜɥɟɧɵ ɢ ɢɫɩɪɚɜɥɟɧɵ ɨɲɢɛɤɢ ɜ ɩɪɨɝɪɚɦɦɧɵɯ ɩɪɢɥɨɠɟɧɢɹɯ 
ɨɛɟɢɯ ɱɚɫɬɟɣ ɤɨɦɩɥɟɤɫɚ, ɩɨɥɭɱɟɧɵ ɷɤɫɩɟɪɢɦɟɧɬɚɥɶɧɵɟ ɨɰɟɧɤɢ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ 
ɰɟɧɬɪɚɥɶɧɨɝɨ ɭɡɥɚ, ɪɚɡɪɚɛɨɬɚɧɚ ɚɪɯɢɬɟɤɬɭɪɚ ɦɚɫɲɬɚɛɢɪɨɜɚɧɢɹ ɰɟɧɬɪɚɥɶɧɨɝɨ ɭɡɥɚ. 

ɇɟɫɦɨɬɪɹ ɧɚ ɫɯɨɠɢɣ ɮɭɧɤɰɢɨɧɚɥ ɫ ɚɧɚɥɨɝɢɱɧɵɦɢ ɫɢɫɬɟɦɚɦɢ, 
ɪɚɡɪɚɛɨɬɚɧɧɵɣ ɩɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ ɢɦɟɟɬ ɨɬɥɢɱɢɬɟɥɶɧɭɸ ɨɫɨɛɟɧɧɨɫɬɶ, 
ɡɚɤɥɸɱɚɸɳɭɸɫɹ ɜ ɫɩɨɫɨɛɟ ɨɛɦɟɧɚ ɤɥɸɱɟɜɨɣ ɢɧɮɨɪɦɚɰɢɢ ɦɟɠɞɭ ɚɛɨɧɟɧɬɚɦɢ, 
ɤɨɬɨɪɵɣ ɨɫɧɨɜɚɧ ɧɚ ɢɡɛɵɬɨɱɧɨɫɬɢ ɤɚɧɚɥɨɜ ɫɜɹɡɢ ɢ ɪɚɡɞɟɥɟɧɢɢ ɨɛɳɟɝɨ ɫɟɤɪɟɬɚ. 
ɂɡɛɵɬɨɱɧɨɫɬɶ ɜ ɤɚɧɚɥɚɯ ɫɜɹɡɢ ɫɨɡɞɚɟɬ ɩɪɚɤɬɢɱɟɫɤɭɸ ɫɥɨɠɧɨɫɬɶ ɜ ɭɫɩɟɲɧɨɦ 
ɩɪɨɜɟɞɟɧɢɢ ɚɬɚɤɢ «ɱɟɥɨɜɟɤ ɩɨɫɟɪɟɞɢɧɟ», ɧɟɠɟɥɢ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɨɞɧɨɝɨ ɤɚɧɚɥɚ 
ɫɜɹɡɢ ɢ ɜɵɱɢɫɥɟɧɢɟ QR-ɤɨɞɚ ɢɡ ɨɬɤɪɵɬɵɯ ɤɥɸɱɟɣ ɚɛɨɧɟɧɬɨɜ, ɤɚɤ ɷɬɨ ɪɟɚɥɢɡɭɟɬɫɹ ɜ 
ɚɧɚɥɨɝɢɱɧɵɯ ɫɢɫɬɟɦɚɯ.  

Ɉɞɧɚɤɨ ɫɬɨɢɬ ɩɨɞɱɟɪɤɧɭɬɶ, ɱɬɨ ɢɫɩɨɥɶɡɭɟɦɵɟ ɚɜɬɨɪɫɤɢɟ ɦɟɯɚɧɢɡɦɵ ɡɚɳɢɬɵ 
ɢɧɮɨɪɦɚɰɢɢ ɧɟ ɛɵɥɢ ɜ ɞɨɫɬɚɬɨɱɧɨɦ ɨɛɴёɦɟ ɩɪɨɚɧɚɥɢɡɢɪɨɜɚɧɵ ɷɤɫɩɟɪɬɧɵɦ 
ɫɨɨɛɳɟɫɬɜɨɦ, ɜ ɨɬɥɢɱɢɢ ɨɬ ɪɟɲɟɧɢɣ, ɩɪɢɦɟɧɹɟɦɵɯ ɜ ɚɧɚɥɨɝɢɱɧɵɯ ɫɢɫɬɟɦɚɯ.  

Ⱦɚɥɶɧɟɣɲɢɟ ɩɟɪɫɩɟɤɬɢɜɵ ɪɚɛɨɬɵ ɩɨ ɞɚɧɧɨɦɭ ɧɚɩɪɚɜɥɟɧɢɸ ɢɫɫɥɟɞɨɜɚɧɢɣ 
ɡɚɤɥɸɱɚɸɬɫɹ ɜ ɤɨɦɩɥɟɤɫɧɨɣ ɨɰɟɧɤɟ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɩɪɟɞɥɚɝɚɟɦɨɣ ɂɋ, ɫ ɭɱёɬɨɦ 
ɞɪɭɝɢɯ ɩɨɬɟɧɰɢɚɥɶɧɨ ɜɨɡɦɨɠɧɵɯ ɜɟɤɬɨɪɨɜ ɚɬɚɤ, ɚ ɬɚɤɠɟ ɜ ɪɚɦɤɚɯ ɢɧɨɣ ɦɨɞɟɥɢ 
ɧɚɪɭɲɢɬɟɥɹ. Ʉɪɨɦɟ ɬɨɝɨ, ɧɟɨɛɯɨɞɢɦɨ ɪɟɲɢɬɶ ɡɚɞɚɱɭ ɬɟɯɧɨɥɨɝɢɱɟɫɤɨɣ ɪɟɚɥɢɡɚɰɢɢ 
ɩɪɟɞɥɨɠɟɧɧɨɣ ɦɚɫɲɬɚɛɢɪɭɟɦɨɣ ɚɪɯɢɬɟɤɬɭɪɵ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ. 
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ɉɊɂɅɈɀȿɇɂȿ Ⱥ - Ɍɟɯɧɢɱɟɫɤɨɟ ɡɚɞɚɧɢɟ 
 

Ⱦɚɧɧɵɣ ɞɨɤɭɦɟɧɬ ɫɨɫɬɚɜɥɟɧ ɢɫɯɨɞɹ ɢɡ ɫɬɚɧɞɚɪɬɚ ȽɈɋɌ 19.201-78. ɗɬɚ ɱɚɫɬɶ 
ɜɤɥɸɱɚɟɬ ɜ ɫɟɛɹ ɬɟɯɧɢɱɟɫɤɢɟ ɬɪɟɛɨɜɚɧɢɹ ɧɚ ɫɨɡɞɚɧɢɟ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɞɥɹ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɝɨ ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ ɜ ɨɬɤɪɵɬɵɯ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ. 
ɉɪɨɝɪɚɦɦɧɚɹ ɫɢɫɬɟɦɚ ɩɪɟɞɧɚɡɧɚɱɟɧɚ ɞɥɹ ɛɟɡɨɩɚɫɧɨɣ ɤɨɦɦɭɧɢɤɚɰɢɢ ɦɟɠɞɭ 
ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ, ɢ ɫɨɡɞɚɟɬɫɹ ɞɥɹ ɚɩɪɨɛɚɰɢɢ ɦɨɞɟɥɢ ɨɫɧɨɜɚɧɧɨɣ ɧɚ ɩɪɟɞɥɚɝɚɟɦɨɦ 
ɫɩɨɫɨɛɟ, ɚ ɬɚɤɠɟ ɤɚɤ ɨɬɟɱɟɫɬɜɟɧɧɚɹ ɚɥɶɬɟɪɧɚɬɢɜɚ ɡɚɪɭɛɟɠɧɵɦ ɫɢɫɬɟɦɚɦ. 

Ⱥ1 Ɉɫɧɨɜɚɧɢɟ ɞɥɹ ɪɚɡɪɚɛɨɬɤɢ 
Ⱦɚɧɧɚɹ ɪɚɛɨɬɚ ɜɵɩɨɥɧɹɟɬɫɹ ɜ ɪɚɦɤɚɯ ɡɚɞɚɧɢɹ ɤ ɜɵɩɭɫɤɧɨɣ 

ɤɜɚɥɢɮɢɤɚɰɢɨɧɧɨɣ ɪɚɛɨɬɟ «Ɇɨɞɟɥɶ ɢ ɩɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ ɫɢɫɬɟɦɵ ɛɟɡɨɩɚɫɧɨɝɨ 
ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ ɜ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɹɯ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ» ɞɥɹ ɩɨɥɭɱɟɧɢɹ 
ɫɬɟɩɟɧɢ «ɦɚɝɢɫɬɪ» ɩɨ ɧɚɩɪɚɜɥɟɧɢɸ 09.04.04 «ɉɪɨɝɪɚɦɦɧɚɹ ɢɧɠɟɧɟɪɢɹ» ɜ ɎȽȺɈɍ 
ȼɈ «ɋɢɛɢɪɫɤɢɣ ɮɟɞɟɪɚɥɶɧɵɣ ɭɧɢɜɟɪɫɢɬɟɬ».  

Ⱥ2 ɇɚɡɧɚɱɟɧɢɟ ɪɚɡɪɚɛɨɬɤɢ 

Ⱥ2.1 Ɏɭɧɤɰɢɨɧɚɥɶɧɨɟ ɧɚɡɧɚɱɟɧɢɟ 
Ɏɭɧɤɰɢɨɧɚɥɶɧɵɦ ɧɚɡɧɚɱɟɧɢɟɦ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɹɜɥɹɟɬɫɹ 

ɦɝɧɨɜɟɧɧɵɣ ɢɧɮɨɪɦɚɰɢɨɧɧɵɣ ɨɛɦɟɧ ɦɟɠɞɭ ɚɛɨɧɟɧɬɚɦɢ ɜ ɢɧɮɨɪɦɚɰɢɨɧɧɨ-
ɬɟɥɟɤɨɦɦɭɧɢɤɚɰɢɨɧɧɨɣ ɫɟɬɢ ɂɧɬɟɪɧɟɬ.  

Ⱥ2.2 ɗɤɫɩɥɭɚɬɚɰɢɨɧɧɨɟ ɧɚɡɧɚɱɟɧɢɟ 
ɗɤɫɩɥɭɚɬɚɰɢɨɧɧɵɦ ɧɚɡɧɚɱɟɧɢɟɦ ɤɨɦɩɥɟɤɫɚ ɹɜɥɹɟɬɫɹ ɩɪɟɞɨɫɬɚɜɥɟɧɢɟ 

ɢɧɫɬɪɭɦɟɧɬɚ ɫ ɩɨɜɵɲɟɧɧɵɦ ɭɪɨɜɧɟɦ ɛɟɡɨɩɚɫɧɨɫɬɢ ɞɥɹ ɫɨɰɢɚɥɶɧɨɝɨ 
ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɦɟɠɞɭ ɥɸɞɶɦɢ ɜ ɫɟɬɢ ɂɧɬɟɪɧɟɬ. ȼɡɚɢɦɨɞɟɣɫɬɜɢɟ ɦɟɠɞɭ ɥɸɞɶɦɢ 
ɦɨɠɟɬ ɨɫɭɳɟɫɬɜɥɹɬɶɫɹ ɜ ɥɢɱɧɵɯ, ɤɨɦɦɟɪɱɟɫɤɢɯ, ɢ ɢɧɵɯ ɢɧɬɟɪɟɫɚɯ. 

Ⱥ2.3 ɋɨɫɬɚɜ ɮɭɧɤɰɢɣ 
Ɏɭɧɤɰɢɨɧɚɥɶɧɵɟ ɜɨɡɦɨɠɧɨɫɬɢ ɤɨɦɩɥɟɤɫɚ ɩɪɟɞɫɬɚɜɥɟɧɵ ɧɚ ɞɢɚɝɪɚɦɦɟ 

ɜɚɪɢɚɧɬɨɜ ɢɫɩɨɥɶɡɨɜɚɧɢɹ (use case diagram) ɢɡɨɛɪɚɠɟɧɧɨɣ ɧɚ ɪɢɫɭɧɤɟ Ⱥ.1 ɫ 
ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɹɡɵɤɚ UML (Unified Modeling Language), ɚ ɨɩɢɫɚɧɢɟ ɨɫɧɨɜɧɵɯ 
ɜɚɪɢɚɧɬɨɜ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɩɪɢɜɟɞɟɧɨ ɜ ɬɚɛɥɢɰɟ Ⱥ.1. 
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Ɋɢɫɭɧɨɤ Ⱥ.1 – Ⱦɢɚɝɪɚɦɦɚ ɜɚɪɢɚɧɬɨɜ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ 

 
Ɍɚɛɥɢɰɚ Ⱥ.1 – Ⱦɟɬɚɥɶɧɵɣ ɨɛɡɨɪ ɨɫɧɨɜɧɵɯ ɫɰɟɧɚɪɢɟɜ ɢɫɩɨɥɶɡɨɜɚɧɢɹ 

ɋɰɟɧɚɪɢɣ ɢɫɩɨɥɶɡɨɜɚɧɢɹ Ɉɩɢɫɚɧɢɟ 

Ɋɟɝɢɫɬɪɚɰɢɹ Ɉɫɧɨɜɧɨɣ ɢɫɩɨɥɧɢɬɟɥɶ: ɩɨɥɶɡɨɜɚɬɟɥɶ. 
ɉɪɟɞɭɫɥɨɜɢя: ɩɨɥɶɡɨɜɚɬɟɥɶ ɭɫɩɟɲɧɨ ɡɚɲɟɥ ɜ ɩɪɢɥɨɠɟɧɢɟ 
(ɤɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ), ɢ ɭɫɩɟɲɧɨ ɭɫɬɚɧɨɜɢɥ ɛɟɡɨɩɚɫɧɨɟ 
ɫɨɟɞɢɧɟɧɢɟ ɫ ɫɟɪɜɟɪɨɦ. 
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ɉɪɨɞɨɥɠɟɧɢɟ ɬɚɛɥɢɰɵ Ⱥ.1 
ɋɰɟɧɚɪɢɣ ɢɫɩɨɥɶɡɨɜɚɧɢɹ Ɉɩɢɫɚɧɢɟ 

Ɋɟɝɢɫɬɪɚɰɢɹ 
(ɩɪɨɞɨɥɠɟɧɢɟ) 

Ɋɟɡɭɥɶɬɚɬ: ɚɤɤɚɭɧɬ ɭɫɩɟɲɧɨ ɫɨɡɞɚɧ ɢ ɫɨɯɪɚɧɟɧ, 
ɩɨɥɶɡɨɜɚɬɟɥɶ ɭɜɟɞɨɦɥɟɧ ɨɛ ɪɟɡɭɥɶɬɚɬɟ. 
Ɉɫɧɨɜɧɨɣ ɭɫɩɟɲɧɵɣ ɫɰɟɧɚɪɢɣ: ɩɨɥɶɡɨɜɚɬɟɥɶ ɜɜɨɞɢɬ 
ɞɚɧɧɵɟ, ɢ ɩɟɪɟɞɚɟɬ ɢɯ ɧɚ ɩɪɨɜɟɪɤɭ ɫɟɪɜɟɪɭ, ɤɨɬɨɪɵɣ ɫɨɡɞɚɟɬ 
ɚɤɤɚɭɧɬ. 

ȼɯɨɞ Ɉɫɧɨɜɧɨɣ ɢɫɩɨɥɧɢɬɟɥɶ: ɩɨɥɶɡɨɜɚɬɟɥɶ. 
ɉɪɟɞɭɫɥɨɜɢя: ɢɫɩɨɥɧɢɬɟɥɶ ɫɨɡɞɚɧ ɜ ɫɢɫɬɟɦɟ, ɭɫɩɟɲɧɨ ɡɚɲɟɥ 
ɜ ɩɪɢɥɨɠɟɧɢɟ, ɢ ɭɫɬɚɧɨɜɢɥ ɛɟɡɨɩɚɫɧɨɟ ɫɨɟɞɢɧɟɧɢɟ ɫ 
ɫɟɪɜɟɪɨɦ. 
Ɋɟɡɭɥɶɬɚɬ: ɩɨɥɶɡɨɜɚɬɟɥɶ ɚɭɬɟɧɬɢɮɢɰɢɪɨɜɚɧ, ɚɜɬɨɪɢɡɨɜɚɧ, 
ɭɫɩɟɲɧɨ ɩɟɪɟɜɟɞɟɧ ɜ ɫɬɚɬɭɫ «Ɉɧɥɚɣɧ». 
Ɉɫɧɨɜɧɨɣ ɭɫɩɟɲɧɵɣ ɫɰɟɧɚɪɢɣ: ɩɨɥɶɡɨɜɚɬɟɥɶ ɜɜɨɞɢɬ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɨɧɧɵɟ ɞɚɧɧɵɟ, ɩɟɪɟɞɚɟɬ ɢɯ ɫɟɪɜɟɪɭ ɧɚ 
ɩɪɨɜɟɪɤɭ, ɢ ɩɨɥɭɱɚɟɬ ɨɬ ɫɟɪɜɟɪɚ ɬɨɤɟɧ 
(ɚɭɬɟɧɬɢɮɢɤɚɰɢɨɧɧɵɣ ɛɢɥɟɬ). 

ɇɚɫɬɪɨɣɤɚ ɚɤɤɚɭɧɬɚ Ɉɫɧɨɜɧɨɣ ɢɫɩɨɥɧɢɬɟɥɶ: ɩɨɥɶɡɨɜɚɬɟɥɶ. 
ɉɪɟɞɭɫɥɨɜɢя: ɢɫɩɨɥɧɢɬɟɥɶ ɫɨɡɞɚɧ ɜ ɫɢɫɬɟɦɟ, ɭɫɩɟɲɧɨ 
ɩɪɨɲɟɥ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɢ ɚɜɬɨɪɢɡɚɰɢɸ. 
Ɋɟɡɭɥɶɬɚɬ: ɧɚɫɬɪɨɣɤɢ ɭɫɩɟɲɧɨ ɩɪɢɦɟɧɟɧɵ. 
Ɉɫɧɨɜɧɨɣ ɭɫɩɟɲɧɵɣ ɫɰɟɧɚɪɢɣ: ɧɚɫɬɪɨɣɤɢ ɭɫɩɟɲɧɨ 
ɢɡɦɟɧɟɧɵ ɢ ɫɨɯɪɚɧɟɧɵ. 

ɂɡɦɟɧɢɬɶ ɧɨɦɟɪ Ɉɫɧɨɜɧɨɣ ɢɫɩɨɥɧɢɬɟɥɶ: ɩɨɥɶɡɨɜɚɬɟɥɶ. 
ɉɪɟɞɭɫɥɨɜɢя: ɢɫɩɨɥɧɢɬɟɥɶ ɫɨɡɞɚɧ ɜ ɫɢɫɬɟɦɟ, ɭɫɩɟɲɧɨ 
ɩɪɨɲɟɥ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɢ ɚɜɬɨɪɢɡɚɰɢɸ, ɚ ɬɚɤɠɟ ɩɨɞɬɜɟɪɞɢɥ 
ɩɪɨɜɨɞɢɦɭɸ ɨɩɟɪɚɰɢɸ ɜɜɨɞɨɦ ɨɞɧɨɪɚɡɨɜɨɝɨ ɤɨɞɚ, 
ɩɨɥɭɱɟɧɧɵɣ ɜ ɫɦɫ-ɫɨɨɛɳɟɧɢɢ (ɜɵɫɵɥɚɟɬɫɹ ɩɨ ɧɨɜɨɦɭ 
ɧɨɦɟɪɭ). 
Ɋɟɡɭɥɶɬɚɬ: ɧɨɦɟɪ ɬɟɥɟɮɨɧɚ ɭɫɩɟɲɧɨ ɢɡɦɟɧɟɧ. 
Ɉɫɧɨɜɧɨɣ ɭɫɩɟɲɧɵɣ ɫɰɟɧɚɪɢɣ: ɩɨɥɶɡɨɜɚɬɟɥɶ ɭɤɚɡɵɜɚɟɬ 
ɧɨɜɵɣ ɧɨɦɟɪ ɬɟɥɟɮɨɧɚ, ɧɚ ɤɨɬɨɪɵɣ ɜɵɫɵɥɚɟɬɫɹ ɫɦɫ-
ɫɨɨɛɳɟɧɢɟ ɫ ɨɞɧɨɪɚɡɨɜɵɦ ɤɨɞɨɦ ɩɨɞɬɜɟɪɠɞɟɧɢɹ 
ɜɵɩɨɥɧɹɟɦɨɣ ɨɩɟɪɚɰɢɢ. ɉɨɫɥɟ ɱɟɝɨ, ɩɨɥɶɡɨɜɚɬɟɥɶ ɜɨɞɢɬ 
ɩɨɥɭɱɟɧɧɵɣ ɤɨɞ ɢɡ ɫɦɫ-ɫɨɨɛɳɟɧɢɹ. Ɂɚɬɟɦ ɩɟɪɟɞɚɟɬ ɟɝɨ 
ɫɟɪɜɟɪɭ ɧɚ ɩɪɨɜɟɪɤɭ, ɤɨɬɨɪɵɣ ɩɪɢɜɹɡɵɜɚɟɬ ɧɨɜɵɣ ɧɨɦɟɪ 
ɬɟɥɟɮɨɧɚ ɤ ɚɤɤɚɭɧɬɭ, ɢ ɭɜɟɞɨɦɥɹɟɬ ɩɨɥɶɡɨɜɚɬɟɥɹ. 

ɍɞɚɥɟɧɢɟ ɚɤɤɚɭɧɬɚ Ɉɫɧɨɜɧɨɣ ɢɫɩɨɥɧɢɬɟɥɶ: ɩɨɥɶɡɨɜɚɬɟɥɶ. 
ɉɪɟɞɭɫɥɨɜɢя: ɢɫɩɨɥɧɢɬɟɥɶ ɫɨɡɞɚɧ ɜ ɫɢɫɬɟɦɟ, ɭɫɩɟɲɧɨ 
ɩɪɨɲɟɥ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɢ ɚɜɬɨɪɢɡɚɰɢɸ, ɢ ɩɨɞɬɜɟɪɞɢɥ 
ɩɪɨɜɨɞɢɦɭɸ ɨɩɟɪɚɰɢɸ ɜɜɨɞɨɦ ɨɞɧɨɪɚɡɨɜɨɝɨ ɤɨɞɚ, 
ɩɨɥɭɱɟɧɧɨɝɨ ɜ ɫɦɫ-ɫɨɨɛɳɟɧɢɢ. 
Ɋɟɡɭɥɶɬɚɬ: ɚɤɤɚɭɧɬ, ɢ ɜɫɟ ɫɜɹɡɚɧɧɵɟ ɫ ɧɢɦ ɞɚɧɧɵɟ ɭɫɩɟɲɧɨ 
ɭɞɚɥɟɧɵ. 
Ɉɫɧɨɜɧɨɣ ɭɫɩɟɲɧɵɣ ɫɰɟɧɚɪɢɣ: ɩɨɥɶɡɨɜɚɬɟɥɶ ɩɨɫɵɥɚɟɬ 
ɡɚɩɪɨɫ ɫɟɪɜɟɪɭ ɧɚ ɭɞɚɥɟɧɢɟ ɚɤɤɚɭɧɬɚ, ɢ ɩɨɞɬɜɟɪɠɞɚɟɬ ɫɜɨɟ 
ɞɟɣɫɬɜɢɟ ɩɭɬɟɦ ɜɜɨɞɚ ɫɦɫ-ɤɨɞɚ, ɤɨɬɨɪɵɣ ɨɬɩɪɚɜɢɥ ɫɟɪɜɟɪ. 
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ɉɪɨɞɨɥɠɟɧɢɟ ɬɚɛɥɢɰɵ Ⱥ.1 
ɋɰɟɧɚɪɢɣ ɢɫɩɨɥɶɡɨɜɚɧɢɹ Ɉɩɢɫɚɧɢɟ 

ɍɞɚɥɢɬɶ ɚɤɤɚɭɧɬ 
(ɩɪɨɞɨɥɠɟɧɢɟ) 

ɉɨɫɥɟ ɭɫɩɟɲɧɨɣ ɩɪɨɜɟɪɤɢ, ɩɪɢɫɥɚɧɧɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɟɦ ɫɦɫ-
ɤɨɞɚ, ɫɟɪɜɟɪ ɭɞɚɥɹɟɬ ɚɤɤɚɭɧɬ, ɢ ɜɫɟ ɫɜɹɡɚɧɧɵɟ ɫ ɧɢɦ ɞɚɧɧɵɟ, 
ɚ ɬɚɤɠɟ ɭɜɟɞɨɦɥɹɟɬ ɩɨɥɶɡɨɜɚɬɟɥɹ. Ɂɚɬɟɦ ɤɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ 
ɩɟɪɟɧɚɩɪɚɜɥɹɟɬ ɩɨɥɶɡɨɜɚɬɟɥɹ ɧɚ ɫɬɪɚɧɢɰɭ ɜɯɨɞɚ ɜ ɚɤɤɚɭɧɬ. 

ɉɪɨɫɦɨɬɪ ɫɩɢɫɤɚ ɞɢɚɥɨɝɨɜ Ɉɫɧɨɜɧɨɣ ɢɫɩɨɥɧɢɬɟɥɶ: ɩɨɥɶɡɨɜɚɬɟɥɶ. 
ɉɪɟɞɭɫɥɨɜɢя: ɂɫɩɨɥɧɢɬɟɥɶ ɫɨɡɞɚɧ ɜ ɫɢɫɬɟɦɟ ɢ ɭɫɩɟɲɧɨ 
ɩɪɨɲɟɥ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɢ ɚɜɬɨɪɢɡɚɰɢɸ. 
Ɋɟɡɭɥɶɬɚɬ: ɢɫɩɨɥɧɢɬɟɥɸ ɨɬɨɛɪɚɠɟɧ ɫɩɢɫɨɤ ɟɝɨ ɞɢɚɥɨɝɨɜ ɫ 
ɞɪɭɝɢɦɢ ɚɛɨɧɟɧɬɚɦɢ ɫɢɫɬɟɦɵ. 
Ɉɫɧɨɜɧɨɣ ɭɫɩɟɲɧɵɣ ɫɰɟɧɚɪɢɣ: ɫɩɢɫɨɤ ɞɢɚɥɨɝɨɜ ɭɫɩɟɲɧɨ 
ɩɨɥɭɱɟɧ ɨɬ ɫɟɪɜɟɪɚ, ɢ ɨɬɨɛɪɚɠɟɧ ɩɨɥɶɡɨɜɚɬɟɥɸ. 

ɋɨɡɞɚɬɶ ɞɢɚɥɨɝ Ɉɫɧɨɜɧɨɣ ɢɫɩɨɥɧɢɬɟɥɶ: ɩɨɥɶɡɨɜɚɬɟɥɶ. 
ɉɪɟɞɭɫɥɨɜɢя: ɢɫɩɨɥɧɢɬɟɥɶ ɫɨɡɞɚɧ ɜ ɫɢɫɬɟɦɟ ɢ ɭɫɩɟɲɧɨ 
ɩɪɨɲɟɥ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɢ ɚɜɬɨɪɢɡɚɰɢɸ. 
Ɋɟɡɭɥɶɬɚɬ: ɫɨɡɞɚɧ ɞɢɚɥɨɝ. 
Ɉɫɧɨɜɧɨɣ ɭɫɩɟɲɧɵɣ ɫɰɟɧɚɪɢɣ: ɩɨɥɶɡɨɜɚɬɟɥɶ ɫɨɡɞɚɥ ɞɢɚɥɨɝ. 

Ⱦɨɛɚɜɢɬɶ ɚɛɨɧɟɧɬɚ ɜ ɞɢɚɥɨɝ Ɉɫɧɨɜɧɨɣ ɢɫɩɨɥɧɢɬɟɥɶ: ɩɨɥɶɡɨɜɚɬɟɥɶ. 
ɉɪɟɞɭɫɥɨɜɢя: ɞɢɚɥɨɝ ɫɨɡɞɚɧ ɜ ɫɢɫɬɟɦɟ, ɢɫɩɨɥɧɢɬɟɥɶ ɢ 
ɞɨɛɚɜɥɹɟɦɵɣ ɚɛɨɧɟɧɬ ɫɨɡɞɚɧɵ ɜ ɫɢɫɬɟɦɟ ɢ ɭɫɩɟɲɧɨ ɩɪɨɲɥɢ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɢ ɚɜɬɨɪɢɡɚɰɢɸ. 
Ɋɟɡɭɥɶɬɚɬ: ɜɵɛɪɚɧɧɵɣ ɚɛɨɧɟɧɬ ɞɨɛɚɜɥɟɧ ɜ ɞɢɚɥɨɝ, ɢ 
ɭɜɟɞɨɦɥɟɧ ɨɛ ɷɬɨɦ. 
Ɉɫɧɨɜɧɨɣ ɭɫɩɟɲɧɵɣ ɫɰɟɧɚɪɢɣ: ɩɨɥɶɡɨɜɚɬɟɥɶ ɞɨɛɚɜɢɥ 
ɚɛɨɧɟɧɬɚ ɜ ɞɢɚɥɨɝ. 

Ɉɬɩɪɚɜɢɬɶ ɫɨɨɛɳɟɧɢɟ Ɉɫɧɨɜɧɨɣ ɢɫɩɨɥɧɢɬɟɥɶ: ɩɨɥɶɡɨɜɚɬɟɥɶ. 
ɉɪɟɞɭɫɥɨɜɢя: ɩɨɥɭɱɚɬɟɥɶ ɫɨɡɞɚɧ ɜ ɫɢɫɬɟɦɟ. ɂɫɩɨɥɧɢɬɟɥɶ 
ɫɨɡɞɚɧ ɜ ɫɢɫɬɟɦɟ ɢ ɭɫɩɟɲɧɨ ɩɪɨɲɟɥ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɢ 
ɚɜɬɨɪɢɡɚɰɢɸ, ɚ ɬɚɤɠɟ ɢɦɟɟɬ ɨɬɤɪɵɬɵɣ ɤɥɸɱ ɩɨɥɭɱɚɬɟɥɹ. 
Ɋɟɡɭɥɶɬɚɬ: ɩɨɥɭɱɚɬɟɥɶ ɩɨɥɭɱɢɥ ɫɨɨɛɳɟɧɢɟ. 
Ɉɫɧɨɜɧɨɣ ɭɫɩɟɲɧɵɣ ɫɰɟɧɚɪɢɣ: ɫɨɨɛɳɟɧɢɟ ɭɫɩɟɲɧɨ 
ɩɟɪɟɞɚɧɨ ɢ ɫɨɯɪɚɧɟɧɨ ɜ ɢɫɬɨɪɢɢ ɩɟɪɟɩɢɫɤɢ. 

ɋɨɜɟɪɲɢɬɶ ɡɜɨɧɨɤ Ɉɫɧɨɜɧɨɣ ɢɫɩɨɥɧɢɬɟɥɶ: ɩɨɥɶɡɨɜɚɬɟɥɶ. 
ɉɪɟɞɭɫɥɨɜɢя: ɢɫɩɨɥɧɢɬɟɥɶ ɫɨɡɞɚɧ ɜ ɫɢɫɬɟɦɟ ɢ ɭɫɩɟɲɧɨ 
ɩɪɨɲɟɥ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɢ ɚɜɬɨɪɢɡɚɰɢɸ. 
Ɋɟɡɭɥɶɬɚɬ: ɫɨɡɞɚɧɚ ɚɭɞɢɨ/ɜɢɞɟɨ ɫɜɹɡɶ. 
Ɉɫɧɨɜɧɨɣ ɭɫɩɟɲɧɵɣ ɫɰɟɧɚɪɢɣ: ɜɵɡɵɜɚɟɦɵɣ ɩɨɥɶɡɨɜɚɬɟɥɶ 
ɩɨɥɭɱɚɟɬ ɭɜɟɞɨɦɥɟɧɢɟ ɨɛ ɟɝɨ ɜɵɡɨɜɟ, ɢ ɩɪɢɧɢɦɚɟɬ ɪɟɲɟɧɢɟ. 

ȼɵɯɨɞ Ɉɫɧɨɜɧɨɣ ɢɫɩɨɥɧɢɬɟɥɶ: ɩɨɥɶɡɨɜɚɬɟɥɶ. 
ɉɪɟɞɭɫɥɨɜɢя: ɢɫɩɨɥɧɢɬɟɥɶ ɫɨɡɞɚɧ ɜ ɫɢɫɬɟɦɟ (ɢɦɟɟɬ ɫɬɚɬɭɫ 
«Ɉɧɥɚɣɧ») ɢ ɭɫɩɟɲɧɨ ɩɪɨɲɟɥ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɢ 
ɚɜɬɨɪɢɡɚɰɢɸ. 
Ɋɟɡɭɥɶɬɚɬ: ɢɫɩɨɥɧɢɬɟɥɶ ɩɟɪɟɜɟɞɟɧ ɜ ɫɬɚɬɭɫ «Ɉɮɮɥɚɣɧ», ɢ 
ɩɪɢɥɨɠɟɧɢɟ ɡɚɜɟɪɲɚɟɬ ɫɜɨɸ ɪɚɛɨɬɭ. 
Ɉɫɧɨɜɧɨɣ ɭɫɩɟɲɧɵɣ ɫɰɟɧɚɪɢɣ: ɪɟɡɟɪɜɧɚɹ ɤɨɩɢɹ ɤɥɸɱɟɣ 
ɲɢɮɪɨɜɚɧɢɹ ɭɫɩɟɲɧɨ ɫɨɡɞɚɧɚ ɢ ɩɟɪɟɞɚɧɚ ɧɚ ɫɟɪɜɟɪ, ɩɨɫɥɟ  
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Ɉɤɨɧɱɚɧɢɟ ɬɚɛɥɢɰɵ Ⱥ.1 
ɋɰɟɧɚɪɢɣ ɢɫɩɨɥɶɡɨɜɚɧɢɹ Ɉɩɢɫɚɧɢɟ 

ȼɵɯɨɞ 
(ɩɪɨɞɨɥɠɟɧɢɟ) 

ɱɟɝɨ ɩɪɨɢɡɜɨɞɢɬɶɫɹ ɡɚɜɟɪɲɟɧɢɟ ɪɚɛɨɬɵ ɤɥɢɟɧɬɫɤɨɝɨ 
ɩɪɢɥɨɠɟɧɢɹ. 

Ⱥ3 Ɍɪɟɛɨɜɚɧɢɹ ɤ ɩɪɨɝɪɚɦɦɧɨɦɭ ɤɨɦɩɥɟɤɫɭ 
Ⱥ3.1 Ɍɪɟɛɨɜɚɧɢɹ ɤ ɚɪɯɢɬɟɤɬɭɪɟ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ 
ɋɢɫɬɟɦɚ ɞɨɥɠɧɚ ɭɞɨɜɥɟɬɜɨɪɹɬɶ ɬɪɟɛɨɜɚɧɢɹɦ ɩɨ ɚɪɯɢɬɟɤɬɭɪɟ, 

ɩɪɟɞɫɬɚɜɥɟɧɧɵɟ ɜ ɬɚɛɥɢɰɟ Ⱥ.2. 
 
Ɍɚɛɥɢɰɚ Ⱥ.2 – Ɍɪɟɛɨɜɚɧɢɹ ɚɪɯɢɬɟɤɬɭɪɵ 

ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 
AR1  ɋɢɫɬɟɦɚ ɞɨɥɠɧɚ ɛɵɬɶ ɩɨɫɬɪɨɟɧɚ ɧɚ ɚɪɯɢɬɟɤɬɭɪɟ «ɤɥɢɟɧɬ-ɫɟɪɜɟɪ». 
AR2  ɋɢɫɬɟɦɚ ɞɨɥɠɧɚ ɩɨɡɜɨɥɹɬɶ ɞɚɥɶɧɟɣɲɭɸ ɦɨɞɟɪɧɢɡɚɰɢɸ ɢ 

ɦɚɫɲɬɚɛɢɪɨɜɚɧɢɟ ɜ ɱɚɫɬɢ: 
 ɭɜɟɥɢɱɟɧɢɹ ɤɨɥɢɱɟɫɬɜɚ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɪɚɛɨɬɚɸɳɢɯ ɫ 

ɫɢɫɬɟɦɨɣ; 
 ɭɜɟɥɢɱɟɧɢɟ ɨɛɴёɦɚ ɯɪɚɧɢɦɨɣ ɢɧɮɨɪɦɚɰɢɢ; 
 ɭɜɟɥɢɱɟɧɢɹ ɤɨɥɢɱɟɫɬɜɚ ɩɪɨɜɨɞɢɦɵɯ ɨɩɟɪɚɰɢɣ ɢ ɫɨɛɵɬɢɣ; 
 ɩɨɞɤɥɸɱɟɧɢɹ ɧɨɜɵɯ ɦɨɞɭɥɟɣ; 
 ɭɜɟɥɢɱɟɧɢɹ ɤɨɥɢɱɟɫɬɜɚ ɢɧɬɟɝɪɢɪɭɟɦɵɯ ɫɢɫɬɟɦ ɢ 

ɩɪɨɝɪɚɦɦɧɨ-ɚɩɩɚɪɚɬɧɵɯ ɤɨɦɩɥɟɤɫɨɜ. 

Ⱥ3.2 Ɏɭɧɤɰɢɨɧɚɥɶɧɵɟ ɬɪɟɛɨɜɚɧɢɹ 
Ʉɥɢɟɧɬɫɤɚɹ ɱɚɫɬɶ ɂɋ ɞɨɥɠɧɚ ɩɪɟɞɫɬɚɜɥɹɬɶ ɩɨɥɶɡɨɜɚɬɟɥɸ ɫɥɟɞɭɸɳɭɸ 

ɮɭɧɤɰɢɨɧɚɥɶɧɨɫɬɶ, ɩɪɟɞɫɬɚɜɥɟɧɧɭɸ ɜ ɬɚɛɥɢɰɟ Ⱥ.3. 
 
Ɍɚɛɥɢɰɚ Ⱥ.3 – Ɏɭɧɤɰɢɨɧɚɥɶɧɵɟ ɬɪɟɛɨɜɚɧɢɹ ɤ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ 

ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 
FR1_C  ȼɨɡɦɨɠɧɨɫɬɶ ɪɟɞɚɤɬɢɪɨɜɚɬɶ (ɞɨɛɚɜɢɬɶ/ɭɞɚɥɢɬɶ) ɫɩɢɫɨɤ 

ɤɨɧɬɚɤɬɨɜ. 
FR2_C  ȼɨɡɦɨɠɧɨɫɬɶ ɪɟɞɚɤɬɢɪɨɜɚɬɶ ɥɢɱɧɵɟ ɞɚɧɧɵɟ. 
FR3_C  ȼɨɡɦɨɠɧɨɫɬɶ ɩɨɢɫɤɚ ɤɨɧɬɚɤɬɚ ɢɡ ɫɩɢɫɤɚ ɤɨɧɬɚɤɬɨɜ ɢ ɩɨ ɛɚɡɟ 

ɞɚɧɧɵɯ ɂɋ. 
FR4_C  ȼɨɡɦɨɠɧɨɫɬɶ ɫɨɡɞɚɜɚɬɶ ɝɪɭɩɩɨɜɵɟ ɱɚɬɵ (ɞɢɚɥɨɝɢ). 
FR5_C  ȼɨɡɦɨɠɧɨɫɬɶ ɨɬɩɪɚɜɥɹɬɶ ɬɟɤɫɬɨɜɵɟ ɫɨɨɛɳɟɧɢɹ. 
FR6_C  ȼɨɡɦɨɠɧɨɫɬɶ ɨɬɩɪɚɜɥɹɬɶ ɮɚɣɥɵ. 
FR7_C  ɍɜɟɞɨɦɥɹɬɶ ɨ ɫɨɛɵɬɢɹɯ, ɧɚɩɪɢɦɟɪ, ɨ ɜɯɨɞɹɳɟɦ ɫɨɨɛɳɟɧɢɢ, ɫɦɟɧɟ 

ɤɥɸɱɟɣ ɲɢɮɪɨɜɚɧɢɹ, ɢ ɬ.ɞ. 
FR8_C (ɧɟɨɛɹɡɚɬɟɥɶɧɨ) ȼɨɡɦɨɠɧɨɫɬɶ ɫɨɜɟɪɲɚɬɶ ɝɨɥɨɫɨɜɨɣ (ɚɭɞɢɨ) ɡɜɨɧɨɤ. 
FR9_C (ɧɟɨɛɹɡɚɬɟɥɶɧɨ) ȼɨɡɦɨɠɧɨɫɬɶ ɫɨɜɟɪɲɚɬɶ ɜɢɞɟɨɡɜɨɧɨɤ. 

 
ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɂɋ ɞɨɥɠɧɚ ɜɵɩɨɥɧɹɬɶ ɫɥɟɞɭɸɳɭɸ ɮɭɧɤɰɢɨɧɚɥɶɧɨɫɬɶ, 

ɩɪɟɞɫɬɚɜɥɟɧɧɭɸ ɜ ɬɚɛɥɢɰɟ Ⱥ.4. 
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Ɍɚɛɥɢɰɚ Ⱥ.4 – Ɏɭɧɤɰɢɨɧɚɥɶɧɵɟ ɬɪɟɛɨɜɚɧɢɹ ɤ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ 
ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 

FR1_S  Ɉɛɪɚɛɚɬɵɜɚɬɶ ɡɚɩɪɨɫɵ, ɩɨɥɭɱɚɟɦɵɟ ɫ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ. 
FR2_S  ɏɪɚɧɢɬɶ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɟ ɞɚɧɧɵɟ. 

Ⱥ3.3 Ɍɪɟɛɨɜɚɧɢɹ ɤ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɦɭ ɢɧɬɟɪɮɟɣɫɭ 
Ɍɪɟɛɨɜɚɧɢɹ ɤ ɢɧɬɟɪɮɟɣɫɭ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ ɨɬɫɭɬɫɬɜɭɸɬ, ɩɨɫɤɨɥɶɤɭ ɨɧɚ 

ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɤɨɧɫɨɥɶɧɨɟ ɩɪɢɥɨɠɟɧɢɟ. Ⱦɥɹ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ ɬɪɟɛɨɜɚɧɢɹ 
ɩɪɟɞɫɬɚɜɥɟɧɵ ɜ ɬɚɛɥɢɰɟ Ⱥ.5. 
 
Ɍɚɛɥɢɰɚ Ⱥ.5 – Ɍɪɟɛɨɜɚɧɢɹ ɤ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɦɭ ɢɧɬɟɪɮɟɣɫɭ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ 

ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 
UI1_C  ɂɧɬɟɪɮɟɣɫ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ ɞɨɥɠɟɧ ɛɵɬɶ ɩɪɨɫɬɵɦ, ɭɞɨɛɧɵɦ, 

ɢɧɬɭɢɬɢɜɧɨ ɩɨɧɹɬɧɵɦ.  
UI2_C  Ⱦɢɡɚɣɧ ɫɬɪɚɧɢɰ ɞɨɥɠɟɧ ɛɵɬɶ ɥɚɤɨɧɢɱɧɵɦ ɢ ɟɞɢɧɨɨɛɪɚɡɧɵɦ. 
UI3_C  ɉɨɞɞɟɪɠɤɚ ɪɚɡɥɢɱɧɵɯ ɪɚɡɪɟɲɟɧɢɣ ɷɤɪɚɧɚ, ɬ.ɟ. ɚɜɬɨɦɚɬɢɱɟɫɤɨɟ 

ɦɚɫɲɬɚɛɢɪɨɜɚɧɢɟ ɫɬɪɚɧɢɰ ɜ ɡɚɜɢɫɢɦɨɫɬɢ ɨɬ ɲɢɪɢɧɵ ɷɤɪɚɧɚ. 
UI4_C  Ɋɚɫɩɨɥɨɠɟɧɢɟ ɷɥɟɦɟɧɬɨɜ ɭɩɪɚɜɥɟɧɢɹ ɞɨɥɠɧɨ ɛɵɬɶ ɥɨɝɢɱɟɫɤɢ 

ɫɝɪɭɩɩɢɪɨɜɚɧɧɵɦ. 
UI5_C  ɐɜɟɬɨɜɚɹ ɝɚɦɦɚ: 

 ɨɫɧɨɜɧɵɟ ɰɜɟɬɚ: ɨɬɬɟɧɤɢ ɫɟɪɨɝɨ, ɛɟɥɵɣ, ɫɢɧɢɣ; 
 ɮɨɧɨɜɵɣ ɰɜɟɬ ɨɫɧɨɜɧɨɝɨ ɦɟɧɸ: ɫɟɪɨ-ɫɢɧɢɣ; 
 ɮɨɧɨɜɵɣ ɰɜɟɬ ɧɚɜɢɝɚɰɢɨɧɧɨɝɨ ɛɚɪɚ: ɫɜɟɬɥɨ-ɫɢɧɢɣ; 
 ɰɜɟɬ ɬɟɤɫɬɨɜɵɯ ɧɚɞɩɢɫɟɣ, ɢɤɨɧɨɤ, ɪɚɫɩɨɥɨɠɟɧɧɵɯ ɧɚ 

ɫɢɧɟɦ ɮɨɧɟ: ɛɟɥɵɣ; 
 ɮɨɧɨɜɵɣ ɰɜɟɬ ɤɨɧɬɟɧɬɧɨɣ ɱɚɫɬɢ ɫɬɪɚɧɢɰ ɢ ɫɩɢɫɤɨɜ: ɛɟɥɵɣ; 
 ɰɜɟɬ ɬɟɤɫɬɨɜɵɯ ɧɚɞɩɢɫɟɣ ɧɚ ɛɟɥɨɦ ɮɨɧɟ: ɱɟɪɧɵɣ – ɞɥɹ 

ɨɫɧɨɜɧɨɣ ɢɧɮɨɪɦɚɰɢɢ, ɢ ɫɟɪɵɣ – ɞɨɩɨɥɧɢɬɟɥɶɧɵɣ. 

Ⱥ3.4 Ɍɪɟɛɨɜɚɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ 
Ʉɥɢɟɧɬɫɤɚɹ ɢ ɫɟɪɜɟɪɧɚɹ ɱɚɫɬɢ ɞɨɥɠɧɵ ɨɬɜɟɱɚɬɶ ɬɪɟɛɨɜɚɧɢɹɦ ɛɟɡɨɩɚɫɧɨɫɬɢ, 

ɩɪɢɜɟɞɟɧɧɵɦ ɜ ɬɚɛɥɢɰɟ Ⱥ.6. 
 

Ɍɚɛɥɢɰɚ Ⱥ.6 – Ɉɛɳɢɟ ɬɪɟɛɨɜɚɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ 
ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 

SR1_CS  ȼɫɟ ɩɪɢɦɟɧɹɟɦɵɟ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ ɚɥɝɨɪɢɬɦɵ ɞɨɥɠɧɵ ɛɵɬɶ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢ ɫɬɨɣɤɢɦɢ. 

SR2_CS  ɂɫɩɨɥɶɡɨɜɚɬɶ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ ɫɬɚɧɞɚɪɬɵ ɊɎ.  
SR3_CS  ɏɪɚɧɢɦɚɹ ɨɬɤɪɵɬɚɹ ɢɧɮɨɪɦɚɰɢɹ ɧɟ ɞɨɥɠɧɚ ɩɪɢɜɨɞɢɬɶ ɤ 

ɤɨɦɩɪɨɦɟɬɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɹ. 
SR4_CS  Ɂɚɤɪɵɬɵɟ ɤɥɸɱɢ ɦɨɝɭɬ ɯɪɚɧɢɬɶɫɹ ɜ ɨɬɤɪɵɬɨɦ ɜɢɞɟ, ɬɨɥɶɤɨ ɜ 

ɨɩɟɪɚɬɢɜɧɨɣ ɩɚɦɹɬɢ. ȼ ɨɫɬɚɥɶɧɵɯ ɫɥɭɱɚɹɯ, ɡɚɤɪɵɬɵɟ ɤɥɸɱɢ 
ɯɪɚɧɹɬɫɹ ɜ ɡɚɳɢɳɟɧɧɨɦ (ɡɚɲɢɮɪɨɜɚɧɧɨɦ) ɜɢɞɟ. 
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Ɉɤɨɧɱɚɧɢɟ ɬɚɛɥɢɰɵ Ⱥ.6 
ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 

SR5_CS  Ɉɛɟɫɩɟɱɢɬɶ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɶ ɢ ɰɟɥɨɫɬɧɨɫɬɶ ɩɟɪɟɞɚɜɚɟɦɨɣ 
ɢɧɮɨɪɦɚɰɢɢ ɩɨ ɨɬɤɪɵɬɵɦ ɤɚɧɚɥɚɦ ɫɜɹɡɢ. 

SR6_CS  Ɉɛɟɫɩɟɱɢɬɶ ɰɟɥɨɫɬɧɨɫɬɶ ɞɚɧɧɵɯ ɩɪɢ ɢɯ ɨɛɪɚɛɨɬɤɟ. 
 
ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɞɨɥɠɧɵ ɨɬɜɟɱɚɬɶ ɬɪɟɛɨɜɚɧɢɹɦ ɛɟɡɨɩɚɫɧɨɫɬɢ, 

ɩɪɟɞɫɬɚɜɥɟɧɧɵɦ ɜ ɬɚɛɥɢɰɟ Ⱥ.7. 
 
Ɍɚɛɥɢɰɚ Ⱥ.7 – Ɍɪɟɛɨɜɚɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ ɫɟɪɜɟɪɧɨɣ ɱɚɫɬɢ 

ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 
SR1_S  ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɂɋ ɞɨɥɠɧɚ ɨɛɟɫɩɟɱɢɜɚɬɶ ɪɟɝɢɫɬɪɚɰɢɸ ɫɨɛɵɬɢɣ 

ɛɟɡɨɩɚɫɧɨɫɬɢ: 
 ɩɨɩɵɬɤɢ ɧɟɭɞɚɱɧɨɣ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ ɚɜɬɨɪɢɡɚɰɢɢ 

ɩɨɥɶɡɨɜɚɬɟɥɟɣ; 
 ɩɨɩɵɬɤɢ ɧɚɪɭɲɟɧɢɹ ɩɪɚɜ ɞɨɫɬɭɩɚ. 

SR2_S  ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɞɨɥɠɧɚ ɨɛɟɫɩɟɱɢɬɶ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɢ 
ɚɜɬɨɪɢɡɚɰɢɸ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɩɪɢ ɜɵɩɨɥɧɟɧɢɢ ɜɫɟɯ ɡɚɩɪɨɫɨɜ ɨɬ 
ɩɨɥɶɡɨɜɚɬɟɥɹ. 

SR3_S  Ⱥɭɬɟɧɬɢɮɢɤɚɰɢɹ ɞɨɥɠɧɚ ɛɵɬɶ ɦɧɨɝɨɮɚɤɬɨɪɧɨɣ. 
SR4_S  ɋɟɪɜɟɪɧɚɹ ɱɚɫɬɶ ɞɨɥɠɧɚ ɭɞɚɥɹɬɶ ɧɟɩɨɞɞɟɪɠɢɜɚɟɦɵɟ ɫɟɚɧɫɵ ɫɜɹɡɢ 

ɫ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɶɸ, ɩɪɟɜɵɲɚɸɳɢɟ ɩɨ ɜɪɟɦɟɧɢ 1 ɱɚɫɚ. 
 
ȼ ɬɚɛɥɢɰɟ Ⱥ.8 ɩɪɢɜɟɞɟɧɵ ɬɪɟɛɨɜɚɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɤɚɫɚɸɳɢɟɫɹ ɤɥɢɟɧɬɫɤɨɣ 

ɱɚɫɬɢ ɫɢɫɬɟɦɵ. 
 
Ɍɚɛɥɢɰɚ Ⱥ.8 – Ɍɪɟɛɨɜɚɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ ɤɥɢɟɧɬɫɤɨɣ ɱɚɫɬɢ 

ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 
SR1_C  ɍɞɚɥɟɧɢɟ/ɢɡɦɟɧɟɧɢɟ ɚɤɤɚɭɧɬɚ ɩɨɥɶɡɨɜɚɬɟɥɹ ɩɪɨɢɡɜɨɞɢɬɶɫɹ ɬɨɥɶɤɨ 

ɩɨɫɥɟ ɟɝɨ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ. 
SR2_C  ɇɢɤɬɨ ɧɟ ɞɨɥɠɟɧ ɢɦɟɬɶ ɜɨɡɦɨɠɧɨɫɬɢ ɱɢɬɚɬɶ ɫɨɨɛɳɟɧɢɹ, ɞɚɧɧɵɟ, 

ɥɢɛɨ ɢɫɬɨɪɢɸ ɩɟɪɟɩɢɫɤɢ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɡɚ ɢɫɤɥɸɱɟɧɢɟɦ ɫɚɦɨɝɨ 
ɩɨɥɶɡɨɜɚɬɟɥɹ. 

SR3_C  ȼɨɡɦɨɠɧɨɫɬɶ ɪɟɡɟɪɜɧɨɝɨ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɞɚɧɧɵɯ: ɤɥɸɱɟɣ 
ɲɢɮɪɨɜɚɧɢɹ, ɢɫɬɨɪɢɢ ɩɟɪɟɩɢɫɤɢ. 

SR4_C  ȼɨɡɦɨɠɧɨɫɬɶ ɜɯɨɞɚ ɜ ɚɤɤɚɭɧɬ ɢɡ-ɩɨɞ ɪɚɡɥɢɱɧɵɯ ɭɫɬɪɨɣɫɬɜ. 

Ⱥ3.5 Ɍɪɟɛɨɜɚɧɢɹ ɤ ɩɪɨɬɨɤɨɥɭ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɤɥɢɟɧɬɫɤɨɝɨ ɢ 
ɫɟɪɜɟɪɧɨɝɨ ɩɪɢɥɨɠɟɧɢɣ 

Ɍɪɟɛɨɜɚɧɢɹ ɤ ɩɪɨɬɨɤɨɥɭ ɫɢɫɬɟɦɵ ɩɪɟɞɫɬɚɜɥɟɧɵ ɜ ɬɚɛɥɢɰɟ Ⱥ.9. 
 

Ɍɚɛɥɢɰɚ Ⱥ.9 – Ɍɪɟɛɨɜɚɧɢɹ ɤ ɩɪɨɬɨɤɨɥɭ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ 
ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 

PR1_AS  ȼɨɡɦɨɠɧɨɫɬɶ ɚɜɬɨɪɢɡɨɜɚɧɧɨɝɨ ɜɯɨɞɚ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɂɋ. 
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Ɉɤɨɧɱɚɧɢɟ ɬɚɛɥɢɰɵ Ⱥ.9 
ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 

PR2_AS  ȼɨɡɦɨɠɧɨɫɬɶ ɪɟɝɢɫɬɪɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɂɋ. 
PR3_AS  ȼɨɡɦɨɠɧɨɫɬɶ ɨɛɦɟɧɚ ɫɨɨɛɳɟɧɢɹɦɢ ɢ ɮɚɣɥɚɦɢ ɦɟɠɞɭ 

ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ. 
PR4_AS  ȼɨɡɦɨɠɧɨɫɬɶ ɩɨɥɭɱɚɬɶ/ɭɞɚɥɹɬɶ ɢɫɬɨɪɢɸ ɩɟɪɟɩɢɫɤɢ. 
PR5_AS  ȼɨɡɦɨɠɧɨɫɬɶ ɩɨɢɫɤɚ ɩɨɥɶɡɨɜɚɬɟɥɹ. 
PR6_AS  ȼɨɡɦɨɠɧɨɫɬɶ ɩɨɥɭɱɟɧɢɹ ɩɨ ɡɚɩɪɨɫɭ ɫɩɢɫɨɤ ɤɨɧɬɚɤɬɨɜ. 
PR7_AS  ȼɨɡɦɨɠɧɨɫɬɶ ɩɨɥɭɱɟɧɢɹ/ɭɞɚɥɟɧɢɹ/ɞɨɛɚɜɥɟɧɢɹ ɪɟɡɟɪɜɧɵɯ ɤɨɩɢɣ 

ɤɥɸɱɟɣ ɲɢɮɪɨɜɚɧɢɹ. 
PR8_AS  ȼɨɡɦɨɠɧɨɫɬɶ ɨɛɦɟɧɚ ɤɥɸɱɟɜɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɦɟɠɞɭ 

ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ. 
PR9_AS  ȼɨɡɦɨɠɧɨɫɬɶ ɩɨɥɭɱɟɧɢɹ ɢɧɮɨɪɦɚɰɢɢ ɨɛ ɩɨɥɶɡɨɜɚɬɟɥɟ. 

Ⱥ3.6 Ɍɪɟɛɨɜɚɧɢɹ ɤ ɩɪɨɬɨɤɨɥɭ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɦɟɠɞɭ ɤɥɢɟɧɬɫɤɢɦɢ 
ɩɪɢɥɨɠɟɧɢɹɦɢ 

Ɍɪɟɛɨɜɚɧɢɹ ɤ ɩɪɨɬɨɤɨɥɭ ɂɋ ɩɪɟɞɫɬɚɜɥɟɧɵ ɜ ɬɚɛɥɢɰɟ Ⱥ.10. 
 
Ɍɚɛɥɢɰɚ Ⱥ.10 – Ɍɪɟɛɨɜɚɧɢɹ ɤ ɩɪɨɬɨɤɨɥɭ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ 

ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 
PR1_AA  ȼɨɡɦɨɠɧɨɫɬɶ ɨɛɦɟɧɚ ɤɥɸɱɟɜɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɦɟɠɞɭ 

ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ. 

Ⱥ3.7 Ⱦɪɭɝɢɟ ɬɪɟɛɨɜɚɧɢɹ 
ȼ ɬɚɛɥɢɰɟ Ⱥ.11 ɩɪɢɜɟɞɟɧɵ ɩɪɨɱɢɟ ɬɪɟɛɨɜɚɧɢɹ, ɤɚɫɚɸɳɢɟɫɹ ɫɢɫɬɟɦɵ. 

 
Ɍɚɛɥɢɰɚ Ⱥ.11 – Ⱦɪɭɝɢɟ ɬɪɟɛɨɜɚɧɢɹ 

ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 
OR1  ɂɫɩɨɥɶɡɭɟɦɵɟ ɢɧɫɬɪɭɦɟɧɬɵ, ɮɪɟɣɦɜɨɪɤɢ ɞɨɥɠɧɵ 

ɪɚɫɩɪɨɫɬɪɚɧɹɬɶɫɹ ɩɨɞ ɫɜɨɛɨɞɧɨɣ (Open Source) ɥɢɰɟɧɡɢɟɣ, ɚ ɬɚɤɠɟ 
ɛɵɬɶ ɛɟɫɩɥɚɬɧɵɦɢ. 

OR2  ɂɫɩɨɥɶɡɨɜɚɧɢɟ ɤɪɨɫɫɩɥɚɬɮɨɪɦɟɧɧɵɯ ɬɟɯɧɨɥɨɝɢɣ. 
OR3  ɋɢɫɬɟɦɚ ɞɨɥɠɧɚ ɮɭɧɤɰɢɨɧɢɪɨɜɚɬɶ 24 ɱɚɫɚ ɜ ɫɭɬɤɢ, 7 ɞɧɟɣ ɜ 

ɧɟɞɟɥɸ ɩɪɢ ɭɫɥɨɜɢɢ ɛɟɫɩɟɪɟɛɨɣɧɨɣ ɪɚɛɨɬɵ ɫɟɪɜɟɪɧɨɝɨ ɢ ɫɟɬɟɜɨɝɨ 
ɨɛɨɪɭɞɨɜɚɧɢɹ, ɨɛɳɟɫɢɫɬɟɦɧɨɝɨ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ.  

Ⱥ3.8 Ɍɪɟɛɨɜɚɧɢɹ ɤ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɫɢɫɬɟɦɵ 
ȼ ɬɚɛɥɢɰɟ Ⱥ.12 ɩɪɢɜɟɞɟɧɵ ɬɪɟɛɨɜɚɧɢɹ ɤ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɫɢɫɬɟɦɵ. 

 
Ɍɚɛɥɢɰɚ Ⱥ.12 – Ɍɪɟɛɨɜɚɧɢɹ ɤ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ ɫɢɫɬɟɦɵ 

ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 
PSR1  ɋɪɟɞɧɟɟ ɜɪɟɦɹ ɨɬɤɥɢɤɚ ɧɟ ɞɨɥɠɧɨ ɩɪɟɜɵɲɚɬɶ 1 ɫɟɤɭɧɞɭ. 
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Ɉɤɨɧɱɚɧɢɟ ɬɚɛɥɢɰɵ Ⱥ.12 
ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 

PSR2  ɉɪɟɞɟɥɶɧɨɟ ɜɪɟɦɹ ɨɬɤɥɢɤɚ ɫɢɫɬɟɦɵ ɩɪɢ ɜɵɩɨɥɧɟɧɢɢ ɥɸɛɵɯ 
ɮɭɧɤɰɢɣ ɧɟ ɞɨɥɠɧɨ ɩɪɟɜɵɲɚɬɶ 10 ɫɟɤɭɧɞ. 

PSR3  ɉɪɟɞɟɥɶɧɨɟ ɜɪɟɦɹ ɞɨɫɬɚɜɤɢ ɞɚɧɧɵɯ ɩɪɢ ɜɡɚɢɦɨɞɟɣɫɬɜɢɢ ɫ 
ɜɧɟɲɧɢɦɢ ɢɧɮɨɪɦɚɰɢɨɧɧɵɦɢ ɫɢɫɬɟɦɚɦɢ ɢ ɩɪɨɝɪɚɦɦɧɨ-
ɚɩɩɚɪɚɬɧɵɦɢ ɤɨɦɩɥɟɤɫɚɦɢ ɜ ɲɬɚɬɧɨɦ ɪɟɠɢɦɟ ɧɟ ɞɨɥɠɧɨ 
ɩɪɟɜɵɲɚɬɶ 5 ɫɟɤɭɧɞ. 

PSR4  ɋɢɫɬɟɦɚ ɞɨɥɠɧɚ ɛɵɬɶ ɪɚɫɫɱɢɬɚɧɚ ɧɚ ɨɞɧɨɜɪɟɦɟɧɧɭɸ ɪɚɛɨɬɭ ɧɟ 
ɦɟɧɟɟ 1000 ɚɤɬɢɜɧɵɯ ɤɨɧɤɭɪɟɧɬɧɵɯ (ɨɞɧɨɜɪɟɦɟɧɧɨ ɪɚɛɨɬɚɸɳɢɯ) 
ɩɨɥɶɡɨɜɚɬɟɥɟɣ. ɉɪɢ ɷɬɨɦ ɞɨɥɠɧɵ ɜɵɩɨɥɧɹɬɶɫɹ ɜɵɲɟɭɤɚɡɚɧɧɵɟ 
ɬɪɟɛɨɜɚɧɢɹ ɩɨ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ. 

Ⱥ3.9 Ɍɪɟɛɨɜɚɧɢɹ ɤ ɩɪɨɝɪɚɦɦɧɨɣ ɞɨɤɭɦɟɧɬɚɰɢɢ 
ȼ Ɍɪɟɛɨɜɚɧɢɹ ɤ ɞɨɤɭɦɟɧɬɢɪɨɜɚɧɢɸ ɪɚɛɨɬɵ ɩɪɢɜɟɞɟɧɵ ɜ ɬɚɛɥɢɰɟ Ⱥ.13. 

 
Ɍɚɛɥɢɰɚ Ⱥ.13 – Ɍɪɟɛɨɜɚɧɢɹ ɤ ɞɨɤɭɦɟɧɬɢɪɨɜɚɧɢɸ 

ɂɞɟɧɬɢɮɢɤɚɬɨɪ Ɉɩɢɫɚɧɢɟ ɬɪɟɛɨɜɚɧɢɣ 
DR1  ȼɫɹ ɞɨɤɭɦɟɧɬɚɰɢɹ ɞɨɥɠɧɚ ɛɵɬɶ ɜɵɩɨɥɧɟɧɚ ɧɚ ɪɭɫɫɤɨɦ ɹɡɵɤɟ. 
DR2  Ⱦɨɤɭɦɟɧɬɵ ɞɨɥɠɧɵ ɛɵɬɶ ɩɪɟɞɫɬɚɜɥɟɧɵ ɧɚ ɛɭɦɚɠɧɨɦ ɧɨɫɢɬɟɥɟ 

(ɨɪɢɝɢɧɚɥ) ɢ ɧɚ ɷɥɟɤɬɪɨɧɧɨɦ ɧɨɫɢɬɟɥɟ (ɤɨɩɢɹ). 
DR3  ɋɨɞɟɪɠɚɧɢɟ ɢ ɨɮɨɪɦɥɟɧɢɟ ɞɨɤɭɦɟɧɬɨɜ, ɪɚɡɪɚɛɚɬɵɜɚɟɦɵɯ ɜ 

ɪɚɦɤɚɯ ɪɚɛɨɬɵ ɩɨ ɫɨɡɞɚɧɢɸ ɫɢɫɬɟɦɵ, ɞɨɥɠɧɵ ɨɬɜɟɱɚɬɶ 
ɬɪɟɛɨɜɚɧɢɹɦ ɫɬɚɧɞɚɪɬɚ ɨɪɝɚɧɢɡɚɰɢɢ ɋɌɈ 4.2-07-2014 «Ɉɛɳɢɟ 
ɬɪɟɛɨɜɚɧɢɹ ɤ ɩɨɫɬɪɨɟɧɢɸ ɢ ɨɮɨɪɦɥɟɧɢɸ ɞɨɤɭɦɟɧɬɨɜ ɭɱɟɛɧɨɣ 
ɞɟɹɬɟɥɶɧɨɫɬɢ» ɋɎɍ. 

DR4  Ⱦɥɹ ɫɨɫɬɚɜɥɟɧɢɹ ɪɭɤɨɜɨɞɫɬɜɚ ɩɨ ɢɫɯɨɞɧɵɦ ɤɨɞɚɦ ɢɫɩɨɥɶɡɨɜɚɬɶ 
ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɟ ɫɢɫɬɟɦɵ ɫɛɨɪɤɢ, ɧɚɩɪɢɦɟɪ, Doxygen, 
Javadoc, JSDoc, ɢ ɞɪ. 

DR5  Ɉɬɱɟɬɧɵɟ ɢ ɢɧɵɟ ɞɨɤɭɦɟɧɬɵ, ɫ ɤɨɬɨɪɵɦɢ ɞɨɥɠɟɧ ɪɚɛɨɬɚɬɶ 
ɩɨɥɶɡɨɜɚɬɟɥɶ, ɞɨɥɠɧɵ ɛɵɬɶ ɨɪɢɟɧɬɢɪɨɜɚɧɵ ɧɚ pdf, ɥɢɛɨ html 
ɮɨɪɦɚɬ. 
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ɉɊɂɅɈɀȿɇɂȿ Ȼ – Ʌɢɫɬɢɧɝɢ 
 

Ʌɢɫɬɢɧɝ Ȼ.1 – ɋɨɞɟɪɠɢɦɨɟ ɮɚɣɥɚ testSymCrypto.js 
/** 

 * Ɇɨɞɭɥɶɧɵɟ ɬɟɫɬɵ ɞɥɹ symCrypto, ɪɟɚɥɢɡɭɸɳɢɣ ɮɭɧɤɰɢɢ ɩɨ ɪɚɛɨɬɟ ɫ ɫɢɦɦɟɬɪɢɱɧɨɣ ɤɪɢɩɬɨɝɪɚɮɢɟɣ. 
 * @module crypto 

 */ 

 

// === Ƚɪɭɩɩɨɜɵɟ ɬɟɫɬɵ === 
 define(['js/crypto/symCrypto'], function(SymCrypto) { 

     var symCrypto = new SymCrypto(); 

      

     QUnit.module("Хɨɪɨɲɢɣ ɤɥɚɫɫ. SymCrypto", function() { 
          

         QUnit.test("Ɍɟɫɬ 1 - ɦɟɬɨɞɵ encrypt/decrypt", function(assert) { 
             var message = "ə ɤ ɜɚɦ ɩɢɲɭ — ɱɟɝɨ ɠɟ ɛɨɥɟ?\n" + 
                 "Чɬɨ ɹ ɦɨɝɭ ɟɳɟ ɫɤɚɡɚɬɶ?\n" + 
                 "Ɍɟɩɟɪɶ, ɹ ɡɧɚɸ, ɜ ɜɚɲɟɣ ɜɨɥɟ\n" +  
                 "Ɇɟɧɹ ɩɪɟɡɪɟɧɶɟɦ ɧɚɤɚɡɚɬɶ.\n" + 
                 "ɇɨ ɜɵ, ɤ ɦɨɟɣ ɧɟɫɱɚɫɬɧɨɣ ɞɨɥɟ\n" + 
                 "Хɨɬɶ ɤɚɩɥɸ ɠɚɥɨɫɬɢ ɯɪɚɧɹ,\n" + 
                 "ȼɵ ɧɟ ɨɫɬɚɜɢɬɟ ɦɟɧɹ.\n" + 
                 "ɋɧɚɱɚɥɚ ɹ ɦɨɥɱɚɬɶ ɯɨɬɟɥɚ;..."; 
              

             var key = 

"fa2471e706e695a7b765eff68c3f1a0db4b7335c7c6dc13757bcd272aa96b943759b909427184e9049043b69f24761c97253

5fd07eaa642f4cf7aa355c125c6e"; 

             var ciphertext = symCrypto.encrypt(key, message); 

             var plaintext = symCrypto.decrypt(key, ciphertext); 

              

             assert.ok(message === plaintext, "Passed!"); 

         }); 

          

         QUnit.test("Ɍɟɫɬ 2 - ɦɟɬɨɞɵ encrypt/decrypt", function(assert) { 
             var message = 

"1122334455667700ffeeddccbbaa998800112233445566778899aabbcceeff0a112233445566778899aabbcceeff0a002233

445566778899aabbcceeff0a0011"; 

             var output = 

"oZMLL9fRaBA1xJKkBecULYssAPEkvf+gZU7q7GhE4Y1HsFXZW/T8CmWRaQXI4bckOjXGrGEFbJtp8YvIb/wBIMkvnyEiSMS56W3N

zHxE3JtyOA/qwIEJAo4us3BxPo403z53B4cnnvjHG/Zfi/pR8jYX9k10kJCAOASyCqOljEg="; 

              

             var key = "8899aabbccddeeff0011223344556677fedcba98765432100123456789abcdef"; 

             var ciphertext = symCrypto.encrypt(key, message); 

             var plaintext = symCrypto.decrypt(key, ciphertext); 

              

             var ciphertext = ciphertext.replace(/\s/g, ''); 

              

             assert.ok(output === ciphertext, "Passed!"); 

             assert.ok(message === plaintext, "Passed!"); 

         }); 

     }); 

      

     QUnit.module("ɉɥɨɯɨɣ ɤɥɚɫɫ. SymCrypto", function() { 
  

         QUnit.test("Ɍɟɫɬ 1 - ɦɟɬɨɞ encrypt", function(assert) { 
             var message = "ə ɤ ɜɚɦ ɩɢɲɭ — ɱɟɝɨ ɠɟ ɛɨɥɟ? Чɬɨ ɹ ɦɨɝɭ ɟɳɟ ɫɤɚɡɚɬɶ?..."; 
             var key = ""; 

              

             var ciphertext = symCrypto.encrypt(key, message); 

             assert.ok(ciphertext === null, "Passed!"); 

         }); 

         QUnit.test("Ɍɟɫɬ 2 - ɦɟɬɨɞ encrypt", function(assert) { 
             var message = null; 

             var key = null; 

              

             var ciphertext = symCrypto.encrypt(key, message); 

             assert.ok(ciphertext === null, "Passed!"); 

         }); 

     }); 

 }); 
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Ʌɢɫɬɢɧɝ Ȼ.2 – Ɍɟɫɬ-ɩɥɚɧ TP3 ɧɚ ɹɡɵɤɟ ɤɨɦɚɧɞ Selenium. 
 

<?xml version="1.0" encoding="UTF-8"?> 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" 

"http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en" lang="en"> 

<head profile="http://selenium-ide.openqa.org/profiles/test-case"> 

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /> 

<link rel="selenium.base" href="http://localhost:8383/" /> 

<title>New Test</title> 

</head> 

<body> 

<table cellpadding="1" cellspacing="1" border="1"> 

<thead> 

<tr><td rowspan="1" colspan="3">New Test</td></tr> 

</thead><tbody> 

<tr> 

 <td>open</td> 

 <td>/ruMessenger/index.html</td> 

 <td></td> 

</tr> 

<tr> 

 <td>click</td> 

 <td>css=i.icon.icon-bars</td> 

 <td></td> 

</tr> 

<tr> 

 <td>click</td> 

 <td>css=div.item-title</td> 

 <td></td> 

</tr> 

<tr> 

 <td>click</td> 

 <td>link=Ɉɬɦɟɧɚ</td> 
 <td></td> 

</tr> 

<tr> 

 <td>type</td> 

 <td>css=input[type=&quot;search&quot;]</td> 

 <td></td> 

</tr> 

<tr> 

 <td>click</td> 

 <td>//li[6]/a/div/div[2]/div/div</td> 

 <td></td> 

</tr> 

<tr> 

 <td>type</td> 

 <td>css=textarea</td> 

 <td>ɉɪɢɜɟɬ, ɤɚɤ ɞɟɥɚ?</td> 
</tr> 

<tr> 

 <td>click</td> 

 <td>css=i.icon.ion-paper-airplane</td> 

 <td></td> 

</tr> 

<tr> 

 <td>type</td> 

 <td>css=textarea</td> 

 <td></td> 

</tr> 

<tr> 

 <td>assertText</td> 

 <td>//div[8]/div</td> 

 <td>exact:ɉɪɢɜɟɬ, ɤɚɤ ɞɟɥɚ?</td> 
</tr> 

<tr> 

 <td>assertText</td> 

 <td>//div[10]/div[2]</td> 

 <td>exact:ɉɪɢɜɟɬ, ɤɚɤ ɞɟɥɚ?</td> 
</tr> 

<tr> 



91 
 

 <td>click</td> 

 <td>css=span</td> 

 <td></td> 

</tr> 

<tr> 

 <td>click</td> 

 <td>css=i.icon.icon-bars</td> 

 <td></td> 

</tr> 

 

</tbody></table> 

</body> 

</html> 
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ɉɊɂɅɈɀȿɇɂȿ ȼ – Ⱥɩɪɨɛɚɰɢɹ ɪɟɡɭɥɶɬɚɬɨɜ 
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ɉɊɂɅɈɀȿɇɂȿ Ƚ – ɋɜɢɞɟɬɟɥɶɫɬɜɨ ɨ ɝɨɫɭɞɚɪɫɬɜɟɧɧɨɣ ɪɟɝɢɫɬɪɚɰɢɢ 
ɩɪɨɝɪɚɦɦɵ ɞɥɹ ɗȼɆ 

 

 




