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 1.       
 

   ,       
  .   21     

    -  
 ( )   ,     

 ,      .  ,  
   (email)     

 (Instant messaging, IM) – .   , 
         ,  
     ,    

.      ,  IM 
          

. , ,  -  WhatsApp 
  1    180  [1],      

42   [2].  ,    
     . 

  IM     
  ,     

,  WhatsApp, Viber, Telegram, Threema,     
 ё    .      

   . ,   ,  
    ,   -

 . ,      IM 
  ,     ё   [3], 
  ,     
    ,  ё    

     ,    
   . 

1.1    WhatsApp 
 WhatsApp     (  

 ,  , ,  , 
)          .  

        ,    2009 
.    WhatsApp  Facebook Inc.   

      IM .  2016  
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   WhatsApp    (End-to-

end encryption, E2EE) [4]     .   
,  WhatsApp      , 

       .  
    WhatsApp    

. 

1.1.1       
    WhatsApp   
,      - . 

,        
 Curve25519 [5].   ,    
 1,        

( )  WhatsApp. 
 
 1 –    

  
Identity Key = ( , )pk skIK IK   ,    

.  
Signed Pre Key = ( , )pk skSK SK  ,    

. 
One-Time Pre Keys = ( , )pk skOK OK    , ,  

. 
 

      WhatsApp,  
    : 

pkIK , 
pkSK , 

pkOK  –
 .    [6],  WhatsApp    

 ,       . 

1.1.2    
     WhatsApp  

       Noise Pipes [7], 
    -     (Elliptic 

Curve Diffie-Hellman, ECDH)    ,  
 AES       (Galois Counter 

Mode, GCM) [8],  -  SHA-256 [9]. 
      

  Signal Protocol [10],   Open 

Whisper Systems.      E2EE, 
        

– - .       [6]  
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   (S  R ), . . - ,  
  :  

 1:       , 
. . R

pkIK , R

pkSK , R

pkOK ; 

 2:    .   R

pkOK

   ,   ,     . 
         One-Time 

Pre Keys,    R

pkOK   ; 

 3:     ; 
 4:    Curve25519   , 

. . ( , )S S

pk skEK EK ; 

 5:      , 
. . Identity Key SIK ; 

 6:   - ,     
     , . . || || c || dMS a b ,  
( , )S R

sk pka ECDH IK SK , ( , )S R

sk pkb ECDH EK IK , ( , )S R

sk pkc ECDH EK SK ,
( , )S R

sk pkd ECDH EK OK .  R

pkOK  ,   d   ; 

 7: ,  HKDF [11]  -  (MS),  
Root (RK)  Chain (CK)  ( .  1.1.3), . . RK=CK=HKDF(MS). 

     . 
   ,     

     ,     
: 
 1:    ,  

  , . . S

pkIK , S

pkSK , S

pkOK , S

pkEK ; 

 2:     ,   
-  (MS),        
 , . . || || c || dM S a b ,  ( , )R S

sk pka ECDH IK SK , 
( , )R S

sk pkb ECDH EK IK , ( , )R S

sk pkc ECDH EK SK , ( , )R S

sk pkd ECDH EK OK ; 

 3:     ( , )R R

pk skOK OK ; 

 4: ,  HKDF  -  (MS),  Root 

(RK)  Chain (CK)  (   1.1.3), . . RK=CK=HKDF(MS). 
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 , ,      ,  
      . 

1.1.3   
        

 AES      (Cipher Block Chaining, 
CBC),     ,    

 (Message authentication code, MAC)   HMAC-SHA256 
[12].      1.1.2,     

 MK   ,    
,     2. 
 
 2 –  ,     

  
Root Key = RK  ,  32 .   -  

(MS),    Chain Key. 
Chain Key = CK  ,  32 .   Root Key, 

   Message Key. 
Message Key = MK  ( )  ,  80 . 

  Chain Key,    
.  80 , 32       

AES,  32       HMAC-

SHA256,   16     
. 

 
       

 MK   «Double Ratchet» [13]. 

1.1.3.1  Double Ratchet   WhatsApp 
 «Double Ratchet» [13]     , 

,        
    .    

    (Perfect forward secrecy, PFS) [14],  
   , ,    IM 

,  Signal, WhatsApp, Viber, Facebook Messenger,  .  «Double 

Ratchet»      «Symmetric-key ratchet» 

 «DH Ratchet» [13].    «Double Ratchet»    
WhatsApp. 

       . 
 ,  CK=MK.      

«Symmetric-key ratchet».   -     CK          
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HMAC-SHA256,       MK.  
    : 
 1:   MK=HMAC-SHA256(CK, 0x01);  
 2:  CK=HMAC-SHA256(CK, 0x02).  

 ,  «DH Ratchet»,    
  .  ,    

 S

pkEK ,    ( , )S S

pk skEK EK ,    
  Curve25519   .  

,      ( , )R R

pk skEK EK   
Curve25519,   R

pkEK   . ,  
  CK  RK: 

 1:    , . . 
( , )R S

sk pkES ECDH EK EK ; 

 2:  , ( , )CK RK HKDF RK ES . 

          
 ,     CK  MK    

«Symmetric-key ratchet»,    . 

1.1.4    
  ,  ,   

      .  
,    «  » (Man-in-the-middel, 

MITM) [4, 14].    MITM-      
 ,       QR-   60-
 .  

 [6], QR-   : 
 ; 
   ; 
 32-    

pkIK ,  . 
   QR-  ,   

  
pkIK   .   ,  

   QR-    .  
 60-      

( )  30-  ,     
 

pkIK   .  30-  , 
    : 
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 1: , 5200 ,  -    SHA-512 [9] 
   

pkIK     ;  

 2:   30-  - ,    1; 
 3:  30-     2,     5-

; 
 4:   5-    5-  .  

 5-        ,  
   100000; 

 5:        30-  . 
1.2    Telegram 

 Telegram       
   2013 .    WhatsApp,  Telegram 

        
 . , Telegram    :   

–    « - »,   –  
         Telegram. 

 ,       . 
    Telegram   
     .  

1.2.1       
    Telegram,   

 ,     -    
 .      
 [15]: 
 1:     ,    

nonce (128 ); 
 2:   ,      

server_nonce (128 ),   n (64 ),    
RSA.      64     

-  SHA1     pkserver ; 

 3:   n     p (2048 )  q ,  
p q .    ,    pkserver ,  

   .        
,    ; 

 4:      new_nonce (256 ),  
 nonce  server_nonce. ,   , 
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 nonce, server_nonce, new_nonce, n, p  q. ,   
    RSA    pkserver ; 

 5:    g, p, ag ,  - , 
  AES-256     

 (Infinite Garble Extension, IGE) [16]     
temp_key    IV.   1    
temp_key  IV  server_nonce  new_nonce; 

 6:      b (2048 ),  
   modb

bg g p   _ ( ) modb

aauth key g p . , 
    bg    AES-256   IGE c 

  temp_key    IV. 
 

 
 1 –    temp_key    IV   

 
 

  3,     n    
p  q,   : 

 
2047 20482 2 ,

1,
2
,

, ,

p

p
q

p q

p q P

  
  

 




 (1.2.1.1) 

 



17 
 

 P  –   .  p   q      
- . , ,    5  
,  {2,3, 4,5,6,7}g    1 1ag p   . 

 ,        auth_key.  
        , 

    . ,     
.      ,   

  . 

1.2.2    
     1.2.1,  -    

   Pinning [17]  Public key pinning c RSA (2048- ).  
,       ,  
      ,    

   .  ( )    
     .  , 2048-   RSA,  
       auth_key  

 - .  
      - ,   

,     shared_key (2048 ),  
        

100 ,       . , 
   a     : 

 
,client servera r r   (1.2.2.1) 

 
 

clientr  –  2048   ,  ; 
serverr – 2048   ,     

  a,     . 
   -     

 .     ,    
.  ,      
   1.2.1. 

1.2.3   
    Telegram   

  MTProto [18, 19].     , 
 ,    2.  
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 2 –  ,    MTProto 

 
     ,  

   2: 
 salt –  64  ,      

  (replay attack).     
; 

 session_id –  64  ,    
,   ; 

 payload –  , . .    . 
  3   payload    « - »  

« - »   ,    4   payload  
  « - »   . 

 

 
 3 –  payload    « - »   

« - »    
 

 
 4 –  payload    « - »    

 
   payload   3: 

 message_id –  64  ,    
   ; 

 seq_no – 32  ,     ; 
 message_data_length – 32  ,   ; 
 message_data –  ,  . 

    payload   4: 
 length – 32  ,    payload; 
 payload_type – 32  ,   ; 
 random_bytes – 128  ,      

  ; 
 layer – 32  ,   ; 
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 IN_seq_no – 32  ,     
 ; 

 OUT_seq_no – 32  ,     
 ; 

 message_type – 32  ,   ; 
 message_date –  ,  . 

, payload   4    (header),   
      . 

  « - »  « - »    
    ё    5.  

 

 
 5 –     « - »   

« - »    
 

  payload    « - »  
       

    5. ,  auth_key  auth_key_id   
   shared_key,    key_fingerprint. 
 key_fingerprint   64    SHA-

1(shared_key).      , 
   5: 

 padding –  0-15 ,   ,    
   128 ; 

 msg_key –  128 ,   -    SHA-1 
 ; 

 auth_key_id –  64 ,   -     
SHA-1  auth_key; 
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 AES key  IV –    ,    256 
,    AES-256   IGE,    

  (key derivation function, KDF),     6. 

 
 6 –   AES key  IV  

1.2.4    
  MITM-    ,  Telegram,   

     (shared_key)   
  ,     [20].  

       8x8, 
   128    SHA-1(shared_key). 

1.3    Viber 
  Viber      

    2010 ,     /  
       .   Viber,   
,  800    [21],   76 

 –    [22].    6.0  Viber 

    E2EE     
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.   E2EE   Viber   «Double 

Ratchet»  Signal Protocol [10],     WhatsApp,   
  Open Whisper Systems,  Viber   

«Double Ratchet» .    
  Viber  . 

1.3.1       
   [23],  Viber    

  ( )   ( ).   –  
    iOS, Android  Windows,  

    Viber.   
 ,   .     

     ,    
      . 
  Viber   ( ) ,  

  ,     3.  
 
 3 –   

  
ID Key = IK = ( , )pk skIK IK    ,    

.  

PreKeys = {Handshake Key, Ratchet 

Key} 

  ,   
      

. 
Handshake Key = HK = ( , )pk skHK HK    ,    ID Key  

  . 
Ratchet Key = RK = ( , )pk skRK RK   ,     

  . 
 

      Curve25519 [5, 24], 
  256 ,       .  ID 

Key     ,    PreKeys  
    .      

,       Viber.  
( )     

skIK    ( ) 
       1.3.1.1. 

1.3.1.1   ( )  
     (   SD), 

  PD

skIK     (   PD)  
 : 
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 1:  ( )     
 ( , )SD SD SD

pk skEK EK EK   Curve25519,  256 ; 

 2:    QR- ,   UDID 
(    ,  Viber) 

 SD

pkEK ; 

 3:   ( ) ,   
UDID  SD

pkEK   QR- ,   ; 

 4:      ( , )PD PD PD

pk skEK EK EK   
 Curve25519,  256 . ,    

  SK, . . 256( ( , ))PD SD

sk pkSK SHA ECDH EK EK ; 

 5:    pkIK     SK 
   Salsa20 [24],      

  (MAC- )  HMAC-SHA256. ,  
  PD

pkEK , ,      
( ) ,     UDID   Viber; 

 6:  ,    SK,  
. . 256( ( , ))SD PD

sk pkSK SHA ECDH EK EK . ,   
    SK     . 

 ,     
  PD

skIK ,     .  

1.3.2    
    ( )  , S 

 R ,    : 
 1:      Viber c   
; 
 2:      , . . 

R

pkIK      PreKeys      
 , , R

pkHK   R

pkRK ; 

 3:    Curve25519   , 
 256 ,  ( , )S S S

pk skHK HK HK   ( , )S S S

pk skRK RK RK ; 

 4:     rootKey, . .



23 
 

256( || || )rootKey SHA a b c ,  ( , )S R

sk pka ECDH IK HK , ( , )S R

sk pkb ECDH HK IK , 
( , )S R

sk pkc ECDH HK HK ; 

 5:     sessionKey   
rootKey,  : 

 
256( , ( , ));S R

sk pktempKey HMAC SHA rootKey ECDH RK RK   
256( ," ");rootKey HMAC SHA tempKey root   

256( ," ");sessionKey HMAC SHA tempKey msg   

(1.3.2.1) 

 
 6:       Viber, 
: S

pkIK , S

pkHK , S

pkRK ,    
 PreKeys .      

   ; 
 7:   ,    

rootKey  sessionKey.   rootKey      4, 
. . 256( || || )rootKey SHA a b c ,  ( , )R S

sk pka ECDH IK HK , ( , )R S

sk pkb ECDH HK IK ,
( , )R S

sk pkc ECDH HK HK .   sessionKey   
: 

 
256( , ( , ));R S

sk pktempKey HMAC SHA rootKey ECDH RK RK   
256( ," ");rootKey HMAC SHA tempKey root   

256( ," ").sessionKey HMAC SHA tempKey msg   
(1.3.2.2) 

 
   ,     

  . 

1.3.3   
 ,       

     ,   
    : 

 1:     128  
  messageKey    M   

 Salsa20 [24], . . 20( , )CM Salsa M messageKey ; 

 2:   messageKey   
  sessionKey    ,  

  , . . 20( , )i iCS Salsa messageKey sessionKey ,  
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i N  -   (  ),   
; 
 3:   ,   CM  

iCS .  ,     Viber; 

 4:   ,     
  

iCS   CM. 

 ,       , . . 
   ,   

  ( , )S S S

pk skRK RK RK    sessionKey  (1.3.2.1). 
   S

pkRK      . 
     ECDH c     

R

skRK     RRK      S

pkRK . 

1.3.4    
  Viber    «   »  

  /  .      QR-
,    : 

 1:      shared_secret  ECDH c 
       , . . 

shared_secret ( , ) ( , )S R R S

sk pk sk pkECDH IK IK ECDH IK IK  ; 

 2:   -  SHA256 -   shared_secret, . .  
256h SHA (shared_secret). , h   160      

 48   (0-9). 
 ,         . 

  ,   ё  , 
   ,  MITM-   . 

1.4    Threema 
    Threema GmbH, 

   Threema  2012    iPhone.   
2015    3.7  ,    

      Android  Windows 

Phone [25].     IM ,  Threema   
    [26]    , 

      E2EE   
   NaCl [27, 28]. ,  

   ,       



25 
 

     .    
 Threema . ,    Threema  

    . 

1.4.1       
 [26],      Threema  

 ,   : 
 1:     ( , )pk skIK IK   Curve25519, 

 256 ; 
 2:     

pkIK    ; 

 3:  , ,    
 Threema ID,   8-    A-Z/0-9. ,  
 Threema ID ; 
 4:    Threema ID    

     . 

1.4.2    
 Threema   -    

 TLS  1.2    Certificate Pinning [17],    
E2EE      ,   

    Threema ID [26]. ,   
 ,        

Threema ID,  ,   . 

1.4.3   
    Threema,    

 (S  R ),   ,   
 7,   : 

 1: ,  ECDH   urve25519  -
 HSalsa20 [29],    shared_secret (256 ), . .         

shared_secret 20( ( , ))S R

sk pkHSalsa ECDH IK IK ; 

 2:     
 nonce,  192 ,      

; 
 3:      XSalsa20 

[29] c  shared_secret,    ,  
 nonce; 
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 4: ,   Poly1305-AES [30],   
  (MAC- )  128 .    XSalsa20 

     Poly1305; 
 5:   :  , MAC- , 

nonce. 
 

 
 7 –    

1.4.4    
       Threema, 

     «  »,  
  : 

  (  1).  ,       
 ,    ,    .    , 

 ,    (Threema ID)   ,  
      ,    
   .         
        (email); 

 ё  (  2).  ,       
,   ,    .      

  ,     .  
   -    ,   

   ; 
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 ё  (  3).  ,    
        ,  

 QR- .  QR-   : «identity, publicKeyHex»,  
identity -  8-   Threema ID,  publicKeyHex –   
(   )  32   . 

1.5    
         

 IM       
    :     

 ( - ) IM .       
  ,        

 .  ,     «  
» (MITM) [4],         

       
 .   ,    ,  

  ё  IM    
,        

   .        
    ( )   , 

   IM .      
  ,   .  ,   

    ,   
          
 . ,    , 

      
   ,     

   ,       
 .  MITM-     

      [31]    Signal 
(TextSecure),      [32]  Telegram. 

 ,   -    
      

   ,  ё   , 
 IM .        

    ,   
,    . 
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 2.        
  

 
2.1    

       
 ,       

        
,        

 ,     .   
   ,     

    . 

2.1.1     
   ,   

,      
 ( ).       

     WebCrypto GOST [33], 
   .      

,      
  [34]  ,  : c  

  JavaScript Web Crypto [35] (    
),     Math.random (   

)  ,      
   XOR.      

 ,   XOR    (  ),  
   . 

2.1.2  -  
       

 ,       
-    34.11-2012 [36]    512 .    
-  H    34.11-2012  ,   -

      
. 

2.1.3      
     

 ,       
     ,  
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     .   

 ( )        
«  »   ,     

,  ,   ,   
   ,      
 . 

   ,    
       ( ) PP  
      (Password-Based Key Derivation 

Function, PBKDF),   PBKDF2 [37]   RFC 2898 (PKCS #5) [38]:  
 

12( , , , , ),ak PBKDF H PP S L  (2.1.3.1) 
 

 PBKDF2 –      ; 
H – -    34.11-2012    512 ; 
PP –   ; 

1S  –    256 ; 
  –  ,   4000; 

L  –     ,   256 . 
     PBKDF2   

         
(National Institute of Standards and Technology, NIST),    [37].  

 PBKDF2  ,     2010   
 NIST     , 

  RFC 2898 (PKCS #5),   PBKDF2,    
 PBKDF1  KDF_GOSTR3411_2012_256,    

 ,    PBKDF2   
 ,     ,    

 . 

2.1.4     
     

   34.12-2015 [39]       (OFB) [40],  
    SE.       

  (OFB)     : 
       

,  .      
,        ; 

      / -
,      ; 



30 
 

        
.         / -
    ,     

. 

2.1.5     
К я я 

 

2.2      
К я я 

 
2.3       

К я я 
2.4     

       
   ,    ,  

    : 
         

    , ,   
; 

         
   ( ), ,      ; 

    ,     
 ,   ,      
 , ,     ; 

        (  
 ). 

 ,    ,     
  : 

      «   » (MITM- ), 
 ,   ; 

  (impersonation) ; 
    (replay attack), : 

    (forced delay); 
  (reflection attack); 

   (interleaving attack). 
        

  ,      
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     ,   
   ,      
,     ,  

,     .  
       

      : 
   MITM-        

  « - »     
    – Pinning,  Public key.    
   ,   , 

,    sesk ,      
     pri

Sk .    
       MITM-    

 ,        
     sesk .   ,   

        
   ,   sesk ,  

sesid    ( ) .      
,        ,    

 ,      ; 
   MITM-        

  « - »    ё  
   .      

   ё ,      prik , 
 ,      pubk , . . 

      ,   
 .  ,     

     pri prik k   ,     
 ;   

        
    ,  ,   ,   
 (« ») ; 

       MITM-   
         

   . ,  -
     -    

   ,      . 
        , , 
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   1k   1k ,  -    
,     -     

,     - , . .
1 2 1 2( ) ( )H k k H k k  ; 

        
,      ,   ,  

       prik   
   k,      ; 

        
   (     ),  

  . 
    ё       

,         
         

      . 
2.5    

      
    ,     

 .      
        

 .  ,        
  ,      

    ,     
.  ,      

 ,    , 
    ,   , 

        
      .  
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 3.       
 

3.1    
   2        

    ,    
. ,    ,   

      . 

3.1.1    
       

        
  (Iterative model)  ,  , 

         
  .     

  -   [42, 43], . .  
     ,  

 .   ,  ,  
,       . 

3.1.2     
   ,   ( )   

ё   « - »      
 ,       15. 

 

 
 15 –      
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,        
,       web-    

  .      , 
     ,    – 

    .    
  ,    http-    

    ,       
  .      http-

,    ,      
.   15      

,     –  - ,  
   ( )     –   

.        
 . 

3.1.2.1     
      (  

),    ,    
      ,    

,      (API),   
    .   16 

   . 
 

 
 16 –    

 
  16       http-   

  .    , 
  API,     (  

 ).  ( )  -   ,  
    ,    17,  

   7. 
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 17 –       

         
 

 7 –       
  

     http- ,   
 ,      

 . 
  
 

       
   ,  : 

 FileSystemUtils –  ,    
  . 

         , 
 : 

  ( ) – .  9; 
 DataBaseUtils –  ,  -

       . 
 

 
    ,  : 

 Session –   ; 
 SessionUtils –       . 

     : 
 apiUrl –   url- ,    

  http- ; 
 config –    ,  

  ,     
. 

 
 

   Helper,   
   . 

         
  ( ),    : 

 AsymCrypto –       
; 
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  7 
  

  
( ) 

 SymCrypto –       
; 

 CryptoHelper –      
  ; 
 CrtyptoUtils –       , 

    ,   
    -   

       
 . 

        , 
 : 

 smsGate –     - ; 
 GatewayUtils –       

 ,     
. 

 
 ,       

 ,    18   . 
 

 
 18 –       

 
  ,      ,  

      .  
       

, ,      
   .   ,    
    , ,     

      
      .   
      ,   

  .  ,         
 ,     . ,   

  ,   ,   
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  ,    ,  
  Utils. 

3.1.2.2    
     ,  

     ( )  
  .   19    

 . 
 

 
 19 –    

  
  19 ,       

  MVC (Model-View-Controller) [44],   
-  ( )  -     

( )     ( ),  
     ,    

  .      
.        

,  , ,   ,  
    .    

        . 
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 ,    ,    
    , ,    

  .      - , 
        

 .   ,   
 20,     8.     

     – .  3.1.2.1. 
 

 
 20 –       

         
 

 8 –       
  

-          
      

. 
           

, ,   , web- ,  
. .   ,  ,   

   web-   
  (localStorage). 

 
 

   ValidationHelper,   
   . 

   P2P     peerJS,   
     ,   
     (Peer-to-Peer, P2P). 

 API-      clientApi,   
      

 (API). 
         

  ( ),  ,   
 7. 
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  8 
  

     : 
 apiUrl –    url-   

  http- ,    ; 
 config –      ,  

  . 
 Web-     httpClient,     

   (   )    
  ,    URI. 

 
 

    session,    
    . 

3.1.3     
  21      ( )   

 « - » (Entity-Relationship, IR)    
  (Information Engineering, IE),    9 

  .  
 

 9 –   
     

User    ( )  ,   
 : 

 userId –    ; 
 phoneHash  – -     ; 
 userName –  (   )   ; 
 passAuth –    ,  

    ё   
ё   ; 

 salt –   ,   
       ; 

 isOnline – , ,       
 . 

Setting        ,   
 : 

 settingId –    ; 
 userId –  ,   

; 
 setting – ,    JSON- ,  

 ,    : 
{ 

"notifyEnabled": true,     //  . 

"timeLifeOfKeyInHours": 24 //    , 

                          //  . 

} 
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  9 
   

Contact ,       , 
   : 

 contactId –    ; 
 userId –  ,   ; 
 friendUserId –  ,    

      userId . 
,   :   A   B,  

 B    A. 
Dialog ,       , 

   : 
 dialogId –    ;  
 name –  ; 
 created –     .  

DialogParticipant   ( ) ,    
: 

 dialogParticipantId –    ;  
 dialogId –  ; 
 userId –  ,    

   dialogId. 
Message      ,   

 : 
 messageId –    ;  
 toUserId –  ,    

; 
 privateKeyId –   ,  

  ; 
 isReaded – , ,    

; 
 eds –  ( ) ; 
 sendDate –     ; 
 cipheretext – ,      
 JSON- ,    : 

{ 

  "plaintext": '  !',  //  . 

  "fromUserId": 5,        //  . 

  "counter": '324…452',   //   . 

  "messageType": 'text'   //  . 

} 

  (messageType)    
(plaintext),    : 
 text – , . . plaintext     

;  
 file – , . .  plaintext  JSON- , : 
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  9 
   

Message 

( ) 
{ 

  "fileKey":  '2g…j', //    . 

  "nameFile": 'fr…h'  //       

                      //  . 

} 

PrivateKey         
 ,    : 

 privateKeyId –    ; 
 userId –  ,    

; 
 begin –         ; 
 end –         ; 
 privateKey – ,      

  ( ) . 
PublicKey        

   ,    
: 

 publicKeyId –    ;  
 privateKeyId –     ,  

   ;  
 userId –  ,    

;  
 publicKey –  ,    

 ( ),    ; 
 hashPublicKey – - ,    

,      
    ; 

 salt –   ,   
 -  hashPublicKey. 

EventSchema ,     , 
  .    : 

 eventSchemaId –    ;  
 fromUserId –  ,   

 ; 
 toUserId –  ,   

 ;  
 eventType –   ; 
 isActual – ,  ; 
 created –     ; 
 data – ,    , 

  JSON- ,    : 
{ 

 "newKeyValue": '342rh…x', //     . 

 "dialogId": 2             //  . 

} 
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  9 
   

EventType   ,    : 
 eventTypeId –    ;  
 typeName –   ,     

 : 
o addNewContact –       

; 
o addNewParticipant –      

; 
o exchangeKey –        

 ( ); 
o newKey –      . 

AuthCredential        
  -     ,  

  : 
 authCredentialId –    ; 
 smsCodeHash – -     - , 

      ; 
 sessionId –   ; 
 startTime –   ,    - ; 
 endTime –   ,    - . 
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 21 – ER-      IE 

3.1.4     
3.1.4.1   « - » 

    ,   
 10. 

 
 10 –    

 
 

  

            
 ,    

-      . 
    , 
  :  

     . 
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  10  
 

 
  

   
( ) 

  
( ) 

       
 - , -      

    . 
        

   .   
      , 

 .   ,    
   « ». 

  
 

      , 
  .    

     -   
 .   

  ,  
 : -   

,    , 
  , -

  - ,    
 ,    
.      2.3.3.1.1. 

    -   - , 
  ,    

   .     
    ,  . 

 
 

        , 
    ,  

,       
 . 

           
  .     
      
,  . 

 
  

 

   
 

       
   ,    

     
.  

           
      

   .      
     , 
 . 

/ 
 

 
 

        
  ,    

 ,    
   ,   
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  10 
 

 
  

/ 
 

 
 

( ) 

  
( ) 

 ,    
 .  

   ,     
 ,      . 

          
 ,    

 . 
        

  . 
 

 
        , 

       
  ,  
     , 

  ,  ,  
   – .  3.1.3. 

         
   . 

 
 

 
 

        , 
    -
  ,  ,  
,      

- ,    
,    

. 
         

 . 
    – 

  
  ,     
,    ,  

 .   , 
   . 

  
–  

     
,      

 . ,   
   « - », 
     

,    , 
     .  

  
–  

    ,  
    

  .  
  – 

  
     , 

   
. ,     
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  10 
 

 
  

  
( ) 

  – 
  

( ) 

 ( ).    , 
     . 

  
 

         
 . 

         . 
  

 
     ,  

 ,    
( )  .  , 

   10.  
    ,  
   ,  

  1 . 
       , 

  ,  
   ( )  
.    ,  
    .   

     . 
  

 
 

     ,  
 . 

          
.     

    . 
  

 
 

 

         
  ,  

 . 
        .  

      
 . 

 
 

       , 
 -   . 

       .  
   . 

 
  
 

       , 
  . 

         . 
      

 . 
  

  
        . 

         . 
   ,  . 

 



47 
 

 (http- ),     ,  
     ,    11,  

       2.3.3.3  ,   
 12.  

 
 11 –   « - » 
   

 
 

auth –    

logIn      .   
  : . 

 2.3.3.1.2. 
    ,  

 (  )  
   . 

signUp       .  
      

 : .  2.3.3.1.1. 
   . 

logOut       . 
      ,    

  . 
existPhone         

  .    -
    , 

  -  H. 
       

. 
sendSmsCode      -    

  .   
   . 

    - . 
createSession       . 

    
  . 

  ,   . 
checkPasswordAuth        

   , , 
  .   

,  ,  
  ,  

  . 
    ,   , 

 -      
. 
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  11 
   

 
 

getUserSalt       
,    

    . 
    

. 
  ,   

. 
settings –     

getSetting      . , 
  . 

  ,    
. 

editSetting        
. ,   
,   . 

     
 . 

editPhone        
    . 

,    
 , -    

. 
     

. 
users –     

getUserInfo       . 
    

. 
  ,    

 . 
ontacts –    

addContact         
 . 

       
 . 

getContacts      . 
    

. 
  ,    

. 
deleteContact         

  . 
       

 . 
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  11 
   

 

 

dialogs –    
getDialogs     ,    

  ( ).  
   . 

  ,   ,  
   . 

createDialog      .   
     

. 
    . 

addUserToDialog        ,  
 .   

    
 .  

      . 
removeUserFromDialog        . 

    
   .  

      . 
getDialogParticipants      .  

     
  .  

  ,    
. 

messages –    
getMessages      (  )  

.    
   ,   

 :  , 
   ( )  

 (  ) . 
  ,   .  

,      
 ,    .  

   ,   
    .  ,  

    ,  
     .  

sendMessage       
. 

      
.    

 - ,  
,     
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  11 
   

 
 

sendMessage 

( ) 
  

( ) 
  - ,  
    

 . 
deleteMessages         

 . ,  
 ,  

 ,   
. 

     .  
,     

,      
 . 

files –    
uploadFile      .   

    .  
  ,    . 

downloadFile      .   
     

 .  
  ,   . 

keys –     
addKeyPair         

  ,  . 
    

,   ,  
    , 
    

  .  ,  
  24     
 .  

     ,  
  . 

getKeyPair         
.    

 . 
  ,   

   ,  
   , 
    

  . 
getSaltAndHashOf 

PublicKey 

      
  ,   
    

  .   
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  11 
   

 
 

getSaltAndHashOf 

PublicKey 

( ) 

  
( ) 

  . 

  ,    
    

,    
    

  . 
getPrivateKey       . 

    
   :  

,   . 
  ,   

   .  , 
      

  ,    
. 

getAllPrivateKeys        
,  .  

     
 :   

  ( )   . 
  ,    

   .  
,      

   ,   
 .     , 

      
. 

events –    
getEvents      .  

     
 :   (  

) ,    
( .  3.1.3)  ( )   

. 
  ,    

.  ,    
  ,    

.     ,  
     . 

 ,      
,     . 

createEvent        . 
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  11 
   

 
 

createEvent 

( ) 
  

( ) 
    , 

  ( .  3.1.3)   
  ( .  3.1.3). 

    . 
 

 12 –   « - »       
   

  createSession. 

   logIn, signUp, existPhone, getUserSalt, sendSmsCode, 
checkPasswordAuth. 

   . 

3.1.4.2   « - » 
,      P2P,   

  ,     13. 
 

 13 –   « - » 
 

 
 
 

 

exchangeTemp

Key 

-
 

    -
    ,  
 : 

{ 

"publicTempKey": 'x19…d', //   . 

"peerId": '3' //     P2P, 

              //    И . 

}. 
exchangePart

OfUserKey 

-
 

     , 
  : 

{ 

"publicPartOfKey": 'x19…d', //   . 

"sequence": '1',           //   . 

"peerId": '3'  

}. 

3.1.5    
    ( )   

          
   «ruMessanger» [45].     

  -   Apache Cordova  Node.js, ,  
 ,      

,      . 
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   JavaScript,    
          

 ,       
 HTML  CSS.       ( ) 

 MongoDB,     ,   
    [46]    

.        
       .  

        http. 
      

 ,  .    
   ,    

   .  
3.1.5.1    

        
,    14. 

 
 14 –    

 
 

  

WebCrypto GOST 1.76.0   , 
 WebCrypto API    

 (PKI – Public Key Infrastructure)  
  . 

JSDoc3 3.5.0    HTML-   
    JavaScript. 

Git 2.9.3   . 

3.1.5.2       
   ,   ,     

,     JavaScript.    
  JavaScript  ES6 (ECMAScript-6),     

  .   15    
        

. 
 
 15 –       

 
 

  

Sublime Text 3  
3126 

      
  . 
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  15 
 

 

  

Node.js 6.2.1  ,   
JavaScript    (  Backend)  

  V8,   JavaScript 
  . 

Node-Inspector 0.12.8    Node.js   WebKit 
. 

Express 4.14.0    Node.js,   
, . .  url-    

. 
Body-Parser 1.15.2    Node.js  

     . 
Babel 5.0    Node.js,  

  ES6  ,   
    .    

,  JavaScript   
 ES6     ES5. 

MongoDB 3.2.7      
( )  ,    

   ,    .  
   BSON (   JSON). 

Mongoose 4.6.0      
Node.js,   -

  (Object-Relation Mapping, 
ORM), . .    

  . 
RoboMongo 0.9.0        

  MongoDB. 

3.1.5.3       
     Apache Cordova,   

  ES5   JavaScript.    ,  
 WebView       

    ES6,   Babel   
    .   16  
   ,     

  . 
 
 16 –       

 
 

  

NetBeans 8.1   . 
Ionics 2.0.0   . 
PeerJS 0.3.14   ( , peer-to-peer) . 
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  16 
 

 

  

Apache Cordova 6.2.1  ,    
     

JavaScript, HTML  CSS. 
Framework 7 1.4.2 ,     

   « » (native)  
 iOS  Android. 

RequireJS 2.2.0     .js,  
    AMD 

(Asynchronous module definition,   
). 

Handlebars 4.0.5     ,  
    HTML- , 

     
 . 

Lodash 4.6.1 ,      
JavaScript. 

Json 0.0.1   RequireJS,    
 json. 

text 2.0.14   RequireJS,    
, . .   html, css,  . . 

hbs 0.1.1   RequireJS,    
 text.      

   . 

3.1.5.4   
     (  )   

lowerCamelCase.      ,  
  – .       

     JSDoc3. 
3.2    

     «ruMessanger» [45], 
      

   .     
,      ,    

       
         

,  ,       .  , 
      ,  

        . 
     :  , 
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 ,    , 
  . 

     ,    
        

 ,      . 
  ,       

    «  » («Let it crash»),  
  ,     ,     

     .   
    ,    

. 

3.2.1   
       
,        

       
   . 

3.2.1.1     
        

: 
  : 

 web- , , Embedded Lightweight; 
  Google Chrome  Mozilla Firefox; 
    ; 

  : 
           

   (LAN); 
  ,  Ethernet; 
   . 

      : 
1.      ; 
2.     ; 
3.     ; 
4.    ,    . 

         
  .    ,   

,  .    
       .  «100%» 
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     ,       
 – «0%». 

3.2.1.2   
    , . .  

« »       
,   .      

. 

3.2.1.2.1   
 .       

,     ,    
     ,     

. 
  .    

   ,   ,   
     . 

 .    ,  
      . 

3.2.1.2.2   
 .   ,   

     . 
  .    

  ,      
 :     ,  

   ,    ,   
 ,   . 

 .    ,  
      . 

3.2.1.2.3   
 .       , 

        
. 

  .   ( , 
 )        

  ,       
, . .   .       
   ,     

    . ,  
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, ,   ( ,  http- )  
 ,      

 ,      :  
, ,  .     
,       

  . 
 .       

,       
 (  ),         

 . 
3.2.1.3     

       17. 
 
 17 –   

     
  . 29.02.2016 07.03.2016 
   . 07.03.2016 01.04.2016 

 . 01.04.2016 01.06.2016 
   . 10.02.2016 10.03.2017 

3.2.2   
        

,       
    WebCrypto GOST [33].   

       (  
,  ,  ,  . .),    

    .      
 ,         

. 
   : 

       
; 

        
 . 

3.2.2.1    
       3.1.2.1,  3. 
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3.2.2.2   
  -    -  QUnit [47] 

    jQuery   
JavaScript .       RequireJS. 

3.2.2.3     
  ,     

 (Glenford Myers) [48],     : 
   –  (« »)  ,  

   –  ,  (« ») 
 .        

 - ,   ,    
. 

3.2.2.4       
   (cryptoUnit)  - ,  

  ,    22  
     . 

 

 
 22 –   cryptoUnit. 

 
 ,  -     

RequrieJS   ,     23. 
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 23 –  ,  - . 

 
 ,  QUnit   -    

.       , 
     .   .1,  , 

   -    SymCrypto, 
      .  

3.2.2.5   
        

,    ,       
     (« »)  ,    

 . ,   24-26   
 ,        

     ,     
 - . 
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 24 –    sign  AsymCrypto  -

. 
 

 
 25 –    verify  AsymCrypto  -

. 
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 26 –     SymCrypto  -

. 
 

 ,    26.    -
,  ,     iv (  

),     SymCrypto,  
     ArrayBuffer,    

. ,  iv ,    (  
26) ,  ,    decode,    
String. ,   WebCrypto GOST   

  .     ,  
    algorithm, Hex, gostCoding  cipher. 

     SymCrypto (  25)    
    RequireJS,        
     ,    SymCrypto.  

 ,       
,        SymCrypto.  

  27      , 
   CryptoHelper,    . 
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 27 –  ,  ,    CryptoHelper 

  28       
 . 
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 28 –   - ,     

3.2.3   
          

        
, . .        . 

      MVC  -  
  dialog,       ( )  

. 
      : 

     ; 
      ; 
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    ,    
; 

   . 

3.2.3.1    
      ( ), 

   29 c    18,   
  -    . 

 

 
 29 –   dialog 

 
 18 –    dialog 

   
dialog dialog.hbs  , . .  

     
HTML. 

dialogModel.js  ,   Dialog.   
  “ ”. 

dialogView.js    (   
 hbs)  HTML .  

     . 
dialogController.js , ,    

(dialogModel.js)   (dialogView.js), 
    

 . 
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3.2.3.2   
      Selenium 

[49],   Selenium IDE.  Selenium   
  ,    ,     

 Selenium Webdriver.       Selenium 

IDE   Mozilla Firefox,      
   .       
 ,   ,    . 

 ,        
(slowly)   ,     30,    

  ClickAndWait.        
 ,        . 

3.2.3.3   
     -

,    19,    ( - ), 
   20. 

 
 19 – -        
 

   

TR1  ,   ( )   
 . : 

  ; 
   , ; 
   (   3)  . 

 :   . 
TR2  ,     ( ) 

 . 
 :   . 

TR3  ,    
   .   

,  . 
 :   . 

TR4   ,       
 1024 . 

 : . 
TR5   ,      

. 
 : . 
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 20 – -        
 

 
   

TP1 Г  :  . 
- я: TR1, TR2, TR3. 

:  ,   
  ,  

  : 
(  ,  

, ,  . .). 

Ш  я: 

1.    web- ; 
2.    ,   

 « »; 
3.   , , 

«  ». 
 :   

     
  . 

К  я :  
    
. 

TP2 Г  :   
. 

- я: TR3. 
:  ,  

   
   
  .  

  , 
    

  
. 

Ш  я: 

1.    web- ; 
2.    ,   

 « »; 
3.  ,   

 1024 ; 
4.    . 

 :   
 “   
 . ,  

 ”,    
. 

К  я :  
    
. 

TP3 Г  :   
. 

- я: TR4. 
:  ,  

   ( ) 
. 

Ш  я: 

1.    web- ; 
2.    ,   

 « »; 
3.  ,   

  1024 ; 
4.    . 

 :    
    

    , 
   .    

     
     . 
К  я :  

    
. 
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3.2.3.4    
  .2,  ,    

 ( -  TP3)  -  TR5    Selenium. 
3.2.3.5   

,   ,    
30,    31    

   -  TP2.     
 30-31,   . 

 

 
 30 –     - ,    20 
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 31 –      -  TP2 

3.2.4     
,          ё 

  (  ),    , 
        .    

,        
    .    , 

       – 
 . 

   : 
        

 ; 
         
       , 

    . 
      

        
     [50]. 

3.2.4.1   
        

  Apache jMater [51].    
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 Intel Core i3-4170,     
,  ё  8 .      

Windows 8. 

3.2.4.2   
      , 
 ,   ё  .  , 

    ,    21. 
 

 21 –    
   

PT1       ,  
 10  .    
,       

 ,     : 
      . 

PT2        
.    . 

PT3          
,      ё . 

PT4      ,   
    . 

3.2.4.3   
      32. 

 

 32 –    
 

    ,    ~ 2000 
        

1 .,     .      
     ё    
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 .        
   . 

3.3    
      

 .        
          

 . ,      
   ,  ,     

,  ,     « - »  
« - ».      

    «ruMessanger» [45].  
        ,  

     .   
   ,   - ,  

   ,  ,    . 
,    ,      

 .    «ruMessanger»  
      . 

,           
 . 
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 4.       
 

     3.2.4  3,     
       ,  

        
.   ,       

   ,     
    . 

4.1     
К я я 

 
4.2    

        
   ,     

      ,   
        

. ,      
     ё . 

 

 
 

      -    
       

  ,  ё      
 . 
      : 

1.    ,   
  ,    ё  

       
ё     (    )  

.     -  
   ,   
       . 

       
  ; 
2.        

     ,    
«  »     .   
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; 

3.        
      ,   

  ; 
4.        , 

       
     ,    

 .      
  ,    

       
     .   

      –  ; 
5.       

,         
  ,     

 ,     . 
      , 

     , 
       , 

         . 
         

  «  »,     
   QR-     ,     

 .  
  ,      

     ё    
,    ,    .  

       
    ,  ,  ё  

    ,       
.  ,      

    . 
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 .1 –   testSymCrypto.js 
/** 

 *    symCrypto,       . 

 * @module crypto 

 */ 

 

// ===   === 

 define(['js/crypto/symCrypto'], function(SymCrypto) { 

     var symCrypto = new SymCrypto(); 

      

     QUnit.module("Х  . SymCrypto", function() { 

          

         QUnit.test("  1 -  encrypt/decrypt", function(assert) { 

             var message = "     —   ?\n" + 

                 "Ч     ?\n" + 

                 " ,  ,   \n" +  

                 "   .\n" + 

                 "  ,    \n" + 

                 "Х    ,\n" + 

                 "    .\n" + 

                 "    ;..."; 

              

             var key = 

"fa2471e706e695a7b765eff68c3f1a0db4b7335c7c6dc13757bcd272aa96b943759b909427184e9049043b69f24761c97253

5fd07eaa642f4cf7aa355c125c6e"; 

             var ciphertext = symCrypto.encrypt(key, message); 

             var plaintext = symCrypto.decrypt(key, ciphertext); 

              

             assert.ok(message === plaintext, "Passed!"); 

         }); 

          

         QUnit.test("  2 -  encrypt/decrypt", function(assert) { 

             var message = 

"1122334455667700ffeeddccbbaa998800112233445566778899aabbcceeff0a112233445566778899aabbcceeff0a002233

445566778899aabbcceeff0a0011"; 

             var output = 

"oZMLL9fRaBA1xJKkBecULYssAPEkvf+gZU7q7GhE4Y1HsFXZW/T8CmWRaQXI4bckOjXGrGEFbJtp8YvIb/wBIMkvnyEiSMS56W3N

zHxE3JtyOA/qwIEJAo4us3BxPo403z53B4cnnvjHG/Zfi/pR8jYX9k10kJCAOASyCqOljEg="; 

              

             var key = "8899aabbccddeeff0011223344556677fedcba98765432100123456789abcdef"; 

             var ciphertext = symCrypto.encrypt(key, message); 

             var plaintext = symCrypto.decrypt(key, ciphertext); 

              

             var ciphertext = ciphertext.replace(/\s/g, ''); 

              

             assert.ok(output === ciphertext, "Passed!"); 

             assert.ok(message === plaintext, "Passed!"); 

         }); 

     }); 

      

     QUnit.module("  . SymCrypto", function() { 

  

         QUnit.test("  1 -  encrypt", function(assert) { 

             var message = "     —   ? Ч     ?..."; 

             var key = ""; 

              

             var ciphertext = symCrypto.encrypt(key, message); 

             assert.ok(ciphertext === null, "Passed!"); 

         }); 

         QUnit.test("  2 -  encrypt", function(assert) { 

             var message = null; 

             var key = null; 

              

             var ciphertext = symCrypto.encrypt(key, message); 

             assert.ok(ciphertext === null, "Passed!"); 

         }); 

     }); 

 }); 
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 .2 – -  TP3    Selenium. 
 

<?xml version="1.0" encoding="UTF-8"?> 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" 

"http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en" lang="en"> 

<head profile="http://selenium-ide.openqa.org/profiles/test-case"> 

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /> 

<link rel="selenium.base" href="http://localhost:8383/" /> 

<title>New Test</title> 

</head> 

<body> 

<table cellpadding="1" cellspacing="1" border="1"> 

<thead> 

<tr><td rowspan="1" colspan="3">New Test</td></tr> 

</thead><tbody> 

<tr> 

 <td>open</td> 

 <td>/ruMessenger/index.html</td> 

 <td></td> 

</tr> 

<tr> 

 <td>click</td> 

 <td>css=i.icon.icon-bars</td> 

 <td></td> 

</tr> 

<tr> 

 <td>click</td> 

 <td>css=div.item-title</td> 

 <td></td> 

</tr> 

<tr> 

 <td>click</td> 

 <td>link= </td> 

 <td></td> 

</tr> 

<tr> 

 <td>type</td> 

 <td>css=input[type=&quot;search&quot;]</td> 

 <td></td> 

</tr> 

<tr> 

 <td>click</td> 

 <td>//li[6]/a/div/div[2]/div/div</td> 

 <td></td> 

</tr> 

<tr> 

 <td>type</td> 

 <td>css=textarea</td> 

 <td> ,  ?</td> 

</tr> 

<tr> 

 <td>click</td> 

 <td>css=i.icon.ion-paper-airplane</td> 

 <td></td> 

</tr> 

<tr> 

 <td>type</td> 

 <td>css=textarea</td> 

 <td></td> 

</tr> 

<tr> 

 <td>assertText</td> 

 <td>//div[8]/div</td> 

 <td>exact: ,  ?</td> 

</tr> 

<tr> 

 <td>assertText</td> 

 <td>//div[10]/div[2]</td> 

 <td>exact: ,  ?</td> 

</tr> 

<tr> 
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 <td>click</td> 

 <td>css=span</td> 

 <td></td> 

</tr> 

<tr> 

 <td>click</td> 

 <td>css=i.icon.icon-bars</td> 

 <td></td> 

</tr> 

 

</tbody></table> 

</body> 

</html> 
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