
– 718 –

DOI: 10.17516/1997-1370-0754
УДК 343.98

Innovative Approaches to Criminalistics

Marina V. Savel’eva, Aleksandr B. Smushkin 
and Natalia L. Potapova*
Saratov State Law Academy 
Saratov, Russian Federation

Received 09.05.2020, received in revised form 30.04.2021, accepted 11.05.2021

Abstract. In this scientific study, the authors made attempts to consider the current 
problems of criminalistics caused by the features of modern crime and highlighted 
modern innovative approaches to the detection and investigation of crimes. There is a 
trend in the evolution of crime, which determines the need for new modern criminalistics 
innovations, as well as new approaches to training investigative officers. Тhe article uses 
proven methods of scientific analysis. The authors analyse the views of leading experts 
on the main areas and trends of innovative development of Russian criminalistics. Тhe 
authors justify the need for simultaneous development of material innovations (new 
technologies), ideal innovations (new theories, concepts, recommendations) and the most 
innovation-oriented subject of law enforcement. The results of the research can be used in 
research and forensic activities, as well as in teaching criminalistics and related courses in 
higher and secondary specialized educational institutions of legal profile.
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Инновационные подходы в криминалистике

М. В. Савельева, А. Б. Смушкин, Н. Л. Потапова
Саратовская государственная юридическая академия 
Российская Федерация, Саратов

Аннотация. В данном научном исследовании предприняты попытки рассмотреть 
обусловленные характеристиками современной преступности актуальные 
задачи криминалистики, выделены современные инновационные подходы 
к раскрытию и расследованию преступлений. Отмечена тенденция эволюции 
преступности, предопределяющая необходимость и новых современных 
криминалистических инноваций, и новых подходов в подготовке сотрудников 
следственных органов. Авторами обоснована необходимость одновременного 
развития материальных инноваций (новой техники), идеальных инноваций (новых 
теорий, концепций, рекомендаций) и самого инновационно-ориентированного 
субъекта правоприменения.

Ключевые слова: криминновации, эволюция современной преступности, 
технологизация криминалистической деятельности, обучение сотрудников 
правоохранительных органов, техникознание, цифровые технологии в криминалистике.

Научная специальность: 12.00.00 – ​юридические науки.

Introduction
Nowadays, scientists as well as practi-

tioners indicate the unwillingness of law en-
forcement bodies to oppose advanced technol-
ogization of the criminal world. 

Statement of the problem
Thus, in March 20, 2017 in the Govern-

ment’s report of the RF on the activities of 
the Prosecutor’s Office for 2016 the Attorney 
General noted that there are problems with re-
sistance to cybercrime. Yu. Chaika named the 
major ones in detection and investigation of 
crimes in the field of IT technologies:

–	 insufficient training of specialists;
–	 the lack of methodological and legis-

lative practices in the disclosure of this type of 
threat; 

–	 delayed response to attacks;
–	 the absence of classic scene of crime 

and worked off mechanisms in the investiga-
tion of cybercrime (General Prosecutor’s Of-
fice…, 2017). 

In addition to investigations of this catego-
ry of crimes, insufficient criminalistic training 
illustrates the fact that investigators have noted 

the acute need of bringing forensic specialists 
in criminal proceedings.

A.V. Gusev’s study reasonably stated the 
fact, that criminalistic experts are involved in 
the process of investigation almost constantly, 
and especially at the initial stage of the inves-
tigation. (This fact is illustrated by the results 
of law enforcement practitioners’ survey. Thus, 
the survey by the investigators from the Rus-
sian Ministry of Internal Affairs showed that 
50% of respondents believe that it is necessary 
to involve forensic experts in order to help at 
the initial stage of the investigation, 45% of 
respondents state that such assistance is in 
demand at all stages of the investigation. In 
particular, 68.6% of respondents who are in-
vestigators from the Investigative Committee 
of Russia indicate the need of criminalist as-
sistance at the initial stage of the investigation, 
28.4% use such help at all stages of pre-trial 
investigation.) 

Analysing the demand of various spe-
cialists in the course of criminal proceedings, 
the following can be stated: in most cases, ex-
perts-criminalists are engaged to participate 
in the investigation at an initial stage, which is 
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related to structural units of ESC Ministry of 
Internal Affairs (MIA) (Gusev, 2015).

There is a need of additional criminalistic 
knowledge. It is often determined not only by 
the complexity of the investigation, but also by 
the insufficiency of criminalistic knowledge of 
investigators and shortage of time to develop 
new forensic technical innovations.

In the context of “the scene of crime” ex-
isting at present, criminalistics should promote 
the permission of abovementioned problems, 
as their solution is connected with specific 
features of the criminalistics subject. In this 
regard, it is necessary to agree with the T.V. 
Averyanova, who marks that both the common 
theory of forensic examination and criminal-
istics are based on scientific and technological 
potential and innovative processes, transform 
common scientific and criminalistic ideas into 
the result that has practical application (Avery-
anova, 2015).

Discussion
Analysing innovative development of 

modern criminology, M.V. Zhizhina notes 
that it is advisable to highlight a few major 
areas. The first area is to use innovative ma-
terials, as well as development and imple-
mentation of new technologies and solutions. 
The second area is related to implementation 
of innovative technologies in various in-
vestigative proceedings (According to M.V. 
Zhizhina, as for the second area, it is being 
actively implemented particularly to conduct 
in-situ investigations. We believe that it is 
necessary to look deeper into this problem.  
In most cases this innovative area is evident 
in the emergence of new investigation actions 
and modification of existing rules, for exam-
ple, removing information from the technical 
communication channels, getting information 
about the connection between subscribers, an 
important component of which is the billing 
information and geolocation, that is, there is 
opportunity to find out where the subscrib-
er of interest was at the time of conversation. 
This investigative activity as a source of rele-
vant information was previously not available 
and, therefore, is not regulated by the law. But 
with the advent of technical possibilities they 

actively began to be implemented in crimi-
nalistic practice).

The third area is seen by the author in an 
active implementation of information technolo-
gies in the sphere of law enforcement activities.

But at the same time, M.V. Zhizhina high-
lighting three areas, believes that the mentioned 
directions of the development of innovations in 
criminalistics do not deplete the full potential 
of innovative technologies in forensic purpos-
es. The author assumes that the development 
and implementation of criminalistic innovation 
products is being worked out along different 
lines of investigations and pre-trial proceed-
ings (Zhizhina, 2012).

A more holistic approach, in comparison 
with the point of view of M.V. Zhizhina, has 
been marked by N.B. Nechaeva, who holds to 
the idea of separating forensic innovations into 
two types. The first systematic type of inno-
vative products in criminalistics proposed by 
M.V. Zhizhina is related to innovation strategy, 
policy, as well as new approaches. The second 
group is presented by reforming the existing 
processes, techniques in which one can auto-
mate separate operations.  Innovative processes 
both in criminalistics science and at a practical 
level go hand in hand with the organization of 
investigating crimes (Nechaeva N.B., 2013). In 
this article we illustrate this problem in details.

Many criminalistics scientists emphasized 
the direct link of scientific and technical pro-
gress using criminalistic knowledge. The ef-
fect of informatization of modern society is the 
technologization of criminalistics. The newest 
information and digital technology are active-
ly implemented and developed. These new 
“tools” are used extensively by criminalistics 
in all its sections. New investigative techniques 
and other algorithms for solving tactical prob-
lems and other problems of law-enforcement 
activity appear. It is deemed that in the new 
context criminalistics should expand a range 
of studied traces besides the traditional ones 
and devote substantial attention to new types 
of traces: computer, electronic, sonic, video 
traces, etc.) (Aleksandrov, 2015; Levchenko, 
Kutuzov, 2011).

In this connection, we should mention an 
interesting idea expressed by I.P. Ishchenko, 
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who highlighted the necessity to develop vir-
tual space by criminalistics. Thus, it is directly 
related to embodying new technologies and us-
ing them, as well as the computerization of law 
enforcement activity (Ishchenko, 2012).

In modern conditions the intellectual-
ization of crime and the informatization of 
society leads to a partial retreat into the past 
or committing classic crimes: theft, fraud, 
murder, cheating by other ways. First of all, it 
should start with qualifying different crimes. 
Meanwhile, using modern criminalistic in-
novative technologies unsolved crimes of the 
past can be successfully investigated and dis-
covered.

Positive results of investigations can be 
used as examples. These examples are de-
scribed in the article by A.I. Bastrykin “About 
the secret technology to investigate unsolved 
crimes” (Bastrykin, 2016). However, in this ar-
ticle the list of criminalistic tools responding to 
the needs of modern criminal activities is not 
exhaustive.  For objective reasons (including 
specificity of mentioned DSP information and 
due to the limited number of articles), many 
modern innovative technological tools that 
improve the efficiency of the investigation re-
mained undiscovered. These technical means 
perceptibly differ by their methods of the or-
ganization and intellectual-technical parame-
ters from the ones that were available earlier. 
Their principles can relate as well to innovative 
ones (Nechaeva, 2013).

The main criminalist innovations enabling 
to reach the decision of universal tasks at pres-
ent are:

–	 the use of nonlethal weapon of various 
methods of impact (sound, electroshock, laser, 
microwave) with a view of prevention of crimes 
and mass disorders, as well as implementation 
of the intruders’ detention.

As the example of this innovation it is pos-
sible to name Acoustic Device of Distant Ac-
tion (“Long Range Acoustic Device”), which 
is sometimes referred to as “sound or acoustic 
gun” nonlethal weapon of deterrent action de-
veloped by American Technology Corporation. 
(Kusainov, Akhmetova, 2012);

–	 the use of intellectual video surveil-
lance cameras to ensure implementation of 

surveillance and other investigative activities, 
as well as for the prevention of crimes; 

–	 operation of unmanned aerial vehicles 
to protect the overall public order in the places 
with crowds of people, as well as in the prepa-
ration, organization and fixing the results of 
separate investigative actions (Moiseev, 2015; 
Moiseev, 2013; Denis Fedutinov, 2010);

–	 achievement of the monitoring of per-
sonal data of the paroled from prison, as well 
as suspects, to whom the preventive measure is 
applied without detention with the help of elec-
tronical tracking (Methodological Guidelines, 
2013; Government of the Republic of Kazakh-
stan, 2012);

–	 the use of united systemic electronic 
means of searching and establishing the iden-
tity for investigation “hot pursuit” and preven-
tion of offences (Yakovenko, 2005);

–	 realization of opportunities of infor-
mation retrieval systems (a vivid example of 
this innovation in criminalistics is “Obraz ++”, 
which contains information on providers of op-
erational interest and allows searching individ-
uals on personal data, facial image, photo-and 
isocomposite portraits, verbal description, sub-
jective portrait) for detecting crime “hot pur-
suit”;

–	 appliance of geo-information systems 
(Biruykov, 2009; Duseva, 2012) to provide in-
formation of analytical system of decision-mak-
ing in crisis situations, to use type systems as 
Domain Awareness (DAS) to counter crime;

–	 the using of software intellectual type, 
for example “Blue Crush” systems, in order to 
deal with retrospective forecasting of the crime 
(Omelchenko, Akhmetzyanov, 2003);

–	 using mobile system and software 
products of the type Ufed Touch Ultimate in 
order to supplement the data base of the inves-
tigation (Burtseva, Rogova, 2014);

–	 creating specific complexes as XRY 
COMPLETE PINPOINT (Micro Systemation 
company), which are used to secure informa-
tion against extraction and data against dele-
tion from mobile devices (Averyanova, 2015);

–	 implementing the capacity of spe-
cial psychological technologies of profiling 
(In criminalistic purposes profiling is usu-
ally understood as tools and techniques to 
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prevent criminal events by identifying po-
tential dangerous persons and criminogen-
ic situations leading to criminal situations), 
using the methods of applied psychology) in 
order to predict criminal situations and pre-
vent crimes, with the help of techniques of 
applied psychology (Enikolopov, Lee, 2007; 
Verenikina, 2017).

Beyond above-stated innovative technical 
and technological means of providing investi-
gation and prevention of crimes, it is necessary 
to implement the control of technical means to 
prevent cybercrime. In particular, it is required 
for studying and applying by practitioners. In 
the conditions of changing legal sphere by leg-
islator including the establishing digital envi-
ronment regulated by law, it seems necessary 
to develop and use the appropriate means by 
law enforcement authorities and criminolo-
gists to simplify the procedure of investigating 
crimes through digital environment in accor-
dance with the adoption of the Federal law “On 
amendment to parts 1, 2 and 4 of the Civil Code 
of the Russian Federation (about digital rights)”. 
By providing this, the law coming into force 
has given particular importance to the willing-
ness of law enforcement officers to work with 
“electronic evidence”. P.S. Pastukhov and V.V. 
Terekhin rightly noted that an indispensable 
condition for working with electronic evidence 
is to follow the forefront of technological prog-
ress as well as the ability to handle with them, 

getting rid of simply superficial understanding 
of IT technologies. Most of the judges, in their 
opinion, have very little knowledge how to use 
electronic evidence for proving certain facts of 
the case (Pastukhov, Terekhin, 2014).

Results
Summing up the research of problems and 

opportunities of using criminalistic innova-
tions, the attention should be drawn to a num-
ber of particular moments.

Firstly, innovation processes in criminalis-
tics are constant and rather active, but their im-
plementation in practice of crime investigation 
is vicariously caused by interrelated factors: 
subjective (characteristics of a sufficient level 
of competence subject), economic (the ratio of 
goals and resources spent to reach them) and 
methodological (the need of using innovative 
products for best practices in criminalistics).

Secondly, there is a need for the adoption 
and implementation of educational multime-
dia-forensic process (Meretukov, Gusev, Dani-
lyan, 2009), which would raise the learning 
process by forensics at a qualitatively different 
level. It is so necessary for the realization of 
innovations in criminalistics.

Thirdly, an important prerequisite for the 
realization of innovative processes is sufficient 
and qualified staff of innovative-oriented peo-
ple, who are ready to take innovations in vari-
ous fields of law-enforcement activity.
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