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      -

:  
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   ; 

     . 

        

     ,    -

  ,       . 

 

1.2       

 

       -

:      

UniPing server solution [2],  GSM     

GSM [3]. 

 

1.2.1      
UniPing server solution 

 

 UniPing server solution     

          

.     ё    Ether-

net   HTTP (  web )  SNMP v1. 

   UniPing server solution    1. 
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 1 –    UniPing server solution 

 

  Ethernet  ё   RJ-45,  

  2. 

 

 

 2 – ё   RJ45   Ethernet 

 

ё  RJ-45     – CPU  Link. -

 CPU          

.  Link       ё  -

. 

     16 ё , -

   3. 
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 3 – ё      

 

 ё   IO    :   

.  

  IO       

      : IO  GND.  

 UniPing server solution  ё    

 .  ё     4. 

 

 

 4 – ё      

 

        -

 . 

 -        UniPing 

server solution    RS482, RS485  

RS232. 

   5,   ё  RS485,    5,  – ё  RS232. 
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 5 –   RS:  – RS485;  – RS232 

 

   ё  RS485    

6 ( ). 

 UniPing server solution    ё  

RS422,     6 ( ). 

   RS485/RS422    -

 , . .       

RS485/RS422  Ethernet   RS485/RS422,    Ethernet  

 RS485/RS422       -

. 

  

  

 6 –    ё :  – RS485;  – 

RS422 

 

   RS232     -

, . .       RS232  
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Ethernet,    Ethernet   RS232     

  . 

  ё  RS485  RS232  . 

     UniPing server solu-

tion  ё  PWR,    7.  

 

 

 7 – ё  PWR 

 

ё  PWR     – PWR1  PWR2.  PWR1 

ё      +12 ,   PWR2 -

       .  

  PWR1  PWR2    

HTTP  SNMP v1. 

  PWR1: 

       – 12 ; 

    – 0,7 . 

  PWR2: 

       – 2 ; 

       – 50 . 

  UniPing server solution    

 : 

    TS  WT –  8 .; 

    WS – 1 .; 
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   – 1 .; 

  ё  – 1 .; 

   220  –  16 .; 

   –  8 .; 

   –  16 .; 

  /   –  16 . 

       8. 

 

 

 8 –     

 

      ,   

,      ,   -

     .     

sms  e-mail,    .    -

     .  

 

1.2.2  GSM     GSM 

 

 GSM     GSM  

  ,      
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   .       
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    GSM   9. 

 

 

 9 –     GSM 

 

  GSM : 

   10     SMS; 

   10       -

; 

         IP-

; 

   4  12       -

;  

    3-      5   

 220 ; 

         -

 ; 

   30   (   

 433); 



14 
 

   - ; 

    6-   Touch Memory; 

       -

  ; 

     (  60 ) 
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   SMS         -
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   SMS      
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       /   -

  ; 

       -

 ; 

    ,   

 12  ,  SMS    220 

      ; 

    ,   

 SMS     ; 

   ё    ,   
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         Touch 

Memory,     SMS; 

      ( -

, )    ; 

    4-     

 ; 

   12    -

   (    220 ); 
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     -25  +50 . C (  -

  SMS- ). 

   GSM    10. 

 

 

 10 –    GSM 

 

,      GSM,   

 11. 

 

 

 11 – ,      GSM 
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 ,      GSM ,     

      -  . 

   GSM      
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1.3     1 

 

      1,    -

        -

       . -

    2,   «+» ,   -

   ,   «-» ,      

 . 

 

 2 –      

 UniPing server solution  GSM 

   
  

- + 

 GSM  - + 

Ethernet  + - 

Web application + - 

Phone application - + 

-     

  Email + - 

  SMS + + 

   - + 

   + - 

 

         

    ,     -

       

,    .   ,  -
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2.1     

 

      

     .     

 ,    . .,    

.       

  ,       . 

      : 

1.   —  ,    -

 ,    ,    

; 

2.   —  ,   -

          -

 ; 

3.    —   ,  

  ,      ; 

4.    —  ,  -

        

  ; 

5. -  —  ,    -

      ; 

6.     —   ,  

        -

; 

7.  —  ,    

 ; 

8.   —   Ethernet-

; 
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9. LCD-  —    ; 

10. SD-card —  ,      ; 

11. Web-application — -      

 ; 

12. Mobile-application —      

  . 

 

2.2    

 

        

 .          

 . 

       Arduino, 

        -

,          -

   . 

       Arduino, -

    ,    . 

    ,  : 

Arduino Mega —        Arduino.  

 256 ,    99,9% , 54  -

/   16  ,    12. 
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 12 –  Arduino Mega 

 

Arduino Uno —    Arduino Mega,  -

ё     arduino,   32 , 14  -

/   6  .      13. -

,    Mega,     . 

 

 

 13 –  Arduino Uno 
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Arduino Nano —  14  /   8  -

    32 ,    Arduino Uno,  -

   .      14. 

 

 

 14 –  Arduino Nano 

 

Arduino Pro Mini —   ,   16 , 14  

/   4  .    ,   

 15,  ,     . 

 

 15 –  Arduino Pro Mini 
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       Arduino Mega, 

        -

  ,     

    . 

      -

   ,     -

   (  ). 

 

2.3     

 

       -

   ,     -

    ,    -

.       

         -

    . 

  : 

 : ,    .  

  ,    , -

    .     , 

    ; 

 :      

   .     ; 

 :     .  

       , -

   . 

          

UML     : 
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   (association relationship) -   -

         -

 ; 

   (include relationship)    

 -   ,       

       -

    ; 

   (extend relationship) -   

      , -

      ,    

  ; 

   (generalization relationship)   

    ,   ,  -

       -

  [6]. 

      , 

         -

.        

   16. 

 

 

 16 – Use-case  (   ) 

Вкл/В кл те у 
о то

Н л д т   
по еде е  

те
 Ад и
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  : 

1) /   : 

   : ; 

   : ; 

     : . 

 :     -

     . 

2)    : 

   : ; 

   : ; 

     : . 

 :     -

       . 

  17  ,     

  . 

 

 

 17 – Use-case  (   ) 

Ре ул о т  
те пе ту у

Опо ещ т  
дол о т  

л

Си те а 
о ито и га

Ре ул о т  
кл/ кл 

ет

Ре т о т  
од щ  

л де  

Де о т о т  
о о е д е 

те
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  : 

1)    : 

   :  ; 

   : ; 

     : . 

 :      -

  ,   . 

2)   

   :  ; 

   : ; 

     : . 

 :      -

  ,  /   -

/   . 

3)  /   

   :  ; 

   : ; 

     : . 

 :      -

/    /     -

 . 

4)    

   :  ; 

   : ; 

     : . 

 :      -

      : 

         

   .3  ; 
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     ; 

5)    

   :  ; 

   : ; 

     : . 

 :      -

     . 

 

2.4    

 

        

 (  ). 

     —    

/    ,    -

        -

 .  

     : 

     DHT22,    18; 

     ( - ). 

         -

.     ,   

   .      

-      ,  -

  .  

 

 18 –     
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 19. 

#include  <Wire.h> 

#include "DHT.h" //   . 

#define DHTTYPE DHT21 // DHT  AM 0  //      .  

DHT dht(DHTPIN, DHTTYPE); //   

//            

//      

//  ,            

void alarmT(){ 

  if (t > t_max) {t_alarm_max=true;} else {t_alarm_max=false; send_t_alarm_max=false;} 

  if (t < t_min) {t_alarm_min=true;} else { t_alarm_min = false ;  send_t_alarm_min = false ;}  

 } 

//       

void  alarmH () {  

  if  (h > h_max)  {h_alarm_max = true;}  else  {h_alarm_max = false;  send_h_alarm_max = false ;}  

  if  (h  < h_min) {h_alarm_min = true;}  else  {h_alarm_min = false;  send_h_alarm_min = false ;} 

 } 

// Ч     DHT,    Blynk 

//         

void readDHT(){ 

  h = dht.readHumidity(); 

  t = dht.readTemperature(); // or dht.readTemperature(true) for Fahrenheit 

  //         

  if (isnan(h) || isnan(t)) { 

    Serial.println(F("Failed to read from DHT sensor!")); 

    return; 

  } 

  Blynk.virtualWrite(VPIN_LABEL_TEMP, t);  //    Blynk 

  Blynk.virtualWrite(VPIN_LABEL_HUMID, h); //    Blynk 

    alarmT(); //     

    alarmH(); //     

 

/ *            

 *             ,     

   */ 

    if (t_alarm_max && !send_t_alarm_max) 

    {emailSEND(TextDHT(" !   ", String(t))); 

send_t_alarm_max=true;} 

    if (t_alarm_min && !send_t_alarm_min) 

    {emailSEND(TextDHT(" !   ", String(t))); send_t_alarm_min=true;} 

    if (h_alarm_max && !send_h_alarm_max) 

    {emailSEND(TextDHT(" !   ", String(h))); send_h_alarm_max=true;} 

    if (h_alarm_min && !send_h_alarm_min) 

    {emailSEND(TextDHT(" ! В   ", String(h))); send_h_alarm_min=true;} 

  } 

 19 –       
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   — /    -

/      .  

     : 

       20; 

  ; 

    ; 

     ( - ). 

     ,   -

 ,       .  

 

 20 –    

 

        21. 

 

void PIRsensor(){ //       PIR 

  //Serial.println(analogRead(PIN_PIR)); 

  //       00    statePIR, 

  statePIR 

  if (analogRead(PIN_PIR)>300){statePIR = HIGH;}     

  else                        {statePIR = LOW;} 

  //         

  if (statePIR == HIGH) {digitalWrite(PIN_RELE_SVET, HIGH);} 

  else                  {digitalWrite(PIN_RELE_SVET, LOW);}   

} 

 21 –    
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-        22. 

 

 

 22 – -     

 

    —     

. 

RFID (  ) —    -

,       .  RFID-

    /   RFID- ,    

.      –    . -

      ,  –  

  .      : 
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 RFID  MFRC-522    23; 

 RFID ; 

     ( - ). 

 

 

 23 – RFID /  

 

  RFID  ,     

   .   24    . 
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//   RFID  

void setupMFRC522(){ 

  SPI.begin();               //   SPI 

  mfrc522.PCD_Init();        //   MFRC  

  mfrc522.PCD_DumpVersionToSerial();   //      -

   

//    ,         

  Serial.println(F("Please, place RFID-label over the reader"));  

} 

// Ч      RFID  

//     ,        

 

void keyRFID(){ 

     digitalWrite(PIN_RELE_LOCK, StateKeyRFID); //     

   

    Blynk.virtualWrite(VPIN_LOCK, StateKeyRFID); //     Blynk 

     

   

  //  ,    ,      

(keyRFID) 

 if ( ! mfrc522.PICC_IsNewCardPresent()) { 

  return; 

 } 

//   ,     ,   -

   keyRFID  

 if ( ! mfrc522.PICC_ReadCardSerial()) { 

  return; 

 } 

 24 –   RFID  

 

    —   LCD  -

      . 

LCD   ,       

    .    -

   .  

 

 



32 
 

 LCD : 

  1,     DHT22 ( , 

); 

  2,    (  / ); 

  3,    RFID ( /  ). 

     : 

 LCD     25; 

   LCD  I2C; 

     ( - ). 

 

 

 25 – LCD  

 

         
26. 
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#include <Wire.h>  
#include <LiquidCrystal_I2C.h>      //   LCD  
LiquidCrystal_I2C lcd(0x27,16,2);   //     0x    
I2C //       
 
//  ,           
void LCDmenu(); 
 
//      
void ScreenSwitching(){ 
  MenuPos++; 
  if(MenuPos > 2){MenuPos=0;} 
  LCDmenu(); 
} 
//     LCD  
void LCDmenu(){ 
static int8_t LastMenuPos=100;   
switch (MenuPos) { 
    case 0: 
      // ,  MenuPos  0 
        if (LastMenuPos!=MenuPos){ //       ,  

      
          lcd.clear(); 
          lcd.setCursor(0, 0); //       
          lcd.print(F("Hum = % ")); //   
          lcd.setCursor(7, 0); //      
          lcd.print(h, 1); //      
          lcd.setCursor(0, 1); //       
          lcd.print(F("Temp = \1C ")); //  , \1 -   
          lcd.setCursor(7, 1); //      
          lcd.print(t,1); //     
        }else{    //          
          lcd.setCursor(7, 0); //      
          lcd.print(h, 1); //      
          lcd.setCursor(7, 1); //      
          lcd.print(t,1); //                  
        } 
      break; 
    case 1: 
      //    MenuPos   
        lcd.clear(); 
        lcd.setCursor(0, 0); //       
        if(statePIR == HIGH){lcd.print(F("SVET VKL"));} 
        else                {lcd.print(F("SVET OTKL"));}        
      break; 
    case 2: 
      //    MenuPos  2 
        lcd.clear(); 
        lcd.setCursor(0, 0); //               
        if(!StateKeyRFID){ 
        lcd.print(F("CLOSED")); 
        } 
        else if (StateKeyRFID){ 
        lcd.print(F("OPEN")); 
        }      
      break;       
    default: 

 26 –      
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    —   -

   -      «Blynk». 

     Ethernet shield W5100  -

 .  

Ethernet Shield,    27,    

Arduino  . Shield   Arduino   -

       ,   . 

Web-    Ethernet shield     

Ethernet.begin (arduino_mac, device_ip, dns_ip, gateway_ip, subnet_mask). 

: 

 arduino_mac –   ; 

 device_ip – ip  ; 

 dns_ip - ip  dns; 

 gateway_ip  -  IPv4; 

 subnet_mask –   IPv4. 

-     Arduino IDE   html . 

  

 

 27 - Ethernet shield W5100  Arduino Mega 

 

   -     28. 
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//  HTML  

        if (c == '\n' && currentLineIsBlank) {   

          client. println (F("HTTP/1.1 200 OK")); //    

          client. println (F("Content-Type: text/html"));  

          client. println (F("Connection: close"));  

          client. println (F("Refresh: 5")); //       

          client. println ();  

          client. println (F("<!DOCTYPE HTML>")); //HTML    

          client. println (F("<html>")); //   HTML  

          client. println (F("<head> ")); //   Head  

          client. println (F("<meta http-equiv='Content-Type' content='text/html ; char-

set=utf-8'/> "));  

          client. print (F("<title> Microcompleks </title>")); //    

          client. println (F("</head>")); //    

          client. println (F("<body>"));  

          client. print (F("<H1>М  </H1>")); //     

          client. println (F(" <br>")); //   .   

          client. println (F("<hr/>")); // =====================================  

          client. println (F("T  = ")); //   DHT   

          client. println (t); //    

          client. println (F(" *C")); 

          if(t_alarm_max) {client.println(F(" !   "));} 

          else if (t_alarm_min){client.println(F(" !   "));} 

          client. println (F("<br> ")); //   .   

          client. println (F("В  = ")); //   DHT   

          client. println (h); //    

          client. println (F(" %\t"));  

 

          if(h_alarm_max) {client.println(F(" !   "));} 

          else if (h_alarm_min){client.println(F(" ! В   "));}  

          client. println (F("<br> ")); //   .   

          client. println (F("<hr/>")); // =====================================  

          if(statePIR == HIGH){client.println(F("    "));} 

 

          else if (statePIR == LOW){client.println(F("    "));} 

                    client. println (F("<br> ")); //   .   

          client. println (F("<hr/>")); // =====================================  

                  }  

 28 –   -  

 

      : 

     –  ; 
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      –  ; 

    sd  –  ; 

   c .  Blynk –  ; 

     –  ; 

      LCD  –  

; 

      –  ; 

   -  –  . 

        

.      (  ). 

      -

 ,  ,      

  .      -

  .      29. 

 

 

 29 –   -    
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 ,        

.   30     -
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 30 –   

 

     ,   -

  , ,     . 

     31. 
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  31 –   

 

        

32. 

 

 32 –      
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       . 

        

-     34-35. 
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 33 –      
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 34 –     -  

 

 

 35 –       
  

 

 

 36 –      -
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1.1.   

1.1.1.    

       

  

1.1.2.    
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 2.      

2.1.   

« »      -

 : 

    ; 

  ; 

  ё . 

1.2.    

   : 

      

        

        

2.3.   

     

      

     

    

2.4.   

     ё   -
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 3.    
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#include "Variables.h"  //     
 
/*                             
 *           Blynk                     
 *     Blynk 
 */ 
#include "Connect.h"    
BlynkTimer timer;       //   BlynkTimer   timer 
#include "RTC.h"        //       
#include "BlynkCOD.h"   //      Blynk 
#include "Datalogger.h" //     SD  
#include "SensorDHT.h"  //       
#include "Modul_mfrc .h" //    RFID  
#include "LCD_Menu.h"   //   LCD  
#include "Button.h"     //     
#include "Server.h"     //    

#include "IK_Konder.h"     //    

 
//       PIR 
void PIRsensor(){ 
    //       00    
statePIR,   statePIR 
  if (analogRead(PIN_PIR)>300){statePIR = HIGH;}     
  else                        {statePIR = LOW;} 
  //         
  if (statePIR == HIGH) {digitalWrite(PIN_RELE_SVET, HIGH);} 
  else                  {digitalWrite(PIN_RELE_SVET, LOW);}   
} 
//        
void setup() {   
                                             
//     
  pinMode(PIN_RELE_SVET, OUTPUT);  //   
  pinMode(PIN_RELE_LOCK, OUTPUT);  //   
  setupButton(); //    Button.h  

 
//    
  Serial.begin(9600);  
  while (!Serial);       //        
  Serial.println(F("Start")); 
 
//  Ч    RTC.h  
  setupRTC(); 
 
//  lcd  LCD_Menu.h  
  lcd.init();  
  lcd.backlight(); //    
 
//      SensorDHT.h  
  Serial.println(F("DHTxx test!"));  
  dht.begin();  
 
//  SD  (Datalogger.h) 
  setupSD(); 



55 
 

  delay(1000); 
 
//   MFRC522 (Modul_mfrc522.h) 
  setupMFRC522(); 
  delay(1000); 
//     Blynk (Connect.h) 
  reconnectBlynk(); 
  delay(1000); 
  setupTable(); //     
   
//   Server.h  
  server.begin(); 
 
//   
 timer.setInterval(60000L, reconnectBlynk); //   Blynk   -

 
 timer.setInterval(2000, readDHT);     // Ч      
 ID_Timer_keyRFID = timer.setInterval(500, keyRFID);   // Ч  RFID   -

   
 ID_Timer_ScreenSwitching =  timer.setInterval(2000, ScreenSwitching);     // -

   LCD 
 timer.disable(ID_Timer_ScreenSwitching);  //    LCD 
 timer.setInterval(50, [](){button1.tick();}); //      
 timer.setInterval(2000, LCDmenu);     //    LCD  
 timer.setInterval(1000, PIRsensor);   // Ч      
 timer.setInterval(1000, loopServer);  //       
 timer.setInterval(1000, loopRTC);     // Ч     RTC DS  
 timer.setInterval(60000, loopSD);     //    SD  
 timer.setInterval(1000, emailSENDrun);//                   
}//setup() 
 
void loop() { 
  if (Blynk.connected()) //      Blynk 
  { Blynk.run();} //  Blynk 
  timer.run(); //   
}//loop 
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  c   «Blynk» 

int rowIndex = 0; //     
 
/*         + +  00 00 00 
00   */ 
 
//        
void sendEvent(String UID, String Value) { 
  String Name = DataTime; 
  Name += "  К (" + UID; 
  Name += ")  З "; 
 
  //     
  Blynk.virtualWrite(VPIN_TABLE, "add", rowIndex, Name, Value); 
 
  //       
  Blynk.virtualWrite(VPIN_TABLE, "pick", rowIndex); 
  rowIndex++; 
} 
 
//       
void setupTable() 
{ 
  //     
  Blynk.virtualWrite(VPIN_TABLE, "clr"); 
} 
 

//  Mail  
 
//       RFID ,     

 
String TextMFRC522 (String UID, String Value){ 
    String Text=""; 
    Text += Data; 
    Text += ","; 
    Text += Time;    
    Text += ",К ," + UID; 
    Text += ","; 
    Text += Value; 
    return   Text; 
} 
 
//      DHT,      
String TextDHT (String Val, String X){ 
    String Text=""; 
    Text += Data; 
    Text += ","; 
    Text += Time; 
    Text += ","; 
    Text += X; 
    Text += ","; 
    Text += Val; 
    return   Text; 
} 
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// *** :          ! *** 
/*  
 *       waitSEND=true  
 *           
(stateSEND_Mail_Timer=false) 
 *    
 *    stateSEND_Mail_Timer=true  
 *    waitSEND=false) 
 *       stateSEND_Mail_Timer    
 *//   
void emailSENDrun(){ 
#ifdef USE_MAIL_SEND  
  if (waitSEND && !stateSEND_Mail_Timer){ 
    stateSEND_Mail_Timer=true; //   (stateSEND_Mail_Timer=true) 
    waitSEND = false;          //   (waitSEND=false) 
    Blynk.email(MAIL, Subject, Message); //   
 
 //      stateSEND_Mail_Timer    
    timer.setTimeout(15000, [] () {stateSEND_Mail_Timer=false;}); 
  } 
#endif 
} 
 
/* 
 *             
Message 
 *              
 */ 
//        
void emailSEND(String Text) { 
 
#ifdef USE_MAIL_SEND   
 
  if (waitSEND == false){ 
    waitSEND = true; 
    Message = "<br>"; //    
    Message += Text; 
  } 
  else { 
    waitSEND = true; 
    Message += "<br>";//    
    Message += Text; 
  } 
  Serial.println(Message); //       
  emailSENDrun(); //     

 
#endif 
} 
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     LCD  

#include "OneButton.h" //      
  
OneButton button1(PIN_BUTTON_MENU, true); //    
 
//       
void click1() { 
  Serial.println("ScreenSwitching"); 
  ScreenSwitching(); //    
} // click1 
 
//          
void doubleclick1() { 
  static boolean stateScreenSwitching = false; //    -

  
 //  static     
   
  stateScreenSwitching = !stateScreenSwitching;     //   
  if (stateScreenSwitching){timer.enable(ID_Timer_ScreenSwitching); Seri-
al.println("ScreenSwitching AUTO ON");} 
  else                     {tim-
er.disable(ID_Timer_ScreenSwitching);Serial.println("ScreenSwitching AUTO OFF");} 
} // doubleclick1 
 
void setupButton() {   
  button1.attachClick(click1); //       click1 
  button1.attachDoubleClick(doubleclick1); //      

 doubleclick1 
}  
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#define BLYNK_PRINT Serial 
#include <SPI.h> 
#include <Ethernet.h> 
#include <BlynkSimpleEthernet.h> 
 
// Mac-          
byte arduino_mac[] = { 0xDE, 0xED, 0xBA, 0xFE, 0xFE, 0xED }; 
IPAddress device_ip  (192, 168,   10,  224); 
IPAddress dns_ip     (192, 168,   10,   1); 
IPAddress gateway_ip (192, 168,   10,   1); 
IPAddress subnet_mask(255, 255, 255,   0); 
 
//   Blynk      
// Blynk Auth Code 
#define AUTH          "akls3e41dk1349sdajwqe123jfsdf" 
 
//#define USE_LOCAL_SERVER //      Blynk 
 
#ifdef USE_LOCAL_SERVER 
      #define SERVER          IPAddress (192, 168, 10, 9) //  IP  
      #define SERVER          "Blynk.dlinkddns.com" //    ( : 

"Blynk.dlinkddns.com") 
 
#endif 
 
//              Blynk          // 
void ConnectBlynk() 
{ 
#ifdef USE_LOCAL_SERVER //     
           
  Ethernet.begin (arduino_mac, device_ip, dns_ip, gateway_ip, subnet_mask); 
  //    Ethernet 
  if (Ethernet.hardwareStatus() == EthernetNoHardware) { 
    Serial.println(F("Ethernet shield was not found.  Sorry, can't run without hard-
ware. :(")); 
    while (true) { 
      delay(1); //   ,      Ethernet 
    } 
  } 
  //    Ethernet 
  if (Ethernet.linkStatus() == LinkOFF) { 
    Serial.println("Ethernet cable is not connected."); 
  } 
  else{ 
    Serial.println(Ethernet.localIP()); 
    Blynk.config(AUTH, SERVER, 8080); 
    Blynk.connect(1000UL); 
  } 
            
  #else //        "blynk-cloud.com" 
Ethernet.begin (arduino_mac, device_ip, dns_ip, gateway_ip, subnet_mask); 
  //   К  Ethernet 
  if (Ethernet.hardwareStatus() == EthernetNoHardware) { 
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    Serial.println(F("Ethernet shield was not found.  Sorry, can't run without hard-
ware. :(")); 
    while (true) { 
      delay 1 ; //   ,      Ethernet 
    } 
  } 
  //   К  Ethernet 
  if (Ethernet.linkStatus() == LinkOFF) { 
    Serial.println("Ethernet cable is not connected."); 
  } 
  else{ 
    Serial.println(Ethernet.localIP()); 
    Blynk.config(AUTH, "blynk-cloud.com", 80); 
    Blynk.connect(1000UL); 
  }           
 
#endif 
}//ConnectBlynk() 
 
 
//     
void reconnectBlynk() { 
  if (!Blynk.connected()){ 
    BLYNK_LOG("Disconnected now"); 
    ConnectBlynk(); 
    if (Blynk.connected()){BLYNK_LOG("Reconnected");}  
    else                  {BLYNK_LOG("Not reconnected");} 
  } 
}//reconnectBlynk() 
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  SD-Card 

#include <SPI.h> 
#include <SD.h> 
 
//  SD  
void setupSD() { 
  Serial.print(F("Initializing SD card...")); 
 
  // ,         : 
  if (!SD.begin(SDCARD_CS)) { 
    Serial.println(F("Card failed, or not present")); 
      // return;    : 
  } 
  Serial.println(F("card initialized.")); 
} 
 
/* 
 *   
 * loopSD  //       
 * loopSD_change  //          -

 
* //   
 *  : 
 * timer.setInterval 0000, loopSD ;            //    SD  
 * timer.setInterval 0000, loopSD_change ;     //    SD  
 */ 
  
//       
void loopSD() { 
    //       : 
  String dataString = ""; 
  dataString += Data; 
  dataString += ","; 
  dataString += Time; 
  dataString += ","; 
  dataString += "Humi "; 
  dataString += ","; 
  dataString += String(h); 
  dataString += ","; 
  dataString += "Temp "; 
  dataString += ","; 
  dataString += String(t); 
    
 
//  .  ,        

, 
//  ,    ,    . 
  File dataFile = SD.open("loght.txt", FILE_WRITE); 
 
  //   ,   : 
  if (dataFile) { 
    dataFile.println(dataString); 
    dataFile.close(); 
    //    : 
    Serial.print("DataLogger  "); 
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    Serial.println(dataString); 
  } 
  //    ,    : 
  else { 
    Serial.println(F("error opening loght.txt")); 
  } 
 
}//loopSD() 
 
//           
void loopSD_change() { 
    // make a string for assembling the data to log: 
  String dataString = ""; 
  static float last_h=0; 
  static float last_t=0; 
 
  if (last_h != h && last_t != t){ 
  last_h = h; 
  last_t = t; 
 
  dataString += Data; 
  dataString += ","; 
  dataString += Time; 
  dataString += ","; 
  dataString += "Humi "; 
  dataString += ","; 
  dataString += String(h); 
  dataString += ","; 
  dataString += "Temp "; 
  dataString += ","; 
  dataString += String(t); 
    
 
//  .  ,        

, 
//  ,    ,    . 
  File dataFile = SD.open("loght.txt", FILE_WRITE); 
 
  //   ,   : 
  if (dataFile) { 
    dataFile.println(dataString); 
    dataFile.close(); 
    //    : 
    Serial.print("DataLogger  "); 
    Serial.println(dataString); 
  } 
  //    ,    : 
  else { 
    Serial.println(F("error opening loght.txt")); 
  } 
 } 
} 
 
//        
void lockSD(String UID, String Value) { 
 
  //       : 
  String dataString = ""; 
     
  dataString += Data; 
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  dataString += ","; 
  dataString += Time; 

  dataString += ","; 
  dataString += "Key "; 
  dataString += ","; 
  dataString += UID; 
  dataString += ","; 
  dataString += Value; 
   
 
//  .  ,        

, 
//  ,    ,    . 
  File dataFile = SD.open("lock.txt", FILE_WRITE); 
 
  //   ,   : 
  if (dataFile) { 
    dataFile.println(dataString); 
    dataFile.close(); 
    //    : 
    Serial.print("DataLogger  "); 
    Serial.println(dataString); 
  } 
  //    ,    : 
  else { 
    Serial.println(F("error opening lock.txt")); 
  } 
 
} 
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  LCD  

#include <Wire.h>  
#include <LiquidCrystal_I2C.h>      //   LCD  
 
LiquidCrystal_I2C lcd(0x27,16,2);   //     0x    I C 
                                    //       
 
//  ,      ,     
void LCDmenu(); 
 
//      
void ScreenSwitching(){ 
  MenuPos++; 
  if(MenuPos > 2){MenuPos=0;} 
  LCDmenu(); 
} 
 
//     LCD  
void LCDmenu(){ 
static int8_t LastMenuPos=100;   
switch (MenuPos) { 
    case 0: 
      // ,  MenuPos  0 
       
        if (LastMenuPos!=MenuPos){ //       ,   

     
          lcd.clear(); 
          lcd.setCursor(0, 0); //       
          lcd.print(F("Hum = % ")); //   
          lcd.setCursor(7, 0); //      
          lcd.print(h, 1); //      
          lcd.setCursor(0, 1); //       
          lcd.print(F("Temp = \1C ")); //  , \1 -   
          lcd.setCursor(7, 1); //      
          lcd.print(t,1); //     
        }else{    //          
          lcd.setCursor(7, 0); //      
          lcd.print(h, 1); //      
          lcd.setCursor(7, 1); //      
          lcd.print(t,1); //                  
        } 
      break; 
    case 1: 
      // ,  MenuPos   
        lcd.clear(); 
        lcd.setCursor(0, 0); //       
        if(statePIR == HIGH){lcd.print(F("SVET VKL"));} 
        else                {lcd.print(F("SVET OTKL"));}        
      break; 
    case 2: 
      // ,  MenuPos   
        lcd.clear(); 
        lcd.setCursor(0, 0); //               
        if(!StateKeyRFID){ 
        lcd.print(F("CLOSED")); 
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        } 
        else if (StateKeyRFID){ 
        lcd.print(F("OPEN")); 
        }      
      break;       
    default: 
      // ,       
        lcd.clear(); 
        lcd.setCursor(0, 0); //       
        lcd.print(F("MenuPos Error")); //   
      } 
  LastMenuPos=MenuPos; 
} 
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  RFID  

#include <SPI.h> 
#include <MFRC522.h>         //       RC  
 
//       MFRC       

 
MFRC522 mfrc522(MFRC522_SS_PIN, MFRC522_RST_PIN); 
 
// Card UID: 05 B6 97 BB 
// Card UID: 50 27 9E 7C 
// Ч    DumpInfo_My 
 
//          

   .  
void printHex(byte *buffer, byte bufferSize) { 
  for (byte i = 0; i < bufferSize; i++) { 
    Serial.print(buffer[i] < 0x10 ? " 0" : " "); 
    Serial.print(buffer[i], HEX); 
  } 
} 
 
//         . 
String printHexS(byte *buffer, byte bufferSize) { 
  String UID; 
  for (byte i = 0; i < bufferSize; i++) { 
    if(buffer[i] < 0x10){UID+= " 0";} 
    else                {UID+= " ";} 
    UID+= String(buffer[i], HEX); 
  } 
  return UID; 
} 
 
//          dec  -

 . 
void printDec(byte *buffer, byte bufferSize) { 
  for (byte i = 0; i < bufferSize; i++) { 
    Serial.print(buffer[i] < 0x10 ? " 0" : " "); 
    Serial.print(buffer[i], DEC); 
  } 
} 
 
//   RFID  
void setupMFRC522(){ 
  SPI.begin();                                  //   SPI 
  mfrc522.PCD_Init();                          //   MFRC  
  mfrc522.PCD_DumpVersionToSerial();  //       

  
//    ,         
  Serial.println(F("Please, place RFID-label over the reader"));  
} 
 
// Ч      RFID  
//     ,         
void keyRFID(){ 
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    digitalWrite(PIN_RELE_LOCK, StateKeyRFID); //      
  

    Blynk.virtualWrite(VPIN_LOCK, StateKeyRFID); //     Blynk  
    

   
  //  ,    ,      
(keyRFID) 
 if ( ! mfrc522.PICC_IsNewCardPresent()) { 
  return; 
 } 
 
//   ,     ,   -

   keyRFID  
 if ( ! mfrc522.PICC_ReadCardSerial()) { 
  return; 
 } 
        //    !!!!! !!!!!!    // 
//              
 //      UID 
    Serial.println(F("Card UID"));   
    Serial.print(F("In hex: ")); 
    printHex(mfrc522.uid.uidByte, mfrc522.uid.size); 
    Serial.println(); 
     
    Serial.print(F("In dec: ")); 
    printDec(mfrc522.uid.uidByte, mfrc522.uid.size); 
    Serial.println(); 
 
//   for          
    int flagCheck=0; 
   for (byte j = 0; j < countKey; j++) { 
        for (byte i = 0; i < 4; i++) { 
          if (uidCard[j][i] != mfrc522.uid.uidByte[i]) 
          {flagCheck++; i=4;}            
        } 
   } 
 
//         ,     

   
  if (flagCheck<countKey){       
  StateKeyRFID=!StateKeyRFID; //    
  if (StateKeyRFID){ 
      //  true      
      Serial.println(F("OPEN")); 
      sendEvent(printHexS(mfrc522.uid.uidByte, mfrc522.uid.size), F("OPEN") ); // 

  Blynk 
      emailSEND(TextMFRC522(printHexS(mfrc522.uid.uidByte, mfrc522.uid.size), 
F("OPEN") )); //   
      lockSD(printHexS(mfrc522.uid.uidByte, mfrc522.uid.size), F("OPEN")); //  

  
       
    }else{ 
      //  false   
      Serial.println(F("CLOSE")); 
      sendEvent(printHexS(mfrc522.uid.uidByte, mfrc522.uid.size), F("CLOSE") ); // 

  Blynk 
      emailSEND(TextMFRC522(printHexS(mfrc522.uid.uidByte, mfrc522.uid.size), 
F("CLOSE") )); //   
      lockSD(printHexS(mfrc522.uid.uidByte, mfrc522.uid.size), F("CLOSE")); // -
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    } 
  } 

      digitalWrite(PIN_RELE_LOCK, StateKeyRFID); //      
  

    Blynk.virtualWrite(VPIN_LOCK, StateKeyRFID); //     Blynk  
         

 
//             
  timer.disable(ID_Timer_keyRFID);  //      keyRFID 
  timer.setTimeout(3000, [](){      // Ч    
    timer.enable(ID_Timer_keyRFID); //      keyRFID 
    }); 
   
} //keyRFID() 
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#include <Wire.h> 
#include <DS3231.h>  
 
DS3231 clock;   //    
RTCDateTime dt; //     dt       

  RTC 
 
//  DS3231 
void setupRTC(){ 
   
  Serial.println(F("Initialize DS3231")); 
  clock.begin(); 
 
  //     
  //clock.setDateTime(__DATE__, __TIME__); 
 
  //          ,  

     
  //            

  
  clock.armAlarm1(false); 
  clock.armAlarm2(false); 
  clock.clearAlarm1(); 
  clock.clearAlarm2(); 
} 
 
void loopRTC(){ 
  dt = clock.getDateTime(); // Ч     RTC   dt 
   
  //   
  Data = String(dt.day) + "." + String(dt.month) + "." + String(dt.year); 
  Time = String(dt.hour) + "." + String(dt.minute) + "." + String(dt.second); 
  DataTime = Data + " " + Time; 
   
  Blynk.virtualWrite(VPIN_LABEL_TIME, DataTime); //     Blynk 
  Serial.println(DataTime);                   //      
 
Serial.print("Raw data: "); 
Serial.print(dt.year);   Serial.print("-"); 
Serial.print(dt.month);  Serial.print("-"); 
Serial.print(dt.day);    Serial.print(" "); 
Serial.print(dt.hour);   Serial.print(":"); 
Serial.print(dt.minute); Serial.print(":"); 
Serial.print(dt.second); Serial.println(""); 
 
} 
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#include <Wire.h>  
#include "DHT.h" //   . 
 
#define DHTTYPE DHT21 // DHT  AM 0  //      .  
 
DHT dht(DHTPIN, DHTTYPE); //   
 
//            
//      
//  ,         -

   
void alarmT(){ 
  if (t > t_max) {t_alarm_max=true;} else {t_alarm_max=false; 
send_t_alarm_max=false;} 
  if (t < t_min) {t_alarm_min=true;} else {t_alarm_min=false; 
send_t_alarm_min=false;} 
} 
 
//      
void alarmH(){ 
  if (h > h_max) {h_alarm_max=true;} else {h_alarm_max=false; 
send_h_alarm_max=false;} 
  if (h < h_min) {h_alarm_min=true;} else {h_alarm_min=false; 
send_h_alarm_min=false;} 
} 
 
// Ч     DHT 
//    Blynk 
//         
void readDHT(){ 
  h = dht.readHumidity(); 
  t = dht.readTemperature(); // or dht.readTemperature(true) for Fahrenheit 
 
  //         
  if (isnan(h) || isnan(t)) { 
    Serial.println(F("Failed to read from DHT sensor!")); 
    return; 
  } 
 
  Blynk.virtualWrite(VPIN_LABEL_TEMP, t);  //    Blynk 
  Blynk.virtualWrite(VPIN_LABEL_HUMID, h); //    Blynk 
 
    alarmT(); //     
    alarmH(); //     
 
/* 
 *            
 *              
 *         
 */ 
    if (t_alarm_max && !send_t_alarm_max) 
    {emailSEND(TextDHT(" !   ", String(t))); 
send_t_alarm_max=true;} 
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    if (t_alarm_min && !send_t_alarm_min) 

    {emailSEND(TextDHT(" !   ", String(t))); 
send_t_alarm_min=true;} 
     
    if (h_alarm_max && !send_h_alarm_max) 
    {emailSEND(TextDHT(" !   ", String(h))); 
send_h_alarm_max=true;} 
     
    if (h_alarm_min && !send_h_alarm_min) 
    {emailSEND(TextDHT(" ! В   ", String(h))); 
send_h_alarm_min=true;} 
} 
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EthernetServer server(80);  
 
void loopServer(){ 
  EthernetClient client = server.available(); 
 
    if (client){ //       
     boolean currentLineIsBlank = true; //      -

:     
    while (client.connected()) { //       
     if (client.available()) { //     
        char c = client.read(); //      " "  
         
     if (newInfo && c == ' '){  
          //     =   " ",    , 

    
     newInfo = 0; //        
        }  
         
     if (c == '$'){ //   " ",    , -

  $  
          // "$"       
     newInfo = 1; //    ,        
        }  
         
        //   URL -  $   $   
        if (newInfo == 1){ //      
          Serial.println (c);  
          if (c == '1'){ //  " "    
            Serial.println (F("В "));  
            digitalWrite (PIN_RELE_SVET, HIGH); //     
          }  
         
          if (c == '2'){ //  " "    
            Serial.println (F("В "));  
            digitalWrite (PIN_RELE_SVET, LOW); //    
          }  
        }  
 
        //  " "    ,     
        if (c == '\n') {currentLineIsBlank = true;}    
           
        // ,  " "        ,  -

     
        else if (c != '\r') {currentLineIsBlank = false;}  
 
        //  HTML  
        if (c == '\n' && currentLineIsBlank) {   
          client. println (F("HTTP/1.1 200 OK")); //    
          client. println (F("Content-Type: text/html"));  
          client. println (F("Connection: close"));  
          client. println (F("Refresh: 5")); //     

  
          client. println (); //Э   ,     
          client. println (F("<!DOCTYPE HTML>")); //HTML    
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          client. println (F("<html>")); //   HTML  
          client. println (F("<head> ")); //   Head  
          client. println (F("<meta http-equiv='Content-Type' content='text/html ; 
charset=utf-8'/> "));  
          client. print (F("<title> Microcompleks </title>")); //    
          client. println (F("</head>")); //    
          client. println (F("<body>"));  
          client. print (F("<H1>М  </H1>")); //     
          client. println (F(" <br>")); //   .   
          client. println (F("<hr/>")); // ===========  
          client. println (F("T  = ")); //   DHT   
          client. println (t); //    
          client. println (F(" *C")); 
           
   if(t_alarm_max) {client.println(F(" !   "));} 
   else if (t_alarm_min){client.println(F(" !   "));} 
            
          client. println (F("<br> ")); //   .   
          client. println (F("В  = ")); //   DHT   
          client. println (h); //    
          client. println (F(" %\t"));  
           
   if(h_alarm_max) {client.println(F(" !   "));} 
   else if (h_alarm_min){client.println(F(" ! В   "));}  
           
          client. println (F("<br> ")); //   .   
          client. println (F("<hr/>")); // ===================  
           
   if(statePIR == HIGH){client.println(F("    "));} 
   else if (statePIR == LOW){client.println(F("    "));} 
           
          client. println (F("<br> ")); //   .   
          client. println (F("<hr/>")); // ==================  
           
   if(!StateKeyRFID){client.println(F("   "));} 
   else if (StateKeyRFID){client.println(F("   "));} 
           
          client. println (F("</body>"));  
          client. println (F("</html>")); //   HTML  
          client. println (F("<br> ")); //   .   
          client. println (F("<hr/>")); // ================  
          break; //   
        }  
      }  
    }  
    delay (1); //       
    client. stop(); //    
  }  
} 
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  -  

#include <IRremote.h>  
  
IRsend irsend; 
 
void loopIN(){ 
 
  int khz = 38; //   38  
  unsigned int irSignal_on[] = {9000, 4500, 560, 560, 560, 560, 560, 1690, 560, 560, 
560, 560, 560, 560, 560, 560, 560, 560, 560, 1690, 560, 1690, 560, 560, 560, 1690, 
560, 1690, 560, 1690, 560, 1690, 560, 1690, 560, 560, 560, 560, 560, 560, 560, 1690, 
560, 560, 560, 560, 560, 560, 560, 560, 560, 1690, 560, 1690, 560, 1690, 560, 560, 
560, 1690, 560, 1690, 560, 1690, 560, 1690, 560, 39416, 9000, 2210, 560}; //   

    0   0  

 
  unsigned int irSignal_of[] = {8000, 4300, 500, 400, 450, 450, 560, 1690, 560, 560, 
560, 560, 560, 460, 560, 560, 460, 560, 560, 1590, 560, 1590, 560, 560, 560, 1690, 
560, 1690, 560, 1690, 560, 1690, 560, 1690, 560, 560, 560, 560, 560, 560, 560, 1690, 
560, 560, 560, 560, 560, 560, 560, 560, 560, 1690, 560, 1690, 560, 1690, 560, 560, 
560, 1690, 560, 1690, 560, 1690, 560, 1590, 460, 39416, 8000, 2210, 460}; //   

  

 
  if (t > t_max) {irsend.sendRaw(irSignal_on, sizeof(irSignal_on) / 
sizeof(irSignal_on[0]), khz);} //      
  else {irsend.sendRaw(irSignal_off, sizeof(irSignal_off) / sizeof(irSignal_off[0]), 
khz);} 
  delay(10000); 
 

  if (h > h_max) {irsend.sendRaw(irSignal_on, sizeof(irSignal_on) / 
sizeof(irSignal_on[0]), khz);} //      
  else {irsend.sendRaw(irSignal_off, sizeof(irSignal_off) / sizeof(irSignal_off[0]), 
khz);} 
  delay(50000);  
  
 } 
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//      I C     
  //  I2C SCL A5(UNO) / 21(Mega) 
  //  I2C SDA A4(UNO) / 20(Mega) 
 
//    SPI 
  #define MFRC522_RST_PIN    5    //    RST  MFRC  
  #define MFRC522_SS_PIN     53   //   SDA SS    MFRC  
   
  // SPI W5100 SD MFRC522 MOSI  51 
  // SPI W5100 SD MFRC522 MISO  50 
  // SPI W5100 SD MFRC522 SCK   52 
   
  #define SDCARD_CS 4     // CS  SD  
 
//   
#define DHTPIN            A0    //      DHT 
#define PIN_RELE_SVET     7  //   
#define PIN_RELE_LOCK     6  //   
#define PIN_PIR           A1  //   PIR 
#define PIN_BUTTON_MENU   3  //    
 
//     
 
  #define VPIN_LABEL_TIME   V0  //  Lable Ч  
  #define VPIN_LABEL_TEMP   V1  //  Lable  
  #define VPIN_LABEL_HUMID  V2  //  Lable  
  #define VPIN_LOCK         V5  //   
  #define VPIN_TABLE        V10 //     
 
//     
 
//   
String Data; 
String Time; 
String DataTime; 
 
boolean statePIR = 0;       //                 
int8_t MenuPos = 0;         //    
boolean newInfo = 0; //        
 
//       
//  
  float h;        //       
  int h_min = 20; //    
  int h_max = 70; //    
  boolean  h_alarm_min=false; //   
  boolean  h_alarm_max=false; //   
  boolean  send_h_alarm_min=false; //      -

 
  boolean  send_h_alarm_max=false; //      -

  
//  
  float t;        //         
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  int t_min = 18; //    
  int t_max = 25; //    

  boolean  t_alarm_min=false; //   
  boolean  t_alarm_max=false; //   
  boolean  send_t_alarm_min=false; //      -

 
  boolean  send_t_alarm_max=false; //      -

 
 
//  ID  
// ID          -

  
  int ID_Timer_keyRFID;         // keyRFID  Ч      RFID  
  int ID_Timer_ScreenSwitching; // ScreenSwitching     -

  
 
//    Mail  
  //       
  #define USE_MAIL_SEND   
 
  /*   ,      */ 
  #define BLYNK_MAX_SENDBYTES 1000 
   
  char MAIL[] = "arduino@gmail.com"; //      
  char Subject[] = "Subject: Microcomplex";   
  String Message = " "; //      
 
  boolean stateSEND_Mail_Timer=false; //     
  boolean waitSEND=false;             //     
 
//    
 
  boolean StateKeyRFID = false; //     RFID  
 
  // Ч  UID     DumpInfo_My 
  //   
  const int countKey=2; 
 
  //  UID   HEX  
  byte uidCard[countKey][4] = { 
  {0x05, 0xB6, 0x97, 0xBB}, 
  {0x50, 0x27, 0x9E, 0x7C} 
  }; 
 
  //   
  String NameUID[countKey] = { 
    " ", 
    "В " 
  }; 
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